Scenario for Simple Interoperability 

of 

WS-Federation Passive Client Profile
1 The Player’s

1.1 Identity Provider Information 

1.1.1 The Company

My Employer – ME is an insurance company that insures assets with a value in excess of 5 million dollars, such as aircrafts and cruise ships.

Company URL: myemployer.ibm.fabrikam.com
1.1.2 ME personnel

Elain Edison – Elain is an employee at ME.

Mary Manor – Mary is Elain’s manager at ME.

Chris Calley - Chris is an executive at ME.
1.2 The Resource provider

1.2.1 The Company

Benefits Company (BC) - BC is a company that manages benefits for other employers.

Company URL: benefitscompany.ibm.fabrikam123.com
2 The Agreement

My Employer and Benefits Company have established a business federation. This scenario assumes and requires that My Employee, employees have accounts at both the My Employer and Benefits Company domains. The goal of this federation is three-fold: 

· Enable My Employer to outsource the management of employee benefits.

· Free Benefits Company from managing passwords for My Employer employees.

· Accomplish trusted SSO for the My Employer employees, to the Benefits Management domain.

As part of the coordination of the business federation, My Employer agrees to send certain user specific attributes, along with the resource request to Benefits Company. The benefits management application at Benefits Company requires these attributes to exist. See the “Application Required Attributes” section for details of the attributes.  
3 The Scenario

One of the ME personnel (user), is at work and accesses a portal page, which is presented by ME.  This portal page can display any information pertinent to the individual user, or ME itself.  The portal page must also have links to manage the users benefits.  

· The user clicks on the benefits management link.

· If the user has not yet authenticated to their domain (i.e. at ME), they must authenticate before being given access to the benefits application at Benefits Company.
· The user is presented a customized “Welcome Page” of the benefits management application.

· The user is able to update their health plan options and clicks a link to manage their health plan.

· The user is shown the different plan options and how much they each cost.

· The user selects the health plan of choice, and is shown the amount of the deduction, which will be on each paycheck. The user is asked to confirm this transaction. The user confirms their selection, and is once again displayed the customized “Welcome Page”, which now displays the updated health plan information.

· If the user again clicks the link to their health plan, they are shown the details of the health plan they chose and have the ability to modify their choice before the end of the enrollment period.

4 The Resource Application

4.1 Application Details

· The resource application is a benefit’s management application hosted by BC.

· The benefit’s application has been customized for the benefit options made available by ME. 

· For this interop the benefit, which will be manageable by the application is:

· Health Plan

· When users access the application they will be greeted with a customized “Welcome page” with a summary of their current benefits.

· The user must click on a link to manage their health plan. 

· Whenever benefits are updated, and the user returns to the “Welcome page”, their benefits information will reflect the new changes.

· The application will support 3 different group profiles.

· ME Employee Group.

· ME Management Group.

· ME Executive Group.

· ME Employee Group:

· For health plans ME pays 75% of the cost of the health plan.

· ME Management Group:

· For health plans ME pays 85% of the cost of the health plan.

· ME Executive Group:

· For health plans ME pays 100% of the cost of the health plan.

The benefits application will detect the group of the user from attributes provided by ME during the single sign-on operation. The application will display the appropriate employer contribution based on the group.

4.2 Application Required Attributes
In this section, the SAML Assertion elements shown are for reference purposes only.  Namespaces are omitted.  Refer to the “Passive Client Federation Interop” document for specific details about agreed upon namespaces. See Section 5, for a sample SAML Assertion.

· The SAML Assertion must include an Attribute Statement which contains the following attributes: 

<Attribute AttributeName="commonName" AttributeNamespace="http://fabrikam.com/federation/v1/commonName">
    <AttributeValue>Elain Edison</AttributeValue> 

</Attribute>

<Attribute AttributeName="ssn" AttributeNamespace="http://fabrikam.com/federation/v1/namevalue">
                <AttributeValue>123-45-67890</AttributeValue> 

</Attribute>

<Attribute AttributeName="group" AttributeNamespace="http://fabrikam.com/federation/v1/group">
    <AttributeValue>MEemployee</AttributeValue> 

</Attribute>

<Attribute AttributeName="homepage" AttributeNamespace="http://fabrikam.com/federation/v1/namevalue">
    <AttributeValue>https://myemployer.ibm.fabrikam.com/demo/FIMDemo/MyEmployer/protected/portal.jsp</AttributeValue> 

</Attribute>
· The value of the “group” attribute must be one of the following:

· MEemployee

· MEmanager

· MEexecutive

· The SAML assertion must include a SAML Subject element in the Attribute Statement and the Authentication Statement. The “Subject” sub-element “NameIdentifier”, must be of the format: “Format="urn:oasis:names:tc:SAML:1.1nameid-format:emailAddress”, and  the value must contain the email address of the user the SAML assertion was created for.  The email address value in the Authentication, and Attribute statements must match.

      <AuthenticationStatement || AttributeStatement>

<Subject>

<NameIdentifier> eedison@fabrikam.com </NameIdentifier>

</Subject>

…………………..

</AuthenticationStatement || /AttributeStatement>

4.3 Attribute Groups

· The commonName attribute will be used for personalization of the application (E.g. “Welcome: Elain Edison”).

· The group attribute is the users group at My Employer, and will be used to determine the amount of the health plan that My Employer pays for. 

· The ssn attribute is the users social security number. This is used to retrieve the users health plan information.  This is the primary key into the data repository for the application.

· The emailAddress value of name identifier is available for use by the BC application for confirmation purposes.

· The homepage value will be used as a link to return to the logged in user’s portal page (identity provider).  

4.4 Required Additional Claim for Interop

      The scenario application uses a users ssn# as a primary key to look up a users account.  This ssn# will be transferred in the SAML assertion as a “custom” claim, as defined in the “Passive Client Federation Interop” document.  This “custom” claim should be added as a required custom claim, for the purpose of the interop.

5
Sample RSTR Showing the Saml Assertion
<wst:RequestSecurityTokenResponse xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:wsa="http://schemas.xmlsoap.org/ws/2003/03/addressing" xmlns:wsp="http://schemas.xmlsoap.org/ws/2002/12/policy" xmlns:wst="http://schemas.xmlsoap.org/ws/2004/02/passive-interop-test1" xmlns:wsu="http://schemas.xmlsoap.org/ws/2003/06/utility" wsu:Id="34cbb1c4-00fa-e94e-0171-b479a0895779"><wsp:AppliesTo><wsa:EndpointReference><wsa:Address>https://benefitscompany.ibm.fabrikam123.com/FIM/fedmgr/protocol/wsf</wsa:Address></wsa:EndpointReference></wsp:AppliesTo><wst:RequestedSecurityToken><saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" AssertionID="34cbb5ef-00fa-ff9d-815f-b479a0895779" IssueInstant="2004-01-20T19:39:49Z" Issuer="https://myemployer.ibm.fabrikam.com/FIM/fedmgr/protocol/wsf" MajorVersion="1" MinorVersion="1">

  <saml:Conditions NotBefore="2004-01-20T18:39:49Z" NotOnOrAfter="2004-01-20T20:39:49Z">

    <saml:AudienceRestrictionCondition>

      <saml:Audience>https://benefitscompany.ibm.fabrikam123.com/FIM/fedmgr/protocol/wsf</saml:Audience>

    </saml:AudienceRestrictionCondition>

  </saml:Conditions>

  <saml:AuthenticationStatement AuthenticationInstant="2004-01-20T19:39:49Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">

    <saml:Subject>

      <saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">eedison@myemployer.ibm.fabrikam.com</saml:NameIdentifier>

    </saml:Subject>

  </saml:AuthenticationStatement>

  <saml:AttributeStatement>

    <saml:Subject>

      <saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">eedison@myemployer.ibm.fabrikam.com</saml:NameIdentifier>

    </saml:Subject>

    <saml:Attribute AttributeName="commonName" AttributeNamespace="http://fabrikam.com/federation/v1/commonName">

      <saml:AttributeValue>Elain Edison</saml:AttributeValue>

    </saml:Attribute>

    <saml:Attribute AttributeName="ssn" AttributeNamespace="http://fabrikam.com/federation/v1/namevalue">

      <saml:AttributeValue>123-45-67893</saml:AttributeValue>

    </saml:Attribute>

    <saml:Attribute AttributeName="group" AttributeNamespace="http://fabrikam.com/federation/v1/group">

      <saml:AttributeValue>MEemployee</saml:AttributeValue>

    </saml:Attribute>

    <saml:Attribute AttributeName="homepage" AttributeNamespace="http://fabrikam.com/federation/v1/namevalue">

      <saml:AttributeValue>https://myemployer.ibm.fabrikam.com/demo/FIMDemo/MyEmployer/protected/portal.jsp</saml:AttributeValue>

    </saml:Attribute>

  </saml:AttributeStatement>

<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"><ds:SignedInfo><ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></ds:CanonicalizationMethod><ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"></ds:SignatureMethod><ds:Reference URI="#34cbb5ef-00fa-ff9d-815f-b479a0895779"><ds:Transforms><ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"></ds:Transform><ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></ds:Transform></ds:Transforms><ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"></ds:DigestMethod><ds:DigestValue>/nCoN7wpAKvC3XtuMa2tnHiI3gk=</ds:DigestValue></ds:Reference></ds:SignedInfo><ds:SignatureValue>HdC8rE3QZ/ptycrTkkur6jpR+2QbjBa3r3eLP0qGuLuOhAd8z8+tl8oVFNiiSfuaik3s5FXnVS/mWrNemBvNCP8IikISkq/3Hx02EbtRM+7qXDs5OIgIa13ijpLIj3uFdFiBAfbOzpPbxIfzvFCGsTuRYBK5mctsMrR6NAOQ6cU=</ds:SignatureValue>

  <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">

    <X509Data>

      <X509Certificate>

MIIB1DCCAT2gAwIBAgIEP9e6BjANBgkqhkiG9w0BAQQFADAvMQswCQYDVQQGEwJVUzEMMAoGA1UE

ChMDaWJtMRIwEAYDVQQDEwl3cy1mIHRlc3QwHhcNMDMxMjExMDAyNzUwWhcNMDQxMjEwMDAyNzUw

WjAvMQswCQYDVQQGEwJVUzEMMAoGA1UEChMDaWJtMRIwEAYDVQQDEwl3cy1mIHRlc3QwgZ4wDQYJ

KoZIhvcNAQEBBQADgYwAMIGIAoGAV8pJD/6h1VOBocV6gWFLKDrzNES9tXh8ZpxLXO9hR9Qz3FEV

RGv9zif34xXVtAt847yAIWjOn36rxGa9Ia3/7lAwzMPhEtVCyBxENh1ooVmBEkJUwPHq0/4h3rRb

xyO/DVwHCVxRWj4dtbzz+kgJuSSlqH1nGEYk3v/litYyJt0CAwEAATANBgkqhkiG9w0BAQQFAAOB

gQAGSzDUjoFo6RJTyFMulnTV5FD4a5CHyyPwpCF7LxByxp3gLM1eHhEF899LTl5VxL9OggQf3U6q

V+rsJCEZVlk0sRD3xuKrOQltYMpQwMEYmpUCXRFlf/ZGm8cv79LpUby6MMozzH6cP2gd5x+dGC1A

QeADqiEIYxgMPRYcndbxrA==

      </X509Certificate>

    </X509Data>

  </KeyInfo></ds:Signature></saml:Assertion></wst:RequestedSecurityToken></wst:RequestSecurityTokenResponse>
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