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Motivation
This document scopes the WS-Federation Passive Requestor Profile [WS-F PRP] to facilitate interoperability.  It describes the inter-realm flows only (i.e., between an account domain and a resource domain).  [WS-F PRP] does not specify the token type used to carry claims when returning security tokens, this document specifies SAML as the token type for carrying claims for interop and details the format of the SAML V1.1 token.

Namespaces

The following namespaces are used in this document:



	wsa
	http://schemas.xmlsoap.org/ws/2003/03/addressing

	ds
	http://www.w3.org/2000/09/xmldsig#

	S11
	http://schemas.xmlsoap.org/soap/envelope/

	wsp
	http://schemas.xmlsoap.org/ws/2002/12/policy

	wst
	http://schemas.xmlsoap.org/ws/2004/02/passive-interop-test1 (see appendix A)

	wsu
	http://schemas.xmlsoap.org/ws/2003/06/utility 

	saml
	urn:oasis:names:tc:SAML:1.0:assertion


Key Scenario

The diagram below from [WS-F PRP] illustrates the core Sign-On messages between two federated realms.  This document specifies the on-the-wire format of the messages between Requestor IP/STS and Resource IP/STS.
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Requesting Security Tokens
The focus of this Interop scenario is on the message exchange between the requestor IP/STS and the resource IP/STS.  Thus, to conform to this specification, messages 1, 4, 7 & 10 must be supported (per definition provided below).  All other message exchanges are implementation specific and are only provided here for guidance.

A security token is requested via SignIn message in step 2 of the diagram.  Message 3 arrives via HTTP GET and is protected by SSL/TLS.  The parameters are encoded in a query string as specified in [WS-F PRP].  The message will contain parameters as detailed below.  Parameters enclosed in braces are OPTIONAL.

wa=wsignin1.0

wtrealm=resource realm URI

[wreply=Resource IP/STS Url]

[wctx=anything] 

[wct=ISO8601 UTC]

The REQUIRED wa field is common to all SignIn messages and is fixed.

The REQUIRED wtrealm field MUST contain a URI that the Resource IP/STS and Requestor IP/STS have agreed to use to identify the realm of Resource IP/STS in messages to Requestor IP/STS.

The OPTIONAL wreply field specifies the URL to which this message’s response will be POSTed (see Returning Security Tokens).

The OPTIONAL wctx field is provided for Resource IP/STS’s use and MUST be returned by Requestor IP/STS unchanged.  

The OPTIONAL wct field, if present, MUST contain the current time in UTC using the ISO8601 format (e.g. “2003-04-30T22:47:20Z”).  This field may not be available if the requestor is coming via a portal link.  Individual implementations of Requestor IP/STS MAY require this field to be present.

Returning Security Tokens

A security token is returned via SignIn message in step 7 of the diagram.  This message MUST arrive via HTTP POST and MUST be protected by SSL/TLS.  The parameters to the message are encoded in the POST body as specified in [WS-F PRP].  The message will contain parameters as detailed below.  Parameters enclosed in braces are OPTIONAL.

Note the absence of the optional wreq field specified in [WS-F PRP].  This field is intended to host a RequestSecurityTokenResponse element or a full SOAP message.  This field is absent because a RequestSecurityTokenResponse MUST be used.

wa=wsignin1.0

wresult=RequestSecurityTokenResponse

[wctx=wctx from the request] 

The REQUIRED wa field is common to all SignIn messages and is fixed.

The REQUIRED wresult field MUST contain a RequestSecurityTokenResponse element, as detailed below.

The OPTIONAL wctx field MUST be identical to the wctx field from the incoming SignIn message that evoked this response.

Details of the RequestSecurityTokenResponse element

The RequestSecurityTokenResponse element that is included as the wresult field in the SignIn response MUST contain a RequestedSecurityToken element which MUST contain a SAML assertion.  (I.e. the only child of RequestedSecurityToken MUST be saml:Assertion.)

The RequestSecurityTokenResponse element MAY include a wsp:AppliesTo / wsp:EndpointReference / wsa:Address element that specifies the Resource Realm URI.  Note that this data is redundant – if present, it must duplicate the information in the signed token’s saml:Audience element.

<RequestSecurityTokenResponse xmlns="http://schemas.xmlsoap.org/ws/2004/02/passive-interop-test1">

<RequestedSecurityToken>


<AppliesTo xmlns="http://schemas.xmlsoap.org/ws/2002/12/policy">



<EndpointReference>




<Address xmlns="“http://schemas.xmlsoap.org/ws/2003/03/addressing”" />
                                   https://benefitscompany.fabrikam123.com
                          </Address>



</EndpointReference>


</AppliesTo>


<saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" MajorVersion="1" MinorVersion="1" AssertionId="a9e2b3e70-b3c7-4bd2-9df9-61e2a27e2051" Issuer="https://myemployer.fabrikam.com" IssueInstant="2003-09-30T17:11:30Z">

                 <saml:Conditions NotBefore="2003-09-30T17:11:30Z" NotOnOrAfter="2003-09-30T17:21:30Z">




<saml:AudienceRestrictionCondition>





<saml:Audience>https://benefitscompany.fabrikam123.com</saml:Audience>




</saml:AudienceRestrictionCondition>



</saml:Conditions>



<saml:AuthenticationStatement AuthenticationMethod="“urn:oasis:names:tc:SAML:1.0:am:password”"       

                             AuthenticationInstant="2003-05-12T19:29:23Z">




<Subject>





<NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress"> 

                                     
johnd@fabrikam.com         

                           
</NameIdentifier>




</Subject>



</saml:AuthenticationStatement>



<saml:AttributeStatement>




<saml:Subject>





<NameIdentifier Format="urn:oasis:names:tc:SAML:1.1nameid-format:emailAddress"> 


                                 johnd@fabrikam.com         


                          </NameIdentifier>




</saml:Subject>




<saml:Attribute AttributeName="”commonName”"                   

                                     AttributeNamespace="” http://fabrikam.com/federation/v1/commonName”">





<AttributeValue>


                                James Brown


                          </AttributeValue>




</saml:Attribute>




<saml:Attribute AttributeName="group" AttributeNamespace=" http://fabrikam.com/federation/v1/group">





<saml:AttributeValue>

                                       Purchasing Agent

                          </saml:AttributeValue>




</saml:Attribute>



</saml:AttributeStatement>



<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">




<SignedInfo>





<CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />





<SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />





<Reference URI="#9e2b3e70-b3c7-4bd2-9df9-61e2a27e2051">






<Transforms>







<Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />







<Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />






</Transforms>






<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />






<DigestValue>WZWi6jSD/zPi2docRN1ODlsFiM4=</DigestValue>





</Reference>




</SignedInfo>




<SignatureValue>kJQrMGt7U … </SignatureValue>




<KeyInfo>





<X509Data xmlns="http://www.w3.org/2000/09/xmldsig#">






<X509Certificate>MIIEJDCCA42gAw … </X509Certificate>





</X509Data>




</KeyInfo>



</Signature>


</saml:Assertion>

</RequestedSecurityToken>

</RequestSecurityTokenResponse>

Details of the Returned Security Token Signature

The security token MUST contain an enveloped signature.  The signature MUST be performed over canonicalized XML.  The signature MUST be produced using the Requestor STS private key, which MUST correspond to either a certificate included as part of KeyInfo or an X.509 SKI included in the KeyInfo.  Note that in the above example the certificate is included directly in KeyInfo (via the X509Data element).  This is the RECOMMENDED approach.  Referencing the X509 cert via an SKI will also be supported as part of the passive profile (the xml snippet below illustrates this approach).

<KeyInfo>


<X509Data xmlns="http://www.w3.org/2000/09/xmldsig#">


        <X509SKI> 31d97bd7   </X509SKI>


</X509Data>

</KeyInfo>

The X509SKI element contains the base64 encoded plain (i.e., non-DER-encoded) value of a X509 V.3 SubjectKeyIdentifier extension.  If the SubjectKeyIdentifier field is not present in the certificate, the certificate itself must be included directly in KeyInfo (see the above example).

Note that the returned security token is unencrypted (The entire RSTR is sent over SSL3.0/TLS).
 

Take care to include appropriate transforms in Signature/Reference/Transforms.  For example, all SAML tokens following the rules above must contain the enveloped signature and EXCLUSIVE c14n transforms.  

Details of the Security Token


As a quick recap, the high level schema of a SAML assertion is shown below:

<element name="Assertion" type="saml:AssertionType"/>|

<complexType name="AssertionType">

  <sequence>

    <element ref="saml:Conditions" minOccurs="0"/>

    <element ref="saml:Advice" minOccurs="0"/>

    <choice maxOccurs="unbounded">

       <element ref="saml:Statement"/>

       <element ref="saml:SubjectStatement"/>

       <element ref="saml:AuthenticationStatement"/>

       <element ref="saml:AuthorizationDecisionStatement"/>

       <element ref="saml:AttributeStatement"/>

    </choice>

    <element ref="ds:Signature" minOccurs="0"/>

  </sequence>

  <attribute name="MajorVersion" type="integer" use="required"/>

  <attribute name="MinorVersion" type="integer" use="required"/>

  <attribute name="AssertionID" type="saml:IDType" use="required"/>

  <attribute name="Issuer" type="string" use="required"/> 

  <attribute name="IssueInstant" type="dateTime" use="required"/>

</complexType>

The returned SAML Assertion MUST use the un-extended SAML 1.0 schema (urn:oasis:names:tc:SAML:1.0:assertion).  Assertion/@MajorVersion MUST be 1

Assertion/@MinorVersion MUST be 1.  Note that SAMLV1.1 assertions use the urn:oasis:names:tc:SAML:1.0:assertion namespace).  The returned SAML assertion MUST specify AssertionId, Issuer, and IssueInstant attributes on the Assertion element.  The assertion MUST contain a Conditions element, which MUST specify the NotBefore and NotOnOrAfter attributes .  The Conditions element MUST also contain an AudienceRestrictionCondition which restricts the audience to Resource STS.

AudienceRestrictionCondition MUST contain one and only one Audience element that specifies the Resource STS URI.   Note that according to the above schema definition the Conditions element is optional.  However to comply with the passive requestor profile, the Conditions element is required.  The Advice element SHOULD NOT be present in assertions conforming to this profile.
Assertion Statements

The two extensibility points for SAML statements: Statement & SubjectStatement (see above schema) will not be supported in the SAML Passive profile. Similarly the AuthorizationStatement will not be supported in the passive requestor profile.

The only two statements that will be supported as part of the profile are:  <AuthenticationStatement> and <AttributeStatement>. Other statements in SAML assertions will be ignored.

AuthenticationStatement:
A SAML assertion conformant with the passive requestor profile MUST contain one and only one AuthenticationStatment.  An AuthenticationStatement MUST have a Subject element.  If an AttributeStatement is present, the Subject element in the AuthenticationStatement MUST match Subject element in the AttributeStatement.

The AuthenticationMethod & AuthenticationInstant attributes MUST be specified.  However, 

the optional AuthenticationStatement elements: SubjectLocality & AuthorityBinding will NOT be supported as part of the profile.


AttributeStatement: A SAML assertion MAY have at most 1 attribute statement ( SAML assertion may have no attribute statements ) An AttributeStatement MUST have a Subject element.  The Subject element MUST match the Subject element in the AuthenticationStatement.  An AttributeStatement MUST contain one or more Attribute elements.  Each Attribute element encapsulates a name/value claim.  The Attribute element MUST have AttributeName and the corresponding AttributeNamespace attributes specified.  The AttributeName attribute specifies the name of the claim, and one or more AttributeValue elements specify the value or values of the claim. 

Subject: The Subject element used by the AuthenticationStatement & AttributeStatement MUST specify the NameIdentifer field  (in the SAML 1.1 definition, this field is optional, see schema snippet below).  Furthermore the NameIdentifer field MUST specify the format attribute (this field is also optional in SAML 1.1).  The format values MUST be one of the values defined in the table below (see next section). Subject/NameIdentifier/@NameQualifier MUST NOT be present.
The SubjectConfirmation element, if specified will be ignored.


<element name="Subject" type="saml:SubjectType"/>

<complexType name="SubjectType"> 
<choice> 
  <sequence> 
    <element ref="saml:NameIdentifier"/> 
    <element ref="saml:SubjectConfirmation" minOccurs="0"/> 
  </sequence> 
  <element ref="saml:SubjectConfirmation"/> 
</choice> 
</complexType> 
Details of the Supported Claims

Only identity and name/value type claims will be supported.  The SAML assertion MUST carry an identity claim in the AuthenticationStatement (via the Subject/NameIdentifier element) and MAY carry any number of name/value type claims in the AttributeStatement.  The claims supported as part of the passive requestor profile are defined in the below table:

	#
	Claim Definition
	Claim usage in SAML

	1
	Claim name:  group


URL:  http://fabrikam.com/federation/v1/group

Note: the above is a temporary namespace (used for the purposes of this document).  We need to agree upon the actual URL value.


Description:   the group claim.  The group claim can only be carried in the attribute element of AttributeStatement.  (It is never used in the Subject/NameIdentifier element).

	SAML Example:

<--  The AttributeStatement below is part of a SAML  assertion (not shown here).  
-->
<AttributeStatement>

  <Subject> 

     <NameIdentifier   

           Format="urn:oasis:names:tc:SAML:1.1nameid-format:emailAddress"> 
       johnd@fabrikam.com         

     </NameIdentifier> 

  </Subject> 

  <Attribute AttributeName=”group” 

AttributeNamespace=”http://fabrikam.com/federation/v1/group”>

     <AttributeValue>

       AccountManagers

     </AttributeValue>

  </Attribute>

</AttributeStatement>



	2
	Claim name:  commonName


URL:  http://fabrikam.com/federation/v1/commonName

Note: the above is a temporary namespace (used for the purposes of this document).  

Description:   The CommonName claim .  The value of this claim is not unique and should NOT be used for authorization purposes.  

 The CommonName claim can be specified in the attribute element of AttributeStatement or Subject/NameIdentifier element.
	SAML Example:

<--  The AttributeStatement below is part of a SAML assertion (not shown here).  
-->



<-- The example below the use of CommonName in an Attribute Statement
-->

<AttributeStatement>
  <Subject> 

     <NameIdentifier   

           Format="urn:oasis:names:tc:SAML:1.1nameid-format:emailAddress"> 
       johnd@fabrikam.com         

     </NameIdentifier> 

  </Subject> 

  <Attribute AttributeName=”commonName” 

AttributeNamespace=” http://fabrikam.com/federation/v1/commonName”>

     <AttributeValue>

       James Brown

     </AttributeValue>

  </Attribute>

</AttributeStatement>



	3
	Claim name:  emailAddress


URL:  http://fabrikam.com/federation/v1/emailAddress

Description: for the email claim type we use the URI that is already defined by SAML 1.1 (when the email is specified in the subject element) and we use http://fabrikam.com/federation/v1/emailAddress when the email claim is passed via the AttributeStatement.


	SAML Example:

<-- The example below illustrates the use of emailAddress in Subject/NameIdentifier of AuthenticationStatement that is part of a SAML assertion (not shown here)
-->

<AuthenticationStatement
  AuthenticationMethod=

  “urn:oasis:names:tc:SAML:1.0:am:password”                     
  AuthenticationInstant="2003-05-12T19:29:23"> 


  <Subject> 

     <NameIdentifier   

           Format="urn:oasis:names:tc:SAML:1.1nameid-format:emailAddress"> 
       johnd@fabrikam.com         

     </NameIdentifier> 

  </Subject>

</AuthenticationStatement>


<-- The example below illustrates the use of emailAddress in an Attribute that is part of a SAML assertion (that is different from the assertion used in the example above)
-->

<AttributeStatement>
<Subject> 

     <NameIdentifier           

       Format=" http://fabrikam.com/federation/v1/upn"> 
       johndoe@humanresource.fabrikam.com         

     </NameIdentifier> 

  </Subject> 

<Attribute AttributeName=”emailAddress”

AttributeNamespace=”http://fabrikam.com/federation/v1/emailAddress”>

     <AttributeValue>

      johnd@fabrikam.com         

     </AttributeValue>

  </Attribute>

</AttributeStatement>



	4
	Claim name:  upn


URL: http://fabrikam.com/federation/v1/upn

Note: the above is a temporary namespace (used for the purposes of this document).  We need to agree upon actual value for the namespace.


Description:   the upn claim.  The upn claim can be used as part of an AuthenticationStatement or AttributeStatement.  


The upn claim can be specified in the attribute element of AttributeStatement or Subject/NameIdentifier element.

	SAML Example:

<--  The AuthenticationStatement below is part of a SAML  assertion (not shown here).  
-->
<AuthenticationStatement
  AuthenticationMethod=

  “urn:oasis:names:tc:SAML:1.0:am:password”                     
  AuthenticationInstant="2003-05-12T19:29:23"> 

<Subject> 

     <NameIdentifier           

       Format=" http://fabrikam.com/federation/v1/upn"> 
       johnd@fabrikam.com         

     </NameIdentifier> 

  </Subject> 

</AuthenticationStatement>



	5
	Claim: custom


URL:  http://fabrikam.com/federation/v1/namevalue


Description:  An extensibility point to enable apps to define their name/vale claims.  This claim can only be used as part of an AttributeStatement.  The AttributeName is app specific.
	SAML Example:

<--  The AttributeStatement below is part of a SAML  
       assertion (not shown here).  
-->

<AttributeStatement>
  <Subject> 

     <NameIdentifier   

           Format="urn:oasis:names:tc:SAML:1.1nameid-format:emailAddress"> 
       johnd@fabrikam.com         

     </NameIdentifier> 

  </Subject> 

  <Attribute AttributeName=”projectName”

AttributeNamespace=”http://fabrikam.com/federation/v1/namevalue”>

     <AttributeValue>

            rocketV
     </AttributeValue>

  </Attribute>

</AttributeStatement>




Details of Pre-established Trust Relationship

The following information MUST be pre-shared between federated realms:

1. The URIs of the partner federated realms.  These URIs will be used as the Issuer attribute and the Audience element in the SAML assertion issued by the Requestor IP/STS and accepted by the Resource IP/STS.  In the above assertion example, these names are “https://myemployer.fabrikam.com” and “https://benefitscompany.fabrikam123.com” for the Requestor IP/STS realm and the Resource IP/STS realm, respectively.

2. The X.509 certificate with the public key of the partner federated realm.  

3. The accepted value(s) of the identity claim carried as the SAML NameIdentifier element that the Requestor IP/STS will issue and the Resource IP/STS will accept.



Appendix A – Namespace & Schema for the RSTR message

The passive requestor profile uses the Request Security Token Response element (RSTR) to to transmit the token issued by the identity provider to the resource provider.  
We use the following namespace for this element:
http://schemas.xmlsoap.org/ws/2004/02/passive-interop-test1

Note that the RSTR schema used in this scenario is based on the RSTR schema used in ws-trust (shown below):

<RequestSecurityTokenResponse>

    <TokenType>…</TokenType>  

    <RequestedSecurityToken>…</RequestedSecurityToken> 

    …

    <wsp:AppliesTo>…</wsp:AppliesTo>
    <RequestedTokenReference>…</RequestedTokenReference>
    <RequestedProofToken>…</RequestedProofToken>
    …

    <Entropy> 
        <BinarySecret>…<BinarySecret> 
    </Entropy>
    <Lifetime>…</Lifetime> 
</RequestSecurityTokenResponse>




















































































5.1





6





7





8





9



























































































































































































































































































































Page 1


(c) 2003 International Business Machines Corporation and Microsoft Corporation.  All rights reserved.

