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Foreword

Thismulti-part Standarddeals withOfficeOpen XML Formatlated technology, and consists of the following
parts:

Partl: "Fundamentals"

Part2: "OpenPackaging Conventiongthis document)
Part3: "Primef’

Part4: "Markup Language Refererice

Part5: "Markup Compatibility and Extensibility

=A =4 =4 4 =4

This part, Par, includes a number of annexes that refer to data filesvjated in electronic form only.

Vil
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1. Scope

This Par(the Open Packaging Conventions specificgtgpecifies set of conventions that are used by Office
Open XML documents definethe structure and functionality of @ackagen terms ofa pakage model and a
physical model.

Thepackag modeldefines a package abstraction that holdsadlection ofparts. Theparts are composed,
processed, and persisted according to a set of ritastscanhaverelationships toother parts or external
resources, and the package as a whole can have relationships to parts it contains or external resources. The
package model specifies how the parts of a package are named and relatechd&®a&dsntent typesand are
uniquely identified using the wetlefined naming guidelines provided in tldgpen Packagingpecification

Thephysicaimappingdefines the mapping of the components of the package model to the featdraspecific
physical format, namely a ZIP archive.

ThisOpen Packagingonventionspecificatiomalso describes certain features that might be supported in a
package, includingore propertiegor package metadata, thumbnailfor graphical representation of a package,
anddigital signatureof package contents.

Because thistandardwill continue to evolve, packages are designed to accommodate extensions and support
compatibility goals i limited way. The versioning and extensibility mechanisms described ib: Pitarkup
Compatibilityand Extensibility support compatibility between software systems based on different versions of
this Standardwhile allowing package creators to makesud new or proprietary features.

ThisOpen Packagingonventionspecificationspecifies requirements for package implementers, producers,
and consumers.

In all subsequentises, the term "this specification" shall refer to the content of this Part.
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Normative References

2. Normative References

The following normative documents contain provisions, which, through reference in this text, constitute
provisions othis Open Packagirgpecification For dated references, subsequent amendments to, or revisions
of, any of these pulications do not apply. However, parties to agreements basethisrOpen Packaging
specificationare encouraged to investigate the possibility of applying the most recent editions of the normative
documents indicated below. For undated references, thedaedition of the normative document referred to
applies. Members of ISO and IEC maintain registers of currently valid International Standards.

ISO 8601Data elements and interchange formatsinformation interchange Representation of dates and
times.

ISO/IEC 9598 Publickey and attribute certificate frameworkg.509 Certificate).

ISO/IEC 10646 (all partg)formation technology Universal MultipleOctet Coded Character Set (UCS)
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3. Definitions

For the purposes ahis Open Packagirgpecification the following definitions apply. Other terms are defined
where they appear in italic type. Terms explicitly definethia Open Packagirgpecificationare not to be
presumed to refer implicitly to similar terms defined elsewhere.

The termshase URandrelative referencere used in accordance with RE¥36.

access styla The style in which local access or networked access is conducted. The access styles are as follows:

streaming creation, streaming consumption, simultaneous creation and consumption, and direct access
consumption.

behaviort Externalappearance or action.

behavior, implementationdefinedt Unspecified behavior where each implementation shall document that
behavior, thereby promoting predictability and reproducibility within any given implewtér. (This term is

a2YSOAYSa Ol taf LSSRO AT ALALJ oASKK: | IGAA22YNE ® 0
behavior, unspecified Behavior wherehis Open Packagirgpecificationmposes no requirements.

communication stylet The style in which package contents are delivered by a producer or received by a
consumer. Communication styles include: random access and sequential delivery.

consumert A piece of software or a device that reads packages through a padkglementer. A consumer is
often designed to consume packages only for a specific physical package format.

content type 1 Describes the content stored in a part. Content types define a media type, a subtype, and an
optional set d parameters, as defined in REE16.

Gontent Types streant A speciallynamed stream that defines mappings from part names to content types.
The content types stream is not itself a part, and is not URI addressable.

devicet A piece of hardware, such as a personal computer, printer, or scanner, that performs a single function
or set of functions.

format consumert A consumer that consumes packages conforming to a format designer's specification.

format designert The author of a particular file format specification builtthis Open Packagir@onventions
specification

format producer T A producer that produces packages conforming to a format designer's specification.

growth hint T A suggested number of bytes to reserve for a part to gropléce.
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interleaved orderingt ¢ KS f | @2dzi adetsS 2F | LKeaAOlt LI O 3 g K
Ayé 6AGK LIASOSa FTNRY 20GKSN LI ndhekdimprévstfe pRBrindngeDNB A

the consumer processing the package.

S
RZ

layout style T The style in which the collection of parts in a physical package is laid out: either simple ordering
or interleaved ordering.

local access The access architecture in which a pipe carries data dirfotly a producer to a consumer on a
single device.

logical item namer An abstraction that allows package implementers to manipulate physical data items
consistently regardless of whether those data items can be mapped to parts or not or whether the package is
laid out with simple ordering or interleaved ordering.

networked accesg The access architecture in which a consumer and the producer communicate over a
protocol, such as across a process boundary, or between a server and a desktop computer.

pack URE A URI scheme thatlows URIs to be used as a uniform mechanism for addressing parts within a
package. Pack URIs are used as Base URIs for resolving relative references among parts in a package.

packaget A logical entity that holds a collection of parts

packageimplementert Software that implements the physical inpotitput operations to a package according
to the requirements and recommendationsthis Open Packagirgpecification A package implementer is used
by a pralucer or consumer to interact with a physical package. A package implementer may be either-a stand
alone API or may be an integrated component of a producer, consumer application, or device.

package modet A package abstraction #h holds a collection of parts.

package relationshifg A relationship whose target is a part and whose source is the package as a whole.
t F O1F3S NBfIFIUGA2YAKALA FNB F2dzyR Ay GKS LI O1F3S NBf I

part T A stream of bytes with a MIME content type and associated common properties. Typically corresponds
to a file Example on a file systenend examplg a stream [Examplein a compound filendexamplé, or a
resource Examplein anHTTP URInd examplg

part namet The path component of a pack URI. Part names are used to refer to a part in the context of a
package, typically as part of a URI.

physical modelt A description of the capaliiies of a particular physical format.

physical package format A specific file format, or other persistence or transport mechanism, that can
represent all of the capabilities of a package.

piecet A portion of a part. Pieces of different parts may be interleaved together. The individual pieces are
named using a unique mapping from the part name. Piece name grammatrequivalent to thepart name
grammar. Pieces are not addressable in the pgekaodel.
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pipe T A communication mechanism that carries data from the producer to the consumer.

producert A piece of software or a device that writes packages through a package implementer. A producer is
often designed to produce packages according to a particular physical package format specification.

random access A style of cormunication between the producer and the consumer of the package. Random
access allows the consumer to reference and obtain data from anywhere within a package.

relationshipt The kind of connection between a source part and a tapget in a package. Relationships make
the connections between parts directly discoverable without looking at the content in the parts, and without
altering the parts themselves. (See also Package Relationships.)

relationships partt A part containing an XML representation of relationships.

sequential deliveryt A communication style in which all tife physical bits in the package are delivered in the
order they appear in the package

signaturepolicy T A formatdefined policy that specifies what configuration of parts and relationships shall or
might be included in a signature for that format and what additional behaviors that producers and consumers of
that format shall follow when applying or verifying signatures following that format's signature policy.

simple orderingt A defined ordering for laying out the parts in a package in walicthe bits comprising each
part are stored contiguougl

simultaneous creation and consumption A style ofaccesdetween a producer and a consumer in highly
pipelined environments where streaming creation and streaming consumption occur simultaneously.

stream 1 A linearly ordered sequence of bytes.

streaming consumptiornt An access style in which parts of a physical package may be processed by a consumer
before all of the bits of the package have been delidetgough the pipe.

streaming creationt A productionstyle in which a producer dynamically aqrhrts to a package after other
parts have been addeadithout modifying those parts

thumbnailt A smalimage that is a graphical representation of a part or the package as a whole.

well-known partt A part with a welknown relationship, which enables the part to be found without knowing
the location of other parts.

ZIParchivet A ZIP file as defined in the ZIP file format specification. A ZIP archive contains ZIP items.

ZIPitem 1 A ZIP item is an atomic set of data in a ZIP archive that becomes a file when the archive is
uncompressed. Whea user unzips 4@IP basegackage, the user sees an organized set of files and folders.
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4. Notational Conventions

4.1 Document Conventions

The following typographical conventions are used in this Standard:

1. The first occurrence of a new term is writtenitalics [Exampler X A & @bEmAtivdeRES NB R
examplé

2. Aterm defined as a basic definition is writterbiold. [Examplebehaviort 9 E (i S Neyfd-ekamp

3. The name of an XML element is written usingedementstyle. Example The root element is
document.end examplg

4. The name of an XML element attribute is written usingidtinibute style. Examplér  Xid dttybute.
end examplg

5. An XML element attribute value is written usingamstant - width style. Exampley X @ f dzS 2 F
CommentReference. end examplg

6. AnXML element type name is written using'gpe style. Exampley X | & @kst:alpfIRIdazaT (1 K S
type. end examplg

15

16
17

18

4.2 Diagram Notes

In some cases, markup semantics are described using diagrams. The diagrams place the parent element on the
left, with attributes and child elements to the right. The symbols are described below.

Symbol

Description

Required element: This box represeats element that shall appead
exactly once in markup when the parent element is included. Th
Gbé dyRewoz2fa 2y GKS NAIKEG 2
meaning.

Optional element: This box represents an element that shall app
zero or one timesn markup when the parent element is included

Range indicator: These numbers indicate that the designated
element or choice of elements can appear in markup any numbg
times within the range specified.

=] atributes

Attribute group: This box indicates that tleaclosed boxes are ead
attributes of the parent element. Solidorder boxes are required
attributes; dasheeborder boxes are optional attributes.
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Symbol Description

Sequence symbol: The element boxes connected to this symbo
shall appear in markup in the illustrated sempce only, from top to

)

bottom.
= Choice symbol: Only one of the element boxes connected to this
symbol shall appear in markup.
lercprupe _| Type indicator: The elements within the dashed box are of the
|{‘““E{- | complex type indicated.
= == 22 |
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5. Acronyms and Abbreviations

This clause is informative.

The following acronyms and abbreviations are used throughusspecification
IECt the International Electriechnical Commission

ISOt the International Organization for Standardization

W3Ct World Wide Web Consortium

End of informative text.
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6. General Description

This Open Packagisgecifications intended for use by implementers, academics, and application
programmers. As such, it contains a considerable amount of explanatory material that, strictly speaking, is not
necessary in a formal specifiaati

This Open Packagisgecifications divided into the following subdivisions:

Front matter (clause$¢7);
Overview (claus8);

Main body (clause8-13);
Annexes

P wnNPRE

Examples are provided to illustrate possible forms of the constructions described. Refesrraused to refer
to related clauses. Notes are provided to give advice or guidance to implementers or programmers. Annexes
provide additional information and summarize the information containethis Open Packagirgpecification

The following fornthe normative part othis Open Packagirgpecification

Introduction
Clausedc4, 6, and8¢12
Annex AAnnex D
Annex F

= =4 =4 =4

The following form the informative part oliis Open Packagirgpecification

Clause$ and7
Annex E

Annex @Annex J
All notes

All examples

=A =4 =4 4 =9

Whole clauses and annexes that are informative are identified ds snformative text that is contained within
normative text is identified as either an exampbe a note as specified #h 1> Dogument Conventiors €
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7. Overview

This clause is informative.

This Open Packagisgecificationdescribes an abstract model and physical format conventions for the use of
XML, Unicode, ZIP, and other openly available technologies and specifications to organize the content and
resources of a document within a package. It is intended to support the content types and orgarfmation
various applications and veritten for dewelopers who are building systems that process package content.

In addition,this Open Packagirgpecificationdefines common services that can be included in a package, such
as Core Properties and Digital Signatures.

A primary goal is to ensure the intgrerability of independently created software and hardware systems that
produce or consume package content and use common senibésOpen Packagisgecificationdefines the
formal requirements that producers and consumers shall satisfy in order texaxhiteroperability.

Various XMibased building blocks within a package make use ottlhwentions described in Pastd a I NJ dzLJ
I 2YLI GAOAE AU S tofagflifate futhrd Shiyaickneht farld éx@easion of XML markup. phaatshall

be explicitly ¢ed by any markup specification that bases its versioning and extensibility strategy on Markup
Compatibility elements and attributes.

End of informative text.
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8. Package Model

Apackages a logical entity that holds a collectiohparts The purpose of the package is to aggregate all of the
pieces of a document (or other type of content) into a single obj&arple A package holding a document
with a picture might contain two parts: an XML markup part representing the document artdearpart
representing the pictureend examplé¢ The package is also capable of storglgtionshipsbetween parts.

The package provides a convenient way to distribute documents with all of their component pieces, such as
images, fonts, and data. Althougfis Open Packagirgpecificationdefines a singldile package format, the
package model allows for the future definition of otherygital package representatiofExample A package
could be physically represented in a collection of loose filesdatabase, or ephemerally in transit over a
network connectionend examplé

This Open Packagisgecificationalso defines a URI scheme, theck URIthat allows URIs to be used as a
uniform mechanism for addressing parts within a gk

8.1 Parts

Apartis a stream of bytes with the properties listedTliable8¢1l. Astreamis a linearly ordered sequence of
bytes. Parts are analogous to a file in a file system or to a resource on an HTTP server.

Table8¢l. Part properties

Name Description Required/Optional

Name The name of the part Required. The package
implementer shall require a
part name. [M1.1]

Content The type of content stored in theart Required. The package
Type implementer shall require a
content type and the format
designer shall specify the
content type. [M1.2]

Growth Hint | A suggested number of bytes to reserve for | Optional. The package

the part to grow inplace implementer might abw a
growth hint to be provided by
a producer. [O1.1]

8.1.1 Part Names

Each part has aame Part namegefer to parts within a packagfExampleThe part name

&hello/world/docd EYE ¢ O2y il Ay&a G§KNBS aS$3YS yhefirst two de@rieritstieY & 6 2 |

samplerepresent levels in the logical hierarchy and serve to organize the parts of the package, whereas the

11
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third contains actual contentNote that segmentsire not explicitly representeds foldersn the package model,

and no directory of folders exists in the package modrtl examplg
Part Name Syntax
The part name grammar is defineg follows:

part name = 1* "/"segment )
segment = 1*( pchar)

pchar isdefined in RFC 3986

The @rt name grammar implies thiellowing constraints The package implementer shall neither create any
part that violates these constraints nor retrieve any data from a package as a part if the purported part name

violates these constraints.

A part name shall not be empty. [M1.1]
A pat nameshall not have empty segments. [M1.3]

=A =4 =4 =

Apartnamaa KI £ £ AGF NI 6AGK | F2NBIF NR
A part nameshall not have a forward slash as the last character. [M1.5]
1 A segment shall not hold any characters other tpahar characterdM1.6]

af

AK o0akéln OKI

Part segments have the following additional constraints. The package implementer shall neither create any part
with a part name comprised of a segment that violates these constraints nor retrieve any data from a package as
a part if the purported pd name contains a segment that violates these constraints.

A segmenshall not contain percer§y O2 RSR T2 N¥ | NR

[M1.7]

afl &% 00 OxKé NI OAIN NG

1 A sgment shall not contain percemncoded unreserved characters. [M1.8]

¢ ! aS3aySyd akKrff y20i SyR gAGK
1 A segment shall include at least one rdot character. [M1.10]

[Example:
Example8¢l. A part name

1a/%D1%86.xml
Ixml/item1.xml

ExampleB¢2. An invalidpart name
/Ixml/.

end examplg

~ z

R2d

O0a®PeD

OKI NJ Ot
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8.1.1.1 Part Naming

Apackage implementer shall neither create nor recognize a part witarenamederived from another part
name by appending segments to[¥1.11][Examplelf a package contains a part named

dsegmentl/segment2/.../segmem€ = G KSy 2 G KSNJ IshalNdbthavenames suehias: LI O I 3 S
G k & S 3Y Sefriemtt/Segment? T /diderdl/segment2/.../segmemtlé @ndexampe]

8.1.1.2 Part Name Equivalence

Part name equivalende determined by comparingart names as casesensitive ASCII string3ackages shall
not contain @uivalentpart namesand package implementers shall neitheeate nor recognize packages with
equivalent part names. [M1.12]

8.1.2 Content Types

Every part has eontent type which identifies the type of content that is stored in the part. Content types

define a media type, a subtype, and an optibset of parameters. Package implementers shall only create and
only recognize parts with a content type; format designers shall specify a content type for each part included in
the format. Content types for package parts shall fit the definition andesyfor media types as specified in RFC
2616,83.7. [M1.13] This definition is as follows:

media- type = type "/" subtype *(";" parameter )
where parameter is expressed as
attribute "=" value

The type, subtype, and parameter attribute names are géasensitive. Parameter values may be casasitive,
depending on the semantics of the parameter attribute name.

Content types shall not use linear white space either between the type and subtypetveeen an attribute and

its value. Content types also shall not have leading or trailing white spaces. Package implementers shall create
only such content types and shall require such content types when retrieving a part from a package; format
designersshall specify only such content types for inclusion in the format. [M1.14]

The package implementer shall require a content type that does not include comments and the format designer
shall specify such a content type. [M1.15]

Format designers might resttithe usage of parameters for content types. [O1.2]

Content types for packagepecific parts are defined ifinnex E Standard Namespaces and Content T¢pés

8.1.3 Growth Hint

Sometimes a part is modified after it is pladach package. Depending on the nature of the modification, the
part might need to grow. For some physical package formats, this could be an expensive operation and could
damage an otherwise efficiently interleaved package. Ideally, the part should beedlto grow inplace,

moving as few bytes as possible.

13
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To support these scenarios, a package implementer can assogabeveh hintwith a part. [O1.1] Thgrowth
hint identifiesthe number of bytes by which the producer predicts that the part will gdiova mapping to a
particular physical format, this information might be used to reserve space to allow the part to gpaca
This number serves as a hint onlje package implementer might ignore the growth hint or adhere only loosely
to it when speifying the physical mapping. [01.3] If the package implementer specifies a growth hint, it is set
when a part is created and the package implementer shall not change the growth hint after the part has been

created. [M1.16]

8.14 XML Usage
All XML content of thearts defined irthis Open Packagirgpecificationshall conform to the following
validation rules:

1. XMLcontent shall be encoded using either UJd'Br UTFL6. If any part includes an encoding
declaration as defined irg4.3.3 of the XML.0 specificationthat declaration shall not name any

encoding other than UT& or UTFL6. Package implementers shall enforce this requirement upon

creation and retrieval of the XML content. [M1.17]

2. The XML 1.0 specification allows for the usagp@fumentType Definitios (DTDs), which enable
Denial of Service attacks, typically through the use of an internal entity expansion technique. As

mitigation for this potential threat, DTBeclarationsshall not be used in the XML markup definedhis

Open Packagingpecificatian. Package implementers shall enforce this requirement upon creation and

retrieval of the XML content and shall treat the presence of Bdd@arationsas an error. [M1.18]

3. If the XML content contains tHdarkup Compatibility namespace, as described in Baita I NJ dzLJ
I 2YLI GAOAE AU, itkhdlibe Foeas<2d/ by the padkdgé ilglementer to remove Markup
Compatibility elements and attributegynorable namespacdeclaratiors, and ignored elemes and

attributes before applyinggubsequentalidation rules. [M1.19]
4. XML content shall be valafainstthe corresponding XSD schema definethia Open Packaging
specification In particular, the XML content shall not contalements or attributes dran from

namespaces that are not explicitly defined in the corresponding XSD unless the XSkElaittewns or
attributes drawn fromany namespace to be present in particular locations in the XML markup. Package

implementers shall enforce this requiremerpan creation and retrieval of the XML content. [M1.20]
|.

5. -a[ O2ydS8yid akltt yz2a O2yidtAy St8ySyda 2N

are explicitly defined in the XSD schemdwiother means described in this Open Packaging

G0N ¢

speciftation Package implementers shall enforce this requirement upon creation and retrieval of the

XML content. [M1.21]

8.2 Part Addressing

Parts often contain references to other parfExample A package might contain two parts: an XML markup file
and an imageThe markup file holds a reference to the image so that when the markup file is processed, the

associated image can be identified and locateud exampld

14
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8.2.1 Relative References

A relative reference is expressed so that the address of the referencedspitarmined relative to the part
containing the reference.

Relative references from a part are interpreted relativette base URI of thgdart. By default, the base URI of a
part is derived from the name of the part, as define@i3

If the format designer permits it, parts can contain Unicode strings representing references to other parts. If
allowed by the format designer, format producers can create such parts amdif@onsumers shall consume
them. [O1.4] In particular, XML markup might contain Unicode strings referencing otheapartdus of the
xsd:anyURIdatatype. Format consumers shall convert these Unicode strings to URIs, as deffkatkinA
éResolving Unicode Strings to Part Nakhés 06 SsblzingBenN&ative to the base URI of the part containing
the Unicode string. [M1.23]

Some types of content provide a way to override the default base URI by specifying a different base in the
content.[Example XML Base or HTMiInd examplg In the presence of one of these overrides, format
consumers shall use the specified base URI instead of the default. [M1.24]

[Example:
ExampleBc3. Part names and relativeeferences
A package includes parts with the following names:

1 /markup/page.xml
9 /images/picture.jpg
9 /images/other_picture.jpg

If /markup/page.xml contains a reference to ../images/picture.jpg, then this reference is interpreted as referring
to the part namelimages/picture.jpg.

end examplg

8.2.2 Fragments
Sometimes it is useful to address a portion of or a specific point in a part. In URIs, a fragment identifier is used
for this purpose. (See RBG86.)

[ExampleIn an XML part a fragment identifier might idéynta portion of the XML content using an XPath
expressionend example]

8.3 Relationships

Parts often contain references to other parts in the package and to resources outside of the package. In general,
these references are represented inside the referring paways that are specific to the content type of the
part, that is, in arbitrary markup or an applicatispecific encoding. This effectively hides the internal and

15
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external links between parts from consumers that do not understand the content typibe q@larts containing
such references.

The package introduces a higHewvel mechanism to describe references from parts to other internal or external
resourcesrelationships Relationshipsepresent the type of connection betweersaurce part and a target
resource. They make the connection directly discoverable without looking at the part contents, so they are
independent of contenspecific schemas and quick to resolve.

Relationships provide a second important functioglating partswithout modifyingtheir content Sometimes
relationships act as a lab&here the content type of théabeledpart does not define a way to attach the given
information. Some scenarios require information to be attached to an existing part withoulifyimg that part
either because the part is encrypted and cannot be decryptetbecause it is digitally signed and changing it
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would invalidate the signature.

8.3.1 Relationships Part

Each set ofelationshipssharing a common sourcerspresentedby XMLstoredin aRelationships partThe

Relationships part is URatldressable and it can be opened, read, and delefdte Relationships pashall n

ot

have relationships to any other paRackage implementers shall enforce tieiguirement upon the attempt to

create such a relationship and shall treat any such relationship as invalid. [M1.25]

The content type of the Relationships part is definedimex E Standard Namespaces and Content Types

8.3.2 Package Relationships

A relationship whose source is a package as a whole is knowpaagage relationsip. Package relationships

FNBE dzaSR (2 A R@ayfsiinaPpackagefoba givenicdntishd. Xhys Tnéthod avoids relying on naming

conventions for finding parts in a package.

8.3.3 Relationship Markup

Relationships arespresented usindgrelationship elements nested in a singRelationshipselement. These
elements are defined in the Relationships namespace, as speciffethex E Standard Namespaces and

Content Types The schema for relationships is describedimex D"Schemas XML Schema

The package implementer shall require that evBslationship element has aid attribute, the value of which
is unigue within the Relationships part, and thaetl type is xsd:1Dthe value of whicltonformsto the naming

restrictions for xsd:I@s described ithe W3C Recommendatian- a|[ { OKSYl t E[MIL26H

The nature of &elationship elementisidentified bythe Type attribute. Relationship Type @efined in the
sane way that namespaces are defined for XML namesp&yassingtypes patterned after the Internet
domainname space, noxoordinating parties can safely create noonflicting relationshipypes

Y 5F 4

Relationship types can be compared to determine whether Redationship element are of the same type.

This comparison is conducted in the same way as when comparing URIs that identify XML namespaces: the two

URIs are treated as strings and considered identical if and only if the strings have the same sequence of

characters. The comparison is casnsitive and no escaping is done or undone.

16
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TheTarget attribute of the Relationship elementholds a URI that points to a target resource. Where the URI is
expressed as a relative reference, it is resolved against the O&I of the Relationships source part. The
xml:baseattribute shall not be used to specify a base URI for relationship XML content.

8.3.3.1 Relationships Element

The structure of &elationshipselement is shown in the following diagram:

diagram | [T T T — —|

____________________________

annotation The root element of the Relationships part.

8.3.3.2 Relationship Element

The structure of &elationshipelement is shown in the following diagram:

diagram T
9 | CT Relmonﬂm

| &) attriputes

=Relationship

I —

attributes | Name Type Use Default Fixed Annotation

Tal’getMOde ST_Tal’getMOd‘ Optional The package implementer m|ght all
a TargetModeto be provided by a
producer. [O1.5]

TheTargetModeindicates whether
or not the target describes a resour.
inside the package or outside the
package. The valid values are
GLYGSNYLFté¢ |yR a

Thedefault value is Internal. When
set to Internal, theTarget attribute
shall be a relative reference and the

17



Target

Type

xsd:anyURI

xsd:anyURI

xsd:ID

required

required

required

Package Model

reference is interpreted relative to
GKS LI NByGé LI N
relationships, the package
implementer shall resolve relative
references in tk Target attribute
against the pack URI that identifies
the entire package resource. [M1.2¢
For more information, seAnnex B
at I O1 ! wL ®¢

When set to External, thTarget
attribute may be a relative reference
or a URI. If th@arget attribute is a
relative reference, then that
reference is interpreted relative to
the location of the package.

The package implementer shall
require theTarget attribute to be a
URI reference pointing to a target
resource. The URI reference shall k
URI or a relative reference. [M1.28]

Target attribute values are
dependent on theTargetMode
attribute value.

The package implementer shall
require theType attribute to be a Uk
that defines the role of the
relationship and the format designe
shall specify such a Type. [M1.27]

The package implementer shall
require a valid XML identifier. [M1.2
Theld type is xsd:ID and it shall
conform to the naming restrictions
for xsd:ID as specified in the W3C
w802YYSYRIGAZY a
HY S5FaFGeLlSaod ¢

18
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attribute shal be unique within the
Relationships part.

annotation Represents a single relationship.

A format designer might allow fragment identifiers in the value of Taeget attribute of the Relationship
element. [O1.6]f a fragment identifier is allowed in thEarget attribute of the Relationship element, a
package implementer shall not resolve the URI to a scope less than an entire part. [M1.32]

8.3.4 Representing Relationships

Relationships are represented in XML inedaBonships part Each part in the package that is the source of one

or more relationships can have an associated Relationships part. This part holds the list of relationships for the
source part. For more information on the Relationships namespace andredhtp types, sednnex k-

oStandard Namespaces and Content T¢pés

A speial naming convention is used for the Relationships part. First, the Relationships part for a part in a given
folder in the name hierarchy is storedinastit2 f RSNJ OF f f SR ayNBta¢é¢d { SO2yRZ
Ad TFT2NXSR 0@ tbthéld&me Bfthy aigiralpatBatkage relationships are found in the package
NBflFdA2yaKALA LI.NI YIYSR ak yNBf &k PNBf & ¢

The package implementer shall name relationship parts according to the special relationships part naming
convention and require thatgrts with names that conform to this naming convention have the content tgpe
aRelationships parfM1.30]

[Example:
ExampleBc4. Sample relationships and associatadrkup

The figure below showaDigital Signature Origin part and a Digital Signature XML Signature part. The Digital
Signature Origin part is targeted by a package relationship. The connection from the Digital Signature Origin to
the Digital Signature XMaiignature part is represented by a relationship.
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Package Relationships Part PACKAGE
/_rels/.rels

v

Digital Signature
Origin Part
forigin

Relationships Part
[_rels/origin.rels

l

Digital Signature
XML Signature
Part
fsignature1.xml

The relationship targeting the Digital Signature Origin part is stored in /_rels/.rels and the relationship for the
Digital Signature XML Signature part is stored in /_rels/origin.rels.

The Relationshgppart associated with the Digital Sighature Orggintains a relationship that connects the
Digital Signature Origin part to the Digital Signature XML Signature part. This relationship is expressed as follows:

<Relationships
xmins=" http://schemas. openxmlformats.org /package/2006/relationships ">
<Relationship
Target="./Signature.xml"
Id="A5FFC797514BC"
Type="http://schemas. openxmlformats.org /package/2006/relationships/
digital - signature/signature ">
</Relationships>

endexample]
[Example:
Example8¢h. Targeting resources

Relationships can target resources outside of the package at an absolute location and resources located relative
to the current location of the package. The following Relationships part specifies relationships that connect a
part to picl.jpgat an external absolute location, anditwy _house.jpat an external location relative to the

location of the package:

<Relationship s
xmins=" http://schemas. openxmlformats.org /package/2006/relationships

20
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<Relationship
TargetMode="External"
[d="A9EFC627517BC"
Target="http://www.custom.com/images/picl.jpg"
Type="http://www.custom.com/external - resource"/>
<Relationship
TargetMode="External"
ld="A5EFC797514BC"
Target="./images/my_house.jpg"
Type="http://www.custom.com/external - resource"/>
</Relationships>

end example]
[Example:
ExampleB¢6. Reusing attribute values

The following Relationships part contains two relationships, each using unique Id values. The relationships share
the same Targetbut have different relationship types

<Relationships
xmins=" http://schemas. openxmlformats.org/package/200  6/relationships ">
<Relationship

Target="./Signature.xml"

Id="A5FFC797514BC"

Type="http://schemas. openxmlformats.org/package/200 6/

relationships/  digital - signature/signat  ure"/>
<Relationship

Target="./Signature.xml"

|d="B5F32797CC4B7"

Type="http://www.custom.com/internal - resource"/>
</Relationships>

end example]

8.3.5 Support for Versioning and Extensibility

Producers might generatelationship markughat useshe versioning and extensibility mechanisms defined in
Part5:d a | NJ dzLJ / 2 YLJ (i A 6 Atb ihcdrporategfefenss larid Styiute ddhatviifrond gther XML
namespaces[01.7]

Consumershallprocess relationship markup in a manner that aonis toPart5:d a  NJ dzLJ / 2 YLI GA 6 A
9 E (i Sy & Rradiicera dtlisngatationships based on this version of the relationship markup specificasioell

not preserve any ignored content, regardless of the presence of any preservation attributefiresi dePart5:

Gal Nyl dzLd / 2Y LI GAOA{MLGBIE YR 9EGSYaAroAfAGEsE
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9. Physical Package

In contrast to the package model that describes the contents of a package in an abstract way, the physical
package refers to a package that is stored in a partiq@higsical file format. This includes the physical model
and physical mapping considerations.

Thephysical modedbstractly describes the capabilities of a particular physical format and how producers and
consumers can use a package implementer to interact with that physical package format. The physical model
includes theaccess styleor the manner in which package inpoutput is conducted, as well as the

communication stylewhich describes the method of interaction between producers and consumers across a
communicationgipe. The physical maal also includes thiayout style or how part contents are physically

stored within the package. The layout style can eithesineple orderingwhere the parts are arranged
contiguously as atomic blocks data, orinterleaved orderingwhere the parts are broken into individual pieces
and the pieces are stored as interleaved blocks of data in an optimized fashion. The performance of a physical
package design is reliant upohe physical model capabilities.

[Note: SeeAnnex G Phgsical Model Design Consideratibns T2 NJ | RRAGA 2y | f RA&A€ndza & A 2y

note]

Physical mappings describe the manner in which the package contents are mapped to the features of that
specific physical format. Details of how package components are mappe@seabed, as well as common
mapping patterns and mechanisms for storing part content typpss Open Packagisgecificationdescribes
both the specific considerations for physical mapping to a ZIP archive as well as generic physical mapping
consideratdbns applicable to any physical package format.

9.1 Physical Mapping Guidelines

Whereas the package model defines a package abstractianstanceof a package must be based on a
physical representation. physical package formag a particular physicaépresentation of the package
contents in a file

Many physical package formats have features that partially match the packaging model components. In defining
mappings from the package modelaghysical packag®rmat, it is advisable to take advantage of any
similarities in capabilities between the package model and the physical package medium while using layers of
mapping to provide additional capabilities not inherently present in the phl/package mediuniExample

Some physical package formats store parts as individual files in a file system, in which case it is advantageous to

map many part names directly to identical physical file naraed.examplg

Designers of physical package fotmtace some common mapping problerfiSxample Associating arbitrary
content types with parts and supporting part interleavieigd exam@] Package implementsmightuse the
common mapping solutions definedthis Open Packagirgpecification [02.3]
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9.1.1 Mapped Components

The package implementer shall define a physical package format with a mapping for the required components
package, part name, part content type and part contents. [ME\&ite: Not all physical package formats support
the part growth hint.end notd

Table9¢l. Mapped components

Name Description RequiredOptional
Package URFaddressable resource that identifies packag| Required. Th@ackage implementer sha
as a whole unit provide a physical mapping for the
package. [M2.2]
Part rame Names a part Required. The package implementer sh

provide a physical mapping for each
LI NI Q& yIFYSd waHDH

Part ontent Identifies the kind of content stored ithe part Required. The package implementer sh

type provide a physical mapping for each
LI NI Qa O2ydaSyd GelL

Part contents | Stores the actual content of the part Required. The package implementer sh

provide a physical mapping for each
LI NI Q&s. [M22y G Sy

Part gowth Number of additional bytes to reserve for possij Optional. The package implementer
hint growth of part might provide a physical mapping for a
growth hint that might be specified by a
producer. [02.2]

9.1.2 Mapping Content Types

Methodsfor mapping part content types to a physical format are described below.

9.1.2.1 Identifying the Part Content Type

The package implementer shall define a format mapping with a mechanism for associating content types with
parts. [M2.3]

Some physical package formats have a native mechanism for representing contenf{BExaesple the content
type header in MIMENnd examp#] For such packages, the package implementer should use the native
mechanism to map the content type for a part. [§2.

For all other physical package formats, the package implementer should include a syreciadly XMlstream

in the package called théontent Types strearf52.2] The Content Types stream shall not be mapped to a part
by the package implementer. [M2.1] This stream is therefore notadldressable. However, it can be
interleaved in the physical package using the same mechanisms used for interleaving parts.
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9.1.2.2 Content Types Stream Markup

The Content Types stream identifies ttentent type for each package part. The Content Types stream contains
XML with a togevel Typeselement, and one or morBefault and Override child elementsDefault elements

define default mappings from the extensions of part names to content typesrride elements are used to
specify content types on parts that are not covered by, or are not consistent with, the default mappings.
Package producers can use efined Default elements to reduce the number @verride elements on a patrt,

but are not requred to do so. [02.4]

The package implementer shall require that the Content Types stream contain one of the following for every
part in the package:

1 One matchindefault element

1 One matchingverride element

1 Both a matchindgefaultelement and a matchomOverride element, in which case th@verride
element takes precedence. [M2.4]

The package implementer shall require that there not be more than@efault element for any given
extension, and there not be more than o@erride element for any given paname. [M2.5]

The order oDefaultand Override elements in the Content Types stream is not significant.
If the package is intended for streaming consumption:

1 The package implementer should not all@&fault elements; as a consequence, there should be on
Override element for each part in the package.

1 The format producer should write th@verride elements to the package so they appear before the
parts to which they correspond, or in close proximity to the part to which they correspond.

[S2.3]
The packagamplementer can defin®efault content type mappings even though no parts use them. [02.5]

9.1.2.2.1 TypesElement

The structure of &ypeselement is shown in the following diagram:

I T T
| CT_Types |

Default [F]
Ty]:res =F —"=EI—L:_|-|: |
e lﬂuerrltle

|pe e —

diagram

annotation The root element of the Content Types stream.
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912272 Default Element

The structure of &efaultelement is shown in the following diagram:

[ CT_Default |

diagram

| E asttriputes

Default Extension

ContemtType

I

attributes | Name Type Use Default [Fixed Annotation

Extension |ST_Extension |required A part name extension. Befault
element matches any part whose
name ends with a period followed b
the value of this attribute. The
package implementer shall require ¢
non-empty extension in ®efault
element. [M2.6]

ContentType ST_ContentTyp required A content type as defined in RFC 2¢
Indicates the content type of any
matching parts (unless overridden).
The package implementer shall
require a content type in Befault
element and the format designer sh.
specify the content type. [M2.6]

annotation pefines default mappings from the extensions of part names to content types.

9.1.2.2.3 Override Element

The structure of a®verride element is shown in the following diagram:

diagram
9 [ CT_Owverride

| & attriputes

|
||
ContemtType ]

Owerride

T

PartHame
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attributes | Name Type Use Default Fixed Annotation

ContentType ST_ContentTyp required A content type as defined in RFC 2¢
Indicates the content type of the
matching part. The package
implementer shall require a content
type and the format designer shall
specify the content type in an
Override element. [M2.7]

PartName  xs:anyURI required A part name. A©verride element
matches the part whose name is eq
to the value of this attribute. The
package implementer shall require ¢
part name. [M2.7]

annotation  Specifies contertypes on parts that are not covered by, or are not consistent wi
the default mappings.

9.1.2.24 Content Types Stream Markup Example

[Example:
Example9¢7. Content Typestream markup

<Types
xmins=" http://schemas. openxmlformats.org /package/2006/content -types ">
<Default Extension="txt" ContentType="text/plain" />
<Default Extension="jpeg" ContentType="image/jpeg" />
<Default Extension="picture" ContentType="ima gelgif" I>

<Override PartName="/a/b/sample4.picture" ContentType="image/jpeg" />

</Types>

The following is a sample list of parts and their corresponding content types as defined by the Content Types

stream markup above.

Part name Content type
/a/b/samplel.txt text/plain
/a/lb/sample2jpg image/jpeg
/a/b/sample3.picture | image/qgif
la/lb/sample4.picture | imageljpeg
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end example]

9.1.2.3 Setting the ContenfType of a Part

When adding a new part to a package, the package implementer shall ensure that a content type for that part is
specified in the Content Types stream; the package implementer shall perform the following steps to do so
[M2.8]:

1. Get the extension from the partame by taking the substring to the right of the rightmost occurrence of
the dot character (.) from the rightmost segment.

2. If a part name has no extension, a correspondingrride element shall be added to the Content Types
stream.

3. Compare the resultingxtension with the values specified for tBtensionattributes of theDefault
elements in the Content Types stream. The comparison shall berssesitive ASCII.

4. If there is aDefault element with a matchingextensionattribute, then the content type of the new part
shall be compared with the value of ti@ontentTypeattribute. The comparison might be casensitive
and include every character regardless of the role it plays in the cotyprtgrammar of RFC 2616, ibr
might follow the grammar of RFC 2616.

a. If the content types match, no further action is required.
b. If the content types do not match, a ne@werride element shall be added to the Content Types
stream. .

5. If there is ndDefault elemert with a matching Extension attribute, a nd@efault element orOverride
element shall be added to the Content Types stream.

9.1.2.4 Getting the ContentType of a Part

To get the content type of a part, the package implementer shall perform the following step8][M2

1. Compare the part name with the values specified for Bra@tNameattribute of the Override elements.
The comparison shall be cagesensitive ASCII.

2. If there is arDverride element with a matchingfartNameattribute, return the value of its
ContentType attribute. No further action is required.

3. If there is ndOverride element with a matchindgartNameattribute, then

a. Get the extension from the part name by taking the substring to the right of the rightmost
occurrence of the dot character (.) from the rightmost segment.

b. Checkhe Default elements of the Content Types stream, comparing the extension with the
value of the Extensionattribute. The comparison shall be cassensitive ASCII.

4. If there is aDefault element with a matchingextensionattribute, return the value of it€ontentType
attribute. No further action is required.

5. If neitherOverride nor Default elements with matching attributes are found for the specified part
name the implementation shalot map this part name to a part
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9.1.25 Support for Versioning and Extensibility

The package implementer shall not use the versioning and extensibility mechatefimed in Parb: & a | NJ dzLJ
[ 2YLI GAOAE AU @ toingdbiRordletelérdeyits andaktributa$ 8rawn from other Ximespaces into
the Content Types stream markup. [M2.10]

9.1.3 Mapping Part Names to Physical Package Item Names

The mapping of part names tbhe names of items in the physical package uses an intermeldigiteal item
nameabstraction. This logical item name abstraction allows package implementers to manipulate physical data
items consistently regardless of wheththiose data items can be mapped to parts or not or whether the

package is laid out with simple ordering or interleaved ordering.89eke4for interleaving details.

[Example:

Figure9cl illustrates the relationship between part names, logical item names, and physical package item
names.

Figure9c¢l. Part names and logical item names

Part names Logical item Physical package
[Public, case-insensitive) names item names
Moo xaml - - Soo.xaml ~ - Physical item name
! bar.xaml Sfbar.xaml/[0]. piece - - Physical item name
& Sbar.xaml/[1].piece - - Physical item name
‘\\ . fbar.xaml/[2].Piece -+ - Physical item name
h ) N fBar.xaml/[3]. plece - - Physical item name
R / bar. XAML /[4]. last_piece |« »|  Physical item name
!/ [Content Types].xmil £t = Physical item name

end example]

9.1.3.1 Logical Item Names

Logical item names have the following syntax:

Logical |temName= Prefix Name [ Suffix Name]

PrefixName = *AChar

AChar = %x20- 7E

Suffix Name ="[""[" PieceNumber "]" [".last"] ".piece"
PieceNumber ="0" | NonZeroDigit [1*Digit]

Digit ="0" | NonZeroDigit
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NonZeroDigit ="1" 2" "3 4" | 5| et | 7| "8 | 9"
[Note:Piece numbers identify the imddual pieces of an interleaved paend note]
The package implementer shall comparefix names as casimsensitive ASCII string$12.12]
The package implementer shall compaudfix names as casmsensitive ASCII strind$12.13]

Logicaltem names areonsideredequivalent if their prefinames and suffirames are equivalenthe package
implementer shall not allowgckagethat contain equivalentogicalitem names [M2.14] The package
implementer shall not allow packages that contain lobitsans with equivalent prefix names and with equal
piece numbers, where piece numbers are treated as integer decimal values. [M2.15]

Logicaltem names that use suffixamesform a complete sequence and only if

1. The prefix names of all logical itammes in the sequence are equivalent, and

2. Thed dzFFAE yIYSa 2F GKS aSldSyO0S &I NI 6AGK dkonéd
piece for every piece number between 0 and n, without gaps, when the piece numbers are interpreted
as decimal iteger values.

9.1.3.2 Mapping Part Names to Logical ltem Names

Noninterleaved parnamesare mapped tdogicalitem namesthat havean equivalent prefix name and no
suffix name

Interleaved part names amappedto the complete sequence ddgicalitem nameswith an equivalent prefix
name.

9.1.3.3 Mapping Logical ltem Names and Physical Package Item Names

The mapping of logical item names and physical package item names is specific to the particular physical
package.

9.1.3.4 Mapping Logical tem Names to Part Names

A logicaltem namewithout a suffix names mapped to a part name with an equivalent prefix name provided
that the prefix name conforms to the part name syntax.

A momplete sequence dbgicalitem names isnappedto the part namethat is equal to therefix nameof the
logicaltemnameK | GAy 3 G(GKS &dzFFAE Y| Ve préfix namedcdnfainS 1O e part naie® A R
syntax.

The package implementer might allow a package that contains logical item names and complete sequences of
logical item names that caot be mapped to a part namigecause the logical item name does not follow the

part naming grammar or the logical item does not have an associated conten{@p&’] The package
implementer shall not map logical items to parts if the logical item nandate the part naming rules. [M2.16]
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The package implementer shall considamrmng collisions within the set of part namesppedfrom logical
item namesto be an erre. [M2.17]

9.1.4 Interleaving

Not all physical packages natively support interleaving of #ta dtreams of parts. The package implementer
should use the mechanism describedhis Open Packagirgpecificationto allow interleaving when mapping to
the physical package for layout scenarios that support streaming consum{S®#4]

The interleavig mechanism breaks the data stream of a part ipiteces which can be interleaved with pieces

of other parts or with whole parts. Pieces are named using a unique mapping from the part name, defined in
89.1.3 This enables a consumer to join the pieces together in their original order, forming the data stream of
the part.

The individual pieces of an interleaved part exist onthéphysical package and are not addressable in the
packaging model. A piece might be empty.

An individual part shall be stored either in an interleaved or-imdarleaved fashion. The package implementer
shall not mix interleaving and neanterleaving foran individual part. [M2.11] The format designer specifies
whether that format might use interleaving. [02.1]

The grammar for deriving piece names from a given part name is defined by the logical item name grammar as
defined in 8.1.3.1 A suffix name is mandatory.

The package implementer should store pieces in their natural order for optimal efficiency. [S2.5] The package
implementer might create atysical package containing interleaved parts and-imparleaved parts. [02.6]

[Example:
Exampled¢8. ZIP archive contents
AZIP archive mighdontain the followingtem names mapped to part pieces and whole parts

spine.xml/[0].piece
pages/page0.xml
spine.xml/[1].piece
pages/pagel.xml
spine.xml/[2].last.piece
pages/page2.xml

end example]

Under certain scenarios, interleaved ordering can provide important performbenefits, as demonstrated in
the following example.

[Example:
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Example9c¢9. Performance benefits with interleaveatdering

The figure below contains two parts: a page part (markup/page.xml) describing the contents of a page, and an
image part (images/picture.jpg) referring to an image that appears on the page.

markup‘page . xmi

L]

images/pitiine jpsg

With simple orderingall of the bytes of the page part are dedired before the bytes of the image part. The
figure below illustrates this scenario. The consumer is unable to display the image until it has radeif/de
page partandthe image part. In some circumstances, such as small packages onsphighretwork, this may
be acceptable. In others, having to read through all of markup/page.xml to get to the image results in

dzy  OOS LI 6fS LISNF2NXYIyOS 2N LX I OSa dzyNBlFazylotS YSY

byte O
markupl/page.xmi
Y imagesipichirg [pag
Byta n

With interleaved ordering, performance ispmoved by splitting the page part into pieces and inserting the
image part immediately following the reference to the image. This allows the consumer to begin processing the
image as soon as it encounters the reference.

byte 0 markupfpage xmi
part-1
imagasigiciine{pag
Y markup/page.xml
byte n pait 2

end example]

9.2 Mapping to a ZIP Archive

This Open Packagisgecificationdefines a mapping for the ZIP archive format. Future versiotis®Dpen
Packagingpecificationmight provide additional mappings.

AZIP archivés a ZIP file as defined in the ZIP file farsecification excluding all elements of that specification
related to encryptiondecryption or digital signaturesA ZIP archive contai@$P items[Note: ZIP items become
files when the archive is unzipped. When users unZfiRbased package, they see a set of files and folders that
reflects the parts in the package and their hierarchical naming structacenotd
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Table9¢2, Package model components and their physical representatsimsws the various components of the
package model and their corresponding physiegkesentation in a ZIP archive.

Table9¢2. Package model components and their physical representations

Package model Physicakepresentation
component
Package ZIP archivédile
Part ZIP item
Part rame Stored in item header (and ZIP central directory as appropriate).

Seeg9.2.3for conversion rules.

Part content ype ZIP item containing XML that identifies the content types for each par
according to the pattern described §9.1.2.1

Growth hint Padding reseneinthe ZIP Extra field in the local header that precede
the item. Seeg9.2.7for a detailed description of the data structure.

9.2.1 Mapping Part Data

In a ZIRarchive, the data associated with a part is represented as one or more items.

A package implementer shall store a Aoterleaved part as a single ZIP item. [M3.1] When interleaved, a
package implementer shall represent a part as one or more pieces, usingethed described i189.1.4

[M2.18] Pieces are named using the specified pattern, making it possible to rebuild the entire part from its
constituentpieces. Each piece is stored within a ZIP archive as a single ZIP item.

In the ZIP archive, the chunk of bits that represents an item is stored contiguously. A package implementer
might intentionally order the sequence of ZIP items in the archive to lerebefficient organization of the part
data in order to achieve correct and optimal interleaving. [O03.1]

9.2.2 ZIP Item Names

ZIP item names are casensitive ASCII strings. Package implementers shall create ZIP item names that conform
to ZIP archive file name grammar. [M3.2] Package implementers shall create item names that are unique within
a given archive. [M3.3]

9.2.3 Mapping Part Names to ZIP Item Names

To map part names to ZIP item names the package implementer shall perform, in order, the following steps
[M3.4]:

1. Convert the part name to a logical item name or, in the case of interleaved parts, to a complete
sequence of logicalem names.

2. Remove the leading forward slash (/) from the logical item name or, in the case of interleaved parts,
from each of the logical item names within the complete sequence.
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1 The package implementer shall not map a logical item name or complete segjoéfogical item names sharing
2 acommon prefix to a part name if the logical item prefix has no corresponding content type. [M3.5]

3 9.24 Mapping ZIP Item Names to Part Names

4  To map ZIP item names to part names, the package implementer shall perform, intbedied]owing steps
5  [M3.6]:

6 1. Map the ZIP item names to logical item names by adding a forward slash (/) to each of the ZIP item
7 names.
8 2. Map the obtained logical item names to part names. For more informasieag9.1.3.4

9 9.25 ZIP PackageLimitations

10  The package implementer shalbp all ZIP items to parts except MOZIP itemsas defined in the ZIP
11 specificationthat arenot MSDOS files. [M3.7]

12 [Note: The ZIP specification specifies that ZIP items recognized-&astMs FTAf Sa I NB (K2aS 4A

13 08¢ FASER YR Fy GSEGSNYIFf FAES FGGNAO6dzIS&aE FASER A
14  value of 0end note]

15 In ZIP arcives, the package implementer shall not exceed 85 Bytes for the combined length of the item
16  hame, Extra field, and Comment fields. [M3.8] Accordingly, part names stored in ZIP archives are limited to
17 65,535 charactersubtractingthe size of the Extrand Comment fields.

18 Packagémplementersshould restrict part naming to accommodate file system limitations when naming parts
19  to be stored as ZIP items. [S3.1]

20 [Example:

21 Examples of these limitations are:

22 ' On Windows file system§, KS | aG§SNARA&A] O0dfFé0 YR O02ft2y oO0aYéo | N
23 character will not unzip successfully.

24 1 On Windows file systems, many programs can handle only file names that are less than 256 characters

25 includingthe full path; parts with longenames might not behave properly once unzipped.

26 T hy !'YyAE FTA{S adeaisSvazxs GKS asSyaodztz2y o6aTé0 KIla |
27 processed as expected.

28 end example]

29  ZIRbased packages shall not include encryption as describi iBIP specification. Package implementers
30  shall enforce this restriction. [M3.9]
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9.2.6 Mapping Part Content Type

Part content types are used for associating content types with part data within a package. In ZIP archives,
content type information is stored usgithe common mapping pattern that stores this information in a single
XML stream as follows:

1 Package implementers shall store content type data in an item(s) mapped to the logical item name with
GKS LINBFAEYYLFYS Slidzad t (2 ereavédZzabeitStifelcgnipletei®guéndeE Y ¢
of logical item names with that prefix_name. [M3.10]

Package implementers shall not map logical item name(s) mapped to the Content Types stream in a ZIP archive
to a part name. [M3.11]|Note: Bracket characters "[" ah"]" were chosen for the Content Types stream name
specifically because these characters violate the part naming grammar, thus reinforcing this requiramdent.

notej

9.2.7 Mapping the Growth Hint

In a ZIP archive, the growth hint is used to reserve additioyials that can be used to allow an item to grow in
place. The padding is stored in the Extra field, as defined in the ZIP file format specification. If a growth hint is
used for an interleaved part, the package implemersieouldstore the Extra field comining the growth hint
padding with the item that represents the first piece of the pa&3[2

The format of theZIP item'sxtra field when used for growth hints, #hown inTable9¢3, Structure of the Extra
field for growth hintsbelow.

Table9¢3. Structure of the Extra fidlfor growth hints

Field Size Value

Header ID 2 bytes A220

Length of Extra field 2 bytes The signature length (2 bytes) + the padding init
value length (2 bytes) + Length of the padding
(variable)

Signature (for 2 bytes A028

verification)

Padding Initial Value 2 bytes Hex numbewalue is set by the producerhen the
item is created

<padding> [Padding Should beifled with NULL characters

Length]
9.2.8 Late Detection of ZIP Items Unfit for Streaming Consumption

Several substantial conditions that represent a package unfit for streaming consumption may be detietted
processing by a streaming package implementer. These include:

1 A duplicate ZIP item name is detected the moment the second ZIP item with that name is encountered.
Duplicate ZIP item names are not allowed. [M3.3]
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1 Ininterleaved packages, an incompletaigence of ZIP items is detected when the last ZIP item is
received. Because one of the interleaved pieces is missing, the entire sequence of ZIP items cannot be
mapped to a part and is therefore invalid. [M2.16]

1 Aninconsistency between the local ZIP iteeaders and the ZIP central directory file headers is
detected at the end of package consumption, when the central directory is processed.

1 A ZIP item that is not a file, according to the file attributes in the ZIP central directory, is detected at the
end of package consumption, when the central directory is processed. Only a ZIP item that is a file shall
be mapped to a part in a valid package.

When any of these conditions are detected, the streaming package implementer shall generate an error,
regardlesof any processing that has already taken place. Package implementers shall not generate a package
containing any of these conditions when generating a package intended for streaming consumption. [M3.13]

9.2.9 ZIP Format Clarifications for Packages

The ZIP formancludes a number of features that packages do not support. Some ZIP features are clarified in
the package context. Sénex G ZIR Appnote.txt Clarificatioist ~ F 2 N3pedificz]Plintb&nation.
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Core Properties

10. Core Properties

Core properties enable users to get and set #katbwn and common sets of property metadata within
packages. Theore properties and the Standard that describes them are showaliel10¢1Z Codie
properties @ ¢KS yIFYSaLIl OS T2NJ GKS LINPLISNIASE Ay
defined inAnnex E Standard Namespaces and Content Typés

GKA& Gl

Core property elements are nenepeatable. They may be empty or omitted. The Core Properties Part may be

omitted if no core properties are present.

TablelOcl. Core properties

Property Domain Description
category Open A categorizatiorof the content of this package.
Packaging
Conventions | [Example Example values for this property might include
Resume, Letter, Financial Forecast, Proposal, Technical
Presentation, and so on. This valught beused byan
applicatioris user interfaceo facilitate navigationof a large
set of documentsend examplg
contentStatus | Open The gatus of the content|Example Values might include
Packaging G5NF Fié¢sx awSOA&S&I&RDIE] YR
Conventions
contentType | Open The type of content represented, generally defined by a
Packaging specificuse and intended audiencfExample Values might
Conventions |A Yy Of dzRS &2 KA G SLI LISNE = GepdS
example]
[Note: This property is distinct from MIME content types
defined in RFC 2616énd note]
created Dublin Core | Date of creation of theesource.
creator Dublin Core | An entity primarily responsible for making the content of
the resource.
description Dublin Core | An explanation of the content of the resour¢&xample
Values might include an abstract, table of contents,
reference to a grphical representation of content, and a
free-text account of the contentendexample]
identifier Dublin Core | An unambiguous reference to the resource within a give
context.
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Property Domain Description
keywords Open A delimited set of keywords to support sehing and
Packaging indexing. This is typically a list of terthgit are not
Conventions | available elsewhere in the properties.
language Dublin Core | The language of the intellectual content of the resource.
[Note: IETF RFC 3066 provides guidance on encoding tg
represent languagesend notég
lastModifiedBy| Open Theuser who performed the last modification. The
Packaging identification is environmenspecific[Example A name,
Conventions | email address, or empleg ID.end examplelt is
recommended that this value be as concise as possible.
lastPrinted Open The date and timef the last printing.
Packaging
Conventions
modified Dublin Core | Date on which the resource was changed.
revision Open The revision numbefExampleThis value might indicate
Packaging the number of saves or revisions, provided the applicatiq
Conventions | updates it after each revisioend example]
subject Dublin Core | The topic of the content of the resource.
title Dublin Core | The name given to the resource.
version Open The versiomumber. This value is set by the user or by th
Packaging application.
Conventions
10.1 Core Properties Part

Core Properties

Core properties are stored XKML inthe Core Properties parf.he Core Properties part cantt type is defined
in Annex E Standard Namespaces and Content Typés

The structure of theCorePropertieselement is shown in the following diagram:

37



© 00 N o 0 B»

10
11
12
13
14
15

diagram = - =
CT_coreProperties |

= 1 category |

Core Properties

annotation | Producers might provide all or a subset of these metadata properties to describe the content

package.

[Example:
ExamplelOgl. Core properties markup
An example of a core properties part is illustrated by this example:

<coreProperties
xmins="http://schemas.openxmlformats.org/packag e/2006/metadata/
core - properties"
xmins:dcterms="http://purl.org/dc/terms/"
xmins:dc="http://purl.org/dc/elements/1.1/"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema - instance">
<dc:creator>Alan Shen</dc:creator>
<dcterms:created xsi:ty pe="dcterms:W3CDTF">
2005- 06- 12
</dcterms:created>
<contentType>Functional Specification</contentType>
<dc:title>OPC Core Properties</dc:title>
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<dc:subject>Spec defines the schema for OPC Core Properties and their
location within t he package</dc:subject>
<dc:language>eng</dc:language>
<version>1.0</version>
<lastModifiedBy>Alan Shen</lastModifiedBy>
<dcterms:modified xsi:type="dcterms:W3CDTF">2005 - 11- 23</dcterms:modified>
<contentStatus>Reviewed</contentStatus>
<category>Specification</category>
</coreProperties>

end example]

10.2 Location of Core Properties Part

The location of the Core Properties part within the packagkeisrminedby traversing a welllefined package

relationship as listed iAnnex E Standard Namespaces and Content Tgpds ¢ KS  F 2 NXIlspecifiR Sa A 3y

and the format producer shall create at most one core properties relationship for a package. A format consumer
shall consider more than one core properties relationship for a package to be an error. If present, the
relationship shall target th€ore Properties part. [M4.1]

10.3  Support for Versioning and Extensibility

Theformat designer shall not specify and the format producer shall not cr€ate Propertiethat use the

Markup Compatibilitynamespace as defined Annex E Standard Namespaces and Content TgpéAsformat
consumer shall consider the use of the Markupnatibility namespace to be an error. [M4 [Rstead,

versioning and extensibility functionality is accomplished by creating a new part and using a relationship with a
new type to point from the Core Properties part to the new paitis Open Packagisgecificationdoes not

provide any requirements or guidelines for new parts or relationship types that are used to extend core
properties.

10.4 Schema Restrictions for Core Properties

The following restrictions apply to every XML document instance that cortprs Packaging Conventions
core properties:

1. Producers shall not create a document element that contains refinements to the Dublin Core elements,
except for the two specified in the schema: <dcterms:created> and <dcterms:modified> Consumers shall
consider adocument element that violates this constraint to be an error. [M4.3]

2. Producers shall not create a document element that containscthklang attribute. Consumers shall
consider a document element that violates this constraint to be an error. [M4.4DEblin Core
elements, this restriction is enforced by applications.

3. Producers shall not create a document element that containscfitype attribute, except for a
<dcterms:created> or <dcterms:modified> element where xBetype attribute shall be present and
shall hold the value dcterms:W3CDTF, whitterms is the namespace prefix of the Dublin Core
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namespace. Consumers shall consider a document element that violates this constraint to be an error.
[M4.5]
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11. Thumbnalils

The format designer ight allow images, callethumbnails to be used to help endsers identify parts of a
package or a package as a whole. These imeaedegenerated by the producer and stored as parts. [05.1]

11.1  Thumbnalil Parts

The format designer shapecify thumbnail parts that are identified by either a part relationship or a package
relationship. The producer shall build the package accordingly. [M5.1] For information about the relationship
type for Thumbnail parts, seénnex E Standard Namespaces and Content T¢pés
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Digital Signatures

12. Digital Signatures

Format designers might allow agkage to include digital signatures to enable consumers to validate the

integrity of the contents. The producer might include the digital signature when allowed by the format designer.
[06.1] Consumers can identify the parts of a package that have bgeedsand the process for validating the
signatures. Digital signatures do not protect data from being changed. However, consumers can detect whether
signed data has been altered and notify the argir, restrict the display of altered content, or take athe

actions.

Producers incorporate digital signatures using a specified configuration of parts and relationships. This clause
RSAONAOGSE K2g GKS LI O1F3IS RAIAGEE &A 3JyWMIESdndBre T NI YS g 2
{eyGFE ' yR t NRICS &RASANAT ¢ 30 NBKFSS NiINBaH 5 A3A Gt { A3y (G dzNB
with the XML Digital Signature specification, producers and consumers also apply the modifications specified
in§12.24.1

12.1 Choosing Content to Sign

Any part or relationship in a package can be sigivaiidingDigital Signature XML Signatyrartsthemselves.
An entire Relationships part or a subset of relationships can be signed. By signing a subset, other relationships
can be added, removed, or modified without invalidating the signature.

Because applications use the package format to store wattigpes of content, application designers that

include digital signatures should define signature policies that are meaningful to their users. A signature policy
specifies which portions of a package should not change in order for the content to beeredsictact. To

ensure validity, some clients require thalt of the parts and relationships in a package be signed. Others require
that selectedparts or relationships be signed and validated to indicate that the content has not changed. The
digital sigmature infrastructure in packages provides flexibility in defining the content to be signed, while
allowing parts of the package to remain changeable.

12.2  Digital Signature Parts

The digital signature parts consist of the Digital Signature Origin part, Bajteture XML Signature parts, and
Digital Signature Certificate parts. Relationship names and content types relating to the use of digital signatures
in packages are defined Annex B Standard Namespaces and Content Typés

[Example:

Figurel2¢1 shows a signedackage with signaturparts, signed parts, and an509 certificate. Thexample
Digital Signature Origipart references twdigital Signature XML Signatyrarts, each containing a signature.
Thesignatures relée to the signed parts.

Figurel2¢l. A signed package
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12.2.1 Digital Signature Origin Part

Digital Signatures

© 0o N o O b

The Digital Signature Origin part is the starting point for navigating through the signatures in a package. The
package implementer shall include only one Digital Signature Origin part in a package and it shall be targeted
from the package root using theelkdefined relationship type specified Annex B Standard Namespaces and
Content Types ® wac d®m8 2 KSy ONBIFGAYy3a GKS FANRG S5A3AGFE { A3
shall create the Digital Signature Origin part, if it does not exist, in order to specify a relationship to that Digital
Signature XML Signatupart. [M6.2] If there are no Digital Signature XML Signature parts in the package, the

Digital Signature Origin part is optional. [06.2] Relationships to the Digital Signature XML Signature parts are
defined in the Relationships part. The producer shaulticreateanycontent in the Digital Signature Origin part

12

13
14
15

16

17
18
19
20

itself. [S6.1]

The producer shall create Digital Signature XML Signature parts that have a relationship from the Digital
Signature Origin part and the consumer shall use that relationship tod@igiature information within the

package. [M6.3]

12.2.2 Digital Signature XML Signature Part

Digital Signature XML Signatyrarts aretargeted from theDigital Signature Origipart by a relationship that
usesthe welldefined relationship typepecified inAnnex E Standard Namespaces and Content Tgp€ke
Digital Signature XM&ignature part antains digital signaturenarkup Theproducer might createero ormore

Digital Signature XML Signatyrarts in a packagd06.4]
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12.2.3 Digital Signature Certificate Part

If present, he Digital Signature Certificate part contaimsX4509 certificate for validating the signature.
Alternatively, he producer might store the certificate as a separate part in the package, might embed it within
the Digital Signature XML Signature part itself, or might not include it in the packagefifate data is known

or can be obtained from a local or remote certificate store. [06.5]

The package digital signature infrastructure supports X.509 certificate technology for signer authentication.

If the certificate is represented as a separate peithin the packagethe producershalltargetthat certificate

from the appropriateDigital Signature XML Signatyrart by aDigital Signature Certificatelationshipas

specified inAnnex E St@ndard Namespaces and Content Tgpest Y R 1 KS 02y adzYSNJ aK|I f f
locate the certificate. [M6.4Theproducer mght sign thepart holding the certificate[06.6] The ontent types

of the Digital Signature Certificaggart and the relationship targeting from the Digital Signature XML Signature

part are definedn Annex E Standard Namespaces and Content Tgpg&s t N2 RdzOSNA YA 3IKG akKl
Certificate parts by using the same certificate to create more than one signature. [O6.7] Producers generating
digital signatures should not creategal Signature Certificate parts that are not the target of at least one

Digital Signature Certificate relationship from a Digital Signature XML Signature part. In addition, producers
should remove a Digital Signature Certificate part if removing thddiggtal Signature XML Signature part that

has a Digital Signature Certificate relationship to it. [S6.2]

12.2.4 Digital Signature Markup

The markup described here includes a subset of elements and attributes from the XML Digital Signature
specification and sompackagespecific markup. For a complete example of a digital signatureSk28&

12.2.4.1 Modifications to the XML Digital Signature Specification

The p&kage modifications to the XML Digital Signature specification are summarized as follows:

1. The producer shall creaiReferenceelements within &Signedinfoelement that reference elements
within the sameSignatureelement. The consumer shall considaference elements within a
Signedinfoelement that reference any resources outside the saé@ignatureelement to be in error.
[M6.5] The producer should only creaReferenceelements within éSignedinfaelement that reference
anObjectelement. [S6.5] The pragter shall not create a reference to a packagecificObject
element that contains a transform other than a canonicalization transform. The consumer shall consider
a reference to a packaegmpecificObjectelement that contains a transform other than ancmical
transform to be an error. [M6.6]

2. The producer shall create one and only one packgmezificObjectelement in theSignatureelement.
The consumer shall consider zero or more than one packpgeificObjectelement in theSignature
element to be an error. [M6.7]

The producer shall create packaggecificObjectelements that contairexactly oneManifestelementand
exactly oneSignaturePropertieselement.[Note: ThisSignaturePropertieselement can contain multiple
SignaturePropertyelements.end notd The consumer shall consider packapecificObjectelements that
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contain other types of elements to be an error. [M6[Rpte: A signature may contain oth@bjectelements
that are not packagspecificend note]

a. The producer shallreate Referenceelements within avianifest element that reference with
their URlattribute only parts within the package. The consumer shall constééerence
elements within aManifest element that reference resources outside the package to be an
error. [M6.9] The producer shall create relative references to the local parts that have query
components that specifies the part content type as describeglh2.4.6 The relative
reference excluding the query component shall conform to the part name granmirhar.
consumer shall consider a relative reference to a local part that has a query component that
incorrectly specifies the part content type to be an error. [M6.10] The producer shall create
Referenceelements with a query component that specifies the content type that matches the
content type of the referenced part. The consumer shall consider sigmatlidation to fail if
the part content typecompared in a cassensitive manner tohe content type specified in the
guery component of the part referenaoes not match[M6.11]

b. The producer shall not creaiReferenceelements within avianifestelemert that contain
transforms other than the canonicalization transform and relationships transform. The
consumer shall considéteferenceelements within aManifestelement that contain transforms
other than the canonicalization transform and relationshigmsform to be in error. [M6.12]

c. A producer that uses an optional relationships transform shall folldoy & canonicalization
transform. The consumer shall consider any relationships transform that is not followed by a
canonicalization transform to be anror. [M6.13]

d. Theproducer shall createxactly oneSignatureProperty elementwith the Id attribute value
set toidSignatureTime . TheTargetattribute value of this element shall be either empty or
contain a fragment reference to the value of tlkattribute of the rootSignatureelement. A
SignaturePropertyelement shall contain exactly or&gnatureTimechildelement. The
consumer shall consider&gnaturePropertyelement that does not contain &ignatureTime
elementor whoseTarget attribute value is not empty or does not contain a fragment reference
the Id attribute of the ancestoSignatureelementto be in error. [M6.14].

[Note: All modifications to XML Digital Signature markup occur in locations where the XML Signature schema
allows any namespace. Therefore, package digital signature XML is valid against the XML Signaturers¢hema.
notej

12.2.4.2 SignatureElement

The structure of &ignatureelement is shown in the following diagram:
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diagram

E atriputes

______

Signature

Signedinfo [H

W |

SignatureValue

namespac http://mwww.w3.0rg/2000/09/xmldsig#

attributes | |Name Type Use Default [Fixed Annotation
Id  xs:ID optional A unique identifier of the signature xml
document.

annotation| The root element of the signature xml document stored in a signature part. The producer sh
create aSignatureelement that containgxactlyone localdata, packagepecificObjectelement
and zero or more applicatiespecificObjectelements. If é&Signgure element violates this
constraint, a consumer shall consider this to be an error. [M6.15]

12.2.4.3 SignedinfoElement

The structure of &ignedinfoelement is shown in the following diagram:

diagram

CanonicalizationMethod

mifs 1

ESignmunel'-.-'I\etIn:r{I =

Signedinfo |$|-|:—--—

t"]

,I-'-‘.eference E%]

1.0
namespac http://mwww.w3.0rg/2000/09/xmldsig#

annotation Specifies the data in the package that is signed. Holds one or more referer@bgtielements
within the same Digital Signature XML Signature part. The producer shall crempeeslinfo
element that containgxactly onereference to the packagspecfic Objectelement. The consum
shall consider it an error if @ignedinfoelement does not contain a reference to the package
specificObjectelement. [M6.16]
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12.2.4.4 CanonicalizationMethodElement

The structure of £anonicalizationMethodelement is shown in the following diagram:

dlag fiam E sttriputes

FCanmlicalizationl'-.-'lethotl ['l} .
Algorithm

namespac http://www.w3.0rg/2000/09/xmldsig#

atributes | Name Type  Use Default Fixed /Annotation

Algorithm  xs:anyUF required Contains a URI that identifies the particular
canonicalization algorithm.

annotation specifies the canonicalization algorithm applied to Eignedinfoelement prior to performing
signature calculations.

Since XML allows equivalent content to be represented differeathrpducer should apply a canonicalization
transform to theSignedinfoelement when it generates it, and a consumer should apply the canonicalization
transform to theSignedinfoelement when validating it. [S6.3]

[Note: Performing a canonicalization transin ensures thasignedinfocontent can be validated even if the
content has been regenerated using, for example, different entity structures, attribute ordering, or character
encoding.

Producers and consumers should also use canonicalization transformeserencedo parts that hold XML
documents. These transforms are defined usingThensformelement.end not]

The following canonicalization methods shall be supported by producers and consumers of packages with digital
signatures:

1 XML Canonicalizan (c14n)
1 XML Canonicalization with Comments (c14n with comments)

Consumers validating signed packages shall fail the validation if other canonicalization methods are
encountered. [M6.34]

12.2.4.5 SignatureMethodElement

The structure of &ignatureMethodelementis shown in the following diagram:
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dlag fiam E= attriputes

IESignatureMetIm{I |$|-

namespac http://mwww.w3.0rg/2000/09/xmldsig#
attributes | Name Type |Use Default |[Fixed Annotation

Algorithm  xs:anyUF required Contains a URI that identifies the particular
algorithm for thesignature method.

annotation| pefines the algorithm that is used to convert t8gnedinfoelement into a hashed value
contained in theSignatureValueslement.Producers shall support DSA and RSA algorithms to
produce signatures. Consumers shall support DSA and RSA algorithms to validate signatur
[M6.17]

12.2.4.6 ReferenceElement

The structure of &eferenceelement is shown in the following diagram:

diagram B attrivutes

URI

Reference

namespac http://www.w3.0rg/2000/09/xmldsig#
attributes | Name Type  Use Default |[Fixed Annotation

URI  xs:anyUF required Within a <Signedinfoelement, this attribute
contains a URI that identifies an element within t
signature xml document.

Within a Manifest> element, this attribute contail
a relative reference composed of a reference to
part that conforms to the part name grammar ant
guery component that identifies the content type
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that part.

annotation| specifies the object being signed, a digest algorithm, a digest value, and a list of transforms
applied prior to digesting.

12.2.4.6.1 Usageof <Reference> Element as <Manifeshild Element

The producer shall createReferenceelement within aManifestelement with aURI attribute and that
attribute shall contain a part name, without a fragment identifier. The consumer shall condrkfeeence
element with a URI attribute that does not contain a part name to be an error. [M6.18]

References to package parts include the part content type as a query component. The syntax of the relative
reference is as follows:

/pagel.xml?ContentType=" value "
wherevalueis the content type of the targeted part.
[Note: See812.2.4.1for additional requirements oReferenceelements.end note]
[Example:
Examplel2¢2. Part reference with query component
Ly GKS F2tft2g¢Ay3 S Eappitaiofvhd. mMsatkagd. lgtiorShipa+xail® LIS A & d&

URI="/_rels/document.xml.rels?ContentType= applic ation/vnd.ms -
package.relationships+xml "

end example]

12.2.4.7 Transforms Element

The structure of &ransforms element is shown in the following diagram:

dlagram Transforms E]{—“-—E-ETTHIISTOTHI

1.0

namespac http://mwww.w3.0rg/2000/09/xmldsig#

annotation  Contains an ordered list @ransform elements that describe how the producer digested the
Objectdata before signing it.
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The following transforms shall be supported by producers and consumers of packages with digital signatures:

1 XML Canonicalization (c14n)
1 XML Canonicalization witbtomments (c14n with comments)
1 Relationships transform (packageecific)

Consumers validating signed packages shall fail the validation if other transforms are encourR&agidnships
transforms shall only be supported by producers and consumers wleehrémsform element is a descendant
element of aManifest element[M6.19]
12.2.4.8 Transform Element

The structure of &ransform element is shown in the following diagram:

diagram B attriputes

-
-1
e
-

T
-

Transform |-

)
k'] Illi'! |

RelationshipReference

RelationshipsGroupReference

0.m

namespac http://mwww.w3.0rg/2000/09/xmldsig#
attributes | \Name Type  Use Default [Fixed /Annotation

Algorithm xs:anyUF required Contains a URI that identifies the particular
transformation algorithm.

annotation| pescribes how the signer obtained tBbjectdata that was digested.

12.2.4.9 DigestMethodElement
The structure of @igestMethodelement is shown in the following diagram:

dlag ram & attriputes

E[lligestl'-.-'letln:rtl 1|-

namespac http://mww.w3.0rg/2000/09/xmldsig#

attributes | Name Type  Use Default [Fixed Annotation
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Algorithm xs:anyUF required Contains a URI thadentifies the particular
digest method.

annotation| pefines the algorithm that yields tHRigestValuefrom the object data after transforms are
applied. Package producers and consumers shall supporSRBA algorithms to produce or
validate signatures. [M6.17]

12.2.4.10 DigestValueElement

The structure of @igestValueelement is shown in the following diagram:

dlag ram E[Iigesﬂ!alue

namespac http://www.w3.0rg/2000/09/xmldsig#

annotation| Contains the encoded value of the digest in base64.

12.2.4.11 SignatureValueElement

The structure of &ignatureValueelement is shown in théllowing diagram:

dlag ram [ attributes

IESignatureUalue [TI} e

namespac http://www.w3.0rg/2000/09/xmldsig#

attributes | |Name Type Use Default |Fixed Annotation
Id  xs:ID optional Contains a URI that identifies the
SignatureValueelement within the signature xml
document.

annotation  Contains the actual value of the digital signature in base64.

12.2.4.12 ObjectElement

TheObjectelement can be either packagpecific or applicatioispecific.

51



N~ o g M

[e2]

10

11

12
13
14
15
16
17

18

19

Digital Signatures

12.2.4.13 PackageSpecificObjectElement

The structure of ®bjectelement is shown in the following diagram:

dlag fiam & attriputes

,Manifest =

,Signmurerpenies

namespac http://mww.w3.0rg/2000/09/xmldsig#
attributes | \Name Type Use Default [Fixed Annotation

ld  xs:ID Shall have value of "idPackageObject".

annotation| \Holds the Manifest and SignatureProperties elements that are paekpegific.

[Note: Although the diagram above shows use of the Id attribute as optional, as does the XML Digital Signature

schema, for packaggpecificObjectelements, theld attribute shall be specified and have the value of
GARt IOl 3ShoasS O8pediic réskidtidn ovedand abolvdth@ XMLD&ital Signature schemda
note]

The producer shall create eaBlignatureelement with exactly one packagmpecificObject. For a signed
package, consumers shall treat the absence of a paekpegeificObject, or the presence of multiple package
specificObjectelements, as an invalid sighature. [M6.15]

12.2.4.14 Application-SpecificObjectElement

The applicatiorspecificObjectelement specifies applicatioispecific informationThe format designer might
permit one or more applicatiospecificObjectelements. If allowed by the format designer, format producers
can create one or more applicatiespecificObjectelements. [06.8] Pratters shall create applicatiespecific
Objectelements that contain XMtompliant data; consumers shall treat data that is not Xddimpliant as an
error. [M6.20] Format designers and producers might not apply packpgeific restrictions regarding URIsda
Transform elements to applicatiorspecificObjectelement. [O06.9]

12.2.4.15 Keylnfo Element

The structure of &eylnfo element is shown in the following diagram:
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diagram F“ﬂ‘"'"“ ['T]{---H,xsognam
1.0

namespac http://www.w3.0rg/2000/09/xmldsig#

annotation Enables recipients to obtain the key needed to validate the signature. Can contain keys, nar
certificates, and other public key management information. Producers and consumers shall
certificate embedded in the Digital Signature XML Signaturevgaen it is specified. [M6.21]

12.2.4.16 X509DataElement
The structure of a X509Dataelement is shown in the following diagram:

diagram | X509Data I:Il]{—-u—l:_l-lf}{ﬁﬂﬁi:eniﬁcate
1.0

namespac http://www.w3.0rg/2000/09/xmldsig#

annotation| contains one or more identifiers of X509 certificates.

12.2.4.17 X509CertificateElement

The structure of a X509Certificateelement is shown in the following diagram:

diagram | Fysoacertificate

namespac http://www.w3.0rg/2000/09/xmldsig#

annotation | Contains a baseédncoded X509 certificate.

12.2.4.18 Manifest Element

The structure of Manifestelement is shown in the following diagram:

diagram | Manifest [T']{_..._E-Lﬂeference

1.0
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namespac http://mwww.w3.0rg/2000/09/xmldsig#

annotation |Contains references to the signed parts of the package. The producer shall not chéaéfest
element that references any data outside of the package. The consumer shall consideifest
element that references data outside of the package to be in error. [M6.22]

12.2.4.19 SignaturePropertiesElement

The structure of &ignaturePropertielement isshown in the following diagram:

diagram

SignatureProperties E]{—-H—E-ESignaturerperw

1.0
namespac http://www.w3.0rg/2000/09/xmldsig#

Annotation Contains additional information items concerning the generation of signatures placed in
SignaturePropertyelements.

12.2.4.20 SignatureProperty Element

The structure of &ignaturePropertyelement is shown in the following diagram:

diagram B asttriputes

FSiﬂllﬂ‘tllr&Per&l‘l‘y

,SignatureTime

namespac http://mwww.w3.0rg/2000/09/xmldsig#
attributes | Name Type  Use Default |[Fixed Annotation

Target xs:anyUF required Contains a uniquientifier of the
Signature element.

Id xs:ID  optional /2y Gl Aya &A3YIl GdNB
identifier.
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annotation| Contains additional information concerning the generation of signatures.

12.2.4.21 SignatureTimeElement

The structure of &ignatureTimeelement is shown in the following diagram:

diagram

namespac http://schemas.openxmlformats.org/package/2006/digisignature

annotation| Holds the date/time stamp for the signature.

12.2.4.22 Format Element

The structure of &ormat element is shown in the following diagram:
diagram

namespac http://schemas.openxmlformats.org/package/2006/digisignature

annotation  'specifies the format of the date/time stamphe producer shall create a data/time format that
conforms to the syntax described in the W3C Note "Date and Time Formats". The consume
consider a format that does not conform to the syntax described in that WC3 note to be in el
[M6.23]

TheRI 4SS FyR GAYS F2NXYI G RSTAyAGAZ2Yy O2 p&ReaNdTimed2 (G KS
Formatsb €

12.2.4.23 ValueElement

The structure of &alueelement is shown in the following diagram:

ciagram
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namespac http://schemas.openxmiformats.org/package/20a8gitalsignature

annotation| Hol|ds the value of the date/time stamp. The producer shall create a value that conforms to t
format specified in thé=ormat element. The consumer shall consider a value that does not
conform to that format to be in errofM6.24]

12.2.4.24 RelationshipReferenceElement

The structure of &elationshipReferenceelement is shown in the following diagram:

dlag ram FRelmionshipReference |

namespac http://schemas.openxmlformats.org/package/2006/digisignature
attributes | \Name  Type  Use Default |Fixed Annotation

Sourceld xsd:stringrequired Specifies the value of tHe attribute of the
Relationship element.

annotation | specifies théRelationship element to be signed.

12.2.4.25 RelationshipsGroupReferenceElement

The structure of &elationshipsGroupReferencelement is shown in the following diagram:

d'ag ram Fﬂelmionshi|:|-sGrou|J-Reference |

namespac http://schemas.openxmiformats.org/package/2006/digisignature
attributes | Name Type Use Default |[Fixed Annotation

SourceType xsd:anyUF required Specifies the value of tHBype attribute of
Relationship elements.

annotation| specifies that the group &elationshipelements with the specifiedlype value is tc
be signed.
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Format designers might permit producers to sign individual relationships in a packtdgeRelationships part

as a whole. [06.10] To sign a subset of relationships, the producer shall use the gspéeifie relationships
transform. The consumer shake the packagspecific relationships transform to validate the signature when a
subset of relationships are signed. [M6.25] The transform filters the contents of the Relationships part to include
only relationships that havil values matching the speafi Sourceldvalues ofType values matching the
specifiedSourceTypevalues A producer shall not specify more than one relationship transform for a particular
relationships part. A consumer shall treat the presence of more than one relationship transioanpérticular
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relationships part as an error. [M6.35]

Producersshall specify a canonicalization transform immediately following a relationships tranafam
consumerghat encounter a relationships transform that is not immediately followed by a caatimation
transformshallgenerate an errar[M6.26]

12.2.4.26 Relationships Transform Algorithm

The elationshipgransform takes theXMLdocument from theRelationships part and converts it to another

XMLdocument.

The package implementer might creatdationships XMLthat contairs content fromseveralnamespacesalong

with versioning instructions as definedmart5: ¢ a | NJ dzLJ / 2 YLI G A0 A{O6.613 FyR 9EGSY

The elationshipgransformalgorithm is as follows:

Step 1: Process versioning instructions

1. The package implementer shafiogess the versioning instructions, considering that the only known

namespace is the Relationships namespace.
2. The package implementer shadimove all ignorable content, ignoring preservation attributes.
3. The package implenmer shall emove all versioning instructions.

Step 2: Sort and filter relationships

1. The package implementer shatimove all namespace declarations except the Relationships hamespace

declaration.
2. The package implementer shadimove the Relationships neespace prefix, if it is present.
3. The package implementer shatircrelationship elements bid value inlexicographicabrder,
consideringd values as cassensitive Unicode strings.

4. The package implementer shadimove allRelationship elementsthat do not have eitheanld value

that matchesany Sourceldvalueor a Type value that matcksany SourceTypevalug among the

Sourceldand SourceTypevaluesspecified in the transform definition. Producers and consumers shall

compare values as casensitive Urgode strings. [M6.27] The resulting XML document holds all
Relationship elements thateither have anld value that matches &ourceldvalueor a Type value that

matches é&SourceTypevalue specified in the transform definition.

Step 3: Prepare focanonicalization
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1. The package implementer shatimove all characters between thelationshipsstart tag and the first
Relationship start tag.

2. The package implementer shadimoveany contentf the Relationship element

3. The package implementer shadimove all characters between the laRelationshipend tag and the
Relationshipsend tag.

4. If there are ndRelationship elements, the package implementer shall remove all characters between
the Relationshipsstart tag and theRelationshipsend tag.

12.3 Digital Signature Example

The contents of digital signature parts are defined by the W3C RecommendxtitiaSgnature Syntax and
t NEOSaaAyIé g-apéediic modificGions dpedifidd 8 52.4.1

[Example:

Digital signature markup for packages is illustrated in this example. For information about namespaces used in
this example, sednnex E Standard Namespaces and Content Typés

<Signature Id="  Signatureld " xmlns="http://www.w3.0rg/2000/0 9/xmldsig#">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/
RECxml- c14n- 20010315"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/
xmldsig#dsa - shal"/>
<Reference
URI="#idPackageObject"
Type="http://www.w3.0rg/2000/09/xmldsig#Object">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/
RECxml- c14n- 20010315"/>
</Transforms>
<DigestMet hod Algorithm="http://www.w3.0rg/2000/09/
xmldsig#shal"/>
<DigestValue>...</DigestValue>
</Reference>
<Reference
URI="#Application”
Type="http://www.w3.0rg/2000/09/xmldsig#Object">
<Transforms >
<Transform Algorithm="http://www.w3.0rg/TR/2001/
RECGxml- c14n- 20010315"/>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>...</DigestValue>
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</Reference>
</SignedInfo>
<SignatureValue>...</SignatureValue>

<Keylnfo>
<X509Data>
<X509Certificate>...</X509Certificate>
</X509Data>
</Keylnfo>

A OBA B D W WW W WW W WWWN DN DNDNDNDNDDNDNDDNDDNRPR R P R R P P P PP
W N P O © 0 N O O B W NP O © 0N O O & W NP O O© 0N O o » W N P O

<Object Id="idPackageObject" xmins:pds="http://schemas.openxmlformats.org
/package/2006/digital - sighature">
<Manifest>

<Reference URI="/document.xml?ContentType=application/
vnd.ms- document+xml">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/
REGxmI- cl14n- 20010315"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/
xmldsig#shal'/>
<DigestValue>...</D  igestValue>
</Reference>
<Reference
URI="/_rels/document.xml.rels?ContentType=application/
vnd.ms- package.relationships+xml[">
<Transforms>
<Transform Algorithm="http://schemas. openxmformats
package/2005/06/RelationshipTransform">
<pds:RelationshipReference Sourceld="B1"/>
<pds:RelationshipReference Sourceld="A1"/>
<pds:RelationshipReference Sourceld="A11"/>
<pds:Relationship  sGroupReference Source Type=

.org/

"http://schemas.  custom.com/ required -resource "/>

</Transform>
<Transform Algorithm="http://www.w3.0rg/TR/2001/
REGxmI- c14n- 20010315"/>

</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2000/09/
xmldsig#shal"/>

<DigestValue>...</DigestValue>

</Reference>

</Manifest>
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<SignatureProperties>
<SignatureProperty Id="idSignatureTime" Target="# Signatureld ">
<pds:SignatureTime>
<pds:Format>YYYY- MMDDThh:mmTZD</pds:Format>
<pds:Value>2003 - 07- 16T19:20+01:00</pds:Value>
</pds:SignatureTime>
</SignatureProperty>
</SignatureProperties>
</Object>
<Object Id="Application">...</Object>
</Signature>

end example]

12.4 Generating Signatures

The steps for signing package contents follow the algorithm outlin€di®m 2 F GKS 20/ XMISO2YY.
Signature Syntax and Proces@ing ¢ A K a2 YS Y2 Repdific@onstricesy F2NJ LI O1 1 38

The steps below might not be sufficient fgeneratingsignatures that contain applicatiespecificObject
elements. Format designers that utilize applicat&pecificObjectelements shall also define the additional
steps that shall be performed to sign the applicatgpecificObjectelements.

To generate references:
1. For each package part being signed:

a. Thepackage implementer shalpply the transforms, as determined by the producer, to the
contents of the part[Note:Relationships transforms are applied only to Relationship parts.
When applied, the relationship transform filters the subset of relationshiisin the entire
Relationship part for purposes of signiegd notg

b. The package implementer shatliculate the digest value using the resulting contents of the
part.

2. The package implementer shall creatReferenceelement that includes the reference of the part with
the query component matching the content type of the target part, necessegsform elements, the
DigestMethod elementand theDigestValueelement.

3. The package implementer shaflrsstruct the packagspecificObjectelement containing Manifest
element withboth the child Referenceelementsobtained from the preceding stegnd achild
SignaturePropertieselement, which, in turn, containa childSignatureTimeelement.

4. The package implementer shatkate a reference to the resulting packagpecificObjectelement

When signin@bjectelementdata, package implementers shall follow the genegferencecreation algorithm
describedirBo ®m 2 F (KS 2 o/ XMISQraMry Sygtax larid Pracgsgind wac ®PHy 8

To generate signatures:
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1. The package implementer shall create thignedinfoelement with aSignatureMethodelement, a
CanonicalizationMethodelement, and at least onReferenceelement.

2. The package implementer shall canonicalize the data aed talculate theSignatureValueelement
using theSignedinfoelementbased on the algorithms specified in tBggnedinfoelement.

3. The package implementer shall constru@ignatureelement that includesSignedinfa Object, and
SignatureValueelements.If a certificate is embedded in the signature, the package implementer shall
also include thé&keylnfo element.

12.5 Validating Signatures

Consumers validate signatures following the steps describ@di?n 2 F (G KS 20/ XMSO2 YYSYRI
Signature Syntax and Ressing ¢ 2 KSy @Ff ARFGAY3 RAIAGEE AAIYIl GdZNBAX
and the digest contained in eaéteferencedescendant element of th8ignedinfoelement, and validate the

signature calculated using tf&gnedinfoelement. [M6.29]

Thesteps below might not be sufficient to validate signatures that contain applicapecificObjectelements.
Format designers that utilize applicati@pecificObjectelements shall also define the additional steps that shall
be performed to validate thapplicatiorrspecificObjectelements.

To validate references:

1. The package implementer shall canonicalizeSignedinfoelement based on the
CanonicalizationMethodelement specified in th&ignedinfoelement.
2. For eachReferenceelement in theSignedinfoelement:

a. The package implementer shabitain the Objectelement to be digested.

b. Forthe packagespecificObjectelement, the package implementer shall validate references to
signed parts stored in thelanifestelement. The package implementer shall ddes
references invalid if there is a missing part. [MgMNte: If a relationships transform is specified
for a signed Relationships part, only the speciiatisetof relationships within thesntire
Relationships part are validatedend notéd

c. Forthe packagespecificObjectelement, validation oReferenceelements includes verifying
the content type of the referenced part and the content type specified in the reference query
component. Package implementers shall consider references invalid if theseatues are
different. The string comparison shall be casmsitive and localevariant. [M6.11]

d. The package implementer shaibdst the obtainedbjectelement using théigestMethod
element specified in th&®eferenceelement.

e. The package implementehall mmpare the generated digest value against DigestValue
element in theReferenceelement of theSignedinfecelement. Package implementers shall
consider references invalid if there is any mismatch. [M6.30]

To validate signatures:
1. The package implementer shall obtain the public key information fronKéindnfo element or from an

external source.
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2. The package implementer shabitain the canonical form of th8ignatureMethodelement using the
CanonicalizationMethodelement. The paclge implementer shall use the result and the previously
obtainedKeylnfo element to confirm theSignatureValueelement stored in theSignedinfoelement.
The package implementer shall decrypt thignatureValuelement using the public key prior to
comparison

1251 Signature Validation and Streaming Consumption

Sreaming consumers that maintain signatuigzallbe able to cachéhe parts necessary for detecting and
processing signaturefM6.31]

12.6  Support for Versioning and Extensibility

The package digital signature infrastructure supports the exchange of signed packages between current and
future package clients.

12.6.1 Using Relationship Types

Future versions of the package format will specify distinct relationship types for revised sigpatigreUsing
these relationships, producers will be able to store separate signature information for current and previous
versions. Consumers will be able to choose the signature information they know how to validate.

Figure12¢23 Paft names and logical item nandeZ A f € dza 0 NJ ( SabilityitHatiwal beZaGalebldig y A y 3
future versions of the package format.

Figurel2¢2. A package containing versioned signatures

I Ty
Relatiochip Pebuorhp
{ermon 1) {Werzion Z)
[igital Signature Migital Signature
XML Signature YL Signature
Part Part
[Wersion 1) {Wersion 2]
. A

12.6.2 Markup Compatibility Namespace for Package Digital Signatures

Thepackage implementer shall not use tMarkup Compatibilittnamespace, aspecifiedin Annex B Standard
Namespaces and Content Types 6 A (i K A y-spécKic®bjdclelérient B8 package implementer shall
consider the use of the Markup Compatibility namespace withinpekagespecificObjectelementto be an
error. [M6.32]
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Format designers might specify applicationrspecific package part formétat allows for the embedding of
versioned or extended content that might not be fully understood bpkent and future implemeations.
Producers might create such embedded versioned or extended content and consumers might encounter such
content.[06.12][ExampleAn XML package part formatightrely onMarkup Compatibilityelements and

attributes to embed such versioned or extsd content.endexample]

If an application allows for a single part to contain information that might not be fully understood by all
implementations, then thdormat designesshallcarefully designhe signing and verification policies to account
for the possibility of different implementations being used for eachionin the sequenc®f content creation,
content signing, and signature verificatidiroducers and consumers shall account for this poggiin their
signing and verification processing. [M6.33]
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Annex A. Resolving Unicode Strings to Part
Names

Package clients ight use Unicode strings for referencing parts in a packfgeample Values of xsd:anyURI
data type within XML markup are Unicode stsngnd examplg

Thisannexspecifieshow such Unicode stringshallbe resolved to part names.

The diagram below illustrates the conversion path from the Unicode diiagpart name. The numbered arcs
identify string transformations.

FigureAcl. Strings are converted to part names for referencing parts

1] 2] 4]

Unicode string ——[1-2]—» IRI ——I[2-3] URI ——[3-4]-» Part Name

AUnicode string representingldRIcanbe passed to th@roduceror consumer The producing or consuming
applicationshallconvert theUnicodestring to aURI Ifthe URIs a relative referenceahe applicatiorshall
resolve it using the base URI of the pavhich is expressed using thackscheme to the URI of the referenced
part. [M1.33]

The process for resolving a Unicode string foart name follows Arcs {2], [2-3], and [34].

A.1  Creating an IRI from a Unicode String

With reference to Arc [2] in FigureAc¢l, a Unicode stringsiconverted to an IRI by perceanhcoding each ASCII
character that desnot belong tothe set ofreservedor unreservedcharacters as defined in RFC 3986.

A.2  Creating a URI from an IRI

With reference to Arc [i8] in FigureA¢l, an IRI is converted to a URI by converting-A&CII characters as
defined inStep 2 irg3.1of RFC 3987

If a consumeconversthe URI backnto anIR| the conversionshallbe performed as specified §8.20of RFC
3987 [M1.34]
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Resolving a Relative Reference to a Part Name

If the URI reference obtained 8A.2is a UR it is resolved in the regular way, that is, with no packsgecific
considerations. Otherwise, if the URI reference is a relative reference, it is resolved (with reference td]Arc [3
in FigureAcl) as follows:

1. Percentencode each open bracket ([) and close bracket (]).
2. Percentencode eaclpercent (%) character that is not followed by a hexadecimal notation of an octet
value.
3. Un-percentencodeeach grcentencoded unreserved character.
4. Unpercentencode each forward slash (/) and back slagh (
5. Convert all back slashes to forward slashes.
6. If presentin a segment containingnéh2 & o0 a ®é¢ 0 OKIF NI OGSNEX NBY2@S (NI
eachsegment.
7. Replace each occurrence of multiple consecutive forward slashes (/) with a single forward slash.
8. If a single trailing forward slash (/) is present, remove that trailing forward slash.
9. Remove complete segmerttsat consist of three or more dots.
10. Resolvehe relative reference against the base URI of the part holding the Unicode string, as it is defined
in 85.2 of RFB986.The path component of the resulting absolute URI is the part name.
A.4  String Conversion Examples
[Example:

Examples of Unicoderstgs converted to IRIs, URIs, and part names are shown below:

Unicodestring IRI URI Partname

/a/b.xml /a/b.xml fa/b.xml /a/b.xml

Kl ke PEYf Kl ke PE Y f /a/%D1%86.xml| /a/%D1%86.xm

[%41/%61.xml | /%41/%61.xml | /%41/%61.xml | /A/a.xml

[%25XY .xml [%25XY .xml 1%25XY .xml [%25XY .xml

1%XY . xml 1%XY . xml [%25XY .xml [%25XY .xml
192541 .xml 192541 .xml 192541 .xml 192541 .xml
/..Ja.xml /..Ja.xml [..Ja.xml fa.xml

KDk e PEYflk dk ¢ PE Y f /./%D1%86.xml | /%D1%86.xml

1%2e/%2e/a.xml| /%2e/%2el/a.xml| /%2e/%2el/a.xml| /a.xml

\a.xml %5Ca.xml %5Ca.xml fa.xml
\%41.xml %5C%41.xml %5C%41.xml [A.xml
/%D1%86.xml | /%D1%86.xml | /%D1%86.xml | /%D1986.xml
\%2e/a.xml %5C%2e/a.xml | %5C%2e/a.xml | /a.xml

end example]
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Annex B. Pack URI

A package is a logical entity that holds a collection of p@fiss Open Packagisgecificationdefines a way to
use URIs to reference part resources inside a package. This approach defines a new scheme in accordance with
the guidelines in RFED86.

The following terms are used as they are defined in F#86:schemeauthority, path, segmentreserved
characterssubdelims unreserved characterpchar, pct-encodedcharactersquery, fragment andresource

B.1 Pack URI Scheme

RF(3986 provides an extensible mechanism for defining new kinds of URIs based on new schemes. Schemes are
the prefix in a URI before the colorExamplyy & K ( G LI ®ndedamdPdhis Opef Ratkaging
specificationdefines a specific URI scheme used to refer to parts in a package: the pack scheme. A URI that uses
the pack scheme is callecpack URI

The paclkJRI grammar is defined as follows:

pack_URI =" pack:// " authority ["/"| path ]
authority  =*(unreserved | sub-delims | pct - encoded )
path =1* "/"segment )

segment = 1*( pchar)

unreservedsub-delims pcharandpct-encodedare defined in RFC 3986

The authority component contains an embedded URI that points to a package. The package implementer shall
create an embedded URI that meets the requirements defined in3R8€Efor a valid URI. [M7.8B.3describes
the rules for composing pack URIs by combining the URI of an entire package resource with a part name.

The package implementer shall not create an authority component with an unescaped(gatharacter.
[M7.4] Consumer applications, based on the obsolete URI specification RFC 2396, might tolerate the presence of
an unescaped colon character in an authority component. [O7.1]

The optional path component identifies a particular part wittlie package. The package implementer shall
only create path components that conform to the part naming rules. When the path component is missing, the
resource identified by the pack URI is the package as a whole. [M7.2]

In order to be able to embed the U&Ithe package in the pack URI, it is necessiher to replace otto
percentencode occurrences of certain characters in the embedded URI. For example, forward slashes (/) are
replaced with commas (,). The rules for these substitutions are descrit&&13n

The optional query component in a pack URI is ignored when resolving the URI to a part.
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A pack URI might have a fragment identifier as digecin RFG986. If present, this fragment applies to
whatever resource the pack URI identifies.

[Example:

ExampleBgl. Using the pack URI to identify a part

The following URI identifigs K S a Kkl k0 k T22 PEY Tt ¢ Ldpdhkimlfarmatskrg Y& ®RSy d K& | |

package resource:

pack://http%3c,,www. openxmiformats.org ,my.container/a/b/foo.xml

end example]

[Example:

ExampleB¢2. Equivalent pack URIs

The following pack URIs are equivalent:

pack://http%3c,,www.  openxmlformats.org ,my.container
pack://http%3c,,www.  openxmlformats.org ,my.container/

end examplg

[Example:

ExampleBg3. A pack URI with percerncoded characters

¢tKS F2tt26Ay3 !'wL ARSY(GATASAE (GKS akOkRkol NPEYT ¢

GKOGOGLIYKKYEFEALFAYLAONXKGG6DPYRDO2YKO2y G AYSNE®F ALIEKYEd

pack://http%3c,,myalias%3cpswr%40www.my.com,containers.aspx%3fmy .container
/c/d/bar.xml

end example]

B.2

Resolving a Pack URI to a Resource

The following is an algorithm for resolving a pack URI to a resource (either a package or a part):

1.

a s

Parse the pack URI into the potential three components: scheme, authority, patlelless any

fragment identifier.

In theauthority component, replace all commas (,) with forward slashes (/).

Un-percentencodeASCII characters in the resulting authority component.

The resultant authority component if¢ URI for the packages a whole.

If the path component is empty, the pack URI resolves to the package as a whole and the resolution
process is complete.
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6. A nonemptypath component shall be a valid part name. If it is not, the pack URI is invalid.
7. The pack URI resolves to the part witlsthart name in the package identified by thathority
component.

[Example:
ExampleBc¢4. Resolving a pack URI to a resource
Given the pack URI:
pack://http%3c,,www.my.com,packages.aspx%3fmy.pa ckage/a/b/foo.xml
The components:

<authority>= http%3c,,www.my.com,packages.aspx%3fmy.package
<path>= /a/b/foo.xml

Are converted to the package URI:
http://www.my.com/packages.aspx?my.package
And the path
/a/b/foo.xml

Therefore, this URIrefersto apaftt YSR dakl kok F22dEYf é Ay GKS LI O1F3S |
http://mww.my.com/packages.aspx?my.package.

end example]

B.3 Composing a Pack URI

The following is an algorithm for composing a pack URI from the URI of an entire package resource and a part
name.

In order to be suitable for creating a pack URI, the URI reference of a package resource shall conform to
RFC3986 requirements for valid absolute URIs.

To compose a pack URI from the absolute package URI and a part name, the following steps shall be performed
in order:

1. Remove the fragment identifier from the package URI, if present.
2. Percentencodeall percent signs (%), question marks (?), at signs (@), colons (:) and commas (,) in the
package URI.
3. Replace allorward slashes (/) with commas (,) in the resulting string.
' LILISYR GKS NBadzZ GAy3 aGNARAYy3 G2 GKS AGNAYy3I aLI O )
5. Appenda forward slash (/) to the resulting string. The constructed string represents a pack URI with a
blank path component.

»
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6. Using this cortsucted string as a base URI and the part name as a relafeesnce, apply the rules
defined in RFB986 for resolving relative references against the base URI.

The result of this operation will be the pack URI that refers to the resource specifiée pptt name.
[Example:
ExampleB¢h5. Composing a pack URI
Given the package URI:

http://www.my.com/packages.aspx?my.package
And the part name

/alfoo.xml
The pack URI is

pack://http %3¢, www.my.com,packages.aspx%3fmy.package/a/foo.xml

end example]

B.4  Equivalence

In some scenarios, such as caching or writing parts to a package, it is necessary to determine if two pack URIs are
equivalent without resolving them.

The package implementer shatinsider pack URIs equivalent if:

1. Thescheme components are octbly-octet identical after they are both converted to lowercased

2. TheURIs, decoded as describedB.2from the authority components are equivalent (tlejuivalency
rules by scheme, as per RB¥36);and

3. Thepath components are equivalent when compared as éasensitive ASCII strings.

[M7.3]
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Annex C. ZIP Appnote.txt Clarifications

The ZIP specification includes a number of features that packages do not support. Some ZIP features are clarified
in the context otthis Open Packagirgpecification Package producers and consumers shall adhere to the
requirements noted below.

C.1  Archive File Header Consistency

Data describing files stored in the archive is substantially duplicated in the Local File Headers and Data
Descriptors, and in the File headers within the Central Directory Record. For a ZIP archieevalill physical

layer for a package, the package implementer shall ensure that the ZIP archive holds equal values in the
appropriate fields of every File Header within the Central Directory and the corresponding Local File Header and
Data Descriptor pai[M3.14]

C.2 Table Key

&, Saburing consumption of a package, a "Yes" value for a field in a tahlniex Gndicates a
package implementer shall support readihg ZIP archive containing this record or field, however,
adzLIL2 NI YF@ YSIYy AIy2NAYyId waodmpB8 5dzNAYy T LINE R d
in Annex Gndicates that the package implementer shall write out this record or field. [M3.16]

1 abaégd ab2é¢ @I f dzS T 2Addex GndichtstthBpackage ihpleent@risi&ll notylise
this record or field during consumption or production of packages. [M3.17]

T ahLIARIYY fEhLIGAZ2Y I ¢ @I f dzRnnéxxiNdicates B araekhige implgfmerntersi | o f
might write this record during production. [03.2]

T at I NOAFffex 'RUGHMNIA IESRSZeRSOF AT a 0 S\hrewGndicatést dzS F
that the record contains fields that might not be supported by package implementers during production
or consumption. See the details in the correspondingadbldetermine requirements. [M3.18]

T ahytée dzaSR vk&§¥ @PEERSRéahyte dzZASR gKSy ySSRSRe¢ |2
Annex C indicates that the package implementer shall use the record only when needed to store data in
the ZIP archive M3.19]

TableCg1> Qupport for records >~ fiekiBedédquirements for package production, consumption, and editing
in regard to particular togevel records or fields described in the ZIP Appnotelote: Editing, in this context,
means irplace modification of individual records. A format spieaifion can require editing applications to
instead modify content imemory and rewrite all parts and relationships on each save in order to maintain
more rigorous control of ZIP record usagad notég

TableC;1. Support for records

Recordname Supported on SQupported on Pass through on
Consumption Production editing
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Recordname Supported on Supported on Pass through on
Consumption Production editing
Local File Header Yes (partially, details | Yes (partially, details | Yes
below) below)
File data Yes Yes Yes
Data descriptor Yes Optional Optional
Archive decryption No No No
header
Archive extra data No No No
record
Central directory Yes (partially, details | Yes (partially, details | Yes
structure: below) below)
File header
Central directory Yeg(ignore the Optional Optional
structure: signature data)
Digital signature
Zip64 end of central | Yes (partially, details | Yes (partially, details | Optional
directory record V1 | below) below, used only wheri
(from spec version needed)
4.5)
Zip64 end of central | No No No
directory record V2
(from spec version
6.2)
Zip64 end of central | Yes (partially, details | Yes (partially, details | Optional
directory locator below) below, used only wheri
needed)
End of central Yes (partially, details | Yes (partially, details | Yes

directory record

below)

below,used only when
needed)

TableCg2> Support for record componendss cifiesifie requirements for package production, consumption,
and editing in regard to individual record components described in the ZIP Appnote.txt.

TableG;2. Support for record components

Record Field Supported on Qupported on Pass through
Consumption Production on editing
Local File Header Local file header signaturq Yes Yes Yes
Version needed to extract| Yes (partially, see| Yes (partially, seg Yes (partially,
TableCg3) TableCg3) seeTableCc3)
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Record Field Supported on Supported on Pass through
Consumption Production on editing
General purpose bit flag | Yes (partially, see| Yes (partially, see Yes (partially,
Table(c5) Table(c5) seeTable(c5)
Compression method Yes (partially, see| Yes (partially, see Yes (partially,
TableCc4) TableCc4) seeTableCc4)
Last mod file time Yes Yes Yes
Last mod file date Yes Yes Yes
Cre32 Yes Yes Yes
Compressed size Yes Yes Yes
Uncompressed size Yes Yes Yes
File name length Yes Yes Yes
Extra field length Yes Yes Yes
File name (variable size) | Yes Yes Yes
Extra field (variable size) | Yes (partially, see| Yes (partially, seq Yes (partially,
Table(:6) Table(:6) seeTableC:6)
Central directory Central file header Yes Yes Yes
structure: File header | signature
version made by: high Yes Yes(0 = MSDOS | Yes
byte is default
publishing value)
Version made by: low byt¢ Yes Yes Yes
Version needed to extract| Yes (partially, see| Yes (1.01.1,2.0, | Yes
(seeTableC3 for details) | Table(g3) 4.5)
General purpose bit flag | Yes (partially, see| Yes (partially, se¢ Yes (partially,
Table(c5) Table(c5) seeTableCch)
Compression method Yes (partially, see| Yes (partially, seq Yes (partially,
TableCc4) TableCc4) seeTableCc4)
Last mod file timg¢Pass Yes Yes Yes
through, no
interpretation)
Last mod file date (Pass | Yes Yes Yes
through, in interpretation)
Cre32 Yes Yes Yes
Compressed size Yes Yes Yes
Uncompressedize Yes Yes Yes
File name length Yes Yes Yes
Extra field length Yes Yes Yes
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Record Field Supported on Supported on Pass through
Consumption Production on editing
File comment length Yes Yes Yes
(always set to 0)

Disk number start Yes (partiat no | Yes (always 1 Yes (partiat
multi disk disk) no multi disk
archives) archives)

Internal file attributes Yes Yes Yes

External file attributes Yes Yes Yes

(Pass through, no (MS DOS default

interpretation) value)

Relative offset of local Yes Yes Yes

header

File name (variable size) | Yes Yes Yes

Extra field (variable size) | Yes (partially, see| Yes (partially, seq Yes (partially,
Table(:6) Table(:6) seeTableC:6)

File comment (variable Yes Yes(always set to| Yes

size) empty)

Zip64 end of central Zip64end of central Yes Yes Yes
directory V1 (from spec| directory signature

version 4.5, only used | gje of 7ip64 end of centr] Yes Yes Yes
when needed) directory

Version made by: high Yes Yes (0 = M®OS | Yes

byte (Pass through, no is default

interpretation) publishing value)

Version made by: low byt¢ Yes Yes(always 4.%r | Yes

above

Version needed to extract| Yes 4.5) Yes (4.5) Yes 4.5)

(seeTableCc3 for details)

Number of this disk Yes (partiat no | Yes (always 1 Yes (partiat
multi disk disk) no multi disk
archives) archives)

Number of the disk with | Yes (partiat no | Yes (always 1 Yes (partiat

the start of the central multi disk disk) no multi disk

directory archives) archives)

Total number of entries in| Yes Yes Yes

the central directory on

this disk

Total number of entries in| Yes Yes Yes

the central directory
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Record Field Supported on Supported on Pass through
Consumption Production on editing
Size of the central Yes Yes Yes
directory
Offset of start of central | Yes Yes Yes
directory with respect to
the starting disknumber
Zip64 extensible data Yes No Yes
sector
Zip64 end of central Zip64 end of central dir | Yes Yes Yes
directorylocator(only | locator signature
used when needed) [\ mber of the disk with | Yes (partiat no | Yes (always 1 | Yes (partiat
the start of the zip64 end | multi disk disk) no multi disk
of central directory archives) archives)
Relative offset of the zip64 Yes Yes Yes
end of central directory
record
Total number of disks Yes (partiat no | Yes (always 1 Yes (partiat
multi disk disk) no multi disk
archives) archives)
End of central directory| End of central dir Yes Yes Yes
record signature
Number of this disk Yes (partiat no | Yes (always 1 Yes (partiat
multi disk disk) no multi disk
archives) archives)
Number of the diskvith Yes (partiat no | Yes (always 1 Yes (partiat
the start of the central multi disk archive) disk) no multi disk
directory archive)
Total number of entries in| Yes Yes Yes
the central directory on
this disk
Total number of entries in| Yes Yes Yes
the centraldirectory
Size of the central Yes Yes Yes
directory
Offset of start of central | Yes Yes Yes
directory with respect to
the starting disk number
ZIP file comment length | Yes Yes Yes
ZIP file comment Yes No Yes
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ALISOATFASE

ZIP Appnote.txt Clarifications

editing requirements for the Extract field, which is fully described in the ZIP Appnote.txt.

TableGg3. Support for Version Needed Extract field

Version Feature Qupported on Qupported on Pass through on
Consumption Production editing

1.0 Default value Yes Yes Yes

1.1 File is a volume label Ignore No (rewrite/remove)

2.0 File is a folder (directory) | Ignore No (rewrite/remove)

2.0 File is compressed using | Yes Yes Yes
Deflate compression

2.0 File is encrypted using No No No
traditional PKWARE
encryption

2.1 File is compressed using | No No No
Deflate64(tm)

2.5 File is compressed using | No No No
PKWARE DCL Implode

2.7 File is a patch data set No No No

4.5 File uses ZIP64 format Yes Yes Yes
extensions

4.6 File is compressed using | No No No
BZIP2 compression

5.0 File is encrypted using DES No No No

5.0 File is encrypted using 3DE No No No

5.0 File is encrypted using No No No
original RC2 encryption

5.0 File is encrypted using RC4 No No No
encryption

5.1 File is encrypted using AES No No No
encryption

5.1 File is encrypted using No No No
corrected RC2 encryption

5.2 File is encrypted using No No No
corrected RGB4
encryption

6.1 File is encrypted using nen| No No No
OAEP key wrapping

6.2 Central directory encryption No No No

iKS RSGIFAESR
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TableCg4s Support for Compression Method figlds & LISOA FA Sa (G KS RS inlakhd efititig LINR R
requirements for the Compression Method field, which is fully described in the ZIP Appnote.txt.

TableGc4. Support for Compression Method field

Code Method Supported on | Supported Pass
Consumption on through
Production | on editing

0 The file is stored (no compression) Yes Yes Yes
The file is Shrunk No No No
The file is Reduced with compression | No No No
factor 1

3 The file is Reduced with compression | No No No
factor 2

4 Thefile is Reduced with compression | No No No
factor 3

5 The file is Reduced with compression | No No No
factor 4
The file is Imploded No No No
Reserved for Tokenizing compression | No No No
algorithm
The file is Deflated Yes Yes Yes
Enhancd5 STf I GAy 3 dzaA|No No No

10 PKWARE Data Compression Library | No No No
Imploding

11 Reserved by PKWARE No No No

TableCc5% Support for modes/structures defined by general purpose bitslag & LJS Oetaiiedl Sa G K S
production, consumption, and editing requirements when utilizing these gempenglose bit flags within
records.

¢

TableCe5. Support for modes/structures defined by general purpose bisflag

Bit Feature Qupported | Supported Pass
on on through
Consumption| Production on
editing
0 | If set, indicates that the file is encrypted. No No No
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ZIP Appnote.txt Clarifications

Bit Feature SQupported | Supported Pass
on on through
Consumption| Production on
editing
1, Bit | Bit Yes Yes Yes
2 2 |1
0 0 Normal ¢en) compression option
was used.
0 1 Maximum ¢exx/-ex) compression
optionwas used.
1 0 Fast {ef) compression option was
used.
1 1 Super Fast-€s) compression
option was used.
3 If this bit is set, the fields ci82, compressed size | Yes Yes Yes
and uncompressed size are set to zero in the log
header. The correct valuese put in the data
descriptor immediately following the compressec
data. (PKZIP version 2.04g for DOS only recogn
this bit for method 8 compression, newer versior
of PKZIP recognize this bit for any compression
method.)
4 | Reserved for iswith method 8, for enhanced Ignore Bits setto | Yes
deflating 0
5 | If this bit is set, this indicates that the file is Ignore Bits setto | Yes
compressed patched data. (Requires PKZIP ver, 0
2.70 or greater.)
6 | Strong encryption. If this bit is sgtpu should set | Ignore Bits setto | Yes
the version needed to extract value to at least 5( 0
and you must also set bit 0. If AES encryption is
used, the version needed to extract value must k
at least 51.
7 | Currently unused Ignore Bits setto | Yes
0
8 | Currently unused Ignore Bits setto | Yes
0
9 | Currently unused Ignore Bits setto | Yes
0
10 | Currently unused Ignore Bits setto | Yes
0
11 | Currently unused Ignore Bits setto | Yes
0
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ZIPAppnote.txt Clarifications

Bit Feature SQupported | Supported Pass
on on through
Consumption| Production on
editing
12 | Reserved by PKWARE for enhanced compressi( Ignore Bits setto | Yes
0
13 | Used when encrypting the Central Directory to | Ignore Bits setto | Yes
indicate selected data values in the Local Heade 0

are masked to hide their actual values. See the
section describing the Strong Encryption
Specification for details.

14 | Reserved by PKMRE Ignore Bits setto | Yes
0

15 | Reserved by PKWARE Ignore Bits setto | Yes
0

TableCc6T Support for Extra field (variable size), PKWARErved ¥ & LISOATFTASE GKS RSOGOl Af
consunption, and editing requirements for the Extra field entries reserved by PKWARE and described in the ZIP
Appnote.txt.

TableCe6. Support for Extra field (variable size), PKWARErved

Field Field description Supported on Supported on Pass through
ID Consumption Production on editing
0x0001| ZIP64 extended informatior| Yes Yes Optional
extra field
0x0007| AV Info Ignore No Yes
0x0008| Reserved for future Unicod( Ignore No Yes
file name data (PFS)
0x0009| OS/2 Ignore No Yes
0x000a| NTFS Ignore No Yes
0x000c | OpenVMS Ignore No Yes
0x000d| Unix Ignore No Yes
0x000e | Reserved for file stream an( Ignore No Yes
fork descriptors
0x000f | Patch Descriptor Ignore No Yes
0x0014 | PKCS#7 Store for X.509 Ignore No Yes
Certificates
0x0015| X.509 Certificate ID and Ignore No Yes
Signature for individual file
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Field Field description Supported on Supported on Pass through
ID Consumption Production on editing
0x0016| X.509 Certificate 1D for Ignore No Yes
Central Directory
0x0017| Strong Encryption Header | Ignore No Yes
0x0018| Record Management Ignore No Yes
Controls
0x0019| PKCS#7 Encryption Ignore No Yes
Recipient Certificate List
0x0065| IBM S/390 (Z390), AS/400 | Ignore No Yes
(1400) attributest
uncompressed
0x0066| Reserved for IBM S/390 Ignore No Yes
(Z2390), AS/400 (1400)
attributest compressed
0x4690| POSZIP 4690 (reserved) | Ignore No Yes

TableCc7Z Support for Extra field (variable size), thpdrty extensions = & LISOAFTASE GKS RSGI A
consumption, and editing requirements for the Extra field entries reserved by third parties and described in the
ZIP Appnote.txt.

TableC7. Support for Extra field (variable size), thiarty extensions

Field Fielddescription SQupported on SQupported on Pass through on
ID Consumption Production editing
0x07c8 | Macintosh Ignore No Yes
0x2605| Ziplt Macintosh Ignore No Yes
0x2705| Ziplt Macintosh Ignore No Yes
1.3.5+
0x2805| Ziplt Macintosh Ignore No Yes
1.3.5+
0x334d| Info-ZIP Macintosh Ignore No Yes
0x4341| Acorn/SparkFS Ignore No Yes
0x4453| Windows NT security| Ignore No Yes
descriptor (binary
ACL)
0x4704 | VM/CMS Ignore No Yes
0x470f | MVS Ignore No Yes
0x4b46 | FWKCS MD5 (see Ignore No Yes
below)
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Field Fielddescription Supported on Supported on Pass through on
ID Consumption Production editing

0x4c41| OS/2 access control | Ignore No Yes

list (text ACL)
0x4d49| Info-ZIP OpenVMS | Ignore No Yes
Ox4f4c | Xceed original Ignore No Yes

location extra field
0x5356| AOS/VS (ACL) Ignore No Yes
0x5455| extended timestamp | Ignore No Yes
0x554e| Xceedunicode extra | Ignore No Yes

field
0x5855| Info-ZIP Unix (original Ignore No Yes

also 0OS/2, NT, etc)
0x6542 | BeOS/BeBox Ignore No Yes
0x756e| ASi Unix Ignore No Yes
0x7855| Info-ZIP Unix (new) | Ignore No Yes
0xa220 | Padding, Microsoft | Optional Optional Optional
Oxfd4a | SMS/QDOS Ignore No Yes

The package implementer shall ensure that atb@4stream record sizes and offsets have the kigtler bit=0.
[M3.20]

¢KS LI O1F3S AYLX SYSYUSN) akKlFft SyadaNB GKFG Fff FASER
2,147,483,647 .[M3.21]
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Annex D. Schemas- XML Schema

This Open Packaging Conventions specification includes a family of schemas defined using the XML Schema 1.0
syntax. The normative definitions of these schemas reside in an accompanying file named
OpenPackagingConventioX$LSchema.zip, which is distributed in electronic form only.

If discrepancies exist between the electronic version of a schema and its correspoapliasentation as
published in this part, Pa#, the electronic version is the definitive version.

81



Schemas RELAX NG

Annex E. Schemas- RELAX NG

This clause is informative.

This Open Packaging Conventions specification includes a family of schemas defined using the RELAX NG synta
The definitions of these schemas reside in an accompanying file named
OpenPackagingConventicRELAXNG.zip, which is distributed in electronic form only.

If discrepancies exist between the RELAX NG version of a schema and its corresponding XMLhecKkkha, t
Schema is the definitive version.

End of informative text.
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