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Executive Summary 
Every CIO is under pressure to reduce costs and improve delivered services. Because PCs and their supporting 
infrastructures often represent 30 to 45 percent of an IT budget and are usersõ point of contact to their organizationõs 
IT department, reducing costs while improving service levels is a high priority.1

According to Gartner, a typically managed PC costs a 2,500-user organization in the United States between $4,618 
and $5,024 per year. Approximately 13 percent of this amount relates to IT labor.2 Therefore, IT labor is a logical 
place to reduce costs because it directly affects the IT budget and can be reduced by improving IT processes or 
adopting best practices. 

This white paper summarizes the results of independent research conducted during 2005 at 31 government, 
educational, and private sector organizations in the United States. The analysis compares best practice adoption 
rates to IT labor costs and links those costs to management software technologies used at these organizations. This 
information can be used to develop cost reduction strategies at virtually any organization.

An organizationõs IT labor costs are determined by its: 

Á Level of IT infrastructure optimization, which contributes 54 percent of IT costs.

Á Industry, which contributes 34 percent of IT costs.

Á Size, which contributes 12 percent of IT costs.

However, when costs are analyzed by using all three of these factors simultaneously, it is difþ cult to isolate the 
contribution of optimized infrastructures alone. To reduce the effects of an organizationõs industry, the metrics 
provided in this paper are limited to 14 private enterprise organizations. A similar analysis was performed for the 
studyõs government and educational organizations. It yielded the same relationship between IT labor costs and 
best practices as the analysis of enterprise organizations. Metrics from all 31 organizations are provided only to 
demonstrate the cost effects of an organizationõs industry.

Throughout this paper, organizations are categorized into three levels of infrastructure optimization, which reÿ ect 
the number of best practices that the organizations have adopted. The six best practices used in this paper were 
chosen from a group of 21 best practices selected during research in 2005. Adoption of these best practices, which 
collectively account for $226 per PC annual savings, represent 44 percent of the potential savings of moving from 
the lowest to the highest infrastructure optimization level. Organizations that used two or fewer best practices 
were categorized as having Basic infrastructure optimization. Adopting three or four best practices qualiþ ed 
organizations as Standardized, and adopting þ ve or six best practices was equivalent to a Rationalized level of 
infrastructure optimization.

Study results show that:

Á Organizations can reduce annual IT labor costs by improving their infrastructure 
optimization levels.

Á Moving from Basic to Standardized optimization reduces IT costs by $233 per PC.

Á Moving from Standardized to Rationalized optimization reduces IT costs by $280 per PC.

Á The total savings of moving from Basic to Rationalized optimization can reduce IT costs 
by $513 per PC.

Á Organizations can also reduce annual IT labor costs by up to $226 per PC by adopting 
best practices. 

Á Standardizing on a single desktop operating system reduces costs by $52 per PC.

Á Ensuring that users install only software sanctioned by their IT department reduces costs 
by $50 per PC.

1 Data from the GCR Custom Research survey of 150 IT professionals conducted in August 2005. Costs include PC hardware, PC software, 
PC labor, service desk, and supporting server infrastructure.

2 Silver, Michael and Troni, Federica, òUsing Best Practices to Reduce Desktop PC TCO, 2005-2006 Updateó, December 2005, RN 
G00135328, Gartner.
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Á Managing PC þ rewalls with a centralized, comprehensive security program reduces costs 
by $39 per PC.

Á Ensuring that users can change only PC settings that do not jeopardize reliability or security 
reduces costs by $30 per PC.

Á Automating password resets so that users can reset their passwords without IT assistance re-
duces costs by $29 per PC.

Á Automating software distribution methods that use policies to install PC applications and secu-
rity updates remotely reduces costs by $26 per PC.

Á Microsoft management software increased best practice adoption rates and reduced annual 
PC labor costs. 

Á Using the Microsoft Windows Active DirectoryÈ service and Group Policies helped to reduce 
costs by $171 per PC. 

Á Using both Active Directory and Microsoft System Management Server (SMS) helped 
to reduce IT costs by $199 per PC.

Á Different infrastructure optimization levels require different IT labor cost reduction 
strategies.

Á Organizations at the Basic level should implement a PC strategy that minimizes the number of 
operating systems and should deploy a directory service with centralized policies to attain a 
managed desktop.

Á Organizations at the Standardized level should manage their PCs tightly with policies and ex-
tend management capabilities with systems management software.

Á Organizations at the Rationalized level should look to other sources of information for 
operational improvements because they have already accomplished the recommendations 
in this paper.

Á Regardless of their infrastructure optimization level, all organizations should develop a 
roadmap for adopting new PC operating systems and management software.



Infrastructure Optimization : Driving Down Costs of the Business Desktop  3

Introduction
Every CIO is under pressure to reduce costs and increase service levels. According to Gartner, a typically managed 
PC costs a 2,500-user organization in the United States between $4,618 and $5,024 per year. Approximately 
thirteen percent of this amount relates to IT labor.2

Reducing IT labor costs is an effective way to reduce IT costs because labor costs affect the IT budget directly and 
can be reduced by adopting best practices. This paper describes the role that management software technology 
played in reducing costs and analyzes how 14 private enterprises reduced their IT labor costs by optimizing their IT 
infrastructure with best practices.

Study results show how organizations at the Basic and Standardized levels of infrastructure optimization can reduce 
costs by:

Á Implementing some or all of the six best practices proþ led in this study.

Á Using the Microsoft Windows Active Directory service, Group Policies, and SMS to implement 
these best practices.

This paper describes IT labor spending trends at 14 private enterprise companies and compares best practice 
adoption, supporting technologies, and their impact on IT labor costs. Infrastructure optimization and best 
practices are presented as vendor-neutral IT processes and technologies, although Microsoft technologies 
are highlighted for the purposes of this paper. When comparing competing technologies, organizations 
should consider the cost of delivering and maintaining best practices with each vendorõs products. In general, 
integrated solutions such as the Active Directory service and SMS will be less complex and therefore less 
expensive to deploy and operate.

Infrastructure Optimization 
Results of this study show that an organizationõs level of infrastructure optimization is the strongest driver of IT 
labor costs. Infrastructure optimization focuses on the overall development of an organizationõs IT processes and 
the speciþ c technologies that the organization adopts. Microsoft developed its Infrastructure Optimization Model 
(IOM) to help organizations measure the sophistication of their current IT processes and technology investments 
and to prioritize future IT investments. Exhibit 1 illustrates the characteristics of organizations at each IOM level. 

IOM Level IOM Level Descriptions3

Basic Á Most IT resources are used to keep IT functioning with reactive management. 

Á Systems are complex, incompatible, and expensive and do not provide services throughout the organization. 

Á Organizations use few IT policies and automated processes.

Standardized Á Organizations run somewhat effective, centralized IT departments. 

Á IT systems remain complex, incompatible, and expensive and are run as standalone operations. 

Á Basic automation is provided by a centralized IT group; pockets of automated services exist at business units.

Rationalized Á Long-term IT strategy is developed jointly by business and IT groups. 

Á IT policies are deþ ned with business criteria and enforced with IT processes and technology. 

Á Complexity is engineered out of IT processes, and application compatibility issues are minimal. 

Á This is the most cost-effective infrastructure optimization state.

Dynamic Á Cost savings are secondary to maximizing business agility, which is a source of competitive advantage.

Á Some decision making is decentralized to bring decisions closer to business processes. 

Á IT systems are highly automated, ÿ exible, and respond quickly to changing business conditions.

Á Organizations may choose not to implement certain IT best practices because they reduce business agility. 

Exhibit 1: Characteristics of organizations at different levels of infrastructure optimization

3 For a complete description of the IOM, see Appendix B, ñInfrastructure Optimization.ò
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Although Exhibit 1 describes the Dynamic level of infrastructure optimization, none of the organizations participating 
in this study demonstrated this advanced level of IT process development.

Best Practices 
Best practices are IT processes designed to minimize costs or improve service levels or business agility. Because the 
research in this paper pre-dates the Microsoft IOM, this study uses the number of best practices each organization 
follows as an indicator of infrastructure optimization. The 14 private enterprises participating in this study were 
surveyed for their stafþ ng levels, management technologies used, and best practice adoption rate. Of the 21 best 
practices collected, six had strong relationships with lower IT labor costs. Exhibit 2 describes these best practices.

Best Practice Best Practice Description

Standardize on a single operating 
system.

Organizations that standardized on a single desktop operating system saved IT labor costs 
compared to organizations that ran more than one operating system.

Users can install only software 
sanctioned by IT. 

Authorized software is delivered automatically through policy-based management. Users 
may only install software that is advertised by IT groups in management software or a 
directory.

Centrally managed PC þ rewall Organizations with a centrally managed PC þ rewall can limit the ports on which PCs can 
send and receive trafþ c. Ports can be opened or closed in response to new security threats. 

Users can only change PC settings 
that do not compromise reliability 
or security.

IT groups determine which PC settings are critical for reliability and security and use 
software policies to prevent unauthorized users from making changes. Examples include 
changes to the Windows registry and þ rewall settings.

Automated password reset Users can reset their passwords without assistance from the service desk.

Automated software distribution PC applications and patches are deployed by automated tools based on group membership.

Exhibit 2: Best practices presented in this study

Value, TCO, and IT Labor Costs 
This paper shows the effects of various drivers such as infrastructure optimization on IT labor costs associated with 
managing a desktop environment. IT labor costs are a category of total cost of ownership (TCO), which in turn is part 
of the total business value of any software technology. Exhibit 3 illustrates these relationships.

Exhibit 3: Relationships of business value, TCO, and IT labor costs

Analyst þ rms, consulting þ rms, and vendors that evaluate PC costs use many TCO models. In general these models, 
which are very similar, all include direct and indirect cost components. Hardware, software, and IT stafþ ng are direct 
costs; they are included in the IT budget and can be planned for. Indirect costs on the other hand, occur outside 
the IT organization. Organizations experience these costs as a loss of employee productivity. For example, indirect 
costs are incurred by troubleshooting a PC before calling the service desk, installing software, backing up data, or 
attending formal or informal training. 

IT Labor Costs

Total Cost of Ownership

Business Value
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Exhibit 4 illustrates the cost categories of the annual TCO cost proþ le of $4,500 per PC. TCO is measured for a 
Windows-based PC operating in a typically managed IT environment.

Exhibit 4: TCO of Windows PCs by cost category

Exhibit 5 describes the distribution of these costs for an organization spending $4,500 per PC per year. As 
infrastructure optimization increases, IT labor, user labor, and downtime costs decrease, but hardware and software 
costs change little. As a result, as infrastructure optimization improves, hardware and software represent a larger 
part of TCO.

Cost Category Category includes costs foré Annual Cost 
per PC 

Percentage 
Annual TCO

Direct Costs (IT Budget)

Hardware and 
software 

PC hardware, operating systems, and applications. Hardware and 
software costs are amortized over a period of 3 years.

$1,418 30%

IT Labor IT labor used to manage desktops either through direct 
interaction with users and PCs or through management servers.

$630 15%

Indirect Cost (Unbudgeted costs incurred outside of IT)

User Labor Primarily user self-support and time spent learning to use IT 
systems. Microsoft research shows that a typical user spends 
between 60 and 120 hours per year in self-support activities.

$2,357 50%

Downtime Lost user productivity caused by an IT system failure. Because 
users can often remain productive without their PC, this metrics is 
discounted by 80 percent. 

$95 5%

Exhibit 5: Description and relative importance of TCO cost categories

This paper is organized into two major sections, which include:

Á òUnderstanding IT Labor Costs,ó which discusses how organizations spend their IT budget and how IT 
cost spending changes in organizations at different levels of infrastructure optimization.

Á òImplementing Best Practices with Management Software Technology,ó which summarizes how 
organizations can establish best practices by choosing and deploying current desktop and server 
management software.

Downtime
5%

Hardware/Software
30%

IT Labor
15%

User Labor
50%
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Understanding IT Labor Costs 
Although an organizationõs size and industry inÿ uenced IT labor costs, among organizations participating in this 
study, infrastructure optimization level was the dominant factor. This section provides infrastructure optimization 
and best practice adoption trends and discusses how costs change in organizations of different infrastructure 
optimization levels.

Infrastructure Optimization Trends 
Participating organizations demonstrated infrastructure optimization in all but the most advanced level. Exhibit 6 
shows how the 14 private enterprise organizations proþ led in this study were distributed within the IOM.

IOM Level Number of
Organizations

Average PCs 
per Organization

Basic 4 (29%) 4,750

Standardized 8 (57%) 2,981

Rationalized 2 (14%) 7,550

Dynamic 0 0

Exhibit 6: Organization grouped by IOM categories

In Microsoftõs IOM, 29 percent of the 14 enterprise organizations operate at the Basic level, and 57 percent operate 
at the Standardized level. Only 14 percent of the organizations achieved the Rationalized level, which enables them 
to run managed desktops and use advanced software features. No company showed an optimization status that 
qualiþ ed them for the Dynamic category. 

Best Practices and Infrastructure Optimization
The number of best practices adopted by participating organizations was used as an indicator of their infrastructure 
optimization levelñthe more best practices adopted, the higher the infrastructure optimization level. Exhibit 7 
shows the frequency distribution of organizations at each IOM level.

IOM Level Average Number 
of Best Practices

Number of 
Organizations 

Basic 0 to 2 4 (29%)

Standardized 3 or 4 8 (57%)

Rationalized 5 or 6 2 (14%)

Exhibit 7: Best practice adoption rates by IOM level

Of the 14 private enterprises participating in this study: 

Á Twenty-nine percent operated at the Basic level as indicated by adoption of two or fewer best 
practices. The most common best practice among organizations at the Basic level was adopting a 
single operating system. None of these organizations used a centrally managed þ rewall or automated 
software distribution.

Á Fifty-seven percent of the sample operated at the Standardized level, as indicated by their adoption of any 
three or four of the six best practices. Standardized organizations clustered into two distinct groups with 
a roughly 20-percent difference in average IT labor costs. As in Basic organizations, þ rms in the higher-
cost group of Standardized companies lacked a centrally managed PC þ rewall and automated software 
distribution. Organizations in the lower-cost group used these best practices and approached the average 
IT labor costs of Rationalized organizations. 
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Á The remaining fourteen percent of the sample operated at the Rationalized level, as indicated by 
their adoption of þ ve or six of the best practices, including desktop lockdown. Desktop lockdown is 
a combination of three best practices: users install only software sanctioned by their IT group, users 
can change only the PC settings that do not jeopardize reliability or security, and automated software 
distribution based on group membership. 

Rather than just considering averages throughout this paper, it is useful to look at the top þ ve performers (lowest-
cost IT operations) to see how their costs relate to best practice adoption rates. Exhibit 8 presents the IT costs and 
best practice adoption rate of these lowest-cost operations. 

Industry IT Costs 
per PC

Average Number of
Best Practices 

Hospitality $260 6

Financial services $263 6

Oil and gas $322 4

Healthcare $379 3

Transportation $405 3

Exhibit 8: IT costs of lowest-cost IT operations 

As expected, organizations that adopted six best practices have the lowest IT labor costs, which gradually increase 
as the number of best practices decreases. All þ ve of these organizations also had a comprehensive security 
program with centrally managed PC þ rewalls and automated software distribution for patching and PC application 
deployment.

The Industry Effect
Although this paper focuses on 14 private enterprises to emphasize the connection between infrastructure 
optimization and IT labor costs, the initial research also included 17 government and educational organizations. 
If analyzed separately, each of these groups show the same behaviorñthe more best practices in use, the lower 
the IT labor costs. However, when the three groups are evaluated as a single sample, the effect of infrastructure 
optimization on IT costs is less clear. This industry effect occurs because each of the three groups has its own cost 
and best practice proþ le. 

For example, educational organizations, which have the lowest cost proþ le, also have the lowest best practice 
adoption rate. On the other end of the spectrum, government organizations have both the highest costs and the 
highest best practice adoption rate. When data from educational, private enterprise, and government organizations 
are combined, the relationship between best practice adoption rates and IT labor costs is diluted because of the 
industry variables. 

Exhibit 9 shows the average annual IT labor costs and average number of best practices adopted by each group.

Organization 
Type

IT Costs
per PC

Number of
Organizations

Average Number of 
Best Practices 

Educational $334 8 2.8

Private enterprise $568 14 3.0

Government $624 9 3.3

Exhibit 9: Effect of organization industry on IT costs and best practice adoption

Exhibit 10 presents IT cost and best practice data twice, once for 14 private enterprises and again for the 
31-organization sample. Although best practice adoption rates remain relatively constant in each sample, the 
differences in IT costs between Basic and Rationalized infrastructure optimization levels is greater in the private 
enterprise sample. 
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Private Enterprises All Organizations

IOM Level IT Labor Costs 
per PC

Average 
Number of 

Best Practices 

Number of 
Organizations

IT Labor Costs 
per PC

Average 
Number of  

Best Practices 

Number of
Organizations

Basic  $774 1.4 4  $618 1.4 13

Standardized  $542 3.6 8  $488 3.6 12

Rationalized  $261 6.0 2  $391 5.7 6

Exhibit 10: Annual IT labor costs for enterprise organizations and entire sample

Effects of Organizational Size
Of the three variables analyzed in this study, organization size has the weakest inÿ uence on IT labor costs. Study 
results show that there is no signiþ cant connection between infrastructure optimization level and the number 
of PCs in an organization. Exhibit 11 provides the average annual IT labor costs per PC for three size classes of 
organization.

PCs per
Organization

IT Labor Costs 
per PC

Number of 
Organizations

Average Number 
of Best Practices 

1,500 - 3,000 $551 12 3.3

3,001 - 5,000 $499 10 2.9

5,001 - 13,500 $425 9 3.0

Exhibit 11: IT labor costs per PC by organization size

As a general rule, IT costs decline at a modest rate of about $10 per PC for each 1,000 PCs deployed. This relationship 
is valid between 1,000 and 10,000 PCs.

IT Labor Costs at Different Levels of Infrastructure Optimization 
In this study, IT effort that supports PCs was grouped into three categories: direct PC support, service desk, and PC 
management with servers. 

Direct PC support costs. This category includes costs for image engineering, security management, PC deployment, 
portfolio management, and application packaging and testing. This cost category is highly sensitive to the number 
of operating systems in use and the ability of an IT department to deliver applications and patches with automated 
software distribution.

Service desk costs. These are the stafþ ng costs needed to operate the help desk and engage the personnel, who 
repair failed PCs that cannot be repaired remotely. This cost category is primarily affected by the PC þ rewalls, limiting 
users to installing only IT-sanctioned software, preventing changes to PC settings that jeopardize PC reliability or 
security, and automating password resets.

Server-based management costs. This category includes the labor costs of personnel, who engage in systems 
management, directory administration, and setting PC policy. These are the people who manage tools such as 
SMS, manage directory infrastructures such as Active Directory, and create, test, and implement PC policies such 
as Microsoft Windows Group Policies. IT costs in this category are very sensitive to the degree of infrastructure 
standardization. 
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IT Labor Costs and Infrastructure Optimization 
As organizations move from one optimization level to another, IT cost savings and the effects of management 
technologies that make these savings possible also change. This section describes the effects of management tools 
used by organizations in this study on system complexity and IT labor costs. Exhibit 12 provides an overview of 
average annual IT labor costs for organizations at each IOM level.

IOM Level Total IT Labor 
Costs per PC

Basic $774

Standardized $542

Rationalized $261

Exhibit 12: Average IT labor costs at each IOM level

By moving from the Basic to the Standardized level, organizations in this study saved $232 per PC per year, a 30-
percent savings. Moving from the Standardized to Rationalized optimization saved organizations even more, $281 
per PC per year, or a 52-percent savings.

As organizations progress to new optimization levels, cost savings are also affected by organizationsõ systems 
management infrastructures, which consist of systems management tools, directories, and PC policies. At the Basic 
level, organizations had almost no systems management infrastructure. At the Standardized level, organizations 
used a mixture of overlapping tools. Complexity at the Standardized level decreased management efþ ciency and 
increased costs. At the Rationalized level, organizations standardized on one set of tools that were used throughout 
the company. Exhibit 13 shows the average number of management tools used by organizations at each IOM level.

IOM Level Average Number of Management 
Products Supported 

Basic 0.3

Standardized 2.0

Rationalized 1.5

Exhibit 13: Management products supported at each IOM level

Moving from Basic to Standardized Optimization 
Organizations at the Basic optimization level managed their PC environments with few if any management tools, an 
average of 0.3 systems management products per organization. A lack of tools prevented these organizations from 
automating software distribution and implementing a comprehensive security program with a centrally managed 
þ rewall. Use of these two best practices was the largest differentiator between organizations with high and low IT 
labor costs. 
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Moving from Standardized to Rationalized Optimization 
Organizations at the Standardized level used more management tools than organizations at other optimization 
levels. However, these organizations often used as many as four different systems management products from 
different vendors to manage different portions of their PC environment. This approach added system complexity, 
reduced the ability to implement best practices uniformly across their organizations, and drove up server 
management costs. Study results show that to reach Rationalized optimization, Standardized organizations must:

Á Reduce complexity by standardizing on a single PC operating system, one directory, and the minimum 
number of systems management tools required to deliver required functionality.

Á Implement a centrally managed þ rewall and automated software distribution (if this has not been 
done previously). These capabilities enable organizations to join the Standardized levelõs lower-cost 
IT operations group cited previously. 

Á Limit usersõ ability to install software and change PC settings by locking down the desktop.

Rationalized organizations in this study had enough tools to adopt all six best practices but minimized the number 
of tools to reduce system complexity. This approach reduced IT costs and made it easier to implement þ ve or six 
best practices across their organizations.
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Implementing Best Practices with Management 
Software Technology
Previous sections have shown how optimizing IT infrastructures and adopting best practices can reduce IT labor costs. This 
section describes the six best practices, how they affect costs, and the technologies needed to implement them. 

Best Practices, IT Process Efþ ciency, and IT Costs 
Adoption of best practices is a strong predictor of IT cost savings. Research for this paper collected data on 21 
best practices, which ranged from application compatibility testing to user provisioning. Of the 21 best practices 
studied, only six showed a strong relationship with reduced IT labor costs. Research results showed that although the 
remaining 15 best practices provided value, there were no consistent trends that held true for all 31 organizations 
participating in this study. Although some organizations achieved signiþ cant cost savings by using these best 
practices, others achieved few savings or none at all. 

Exhibit 14 shows the relationships between adopting a speciþ c best practice, the resulting IT cost savings, and the 
enabling Microsoft technology that makes these savings possible. 

Best Practice IT Cost Savings 
per PC 

Number of 
Organizations IT Administrative Tasks Microsoft 

Enabling Technology

Standardize on a single 
PC operating system

$52 9

Á Image management

Á Desktop administration

Á Service desk and 
desk-side support

Á Windows 2000 or 
newer operating system

Users can install only 
IT-sanctioned software

$50 7

Á Application management

Á Desktop administration

Á Service desk and 
desk-side support

Á Active Directory and 
Group Policies

Á Microsoft Installer

Á Systems Management Server

Á Windows 2000 or 
newer operating system

Centrally managed 
PC þ rewall

$39 7

Á Security and patching

Á Desktop administration

Á Service desk and 
desk-side support

Á Active Directory and 
Group Policies

Á Windows XP SP2 or 
newer operating system

Users can only change 
PC settings that do not 
compromise reliability 
or security

$30 9

Á Application management

Á Desktop administration

Á Service desk and 
desk-side support

Á Active Directory and 
Group Policies

Á Windows 2000 or 
newer operating system

Automated 
password reset 

$29 7
Á Service desk and 

desk-side support
Á Microsoft technology 

not yet available

Automate software 
distribution based on 
group membership 

$26 8

Á Application management

Á Desktop administration

Á Security and patching

Á Active Directory and 
Group Policies

Á Microsoft Installer

Á Systems Management Server 

Exhibit 14: IT cost savings, best practices, and their enabling software technologies

The PC þ rewall and automated software distribution best practices do not provide organizations with the largest cost 
savings. Nevertheless, of the six best practices used in this study, these best practices were the strongest predictor of IT 


