
 

 

Microsoft® System Center Mobile Device Manager 2008 
Organizations are experiencing an increase in the number of employees utilizing mobile devices to get their 

work done while on the move. Managing an ever-expanding fleet of mobile devices and ensuring end-to-end 

data integrity at the same time, is a difficult task for any organization. Microsoft® System Center Mobile Device 

Manager 2008 is a flexible, end-to-end solution for single-point access of line-of-business (LOB) applications and 

corporate data on Windows Mobile devices. System Center Mobile Device Manager is designed for efficient 

control of Windows Mobile devices offering reliable, low-cost, and consistent manageability that works well 

with your existing Microsoft infrastructure.  

Mobile Device Manager provides secure access to sensitive corporate data on Windows Mobile devices in a 

seamless manner, resulting in a positive end-user experience. Using Mobile Device Manager, organizations are 

able to address evolving needs around security and management while providing end users with anytime, 

anywhere access to corporate data through Windows Mobile devices. Mobile Device Manager addresses the 

needs of a mobile workforce in an organization through security management, device management, and a 

Mobile VPN.  
  

Security Management 
System Center Mobile Device Manager is a robust security 

management platform for Windows Mobile devices. Mobile Device 

Manager uses Active Directory®/group policyτthe most widely 

deployed enterprise network directory in the worldτallowing IT 

professionals to set and control policies in a single environment. 

Mobile Device Manager provides better mechanisms to help 

prevent theft or loss of corporate data through expanded 

on-device security of sensitive corporate information, such as 

full on-device file encryption. The άŀƭǿŀȅǎ ƻƴέ ŎƻƴƴŜŎǘƛƻƴ (when 

ŎƻƴƴŜŎǘŜŘ ǘƻ ŀ ŎŀǊǊƛŜǊΩǎ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ƻǊ ŀ Wi-Fi connection), in 

Mobile Device Manager, helps execute remote device wipe in the 

event of the theft or loss of the device, which in turn reduces the 

chances of corporate data falling into the wrong hands.    

Mobile Device Manager provides the ability to lock down communications for compliance and confidentiality 

purposes, including the ability to disable Bluetooth, SMS/MMS, WLAN, Infrared, POP/IMAP e-mail, as well as 

camera functionality. Furthermore, over 125 security policies can be used to target devices based on Active 

Directory groups and device status. The άŀƭƭƻǿέ ŀƴŘ άŘŜƴȅέ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ŦƻǊ ŀǇǇƭƛŎŀǘƛƻƴǎ provides enterprises 

with control oveǊ ǿƘƛŎƘ ŀǇǇƭƛŎŀǘƛƻƴǎ ŀǊŜ ƛƴǎǘŀƭƭŜŘ ƻƴ ǘƘŜƛǊ ŜƳǇƭƻȅŜŜǎΩ ²ƛƴŘƻǿǎ aƻōƛƭŜ ŘŜǾƛŎŜ.  
 

Device Management 
Mobile Device Manager provides a comprehensive Windows Mobile device management solution to distribute 

software and understand device inventory in a complex organizational environment. With advanced features 

such as policy enforcement, inventory and reporting, and software targeting in one solution, Mobile Device 

Manager presents an all-inclusive solution for all Windows Mobile device management needs.  



 

 

Mobile Device Manager is also scalable, which is 

ideal for a growing mobile workforce. This results 

in minimized maintenance costs and reduced 

troubleshooting complexity. Mobile Device 

Manager provides inventory data for all authorized 

devices in the enterprise in one simple console, 

with the ability to run robust reports based on 

Microsoft SQL Serverϰ 2005. Windows® Software 

Update Service (WSUS) 3.0 is used to deploy 

firmware and software updates, with targeting 

capabilities based on Active Directory/group policy.  

The self-service enrollment model in Mobile Device Manager provides a simple and seamless way to provision 

devices, save valuable time and resources, and reduce desk support costs. System Center Mobile Device 

Manager offers the management flexibility required by enterprises, with the ability to parse out administrative 

privileges to different roles in the organization. In addition, the solution allows for greater customization and 

efficiency based on widely-used Microsoft technologies, including Microsoft Management Console (MMC)  

snap-ins and Microsoft Windows PowerShellϰ cmdlets.  

Mobile VPN 

Mobile Device Manager delivers increased 

worker productivity with a single point for 

security-enhanced, behind-the-firewall access 

to corporate data and line-of-business (LOB) 

applications on Windows Mobile devices. This 

is achieved through a cutting-edge mobile 

VPN optimized for the mobile environment. 

Building on the existing proven Microsoft 

development platform, Mobile Device 

Manager facilitates a greater number of LOB applications for Windows Mobile devices by providing access to 

data behind the corporate firewall for the specific application. The Mobile VPN in Mobile Device Manager  

is specifically built to offer a consistent end-user experience, including support for seamless connectivity across 

different wireless environments with inter-network roaming capabilities and fast reconnect for session 

persistence. The άŘƻǳōƭŜ ŜƴǾŜƭƻǇŜ ǎŜŎǳǊƛǘȅέ ŀǊŎƘƛǘŜŎǘǳǊŜ in Mobile Device Manager ensures an added level of 

protection by authenticating both the device and user, allowing for a single securityςenhanced point of access 

for mobile application traffic. 

Additional Resources 
For more information about System Center Mobile Device Manager, visit www.windowsmobile.com/MobileDeviceManager  

For information about Windows Mobile devices for business, visit www.windowsmobile.com/business 

Available programs, features, and functionality vary by device and Windows Mobile operating system version. Connectivity and synchronization may 
require separately purchased equipment and/or wireless products (e.g., Wi-Fi card, network software, server hardware, and/or redirector software). 
Service plans are required for Internet, Wi-Fi and phone access. Features and performance may vary by service provider and are subject to network 
limitations. See device manufacturer, service provider and/or corporate IT department for details.  
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