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[bookmark: _Toc11813437][bookmark: _Ref149220423][bookmark: _Toc149299334][bookmark: _Toc153722389][bookmark: _Ref182231402][bookmark: _Toc182235840][bookmark: _Toc185062995]Introduction
Microsoft® Internet Information Services 7.0 (IIS 7.0) is the Web publishing platform in Windows Server® 2008 that enables organizations to deliver rich Web-based experiences. Extensible Web features in IIS 7.0 provide easy-to-use tools for the technical professional to aid in administration, diagnostics, and management. IIS 7.0 is a customizable platform with .NET extensibility. It provides enhanced reliability, security, and failure recovery via efficient management and deployment tools. IIS 7.0 provides a variety of benefits for the business manager, technical staff, and for Web hosting, including: 
· Manage with Ease while Lowering Costs: Using IIS 7.0 simplifies Web server management by providing powerful administration tools and a highly modular architecture for customizing installations and extending core functionality. New administration features in IIS 7.0 include powerful diagnostic tools, enhanced security, support for XCopy deployment for applications, and improved administration tools like the IIS Manager. A powerful new feature, delegated administration, allows IT administrators to provide customers, developers or other administrators to control some of their own tasks, resulting in lower management costs. With support for shared configuration, IIS 7.0 allows administrators to create one configuration file that controls the configuration settings for multiple servers from a single shared location. These changes reduce the time IT staff spend on routine administration tasks.
· Powerful hosting of applications and services: IIS 7.0 provides a feature-rich and easy-to-use hosting platform for the .NET Framework, ASP, PHP and other Fast-CGI compliance application frameworks, Web applications, and XML services. The integrated pipeline allows for different application frameworks to run within a single Web server request pipeline, offering built-in ASP.NET extensibility for all applications. This allows organizations to centralize on the IIS Platform for hosting all of their Web applications.
· Enhanced security and reliability: IIS 7.0 provides improved scalability, security, and reliability. Its modular architecture allows administrators to install only the smallest set of components needed, so they can easily minimize attack surface, extend the Web server with custom modules, and shrink process memory footprint. IIS 7.0 is more scalable because there are new options for clustering, load balancing, and virtualization.
· URL Authorization Rules: With IIS 7.0, permissions no longer need to be set at the content level in the file system. Instead, authorization rules can be stored in an application's web.config file, so that the authorization rules follow the content, even if the content is moved to a different server. 
IIS 7.0 builds on the solid security, reliability, and scalability of IIS 6.0, while offering an even richer set of management and automation capabilities and tools. IIS 7.0 is designed to work with existing tools and scripts. Using IIS 7.0 frees up the IT staff to work on more business-critical tasks, because the IT staff is not required to perform as many redundant tasks.  
[bookmark: _Ref181946397][bookmark: _Toc182228662][bookmark: _Toc182235841][bookmark: _Ref182901335][bookmark: _Toc185062996]IIS 7.0 is Part of a Unified Platform for Web publishing
Windows Server 2008 delivers a unified platform for Web publishing that integrates IIS, ASP.NET, and Windows® Communication Foundation (WCF). IIS version 7.0 has an extensible, modular architecture that works with the ASP.NET, C#, C/C++ languages, provides .NET Web core extensibility, and plays a central role in integrating Web platform technologies. 
[bookmark: _Toc182228663][bookmark: _Toc182235842][bookmark: _Toc185062997]Compatibility with Previous Releases
IIS 7.0 is built to be compatible with previous releases of IIS. Existing ASP, ASP.NET 1.1 and ASP.NET 2.0 applications are expected to run on IIS 7.0 without requiring code changes, with full ISAPI and metabase compatibility. 
For existing Active Directory® Service Interfaces and WMI scripts, IIS 7.0 provides feature parity with previous releases, enabling them to run directly against the new configuration store. In addition, IIS 7.0 includes a new WMI provider that allows WMI developers to take advantage of the new IIS7 features. All existing ISAPI extensions and most ISAPI filters will also continue to work unchanged. However, ISAPI filters that rely on READ RAW DATA notification are not supported in IIS 7.0 but most frequently used ISAPI extensions and filters will operate as expected.
[bookmark: _Toc182228664][bookmark: _Toc182235843][bookmark: _Toc185062998]Enhancements in Internet Information Services (IIS) 7.0
IIS 7.0 contains many features with easy-to-use options that let organizations simplify Web server management. Enhancements in IIS 7.0 include XML-based configuration, installing IIS 7.0 with Server Core, support for existing extensions and filters, modular components, enhanced administration tools, feature delegation, remote connection features, automatic pool isolation, extensive diagnostic and troubleshooting tools, FTP publishing, integrated pipeline, managing IIS 7.0 using scripting or the command line, and the ability to host PHP applications on IIS 7.0.
XML-based Configuration
IIS 7.0 has an XML-based configuration model that is similar to that used by the .NET Framework and the Apache Web server. IIS 7.0 allows you to store IIS configuration settings in web.config files. The changes in configuration storage make it much easier to use XCopy to deploy applications across multiple front-end Web servers to reduce costly, error-prone replication and manual synchronization issues. For more information, see the IIS 7.0 Configuration Architecture section of this paper.
IIS 7.0 Can be Installed with Server Core
To further limit security exposure administrators can choose to install a minimal environment with the Server Core installation option of Windows Server 2008. Server Core omits graphical services and most libraries, in favor of a stripped-down, command-line driven system. Server Core can be administered locally via the IIS command-line utility AppCmd, or remotely. Note that because Server Core does not support the .NET Framework, IIS installations target hosting of ASP, PHP or other non-.Net Framework applications, or static content such as images. Because Server Core has a select number of roles, it can improve security, reduce the footprint of the operating system, and reduce the patching maintenance required.  Reduced patching will translate to fewer reboots which usually helps uptime statistics.
Modular Components
IIS 7.0 is made up of more than 40 separate feature modules. Each feature module can be independently installed on the server, which helps to reduce the attack surface of the server. Installing only required modules helps reduce administrative overhead. Organizations can choose which features to install on their Web server based on their requirements. For more information, see the Improved Control and Customization using Modules section.
Enhanced Tools
IIS 7.0 extensibility includes a new managed administration application programming interface (API) that can be used to administer the Web server or build extensions to the IIS administration user interface. Configuration, scripting, event logging, and administration tools are also expanded. For more information, see the IIS Manager Graphical User Interface section of this paper. 
Remote Connections
IT staff can use the IIS Manager GUI to administer the server both locally and remotely. IIS Manager uses HTTPS for communication with the server if IIS Manager is used remotely. For more information, see the Establishing and Managing Remote Connections section.
PHP applications can be Hosted on IIS 7.0
IT professionals can now host PHP and other Fast CGI-compliance applications on IIS 7.0. This change means that companies can consolidate Web application hosting on Windows Server 2008. With PHP support on Windows Server, IT administrators can host and manage multiple application frameworks on a single Windows operating system. For more information about running PHP with IIS 7.0, see the “Running IIS and PHP on Server Core versus Apache” white paper.
Secure Delegation of Administrative Control
The delegation feature in IIS 7.0 enables those who host or administer Web sites or Windows Communication Foundation (WCF) services to delegate administrative control to developers or content owners. Delegation helps to reduce cost of ownership and administrative burden for server administrators. In a hosted scenario, hosters can provide customers with the ability to remotely manage their own sites and applications, without having administrative access to the server. In a datacenter environment, IT staff can delegate administration for portions of the corporate site to designated departmental site owners. For more information about using the delegation feature, see the Controlling Access with Feature Delegation section. 
Extensive Diagnostic and Troubleshooting
IIS 7.0 provides a clear view of internal diagnostic information about IIS, and it collects and exposes detailed diagnostic events to aid troubleshooting for application code or configuration issues. For more information about running the troubleshooting and diagnostic features, see the Powerful Diagnostic and Troubleshooting Tools section of this paper.
Automatic Application Pool Isolation
IIS 7.0 offers greater application isolation by giving worker processes a completely unique identity and sandboxed configuration by default.  A “sandbox” is typically used to provide a tightly-controlled set of resources for guest programs and is often used for untested code, programs from unverified third parties, or for sites under development. IIS 7.0 contains automatic Application Pool isolation, which can sandbox over 1,000 Web sites on a single commodity server. This allows each Web site to run in its own location ID with its own memory space. Running in a unique location helps if an application crashes because only that application pool is affected. 


Modern FTP Publishing
FTP publishing support is provided in a new, enhanced version of the Microsoft FTP Server, FTP 7.  It is available as a free download from http://www.iis.net. The downloadable FTP server includes secure publishing with FTP/SSL support as well as integrated Web publishing with support for the IIS 7.0 configuration system and administration tool. Using the new FTP makes it easy to set up FTP publishing points for a Web application and to use integrated authentication. Microsoft recommends that you install the FTP tool from http://www.iis.net if you are interested in FTP publishing on Windows Server 2008. 
Integrated Pipeline
In IIS 7.0, both native and managed code requests are processed by default through an integrated pipeline. The integrated pipeline allows for different application frameworks to run within a single Web server request pipeline, offering built-in ASP.NET extensibility for all applications. For more information on the integrated pipeline, see the IIS 7.0 Configuration Architecture section. 
Managing Using the Command Line and Scripts
IIS 7.0 provides extensive support for configuration and management using scripts and the command line utility AppCmd. AppCmd.exe is a command-line tool for managing IIS 7.0 that exposes all key server management functionality through a set of intuitive management objects that can be manipulated from the command line or from scripts.  IIS 7.0 also provides extensive support for scripts so that technical staff can use tools that suit their preferences and site needs.
IIS 7.0 offers a broad set of management features that simplify the day-to-day tasks of managing Web sites and applications. Web site administrators can use the extensive user interface to make changes from the command line or write code and scripts, because IIS 7.0 supports all of these methods. IIS 7.0 provides enhanced reliability, security and failure recovery and is designed to save business units money, make administration and application hosting easier.
[bookmark: _Toc185062999]Differences in Configuration from IIS 6.0
In IIS 6.0, the IIS metabase configured Web sites, and only administrators could access the metabase. This meant that if developers or customers in a hosted environment needed to change a setting as simple as the default document for an application, that person had to be an administrator, or they needed to contact the administrator and request him or her to make the change. Technical customers reported that the IIS metabase in IIS 6.0 required additional time and resources to manage, back up, and troubleshoot. In addition, it was difficult to replicate in server farms. 
In IIS 7.0, the metabase is used for SMTP and other non-Web server settings. It’s been largely replaced by a new, simplified configuration structure based on XML files use used for Web and FTP sites, services, and applications. This new structure allows for a more open and flexible Web site infrastructure. To understand the new configuration system, we should first explain the new architecture of IIS 7.0.

[bookmark: _Toc185063000]IIS 7.0 Web Server Architecture
In IIS 7.0, the core Web server provides stronger security and features to help build secure Web applications. The IIS 7.0 Web server includes some fundamental changes from IIS 6.0 in the way that requests are handled. For example, both native and managed code requests are processed by default through an integrated pipeline. The IIS 7.0 request processing pipeline enables administrators to add or remove modules depending on their needs. Developers can also write custom modules to augment or even replace functionality, allowing a highly optimized custom solution to be created. The following figure shows a graphical representation of the pipeline.
Figure 1: IIS 7.0 Integrated Pipeline
[bookmark: OLE_LINK1]
[bookmark: _Toc185063001]Changes in How ASP.NET Requests Are Handled
Changes in ASP.NET handling in IIS 7.0 improve both processing and control. IIS 7.0 allows ASP.NET modules to plug in directly into the server pipeline, with the same functionality as modules developed with the native C++ language server API. ASP.NET modules can execute in all runtime stages of the request processing pipeline and can be executed in any order with respect to native modules. The ASP.NET API has also been expanded to allow more control over request processing than was previously possible. The ability to plug directly into the server pipeline allows ASP.NET modules to replace, run before, or run after any IIS functionality. This enables, for example, a custom ASP.NET basic authentication module written to use the Membership service and SQL Server user database to replace the built-in IIS basic authentication feature that works only with Windows-based user accounts. 
A request arriving for any content type is processed by IIS, with both native IIS modules and ASP.NET modules being able to provide request processing in all stages. This enables services provided by ASP.NET modules like Forms Authentication or Output Cache to be used for requests to ASP pages, PHP pages, static files, and so on. 
In addition, the expanded ASP.NET APIs take advantage of direct integration to enable more request processing tasks. For example, ASP.NET modules can modify request headers before other components process the request, inserting an Accept-Language header before ASP applications execute, to force localized content to be sent back to the client based on user preference. 
Because of the runtime integration, IIS and ASP.NET can use the same configuration for enabling and ordering server modules, and configuring handler mappings. Other unified functionality includes tracing, custom errors, and output caching. 
[bookmark: _Toc185063002]Benefits of the Enhanced IIS 7.0 Architecture
The IIS 7.0 modular architecture enables a significant reduction in attack surface, more extensibility, and increased support for extending IIS 7.0 core functionality by creating managed code modules. IIS 7.0 also provides access to all notification events in the request pipeline. Changes to the IIS 7.0 architecture include: 
· IIS 7.0 allows existing ASP.NET features, such as Forms-based authentication or URL authorization, to be used for all types of Web content requests in the integrated pipeline.
· The new configuration system in IIS 7.0 loads configuration files—similar to Apache’s .htaccess files—and manages them in a cache. The new configuration cache consumes significantly less memory. 

· Static compression allows a compressed copy of static file to be sent to a client browser, if the browser is compression-enabled. The improved static compression in IIS 7.0 reduces the processor cost and memory requirements of using static compression.
· The core Web Server includes a new Win32® API for building core server modules.
· IIS 7.0 also includes support for development of core Web server extensions using the .NET Framework.
· IIS 7.0 integrates the existing IHttpModule API for ASP.NET (lets managed code modules access all events in the request pipeline, for all requests.)
· IIS 7.0 includes caching support for all types of dynamic content.
[bookmark: _Ref184744175][bookmark: _Toc185063003]IIS 7.0 Configuration Architecture 
IIS 7.0 uses a simplified configuration methodology that provides enhanced ASP.NET integration, including shared configuration and HTTP runtime support. The XML-based configuration model uses configuration files that can be stored in a folder, in separate XML files, which is similar to how the .NET Framework Web server and the Apache Web server work. 
IIS 7.0 is built on a hierarchy of distributed XML configuration files. This hierarchy is comprised of a global file called applicationHost.config, which contains server-level configuration settings. The application's directory structure may also contain a number of distributed web.config files. These are the same web.config files that the ASP.NET application framework uses to store portable application settings. This allows the side-by-side storage of IIS and ASP.NET configuration, using clean and strongly structured XML directives.
In the past, IIS application settings had to be explicitly configured in the metabase, which was keyed to the host server. With distributed web.config files, applications encapsulate the required server configurations within their directory structure. This dramatically simplifies deployment, allowing self-contained applications to be simply copied to the target server's application directory.
There are many legacy applications that were built using the old metabase APIs, such as the Active Base Objects, or ABOs, which connect nodes in the metabase to make configuration changes. A new tool, called ABOMapper, allows all those applications to keep running by translating the old metabase calls so that they will now modify the new configuration system.
[bookmark: _Toc185063004]Configuration Architecture Example
The following figure shows the configuration architecture:
Figure 2: Configuration Architecture Sample

In IIS 7.0, there are three main XML files that maintain server deployments. The first is Machine.config, which holds .NET Framework settings for the server. These settings are inherited by all other .NET Framework configuration files. Next is the applicationHost.config file, which contains settings for IIS and its services. The root web.config file holds the global settings for ASP.NET Web applications. 
· The configuration reader allows IT staff to read and modify these files using basic XML and text-file based manipulation tools. 
· The unmanaged API allows calls into the XML config files. Unmanaged code does not require another software system. It calls upon and uses the software routines in the operating system.
· AppCmd.exe is a command-line tool for managing IIS 7.0 that exposes all key server management functionality through a set of intuitive management objects that can be manipulated from the command line or from scripts.
· The WMI interface allows administrators to programmatically manage and configure Windows and Windows applications. The new WMI configuration interface can be used to query and configure IIS, and directly supports .NET. Note that IIS 7.0 also ships support for the older WMI objects as an optional install option for IIS.
· A managed API is available for writing managed code that enables access to server configurations as well as manage the state and resources of top-level server objects. Managed modules written for IIS 7.0 can access their configurations at runtime. Tools built with managed code can access, supervise and administer the server. 
· IIS Manager is a graphical management tool used for monitoring and adjusting Web server configurations. 
IIS 7.0 introduces some significant improvements to the way configuration data is stored and accessed. IIS 7.0 configuration is based on the existing .NET Framework configuration store, which enables IIS configuration settings to be stored alongside ASP.NET configuration in Web.config files. This change provides one configuration store for all Web platform configuration settings that are accessible by means of a common set of APIs and stored in a consistent format. The IIS 7.0 configuration system is also fully extensible, so developers can extend the configuration store to include custom configuration settings.
In IIS 7.0, configuration settings are stored in a simple, editable configuration text file. Distributed configuration enables administrators to specify configuration settings for a Web site or application that reside in the same directory as the code or content. By specifying configuration settings in a single file, distributed configuration allows administrators to securely delegate administration of selected features of Web sites or Web applications so others, such as application developers, can modify those features. Administrators can also lock specific configuration settings so that they cannot be changed by anyone else. Configuration files are portable and easy to locate. In IIS 7.0, technical staff can use XCopy to copy applications and configurations across multiple front-end Web servers. 
[bookmark: _Toc185063005]IIS 7.0 Configuration Files
IIS 7.0 stores global, or computer-wide, configuration in the %windir%\system32\inetsrv directory in a file named ApplicationHost.config. 
[bookmark: _Toc185063006]Benefits of Distributed Configuration
Enhancements to configuration in IIS 7.0 provide benefits that save time for technical staff and therefore reduce cost. These advantages include:
· Delegated Configuration Access: Administrators can authenticate to a specific site or application and manage configuration for only that scope. This is valuable for hosted or datacenter environments because permission to perform administrative tasks can be granted to site owners. This allows customers or site owners to change elements of their site or to update content.  For example, distributed configuration can be used to let developers change content during testing or let customers do some of their own management. By using distributed configuration, the configuration settings for a specific site or application can be copied from one computer to another, as the application moves from development into test and ultimately into production. 
· Shared Centralized Configuration: Distributed configuration enables configuration for a site or application to be shared across a server farm, where all servers retrieve configuration settings and content from a file server. In the past, administrators had to touch each server to roll back configuration changes. In IIS 7.0, administration multiple front-end servers point to a single configuration file and the data files stored on a shared storage device, such as a NAS or SAN. The IT administrator only needs to make a configuration change once to roll back configuration changes to all servers. This saves time for administrators and frees them to work on more critical business needs. 
[bookmark: _Toc185063007]Administration using IIS 7.0
The remainder of the document provides information on the IIS 7.0 tools that an administrator would use to configure a server, delegate administration, connect remotely and perform typical tasks. 
[bookmark: _Toc185063008]Enhanced Administration with IIS Tools
The administration tools in IIS 7.0 are fully extensible, enabling developers to build new administration modules using the .NET Framework or to build and add administration tools using the new Microsoft Web Administration interface. The new IIS Manager GUI supports remote administration over HTTPS, allowing for integrated local, remote, and even cross-Internet administration without requiring DCOM ports on the firewall. IIS Manager contains a wide variety of easy-to-use tools that make it easy to administer Web sites. New diagnostics tools make it easy to locate problems with Web applications and quickly troubleshoot the issues. The new management tools and interfaces in IIS 7.0 provide technical staff with more control and help reduce the cost of ownership for organizations.
IIS 7.0 offers enhanced management through new management tools and interfaces. Changes in IIS 7.0 include: 
· The new Internet Information Services (IIS) Manager graphical user interface 
· The new Appcmd.exe consolidated utility used for efficiently accessing IIS 7.0 configuration through the command line
· Configuration store, based on the .NET Framework 2.0 configuration store, which supports the direct editing of settings
· New WMI provider for automating management tasks with scripts written in .NET or VBScript
· Managed interface, Microsoft.Web.Administration, which exposes the same information exposed by the WMI provider
[bookmark: _Toc185063009]Appcmd.exe Tool
Technical staff can also use the Appcmd.exe command-line tool for managing IIS 7.0. It exposes all key server management functionality through a set of intuitive objects that can be manipulated from the command line or a script. Appcmd lets technical staff easily control the server without using the IIS Manager GUI, and to automate server management tasks like creating sites or virtual directories, without having to write complex code. AppCmd is a powerful management tool for IIS deployments on all version of Windows Server 2008, and may be especially useful in managing Server Core installations. 
[bookmark: _Toc185063010][bookmark: _Ref187766016]IIS Manager Graphical User Interface
The new IIS Manager interface is an easy-to-use interface for performing typical IIS 7.0 tasks like working with modules, configuration, scripting, event logging and administration, trouble-shooting, failed request tracing, and diagnostics. IIS Manager has added major new functionality as well as a new interface. The new IIS Manager incorporates the Windows Explorer navigation system by adding an address bar. In IIS 7.0, the IIS Manager GUI lets IT professionals:
· Manage IIS and ASP.NET in one tool.
· View system health and diagnostic information that includes the ability to view currently running requests in real time.
· Configure user and role authorization for sites and applications.
· Delegate site and application configuration to non-administrators.
· Connect to a Web server, site, or application remotely by using HTTPS.
[bookmark: _Toc185063011]Accessing the IIS Manager Start Page
The administrator accesses the IIS 7.0 Start Page from either the IIS Manager Graphical User Interface (GUI) or from the command line. To run IIS Manager from the command line, select Start > Run > inet32mgr. 
Click the Internet Information Services (IIS) Manager icon on the Windows Server 2008 desktop to display the IIS Manager Start Page.

Figure 3: IIS Start Page

The Start Page contains four panes:
· Recent connections: Shows a list of recent connections.
· Connection Tasks: Lists options for connecting to a localhost, server, site or application. Administrators may often choose to connect to a specific server. Site managers or IT professionals who have been given delegation authorization for a subset of features may connect to a site or an application to make changes to just the site or application.
· Online Resources: The administrator or site manager uses this pane to access the following: IIS News and Information, IIS Downloads, IIS Forums, TechNet or MSDN. 
· IIS News: If IIS News is disabled and does not appear in the Online Resources pane, click the Enable IIS News link in the bottom IIS News pane.
Click the Server or Web site displayed in the Connections pane to launch the IIS Manager graphical user interface. Follow the instructions in the next section to set up a new connection to a server.
[bookmark: _Toc185063012]Connecting to a Server
Administrators must first set up server settings for the server they will be managing. To connect to a specific server, click the Connect to a server… option in the Connect task pane. 
Figure 4: Connect to a server

A dialog displays where the administrator enters the name of the server and its IP address, then clicks the Next button. A Credentials windows displays, the administrator enters a user name and password and clicks the Finish button to connect to the server and display the IIS Manager Graphical User Interface.
[bookmark: _Internet_Information_Services__IIS_][bookmark: _Windows_PowerShell][bookmark: _Toc185063013]The IIS Manager Home Page
IIS Manager is designed to intuitively provide administrators with the options that they want—reducing time spent hunting in the UI, and reducing the number overall clicks and time it required to do a task. Changes to the IIS Manager interface and context sensitivity make it easy to navigate to a specific feature to review and configure settings. 
The IIS Manager GUI has a Features View and a Content View. The Features View is where technical staff will do most of their work. It has three main panes by default: Connections pane, Main pane, and Actions pane. Technical professionals can use the Group by drop-down list to group similar features, and use the View drop-down list to display the features in different formats, such as icons or details.
Figure 5: IIS Manager GUI – Features View
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[bookmark: _Toc185063014]Connection Manager and Tree
IIS 7.0 has a Connections pane and toolbar that lets technical staff connect to Web servers, sites, and applications. Use the Connections pane for the standard task of connecting to the local IIS server or to a remote server.  Technical staff can only connect to those sites or applications to which they have delegated administration rights. When connected to a Web server, site, or application from the Connections pane, the tree loads the connection along with any children of the parent connection. 
[bookmark: _Toc185063015]Workspace
The workspace is the area between the Connections pane and the Actions pane. The workspace has two views: Features View and Content View. In the Features View, technical staff can configure features for an object, such as a site or an application. Within the Features View, tools are grouped into ASP.NET, IIS and Management categories to make them easy to locate.
[bookmark: _Toc185063016]ASP.NET Tools
Tools that will be used by an administrator to configure and set up ASP.NET are conveniently grouped under the ASP.NET category. Administrators can use these tools to set .NET compilation, globalization, roles, trust levels, providers and profiles. This area also contains tools that let administrators control settings for machine keys, connection strings, session states, SMTP email and web configuration files for applications.
[bookmark: _Toc185063017]IIS Tools 
IIS tools frequently used by the administrator are grouped under the IIS category. These tools can be used for setting authentication, output caching, compression, handler mapping, HTTP responses, Mime types, ISAPI browsers, SSL settings, and granting access to IPv4 addresses and domains. Administrators use tools in this category to control default documents, directory browsing as well as customize how errors are displayed and logged. This category also contains the Modules tool that can be used to customize the IIS modules that will be used on a server or Web site.
[bookmark: _Toc185063018]Management Tools
Tools in the Management category are used by administrators for a variety of administrative tasks such as managing and editing web sites, managing applications, and controlling permissions. Administrators also use tool is this category to configure users who can administer sites and applications or configure Failed Request Tracing.
[bookmark: _Toc185063019]Actions Pane
The Action Pane displays available tools or options based on what the technical staff has selected in the Connections or IIS Manager workspace. 
[bookmark: _Toc185063020]
Content View
In Content View, an administrator can select a site and click Content View to see the list of any applications, virtual directories, physical directories, and files in that site. Administrators can use the Content View page to view the contents of an item selected in the Connections pane.
Figure 6: IIS Manager GUI – Content View


[bookmark: _Ref182201471][bookmark: _Toc182228665][bookmark: _Toc182235844][bookmark: _Toc182906999][bookmark: _Toc185063021][bookmark: _Ref182194377]Improved Control and Customization using Modules
Modules are individual features that the server uses to process requests. For example, IIS uses authentication modules to authenticate client credentials, and cache modules to manage cache activity. IIS 7.0 provides a complete server platform on which to build Web server extension. IIS 7.0 is made up of more than 40 separate feature modules that let technical professionals control which features to install and run on Web servers. Each feature module can be independently installed on the server to reduce the attack surface of the server, and reduce administrative overhead where it is not needed.
The new architecture provides advantages over previous versions of IIS which let technical staff:
· Control which modules to install on the server
· Customize a server to a specific role in the environment
· Use custom modules to replace existing modules or introduce new features
· Use a reduced number of modules to streamline the code
The IIS 7.0 architecture also improves security and eases administration. By removing unnecessary modules, technical staff can reduce the server's attack surface and memory footprint. Installing only the needed modules helps reduce the time administrators spend managing unnecessary features.
The modular architecture in IIS 7.0 makes it easy to add, remove and replace any built-in module or even add third-party modules. IIS 7.0 also provides scripting options which let IT staff create programmatic changes to control management, configuration or customize the API. 
[bookmark: _Ref184743760][bookmark: _Toc185063022][bookmark: _Toc182235854]Adding and Configuring Modules using IIS Manager
Only the modules required to run IIS as a static image server are installed by default in IIS 7.0. In past versions of IIS, all functionality was installed by default.  The default installation allows the IT administrator to start from the most secure base, adding on modules only as needed by the applications and services hosted on the Web server. In addition, the ability to add and configure modules lets technical professionals easily add new functionality to their server. 
[bookmark: _Ref182229206]IIS 7.0 makes it easy to write additional modules that can be used to do things such as restrict Web access, add functionality, or allow administration of a subset of Web sites. The modular aspect of IIS 7.0 provides IT professionals with increased control over deployment and configuration and less surface of attack. 
[bookmark: _Toc185063023]Modifying Modules in the IIS Manager Interface
Technical professionals can easily add, remove and replace IIS modules from the IIS server process using the IIS Manager graphical user interface as shown in the following figure.  
Figure 7: Controlling Modules in IIS Manager
 (
Click the Modules icon to display the Modules dialog
Click these options to display dialogs where you can add managed modules or configure native modules
)
Double-click the Modules icon to display the Modules dialog that contains a list of the native and managed code modules that process requests made to the Web server.  Note that if the server administrator wants to uninstall the module itself to reduce patching requirements, the IT administrator can use the Windows Server 2008 Server Manager to remove the binaries from the operating system. 
[bookmark: _Toc185063024]Adding New Modules
Administrators can easily add new modules to be associated with a Web site, including third-party modules. 
1. In the right side of the Actions pane, click Add Managed Module. A dialog box displays. 
2. Type the name of the module being added, and choose the type of module from the drop-down list. If appropriate, select a check box next to Invoke only for requests to ASP.NET applications or managed. Click OK to add the module. 
Figure 8: Adding a New Managed Module

[bookmark: _Ref184975586][bookmark: _Toc185063025]Establishing and Managing Remote Connections
With IIS Manager, technical staff can set up a remote connection so that it is available in the list of servers. When a remote connection has been established, it is easy to manage the remote connection and set the access for the remote connection. 
[bookmark: _Toc185063026]Managing Remote Connection Configuration
IIS 7.0 contains a feature that is used to configure how clients connect to a server using remote connections in IIS Manager. In the Features View, in the Management section, click Management Service to display the dialog to set remote connection configuration information.
Figure 9: Managing Remote Connection Values

Technical staff can enable remote connections, set credentials (Windows or IIS Manager), connection information (IP address, port, SSL certificate and log requests), and IPv4 address restrictions. Type in the remote connection information, and then click the Allow, Deny or Delete button to control the access or to remove the remote connection.
[bookmark: _Toc185063027]Benefits of Remote Connections 
IIS 7.0 supports secure remote administration over HTTPS, allowing for integrated local, remote, even cross-Internet administration without requiring DCOM ports on the firewall. Using the remote connection features makes it easy for administrators to set up remote connections and to manage remote connections.
[bookmark: _Ref182235955][bookmark: _Ref182236216][bookmark: _Toc185063028]Controlling Access with Feature Delegation
IIS 7.0 contains new Feature Delegation support that lets technical staff delegate administrative responsibility. The delegation can be very specific, allowing an administrator to decide exactly which functions to delegate, on an individual basis. This feature might be used by administrators to allow specific access to the site for Web developers providing content on a site or to provide limited management to a customer or department. Delegated (non-administrative) access can also be set for configuration of individual sites and applications. 
Administrators can allow staff with non-administrator access to connect to a site or application and perform specific actions. The Administrator can set access so the non-administrator can:
· Manage unlocked configuration for their site or application
· View locked configuration settings without being able to modify them
· Add other site or application administrators for their site or application
[bookmark: _Toc185063029]Setting Up and Managing Feature Delegation
Using IIS Manager, administrators can set up feature delegation to control non-administrative access. IIS 7.0 allows locking and unlocking configuration settings in various levels and scopes which can be used to delegate and control access. Locking down configuration means that it cannot be overridden (or set at all) at lower levels in the hierarchy. Configuration locking is useful when creating different configurations for different sites or paths. Locking can be done at the section level or for specific elements, attributes, collection elements and collection directives within sections.
To set up feature delegation, click Feature Delegation (Management section of the Features View), and then in the Actions pane, click Open Feature. This is shown in the next figure. 
Figure 10: Feature Delegation Dialog Box

The dialog box displays features in IIS Manager and the delegation state for each feature (Read, Read/Write, or Configuration Read/Write.) The administrator selects the desired feature and then chooses one of these options from the Action pane to apply to the feature: 
· Read Only: Does not allow modification
· Not Delegated (lock the feature and hide in site and/or application settings): The feature cannot be delegated and is locked
· Reset to Inherited values: Returns to the default inherited settings
· Reset All Delegation: Resets all delegated features to their non-delegated default settings
· Custom Application Delegation: Displays another window where you can set up delegation for applications)
[bookmark: _Toc185063030]Benefits of Feature Delegation
Delegation in IIS 7.0 allows organizations to involve site owners and developers more in specific day-to-day management tasks, thereby reducing the administrative burden for server administrators. Using Feature Delegation can save time for both administrators and the users they support. Because Feature Delegation can be tightly controlled, the administrator can set the access allowed for delegated (non-administrative) for individual sites and applications. This feature will be especially valuable for hosted or datacenter environments because content update or administration tasks can be delegated to site owners. For example, Feature Delegation could be used to let content developers change the content on their site or to let customers do some of their own site management. This could free developers from having to contact an administrator and wait just to make a minor content change on a Web site, saving costs to Web Site support. It would allow the administrator to perform more critical business tasks. 
[bookmark: _Toc185063031]Connecting to a Server Remotely
IIS 7.0 contains a feature that lets IT professionals connect to a server, Web site, or application remotely by using HTTPS. This feature is built into Windows Server 2008 by default and can save IT professionals time because they can access a server, Web site, or application from a remote site or their home. For down-level clients such as Windows XP and Windows Server 2003, administrators can download a tool named Internet Information Services (IIS) 7.0 Manager, also referred to as IIS Remote Manager for short, which is a standalone remote administration console that allows them to connect remotely. IIS Remote Manager can also be installed on Windows Vista Service Pack 1.  
Download the IIS Remote Manager tool at:
http://www.iis.net/downloads/default.aspx?tabid=34&g=6&i=1524
[bookmark: _Toc185063032]Remotely Connect to a Web Site or Application for Delegated Administration
An administrator can delegate authorization to Web site owners or departments which gives the user non-administrator access to a specified Web site or application. In this scenario, the administrator has set up non-administrative delegated authority for a department Web site manager to allow that person to update information on the Web site or to change an application. For information on how an administrator sets up feature delegation, see the Controlling Access with Feature Delegation section. 
The administrator must first install inetmgr_32.exe on the workstation where the administrator is working. The Web site manager would then follow these steps to access the Web site or application remotely and have access to IIS Manager. The site manager will only have access to the IIS features assigned by the administrator.
Figure 11: Connecting to a Server Remotely (Feature Delegation)

1. Click the Internet Information Services (IIS) Manager icon on the Windows Server 2008 desktop to display the IIS Start Page. 
2. To connect to a specific Web site, click the Connect to a site… option in the Connect task pane. Enter the name of the Web site, click the Next button. Enter the user name and password on the Provide Credentials window and click the Finish button. The delegated user will be able to access the IIS Manager GUI and perform tasks to update the Web site.
3. To connect to a specific application, click the Connect to an application… option in the Connect task pane. Enter the name of the server where the application is located and the application name, click the Next button. Enter the user name and password on the Provide Credentials window and click the Finish button. The delegated user will be able to access the IIS Manager GUI and perform tasks to update the application.
[bookmark: _Ref182236005][bookmark: _Ref182236268][bookmark: _Toc185063033]Powerful Diagnostic and Troubleshooting Tools
IIS 7.0 includes major improvements that aid in diagnostics and troubleshooting to help developers and IT professionals more easily work with errant Web sites and applications. The diagnostics and troubleshooting changes in IIS 7.0 allow a developer or an administrator to see, in real time, requests that are running on the server. IIS 7.0 also collects and exposes detailed diagnostic events to aid troubleshooting problematic servers and applications. Some of the techniques in IIS 7.0 make troubleshooting practically effortless. The following are improvements in diagnostic and troubleshooting tools in IIS 7.0:
· Changes in IIS 7.0 let a developer see all requests that are currently running on the server
· Detailed local server error logs
· Detailed trace log makes it possible to track problem issues and obtain detailed information about trace events
· New Runtime State and Control API RSCA provides real-time state information about application pools, worker processes, sites, application domains, and even running requests provides real-time state information through a native Component Object Model (COM) API and appcmd.exe
· IIS 7.0 can be configured to automatically capture full trace logs
· IIS 7.0 contains tools that let IT staff find problems and troubleshoot in the IIS Manager 
[bookmark: _Toc185063034]Runtime Status and Control (RSCA) 
The Runtime Status and Control (RSCA) API is a new feature in IIS 7.0 that provides the ability to obtain the runtime status and to control the state of every aspect of a Web server including application pools, application domains, Web sites, worker processes, and virtual directories. RSCA is designed to provide a consistent API for controlling runtime state across all server objects. Using RSCA, technical staff can develop their own infrastructure to monitor and control the state of Web sites by accessing the RSCA object hierarchy that maps directly to the worker processes in application pools. The API itself is wrapped and exposed through the new IIS WMI provider, appcmd.exe, and IIS Manager.
[bookmark: _Toc185063035]Benefits of RSCA
RSCA provides tools that let IT Professionals query detailed information, such as looking into an application pool and seeing all of the currently-running requests, and then accessing detailed information about each of those requests. Because RSCA is geared toward developers, it takes some of the burden off the hosting provider by giving developers a tool that allows them to find detailed explanations if something goes wrong during the execution of their code. They can also start and stop sites, as well as recycle application pools. RSCA is also handy for administrators in hosting environments because they can use the appcmd.exe command-line tool or IIS Manager to resolve a hanging request problem and determine which script is consuming CPUs resources.  
[bookmark: _Toc185063036]Detailed Error Information
IIS 7.0 displays extensive error information, which will help diagnose and troubleshoot problems. What makes error information displayed in IIS 7.0 unique is the amount of detail provided, and that IIS Manager provides information about the possible causes of the error and tips on ways to fix the problem. This will save IT staff and developers time in locating the source of errors and help to quickly fixing them. The following figure shows an example of an error message in IIS 7.0. The detailed server errors appear on the local server only and are not displayed to end users on the site.
Figure 12: IIS 7.0 Error Message Sample

[bookmark: _Toc185063037]Customizing Error Messages and Failed Request Tracing
IIS 7.0 also lets IT professionals configure the HTTP error message responses that display to control the information provided during an error condition. In the IIS section of the Features View, click the Error Pages icon and the Error Messages dialog box displays, as shown in the next figure.
Figure 13: Setting Error Message Responses

Use this feature to configure HTTP error responses. The error responses can be custom error pages, or detailed error messages that contain troubleshooting information. Information that can be set includes:
· The ability to insert content from a static file into the error response
· Whether to execute a URL on the site
· Whether to respond with a 302 redirect
[bookmark: _Toc185063038]Benefits of Error Reporting in IIS 7.0
IIS 7.0 provides extensive reporting for error conditions and displays detailed information to help administrators diagnose and troubleshoot problems quickly. In addition, IT Professionals can customize the HTTP error message responses to even better suit their needs. Diagnostics and error reporting in IIS 7.0 help developers and administrators quickly locate problems and fix them. The diagnostics capabilities in IIS 7.0 will save time because administrators can view error and diagnostic messages in “real-time” without needing to look through various logs to determine the source of a problem.
[bookmark: _Toc185063039]Automatic Failed Request Tracing
The new Automatic Failed Request Tracing technology allows technical professionals to define error conditions, which when triggered, write detailed error information to log files. Failed Request Tracing is particularly useful in tracing intermittent or complex problems.  In IIS 7.0, it is even possible to add tracing to custom modules. Error conditions can range from “slow” or “hung” requests, to the familiar status codes IIS sends back during error conditions, such as “Server 500 Error.” When configured, if IIS 7.0 detects one of these error conditions, it will automatically log detailed trace events of everything that happened during the request which led up to the error. This is called Failed Request Tracing.
[bookmark: _Toc185063040]How Failed Request Tracing Works
The tracing infrastructure in IIS 7.0 is very flexible. Both trace event providers and trace event consumers are simply modules, so it is easy to select which modules to use. For example, the technical professional could use Event Tracing for Windows (ETW) or Failed Request Tracing, which is the automatic fail request tracing infrastructure in IIS 7.0. In addition to choosing one of these existing modules, it is easy to create both consumer and provider modules and to plug them into the tracing infrastructure. This allows technical staff to use their own providers and consumers in any place that normally uses the built-in providers and consumers. 
Example: The technical professional uses the IIS Manager console to define a trace condition, such as a "404 File Not Found" error that may occur as a result of a request. This request is written to the Trace Configuration file. When the Web server processes a request, the pipeline modules read the trace configuration information for that provider. Then, when an event that matches the tracing configuration occurs, such as the "404 File Not Found" error defined earlier, the pipeline module raises a trace event. The trace event is then delivered back to the source consumer module that registered the trace event. That consumer module is responsible for doing something with that event, such as writing it to a log file.
To set up a failed request tracing rule in IIS 7.0, do the following:
1. In the IIS section of the Features View, click the Failed Request Tracing Rules icon, The Define Trace Conditions dialog box displays, as shown in the next figure.
Figure 14: Setting a Failed Request Trace Rule

2. In the Add Failed Request Tracing Rule dialog box, click an item in the list to indicate what you want to trace. Valid selections are: all content, ASP.NET (*.aspx), ASP (*.asp) or Custom (where you can enter a name such as tr*.aspx.) Click Next to display the next dialog box.
3. In the Define Trace Conditions dialog box, indicate the conditions under which a request should be traced. You can enter a status code, time taken, and severity. When the trace information has been set, click Finish to complete the trace rule. Whenever a failed request meets the criteria you established, it will be traced.
[bookmark: _Toc185063041]Benefits of Using Failed Request Tracing 
Large datacenters and hosting providers will appreciate the enhanced productivity leveraged by the new Automatic Failed Request Tracing capabilities of IIS 7.0. It is no longer necessary for administrators to try to reproduce problems that occur intermittently or only under certain circumstances. Once Failed Request Tracing is configured, it will automatically track the defined condition. Furthermore, it is not necessary to turn Automatic Failed Request Tracing on for every Web site and every URL on a server. It’s no longer necessary for administrators to spend time attempting to reproduce complex or intermittent problems. Not only does failed request tracing reduce the amount of tracing information that could be logged but it also ensures that this powerful feature has as little performance impact as possible on the server.
With the small impact on performance and the significant gain in information retrieved by the Failed Request Trace, it is feasible to turn it on for newly deployed sites or as a means of verifying that sites are running error-free.  Using Failed Request Tracing in IIS 7.0 helps pinpoint the cause of failures so that resolving the issue is quicker and easier. 
[bookmark: _Toc185063042]Conclusion
New features in Internet Information Server (IIS) 7.0 provide easy to use, flexible tools for the technical professional. Using IIS 7.0 simplifies Web server management with options that include a flexible extensibility model, powerful diagnostic tools, enhanced security, true XCopy deployment for applications, and improved administration tools. Using the delegated administration features in IIS 7.0, Web hosters can let customers or datacenters manage their own content, which helps reduce the cost of administration. Improved configuration features make it easy to create one configuration file and distribute the configuration changes to multiple servers. The new modules features in IIS 7.0 can be independently installed on the server to reduce the attack surface of the server, and reduce administrative overhead where it is not needed. IIS 7.0 is designed to work with existing tools and scripts. The new management and diagnostic features in IIS 7.0 free up IT staff to work on more business-critical tasks. New, rich tracing and troubleshooting capabilities help solve problems more quickly, reduce the time required to determine the source of a problem and decrease downtime.
[bookmark: _Toc185063043]
References
More detailed information about these features in Windows Server 2008 can be found at the following resources:
· For more information about IIS extensibility APIs, see Internet Information Services 7.0 SDK on the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=52351).
· For more information about IIS 7.0, see:
http://www.iis.net/
· For more information about diagnostics and troubleshooting in IIS 7.0, see:
http://www.iis.net/articles/view.aspx/IIS7/Managing-IIS7/Diagnostics-in-IIS7/Inside-RSCA/How-to-Access-IIS7-RSCA-Data
http://www.iis.net/articles/view.aspx/IIS7/Explore-IIS7/Getting-Started/Diagnostics-and-Troubleshooting-with-IIS7
· The IIS 7.0 section of “Windows Server 2008 Beta 3 Reviewers Guide”, published by Microsoft in June 2007.
· For more information about the various feature modules, see IIS 7.0 Modules (http://go.microsoft.com/fwlink/?LinkId=68740)

How IIS 7.0 Benefits the Technical Professional	30

image3.jpeg
SendResponse Compress

Log




image4.emf
XML Configuration Files

Machine.config

applicationHost.config root

web.config

web.config

Configuration Reader

Unmanaged 

API

IIS 

Manager

Managed 

API

WMI

Configuration

Interface

appcmd.exe


image5.emf



image6.emf



image7.png
internet Information

Manager

G & [©) waosrionn » websies » vetoutviedste >

Ele Vew tep

1218
yswtrme |

£-83 LH-25DSKT16XTLM (LH-25DSKT:

’ Default Web Site Home

[resureven]  Goenven





image8.emf



image9.png
@O L 5= » ocaversie » sorecen b smemwes >

[
12118
T Startpoge
595 WIN-OSARLESDIO (WIN-OS TR
2 Appiication Pools:
& e
=18l Sites
=€ Default Web Site.

=[] aspet
R

aspnet_client/sy
stem_web Home

[S] Browse 80 (http)

Oriine Help

P





image10.png
Cgl Modules

g

Use this feature to configure the native and managed code
ckdes that process requests made to v Web server
oy NoGowng -

N = Iy lcote =
AnonymousAuthenticationModule  Ywindir %\System32\jr
Aronymousidenticaton System.veb.Seaurty.
BasicAuthenticationModule: owindir %\System32Yr
ConfigurationValidationModule: owindir %\System32\r
CustomErrorModule owindir %\System32Yr
CustomLoggingModule Yowindir %\System32\r
Defadthutentcaton Sysem ieb Seary.—
DefaultDocumentiodule owindir %\System32\r
DigestAuthenticationModule owindir %\System32\r
DirectoryListingModule Yowindir %\System32\
FailedRequestsTracngModule Yewindir %\System32\i
Fedtrorizaton System.viebSearty.
EovEE System.wieb Searty.
HttpCacheModule owindir %\System32\r
TE LoaainaModule: mwndwv%\svst&m32:4 o

BT T

onfig

‘Add Managed Modle..
Configure Native Modues.

View Ordered List.

@ tep

Online Help





image11.jpeg
[~ Invoke only for requests to ASP.NET applicatons or managed

.





image12.png
0'31; Management Service

Use this feature to configure how clents connect to thisserver by Using remote connectins n
IS Manager.

7 Enable remote connections
-~ Identy Credentils
& Windows credentials only

€ Windows credentials or TIS Manager credentals

Comectans

1P address: Port:

=] =
S5 certificate:

WSV GO TRLEDT0 =

¥ Log requests to:

[FSstenDrvenetoubVogs WiV
TPy Address Restrctons
Access for unspecifed dients:
[iow d
ode Requestor Al =
Deny.
Deete

Festures View

Content View





image13.emf



image14.emf



image15.png
dows Internet Explorer

& [ rewiocabostimsanosge hom =42 ][] fove searcn
T [Te————

[~ Error Summary

HTTP Error 404.0 - Not Found

The resource you are looking for has been removed, had its name changed, or is temporarily
unavailable.
[
Module IIS Web Core Requested URL  http://localhost:80/ missingpage.htm
Notification MapRequestHandler Physical Path  C:\inetpub\wwwroot\missingpage.htm
Handier StaticFile e
Error Code 0xB0070002 Logon User Anonymous

[ Most

cely causes:

« The directory or file specified does not exist on the Web server.
‘The URL contains a typographical error.
« A custom filter or module, such as URLScan, restricts access to the file.

s you can try:

Create the content on the Web server.
Review the browser URL.

+ Create a tracing rule to track failed requests for this HTTP status code and see which module is calling SetStatus. For more information about creating a
tracing rule for failed requests, click here.

[~ Links and More Information

Bore

[T T T T | [f & Localintranet | Protected Mode: Off 100%




image16.emf



image17.emf



image1.jpeg




image2.png
|
&

Windows Server:200s




