Backup, Restore, High
Availability, and Disaste
Recovery for I\/Iicrosoft

SharePoint® Technologies




Module Objectives And Takeaways

¢« Module Objectives:

Discuss and Demonstrate Content Recovery Features ir
Windows SharePoint Services 3.0 MOSS 2007

Provide Comprehensive Overview of Backup/Restore
Options and Strategies

Describe the Options for High Availability and Disaster
Recovery for MOSS 2007 Server Farms




Data Recovery Types

T

ackup/Restore High Availability and
« End user driven A Farm or Database Disaster Recovery
. Restore A Minimize Downtime
) Qggggﬂtal Update or A Hardware Failure or | A Large Amounts
Disaster of Data
¢ Frequent and smalll A Hardware Migration | A Redundancy
scale or Replacement A Additional Hardware
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Content Recovery
Solutions

¢ Recycle Bin

¢ Versioning
¢ Export and Import APl (STSADM / SharePoint Designer)
¢« Web Delete Event & MSIT Site Delete Capture Feature

¢ SQL Server 2005 Content Database Snapshots




Recycle Bin

Vs

ol just del eted my

presentation 1 s

¢« End User Driven

¢ Supports Lists, Document Libraries, Folders,
Documents, and List Items

¢ SecurityTrimmed
¢« Two Stages

End User

Site Collection Administrator
¢ Site Collection Level
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Recycle Bin

jwo Stages

¢ 15t Stage: End User Deletes File/ltem
Appears in End User & Site Collection Recycle Bin
Enduser or Site Collection Administrator can restore

« 2MdStage: End User Empties or Deletes from Recycle Bin
Appears in Site Collection Recycle Bin
Site Collection Administrator can restore




Recycle Bin
Special Features

¢« Quotas
1ststage counts against Site Collection Quota

249st age is included in
Adds 50% by default
¢ AutoDelete Service

Permanently deletes itefiern(29stage) that have
been deleted for more than X number of days

Recycle Bin Recycle Bin Skatus:
30 d a-yS by d efal Specify whether the Recycle

& on O off
Bins of all of the sites in this "
wvirkual server are kurned on, Delete ikems in the Recycle Bin:
Turning off the Recvcle Bins

will empty all the Recycle Bins @ after | 30 days
in the wirtual server, 7 pever
The second skage Recyce Bin Second stage Recycle Bin:
stores ikems that end users =
20 3
have deleted from their 2 I o to quota
Recvcle Bin For easier restore " Disabled

if needed, Show me more
informatior,
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Versioning
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¢ Pros:

Supports both List Item and Document versionin|

End users can retrieve earlier versions
¢ Cons:

Versions count towards site quota

Functionality needs to be enabled per List/Docur
Library (Disabled by Default)
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Does not support Folders, Webs and/or Sites




WebDeleting Method

OThereds no recyclle b
del eted my site, but

O |

Site Owner Web Deleting
Deletes Site . Method Fired

Backup Action

3~ | Perform Custom
\_ﬂ/{ . J

« SharePoint Object Model allows developer to custam
build backup solutions |at

¢« SPWebEventReceiver.WebDeleting Method
(Microsoft.SharePoint):



http://msdn2.microsoft.com/en-us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx
http://msdn2.microsoft.com/en-us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx
http://msdn2.microsoft.com/en-us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx

WebDeleting Method

¢ Pros:
Extensible

MSI Tés Custom Feature Avai
Del ete Capture 1.00

http://www.codeplex.com/governance/Release/ProjectReleases.aspx?Releaseld=38

« Remember:
No oubfbox solution (download from CodePlex and Install)
Will have to write custom code or download and install cust
SPWebEventReceiver.WebDealithgpd\licrosoft. SharePpint

http://msdn2.microsoft.congdibrary/microsoft.sharepoint.spwebeventreceiver.webdel

Used by
MSIT!
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http://www.codeplex.com/governance/Release/ProjectReleases.aspx?ReleaseId=3830
http://msdn2.microsoft.com/en-us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx
http://msdn2.microsoft.com/en-us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx
http://msdn2.microsoft.com/en-us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx

DEMO

Microsoft IT Site Delete Capture Feature

James Petrosky

Sr. Consultant / SharePoint Ranger
Microsoft Consulting Services

WW Office Servers Center of Excellence




Backup/Restore Site, Document Library, Folder, Item

ol want to move my s
oWhat happened to
¢« Content Migration: replaces smigrate.exe
STSADMOo exporturl <url> mysite.cmp
STSADMo impoiiturl <url> mysite.cmp
¢« STSADM or SharePoint Designer to Create a Backup File
¢ Additional options available via the Object Model and SPD
Finegrained scope selection (SFAVEPListitem)
Incremental migration (since given change token)
¢ Limitations:
Only migrates site level and below

Not full fidelity: Cannot migrate workflow, alerts, features, §
recycle bistate
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DEMO

Backup/Restore/Migrate Site, Document Library,
Folder, and/or Item Using STSADM or SharePoint Designer

James Petrosky

Sr. Consultant / SharePoint Ranger
Microsoft Consulting Services

WW Office Servers Center of Excellence




SQL Server 2005 Database Snapshots
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¢ SQL Server 2005 feature
¢ Focused on versioning Content Databases
¢ Nota backup or high availability solution

¢ Record is changed in current database, original value for
that record is copied

¢ Allows you to retrieve data from snapshot point in time
¢ Efficient space usage

¢« WSS Snapshot Article:



http://support.microsoft.com/?id=929649

SQL DB Snapshots

Production Database Point-in-Time
(Current Content) Snapshot




SQL DB Snapshots

Production Database Point-in-Time
(Current Content) Snapshot




SQL DB Snapshots

Production Database Point-in-Time
(Current Content) Snapshot

No Need to copy




DEMO

SQL Server 2005 Database
Snapshots and SharePoint 2007

James Petrosky

Sr. Consultant / SharePoint Ranger
Microsoft Consulting Services

WW Office Servers Center of Excellence




Migrate and/or Backup/Restore an Entire Site Collect
— ! ———

ol want to backup my site

di fferent Farm or C
¢« STSADMoO backuurl <url>

ProsLlarge scale content and security backup at Site Collection level

Remember:
APerformanesensitive operation
ANot ideal for frequent large backups on busy Site Collections
ACan cause errors when migrating a root Site Collection further down tl

¢« STSADMo mergecontentdbdurl <url>-sourcedatabasename
<srcdb>-destinationdatabasenar@estdi>

Enables moving a site collection from one content databas
another

Included in SP1; Also available in the Ctmb#ic8ipdate
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Data Recovery Types

p

Backup/Restore

A Farm or Database
Restore

A Hardware Failure or
Disaster

A Hardware Migration
or Replacement




Disaster Recovery
Backup & Restore Solutions

« SharePoint Backup/Restore
¢ SQL Server Backup and Restg
¢ Data Protection Manager 2007
¢ ThirdParty Solutions

Proactive Planning for hardware/farm failure;
Typically last resort for service level agreement.




SharePoint 2007 Native Backup/Restore
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Out of the box Backup/Restore Ul and Command
Line for Central Administrators




SharePoint 2007 Native Backup/Restore
How it works

Central Admin
Ul or Console

File Serve

Microsoft Confidentia



