
Backup, Restore, High 
Availability, and Disaster 
Recovery for Microsoft®

SharePoint® Technologies



Module Objectives And Takeaways

Module Objectives:  

Discuss and Demonstrate Content Recovery Features in 
Windows SharePoint Services 3.0 MOSS 2007

Provide Comprehensive Overview of Backup/Restore 
Options and Strategies

Describe the Options for High Availability and Disaster 
Recovery for MOSS 2007 Server Farms



Content Recovery Backup/Restore

Data Recovery Types

End user driven

Accidental update or 
deletion

Frequent and small-
scale

High Availability and 

Disaster RecoveryÅ Farm or Database 
Restore

Å Hardware Failure or 
Disaster

Å Hardware Migration 
or Replacement

Å Minimize Downtime

Å Large Amounts

of Data

Å Redundancy

Å Additional Hardware



Content Recovery
Solutions

Recycle Bin

Versioning

Export and Import API (STSADM / SharePoint Designer)

Web Delete Event & MSIT Site Delete Capture Feature

SQL Server 2005 Content Database Snapshots

Typically end user driven and occasionally admin



Recycle Bin

End User Driven

Supports Lists, Document Libraries, Folders, 
Documents, and List Items

Security-Trimmed

Two Stages

End User

Site Collection Administrator

Site Collection Level

òI just deleted my deck and my 

presentation is in an hour!ó



Recycle Bin
Two Stages

1st Stage: End User Deletes File/Item

Appears in End User & Site Collection Recycle Bin

End-user or Site Collection Administrator can restore

2nd Stage: End User Empties or Deletes from Recycle Bin

Appears in Site Collection Recycle Bin

Site Collection Administrator can restore



Recycle Bin
Special Features

Quotas

1st stage counts against Site Collection Quota

2ndstage is included in ñRecycle Bin Quotaò

ÅAdds 50% by default

Auto-Delete Service

Permanently deletes items (1st or 2ndstage) that have 
been deleted for more than X number of days

30 days by default



Versioning

Pros:

Supports both List Item and Document versioning

End users can retrieve earlier versions

Cons: 

Versions count towards site quota

Functionality needs to be enabled per List/Document 
Library (Disabled by Default)

Does not support Folders, Webs and/or Sites

òI made some changes but now I want 

to go back to a previous version!ó



WebDeleting Method

SharePoint Object Model allows developer to custom 
build backup solutions at the òweb deleteó event 

SPWebEventReceiver.WebDeleting Method 
(Microsoft.SharePoint): http://msdn2.microsoft.com/en-
us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx

òThereõs no recycle bin for sites!ó

òI deleted my site, but now I want it back!ó

Site Owner 

Deletes Site
Perform Custom 

Backup Action

Web Deleting 

Method Fired

http://msdn2.microsoft.com/en-us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx
http://msdn2.microsoft.com/en-us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx
http://msdn2.microsoft.com/en-us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx


WebDeleting Method

Pros:

Extensible

MSITôs Custom Feature Available on CodePlex: ñMicrosoft IT Site 
Delete Capture 1.0ò
http://www.codeplex.com/governance/Release/ProjectReleases.aspx?ReleaseId=3830

Remember:

No out-of-box solution (download from CodePlex and Install)

Will have to write custom code or download and install custom feature

SPWebEventReceiver.WebDeletingMethod (Microsoft.SharePoint): 
http://msdn2.microsoft.com/en-us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx

Used by 

MSIT!

http://www.codeplex.com/governance/Release/ProjectReleases.aspx?ReleaseId=3830
http://msdn2.microsoft.com/en-us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx
http://msdn2.microsoft.com/en-us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx
http://msdn2.microsoft.com/en-us/library/microsoft.sharepoint.spwebeventreceiver.webdeleting.aspx


DEMO
Microsoft IT Site Delete Capture Feature

James Petrosky

Sr. Consultant / SharePoint Ranger

Microsoft Consulting Services

WW Office Servers Center of Excellence



Backup/Restore Site, Document Library, Folder, Item

Content Migration: replaces smigrate.exe

STSADM ïo export ïurl <url> -f mysite.cmp

STSADM ïo import ïurl <url> -f mysite.cmp

STSADM or SharePoint Designer to Create a Backup File

Additional options available via the Object Model and SPD

Fine-grained scope selection (SPWeb Ą SPListItem)

Incremental migration (since given change token)

Limitations:

Only migrates site level and below

Not full fidelity: Cannot migrate workflow, alerts, features, solutions, 
recycle bin state

òI want to move my site/etc. to another farm!ó

òWhat happened to Smigrate?ó



DEMO
Backup/Restore/Migrate Site, Document Library,

Folder, and/or Item Using STSADM or SharePoint Designer

James Petrosky

Sr. Consultant / SharePoint Ranger

Microsoft Consulting Services

WW Office Servers Center of Excellence



SQL Server 2005 Database Snapshots

SQL Server 2005 feature

Focused on versioning Content Databases

Nota backup or high availability solution

Record is changed in current database, original value for 
that record is copied

Allows you to retrieve data from snapshot point in time

Efficient space usage

WSS Snapshot Article: http://support.microsoft.com/?id=929649

http://support.microsoft.com/?id=929649


SQL DB Snapshots

Production Database

(Current Content)
Point-in-Time

Snapshot

Take a DB 

Snapshot

Value 1

Value 2

Value 3

Value 4



SQL DB Snapshots

Copy old value

Production Database

(Current Content)

Point-in-Time

Snapshot

Value 5

Value 2

Value 3

Value 4

Value 1



SQL DB Snapshots

No Need to copy  

Production Database

(Current Content)

Point-in-Time

Snapshot

Value 6

Value 2

Value 3

Value 4

Value 1



DEMO
SQL Server 2005 Database 

Snapshots and SharePoint 2007

James Petrosky

Sr. Consultant / SharePoint Ranger

Microsoft Consulting Services

WW Office Servers Center of Excellence



Migrate and/or Backup/Restore an Entire Site Collection 

STSADM ðo backup ðurl <url>

Pros: Large scale content and security backup at Site Collection level

Remember:

ÅPerformance-sensitive operation

ÅNot ideal for frequent large backups on busy Site Collections

ÅCan cause errors when migrating a root Site Collection further down the tree

STSADM ðo mergecontentdbsðurl <url> -sourcedatabasename
<srcdb> -destinationdatabasename<destdb>

Enables moving a site collection from one content database to 
another

Included in SP1; Also available in the October 8th public update

(KB934525)

òI want to backup my site collection and migrate it to a 

different Farm or Content Database!ó



Content Recovery Backup/Restore

Data Recovery Types

ÅEnd user errors

ÅAccidental update or 
deletion

Å Frequent and small-
scale

High Availability and

Disaster RecoveryÅ Farm or Database 
Restore

Å Hardware Failure or 
Disaster

Å Hardware Migration 
or Replacement

Å Minimize Downtime

Å Large Amounts

of Data

Å Redundancy

Å Additional Hardware



Disaster Recovery
Backup & Restore Solutions

SharePoint Backup/Restore

SQL Server Backup and Restore

Data Protection Manager 2007

Third-Party Solutions

Proactive Planning for hardware/farm failure;

Typically last resort for service level agreement.



òI have a small to medium deployment. 

Do you have anything for me out of the box?ó

SharePoint 2007 Native Backup/Restore

Yes!

WonderingéOur recommended solution for small-medium deployments

Out of the box Backup/Restore UI and Command 

Line for Central Administrators



Microsoft Confidential

SharePoint 2007 Native Backup/Restore
How it works

File Server

Farm
Central Admin 
UI or Console

SQL Backup/Restore


