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Overview

f

¢ Office SharePoint Server Security Accounts
¢ Securing Content

¢ Securing Communications In a Server Farm
¢ Using Server Hardening




Lesson 1: Office SharePoint Server Security
Accounts

/

¢ Service Accounts

¢ Farm Administrator Account and Farm Administrato

Group
¢« Default Content Access Accounts

¢« Changing Passwords for Office SharePoint Server

Accounts
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Service Accounts
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Level

Accounts

Farm level

¢ Server farm account
¢« SQL Server service account

¢ Office SharePoint Server Search servic
account

¢ Windows SharePoint Services Search ¢
account
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SSP level

¢« SSP service account

¢ Default Content access account

¢ Profile import default access account

¢ Excel Services unattended service acc
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Farm Administrator Account and Farm
Administrators Group

[

[

Faff" Have access to Central Administration its to
Admins

Ser\{er Have administrative rights over local serve
Admins

Both Users must be a member of both roles to

complete some administrative tasks
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Default Content Access Accounts
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Default Content Access @
Account
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Changing Passwords for Office SharePoint Server
Accounts

[ )

C )
You must update Office SharePoint Server when you

change passwords for the following accounts:

( )
¢ SQL Server accounts

¢ Application pool accounts

¢ Search service accounts

¢+ Shared Services Provider accounts
¢ Single SigrOn account

¢ Profile import account
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Lesson 2: Securing Content
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« SharePoint Products and Technologies Authentication
¢« FormsBased Authentication

¢ Zones for Web Applications

¢ Alternate Access Mappings

¢ Standard Permissions and Groups

¢ Custom User Groups and Permission Levels
¢ Securing Excel Services

¢ Securing Business Data Catalog Applications
¢« Code Access Security




SharePoint Products and Technologies
Authentication

/

/ )
SharePoint Products and Technologies support th

following authentication methods:

( )

¢ Basic

¢« NTLM

¢ Kerberos

¢« ASP.NET Forms Based Authentication
¢ Web SSO
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FormsBased Authentication
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Connection strings
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Membership providers

Role managers




