
 

 

Accelerate time to 

resolution with these 

debugging skills. 

 

 

 

The Advanced Win32 User Mode Debugging 4-day WorkshopPLUS course provides a 

background on Win32 User Mode processes and explains different debug scenarios and 

troubleshooting strategies. It also discusses debug symbols, verifying symbols, mapping 

from source code to Assembly Language, use of Watson, debugging of USER.DMP files, 

and advanced debugging techniques. 

Students learn how to debug problems using CDB, WinDBG and, to a lesser extent, 

Visual Studio as well as a variety of other tools. Hands-on lab exercises reinforce key 

learnings. This course includes an Incoming Assessment to baseline knowledge and an 

Outgoing Assessment to measure knowledge transfer.  

The workshop contains Level 400 content. Please review the Target Audience information 

(below), and contact your Microsoft Services representative to ensure that this workshop 

is appropriate to the student’s experience and technical expertise. 

WorkshopPLUS Benefits 
Incoming Assessment to baseline knowledge. It is important for students to get 

feedback on how much they have learned during the WorkshopPLUS course. To 

accomplish that end, the Incoming Assessment measures what students know at the 

beginning of the course. This 25-question assessment was developed by a team of 

subject matter experts at Microsoft. 

Outgoing Assessment to measure knowledge transfer. Students like to know how 

much they learned as a result of the training. At the end of the WorkshopPLUS course, 

students compare their Incoming and Outgoing results. In addition, the instructor reviews 

the questions and discusses the answers in detail to ensure that students understand the 

concepts. (Note: Individual results of the Incoming and Outgoing Assessment are not 

provided to management.)  

Action Planning session to take workshop learnings and apply them to the 

workplace. Applying new knowledge to the real world is key to getting the most value out 

of your training budget. The purpose of the Action Planning session is to identify key 

problems or proactive opportunities in your workplace — and then to use the skills learned 

in this course to develop real-world action plans. 
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Technical Highlights 
 Diagnose causes of Win32 program failures and how to 

identify the faulting instruction. 

 Understand the basics of Assembly Language and Win32. 

 Understand call stacks and structured exception handling. 

 Focus on the use of debugging symbols and the benefit of 

using a Symbol Server for debugging. 

 Perform interactive and post-mortem debugging to isolate 

Win32 crashes and hang issues. 

 Identify the most common debugging scenarios and what 

steps needed for issue resolution. 

Target Audience 
To ensure the high-quality knowledge transfer expected by the 

attendees of this 4- day workshop, class size is limited to a 

maximum of 16 students who meet the following criteria: 

 Developers with at least two years experience in 

programming with C/C++ and  a good understanding of 

data structures and constructs 

 Technical Support personnel that have completed basic 

debugging training. 

Syllabus  
This workshop runs a full 4 days. Students should anticipate 

consistent start and end times for each day. Early departure on 

any day is not recommended. 

Incoming Assessment. Students take a 25-question quiz that 

baselines their knowledge.  

Module 1: Background on Win32 Processes. Introduces 

students to the Win32 architecture, and explains how Virtual 

Memory is handled. Also covers Heap Management and Process 

Thread. 

Module 2: Debugging Tools. Provides an understanding of the 

debug process and the use of a debugger such as WinDBG and 

Visual Studio. Also covers debugging a local and remote 

process. 

Module 3: Basics of Assembly Language. Discusses the 

Intel™ CPU Architecture with a focus on Assembly Language 

instructions. Focuses on relating C/C++ to Assembly Language. 

Module 4: Call Stacks. Examines in depth the workings of the 

call stack, providing knowledge that is critical to successful 

debugging. Teaches techniques for debugging the stack. 

Module 5: Symbols and Symbols. Focuses on Debugging 

Symbols including how to verify you have the proper symbols. 

Covers setting up a Symbol Server and using MAP files to 

manually resolve call stacks. 

 

 

Module 6: Structured Exception Handling. Provides an 

overview of exception handling. Examines the uses and 

differences of the C and the C++ Structured Exception Handlers. 

Module 7: Overview of User Mode Debugging. Focuses on 

additional debugging modules. 

Module 8: Interactive Debugging. Examines the skills and 

techniques needed to troubleshoot problems through interactive 

debugging, with a focus on logging, commands, and controlling 

program flow. 

Module 9: Post-Mortem Debugging. Focuses on debugging 

skills using the USER.DMP file that is generated when an 

application crashes. Also covers the differences between live and 

post-mortem debugging. 

Module 10: Debugging Scenarios. Presents the most common 

debugging scenarios including crashes, heap corruption, stack 

corruption, hangs, and memory leaks. Also covers special debug 

scenarios.  

Outgoing Assessment. Students complete the quiz again and 

compare Incoming and Outgoing  

results to measure knowledge transfer. 

Action Planning session. Students develop Action Plans to 

improve real-world situations and/or implement proactive 

measures. 

 
  

 

This workshop is just one of 

many available from Microsoft 

Services. 

For more information,  

contact your Technical  

Account Manager or  

Services representative. 
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