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1

Introduction

This is a specification of the Print System Remote Protocol. It is based on the
Call (RPC) protocol ( [C706] and [MS -RPCE]).

replacement for this protocol is specified in MS -PAR].
1.1 Glossary
The following terms are defined in MS -GLOS]:

access control entry (ACE)
Active Directory

ASCII

authentication

big -endian

binary large object (BLOB)

color profile

device

device driver

directory service (DS)
discretionary access control list (DACL)
domain

domain controller

domain name (3)

Domain Name System (DNS)
driver package

driver store

endpoint

enhanced metafile format (EMF)
enhanced metafile spool format (EMFSPOOL)
globally unique identifier (GUID)
Graph ics Device Interface (GDI)
GUIDString

Image Color Management (ICM)
INF file

Interface Definition Language (IDL)
Internet Protocol version 4 (IPv4)
Internet Protocol version 6 (IPv6)
little -endian

marshaling

multicast

NetBIOS

Network Data Representation (ND R)
object identifier (OID)

opnum

page description language (PDL)
PostScript

principal

print client

print job

print queue

The Print System Remote Protocol supports synchronous printing and spooling operations between a
client and server, including printjob  control and print system

management. An enhanced

Remote Procedure

[MS-RPRN] 8 v20090924
Print System Remote Protocol Specification

Copyright © 2009 Microsoft Corporation.

Release: Th ursday, September 24, 2009

10 / 407


%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=89824
%5bMS-RPCE%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-GLOS%5d.pdf
%5bMS-PAR%5d.pdf
%5bMS-GLOS%5d.pdf

print server

print system

Printer Control Language (PCL)
printer form

protocol sequence

registry

Remote Administration Protocol (RAP)
remote procedure call (RPC)

RPC context handle

RPC endpoint

RPC engine

RPC protocol sequence

RPC transfer syntax

RPC transport

schema

security descriptor (SD)

security identifier (SID)

security provider

Server Message Block (SMB)
Simple and Protected GSS - API Negotiation Mechanism (SPNEGO)
spool file

system access control list (SACL)
Terminal Services

Transmission Control Protocol (TCP)
unicast

Unicode

Uniform Resource Locator (URL)
Universal Naming Convention (UNC)
Universal Plug and Play (UPnP)
universal s erial bus (USB)
universally unique identifier (UUID)
URI

uTC

UTF-16LE

well -known endpoint

The following terms are specific to this document:

access level:  The type of access the client requests for an object, such as read access, write
access, or administr  ative access.

Application Server Mode: A mode of Terminal Services operation, which provides access to a
Windows -based computer desktop and its programs for users connecting with a Terminal
Services client. This mode is designed to optimize program response time.

bidi, bidirectional: The ability to move, transfer, or transmit in two directions.
color matching: The conversion of a color, sent from its original color space, to its visually
closest color in the destination color space. See also Image Color Management (ICM)
core printer driver: A printer driver that other printer drivers depend on. In Windows, this

term includes the  Unidrv and Pscripts5 printer drivers

datatype: A string that specifies the format of data that a printing application sends to a printer
ina printjob . Datatypes include  enhanced metafile spool format (EMFSPOOL) and RAW
format . Forrule sgoverning datatype names, see section 2.2.4.2 .
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directed discovery: A discovery method used by WSD devices. Directed discovery is used to
discover devices on a subnet that is not the local subnet.

ditheri ng: A form of digital  halftoning

halftoning: The process of converting grayscale or continuous -tone graphics or images to a
representation with a discrete number of gray or tone levels.

information context: A special -purpose printer object that can only b e used to obtain
information about fonts that are supported by a printer.

language monitor: An executable object that provides a communications path between a print
gueue and a printer's  port monitor . language monitors add contr ol information to the data
stream, such as commands defined by a Page Description Language (PDL) . They are
optional, and are only associated with a particular type of printer if specified in the printer's
INF file

LOCALMON: The port monitor that manages local serial ("COM") and parallel ("LPT") ports on

a Windows machine.

LPRMON: The port monitor module that allows Windows  print servers tosend printjobs to
machines that support ~ UNIX print server functions.

monitor module: A monitor module is an executable object that provides a communication
path between the  print system and the printers 0 n a server.

multicast discovery: A discovery method used by WSD devices. Multicast  discovery is used to
discover devices on the local subnet.

multisz: A data type that defines an array of null -terminated, 16 -bit Unicode UTF-16LE -
encoded strings, with an additional null after the final string

N-Up Printing: The act of arranging multiple logical pages on a physical sheet of paper.

plug -in: An executable module that can be loa ded by the print server to perform specific

functions.
port: A logical name that represents a connection to a device . A port can represent a network
address (for example, a TCP/IP address) or a local connection (for example, a universal

serial bus (USB) port).

port monitor: A port monitor isa plug -in thatis responsible for communicating with a device
that is connected toa port . A port monitor may interact with the device locally, remotely
over a network, or through some other communication channel. The data that passes through

a port monitor is in a form that can be understood by the destination device ,suchas PDL.
port monitor module: A monitor module for a port monitor
print processor: A plug -in thatruns onthe  print server and processes printjob  data before

itissenttoaprint  device .

print provider: A plug -in thatruns onthe print server and routes print system requests.
Print providers are a Windows implementation detail and are not required by this protocol.

print system remote protocol stress analysis: An optional diagnostic procedure that is used
to analyze print server load, error counts, throughput, and other metrics.
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printer driver: A software component that provides an interface between the operating system
and the print  device . Itis responsible for processing the application data into a PDL that can
be interpreted by the print device

printer driver isolation: An implementation technology by which a print server segregates
printer driver execution into one or more processes separate from the print server to
isolate the print server and other printer drivers from the side effects of faulty drivers.

printer key: A string that uniquely identifies a path under the main registry  key where printer
configuration data is kept. Rules for printer key names are specified in section 2247 .

RAW format: A datatype consisting of PDL data that can be sentto a device without further

processing.
string resource: A string stored in a resource library that can be retrieved with a key.
TCPMON: The port monitor module that manages standard TCP/IP ports on aWindows

machine. TCPMON supports configuringa  TCP/IP port and obtaining information about the
port configuration.

Web Services for Devices (WSD}: A technology and associated API that expands on
Microsoft's Web Services Dynamic Discovery Protocol WS -Discovery] to allow a client to

discover and access remote devices and associated services across a network. WSD supports
device discovery, description, control, and eventing.

white point: The color value used as the reference to which the user adapts.

WSDMON: The port monitor that supp orts printing to network printers that comply with Web
Services for Devices (WSD) technology. <1>

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as

described in  [REC2119] . All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If

you have any issue with finding a normative reference, please contact dochelp@microsoft.com . We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en -us/library/EABD6494  -06AD -4aed -9823 -445E921C9624 , as an

additional source.

[C706] The Open Group, "DCE 1.1: Remote Procedure Call", C706, August 1997,
http://www.opengroup.org/public/pubs/catalog/c706.htm

[ICC] Internation  al Color Consortium, "Image Technology Colour Management - Architecture, Profile
Format, and Data Structure”, Specification ICC.1:2004 -10, May 2006,
http://www.color.org/icc_specs2.xalter

[[EEE1284 ] Institute of Electrical and Electronics Engineers, "IEEE Standard Signaling Method for a
Bidirectional Parallel Peripheral Interface for Personal Computers - Description”, IEEE Std 1284,
1994, http://standards.ieee.org/reading/ieee/std_public/description/busarch/1284 -1994 desc.html

Note There is a charge to download the specification.
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[MS - ADA3] Microsoft Corporation, " Active Directory Schema Attributes N -Z", July 2006.

[MS - ADSC] Microsoft Corporation, " Active Directory Schema Classes ", July 2006.

[MS -DTYP] Microsoft Corporation, "  Windows Data Types ", March 2007.

[MS - ERREF] Microsoft Corporation, "  Windows Error Codes ", January 2007.

[MS - LCID] Microsoft Corporation, " Windows Language Code Identifier (LCID) Reference ", March
2007.

[MS - PAR] Microsoft Corporation, " Print System Asynchrono us Remote Protocol Specification ", July
2006.

[MS - RPCE] Microsoft Corporation, " Remote Procedure Call Protocol Extensions ", July 2006.

[MS - SMB2] Microsoft Corporation, " Server Message Block (SMB) Vers __ion 2 Protocol Specification ",
July 2006.

[RFC1001] Network Working Group, "Protocol Standard for a NetBIOS Service on a TCP/UDP
Transport: Concepts and Methods", STD 19, RFC 1001, March 1987,
http://www.ietf.org/rfc/rfc1001.txt

[RFC1157] Case, J., Fedor, M., Schoffstall, M., and Davin, J., "A Simple Network Management
Protocol (SNMP)", RFC 1157, May 1990, http://www.ietf.org/rfc/rfc115 7.txt

[RFC1179] McLaughlin 1ll, L., "Line Printer Daemon Protocol", RFC 1179, August 1990,
http://www.ietf.org/rfc/rfc1179.txt

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Tran sfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.ietf.org/rfc/rfc2616.txt

[RFC2781] Hoffman, P., and Yergeau, F., "UTF -16, an encoding of ISO 10646", RFC 2781, February
2000, http://www.ietf.org/rfc/rfc2781.txt

[RFC3986] Berners -Lee, T., Fielding, R., and Masinter, L., "Uniform Resource Identifier (URI):
Generic Syntax”, STD 66, RFC 3986, January 2005, http://lwww.ietf.org/rfc/rfc3986.txt

[RFC4122] Leach, P., Mealling, M., and Salz, R., "A Universally Unique Identifier (UUID) URN
Namespace", RFC 4122, July 2005, http ://www.ietf.org/rfc/rfc4122.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.ietf.org/rfc/rfc2119.txt

1.2.2 Informative References

[DEVMODE] Microsoft Corporation, "DEVMODE", http://msdn.microsoft.com/en -
us/library/ms535771.aspx
[MS - ADLS] Microsoft Corporation, " Active Directory Lightweight Directory Services Schema ", June
2007.
[MS -EMF] Microsoft Corporation, "  Enhanced Metafile Format Specification ", July 2007.
[MS -EMFSPOOL] Microsoft Corporation, "  Enhanc ed Metafile Spool Format Specification ", June 2007.
[MS - GLOS] Microsoft Corporation, "  Windows Protocols Master Glossary ", March 2007.

14 | 407

[MS-RPRN] 8 v20090924
Print System Remote Protocol Specification

Copyright © 2009 Microsoft Corporation.

Release: Th ursday, September 24, 2009


%5bMS-ADA3%5d.pdf
%5bMS-ADSC%5d.pdf
%5bMS-DTYP%5d.pdf
%5bMS-ERREF%5d.pdf
%5bMS-LCID%5d.pdf
%5bMS-PAR%5d.pdf
%5bMS-RPCE%5d.pdf
%5bMS-SMB2%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=90260
http://go.microsoft.com/fwlink/?LinkId=121934
http://go.microsoft.com/fwlink/?LinkId=90269
http://go.microsoft.com/fwlink/?LinkId=90372
http://go.microsoft.com/fwlink/?LinkId=90380
http://go.microsoft.com/fwlink/?LinkId=90453
http://go.microsoft.com/fwlink/?LinkId=90460
http://go.microsoft.com/fwlink/?LinkId=90317
http://go.microsoft.com/fwlink/?LinkId=89844
http://go.microsoft.com/fwlink/?LinkId=89844
%5bMS-ADLS%5d.pdf
%5bMS-EMF%5d.pdf
%5bMS-EMFSPOOL%5d.pdf
%5bMS-GLOS%5d.pdf

[MS - PAN] Microsoft Corporation, " Print System Asynchronous Notifica tion Protocol Specification ,
July 2006.

[MS - RAP] Microsoft Corporation, "  Remote Administration Protocol Specification ", July 2006.

[MS - SECO] Microsoft Corporation, "  Windows Security Overview ", Decembe r 2006.

[MS - SPNG] Microsoft Corporation, " Simple and Protected Generic Security Service Application
Program Interface Negotiation Mechanism (SPNEGO) Protocol Extensions ", July 2006.

[MSDN - ADOVRVW] Microsoft Corporation, "Active Directory Schema Terminology",
http://msdn.microsoft.com/en - us/library/ms675087.aspx

[MSDN - BIDI] Microsoft Corporation, "Bidirectional Communication", http://msdn.microsoft.com/en -
us/library/aa907381.aspx

[MSDN - CAB] Microsoft Corporation, "Microsoft Cabinet SDK", March 1997,
http://msdn.microsoft.com/en -us/library/ms974336.aspx

[MSD N-MPD] Microsoft Corporation, "Microsoft Print Drivers", http://msdn.microsoft.com/en -
us/library/aa907616.aspx

[MSDN - MUI] Microsoft Corporation, "Locale Identifier Constants and Strings",
http://msdn.microsoft.com/en -us/library/ms776260.aspx

[MSDN - SPOOL] Microsoft Corporation, "Print Spooler Components", http://msdn.microsoft.com/en -
us/library/ms802196.aspx

[MSDN - UDP] Microsoft Corporation, "Using Device Profiles with ICM2",
http://msdn.microsoft.com/en -us/library/ms536847.aspx

[MSDN - UINF] Microsof t Corporation, "Using INF Files", http://msdn.microsoft.com/en -
us/library/Aa741213.aspx

[MSDN - XMLP] Microsoft Corporation, "A First Look at APIs For Creating XML Paper Specification
Documents”,
http://msdn.microsoft.com//msdnmag/issues/06/01/xmlpaperspecification/default.aspx

[RFC819] Su, Z.S., and Postel, J., "The Domain Naming Convention for Internet User Applications",
RFC 819, August 198 2, http://www.ietf.org/rfc/rfc0819.ixt

[WGFX] Yuan, F., "Windows Graphics Programming - Win32 GDI and DirectDraw", Prentice Hall PTR,
2000, ISBN: 0130869856.

If you have any trouble finding [WGFX], please check here.

[WS -DISCOVERY] Beatty, J. et. al, "Web Services Dynamic Discovery (WS - Discovery)", April 2005,
http://www1.webmethods.com/PDF/WS - Discovery.pdf

If you have any trouble finding [WS -DISCOVERY], please check here..

1.3 Protocol Overview (Synopsis)
The Print System Remote Protocol provides the following functions:
A Management of the print system of a print server from a client.

A Communication of print job data from a client to a print server.

15 / 407

[MS-RPRN] 8 v20090924
Print System Remote Protocol Specification

Copyright © 2009 Microsoft Corporation.

Release: Th ursday, September 24, 2009


%5bMS-PAN%5d.pdf
%5bMS-RAP%5d.pdf
%5bMS-SECO%5d.pdf
%5bMS-SPNG%5d.pdf
%5bMS-SPNG%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=89951
http://go.microsoft.com/fwlink/?LinkId=122185
http://go.microsoft.com/fwlink/?LinkId=122185
http://go.microsoft.com/fwlink/?LinkId=89962
http://go.microsoft.com/fwlink/?LinkId=91840
http://go.microsoft.com/fwlink/?LinkId=91840
http://go.microsoft.com/fwlink/?LinkId=90048
http://go.microsoft.com/fwlink/?LinkId=90134
http://go.microsoft.com/fwlink/?LinkId=90134
http://go.microsoft.com/fwlink/?LinkId=90151
http://go.microsoft.com/fwlink/?LinkId=90152
http://go.microsoft.com/fwlink/?LinkId=90152
http://go.microsoft.com/fwlink/?LinkId=90172
http://go.microsoft.com/fwlink/?LinkId=90495
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624
http://go.microsoft.com/fwlink/?LinkId=90576
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624
%5bMS-GLOS%5d.pdf

A Notifications to the client of changes in the print server's print system.

Server processing instructions are specified by the parameters that are used in the protocol
methods. These parameters include:

A Printer driver configuration information.

A The spool file  format for the print data that is sent by the client.

A The access level  of the connection.

A The target print queue nam e for name -based methods.

A A handle to the target print queue for handle -based methods.

Status information is communicated back to the client in the return codes from calls that are made
to the print server.

The following sections give an overview of these functions.

1.3.1 Management of the Print System

A client can use this protocol to perform remote management operations on a print server . With
server access credentials, client applications can manipulate the print server state and print server
components, such as printer driver configuration and print queue configuration, or add printer

drivers and printers; they can monitor the print que ue status; and they can perform general print
server administration.

These operations are supported in the protocol by a set of container _ structures that are used by
different print system components, spec ifically: DRIVER CONTAINER , FORM_CONTAINER
JOB _CONTAINER , PORT CONTAINER , SECURITY CONTAINER ,and PRINTER CONTAINER
These print system components are supported as specified in section 2.2.1 .

To produce printed output that is the same, regardless of the configuration, the printer driver that is
installed on the client computer must be identical to or compatible with the printer driver that is
installed ont he print server. This protocol provides the methods that the client can use after it
connects to a printer on a print server to obtain the information about the printer driver that is

associated with the printer. If necessary, the client computer can use t his information to download
the printer driver from the print server. For more information about printer drivers, see MSDN -
MPD].

The client can also use this protocol to obtain detailed informatio n about the settings of the printer
and the printer driver that are installed on the server. The client application can use this information

to perform layout and to make device - specific choices about paper formats, resolution, and color

handling. After th e client connects to a printer, this protocol provides the methods that the client
can use to query these settings.

The following figure illustrates this interaction, using the scenario of adding a new printer as an
example.
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Figure 1: Adding a new printer

1.3.2 Communication of Print Job Data

Communication of print job data enables a client to print to devices that are hosted by print
servers.

In one configuration, a client uses a printer driver that is installed on the client computer to convert

a graphical representation of application content and layout into device -specific page description
language (PDL) data. It then sends the data, also called RAW data, to the print server using
methods this protocol provides. The print server can temporarily store the RAW data from the client

in a spool file, or it can print it immediately. As the print server sends the data to the target printer,

the print processor on the print server that is associated with the target printer can post -process
the RAW data in an implementation -specific way.

In another configuration, a client sends data to the print server in an intermediate format that
contains graphics primitives and layout information in addition to processing instructions for the

print server. The print server can temporarily store this intermediate data in a spool file, <2> orit
can print it immediately. As the da ta is sent to the printer, the print processor on the print server

that is associated with the printer converts the data from the intermediate spool file to device -
specific page description language (PDL) data, typically by using the printer driver that is installed

on the print server.

The following diagram illustrates this interaction.
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Client : Server

RPC QOpenPrinter: -
i ——————— printerHandle (in pHandlg)— - - - — — — — —
RpcStartDocPrinter -
- — — — — — — — — —djobld {in plobld}) - - - - —-—— - —— —
RpcStartPagePrinter -

loop J

[moreData = true]

RpcWritePrinter -
- — — — — — — — — cWritten (in pcWritten)} - - - — — — — — —
RpcEndPagePrinter: !
RpcEndDocPrinter -
RpcClosePrinter -

Figure 2: Communication of print job data

1.3.3 Notification of Print System Changes

This protocol also provides the methods that a print client can use to register for incremental
change notifications. These notifications enable the client application to maintain an accurate local
view of the printer and printer driver settings by enabling the client application to synchronize the

local view with  the actual settings of those components on the print server, without having to
repeatedly query the server for its complete configuration information.

For status updates, a print client registers for notifications of state changes when it connects to a

print server. The server creates a new remote procedure call (RPC) connection in the reverse

direction, back to the client, which is subsequently used to send notifications to the client. When the

status of a server resource changes 8 such as a print queue goe s online, goes offline, or enters an
error state 0 the server sends a natification to the registered client.

Notifications include status changes of print server resources; for example, when a print queue goes
online, goes offline, or enters an error state.

The following diagram illustrates this interaction. For more information, see section 3.24.24 .
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Client Server Server
.’{pchEi‘l Printer -
i = —— printe rHandIe; (inpHandlg)= = = = = = = = —

—RpcRemnteFindﬁrstPrin‘ce rChangenNotification Ex——m

-—H pcReplyOpenPrinter

_ __ printerHandle
{in phPrinterMotify) ~ ~ ™

Parallel )
loop )
[ clgseMotification = false ]
)
5
-—F pcRouterReplyPrinterEx—
i - N
Client-specific W
f—‘ < implementation N
AS
A - Client-specific - — —m %
£l implermentation )
;’ 4 — — —result (in pdwResult)— — = \\
s
4oy
fy P i — — 7 | closeMotification represents whether the
Client-specific implementation between the local FrintServer server has received the
components implementing the MS-RPRN server is RpcFindClosePrinterChangeNotification call,

beyond the scope of this protocol.

I
£

—RchindCIcsEFrinteli'ChangeNntiﬁcatiun—h-

§H—RpcRepvaIosePrinter

RpcClosePrinter >

Figure 3: Notification of print system changes

The box labeled 'Local S  erver' in the above diagram represents an entity running on the client

system. This entity is either implemented in the end -user application or in a separate process. Since
the entity implements an MS -RPRN endpoint  which can onl y be registered once per system, there
can be at most one of these entities running on the client system simultaneously. If an end -user
application directly implements this entity, this end -user application would not be able to run on a
system that also ru  ns a print system implementation, and only one such application could. <3>

In addition to composing and returning the notifications, the print server maintains a change

identifier that it changes whenever the server -side printing config  uration changes; for example,
changes to user -configurable settings, print queue items, print job status, or to the printer driver

would cause this identifier to change. The print client can query this change identifier by using the
RpcGetPrinterData (section 3.1.4.2.7 ) method that is defined in this protocol and calling it with
the pValueName parameter poi nting to the string "ChangelD".

When a disconnected print client reconnects to the print server, it can query the change identifier
again, and if the change identifier is different from the one returned when it queried before it was
disconnected, the clien t should retrieve the complete configuration information and update its view
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of the server configuration. The client retrieves the complete configuration using the functions for
Management of the Print Sys __ tem (section 1.3.1 ).

1.4 Relationship to Other Protocols

The Print System Remote Protocol is dependent on the remote procedure call (RPC) protocol MS -

RPCE].

The Print System Remote Protocol does not specify methods for file transfer between client and
server; therefore, the Server Message Block (SMB) Version 2.0 Protocol MS -SMB2] is the
preferred protoco | for all file transfer operations, including printer driver downloads.

These protocol relationships are shown in the following figure:

Print System
Remote Protocol

Remote Procedure
Call (RPC) Protocal

Server Message
Block (SMB)
Protocol

Figure 4: Protocol Relationships

The Print System Remote Protocol is related to oth er protocols as follows:

A The Print System Asynchronous Notification Protocol [MS -PAN] is dependent on the Print System
Remote Protocol.

A The Print System Asynchronous Remote Protocol [MS -PAR] uses many d ata structures and
parameter definitions that are also specified in sections 2.2.1 and 2.2.2 of this specification.

Note The implementation of Print Syst em Remote is required for all print servers, but a print
server can additionally implement Print System Asynchronous Remote.

A Limited enumeration of printer configuration information can be done using the Remote
Administration Pr otocol (RAP) MS - RAP]; however, the Print System Asynchronous Remote
Protocol provides richer semantics than RAP. Because RAP is not supported over SMB Version
2.0, Print System Remote is the preferred access protocol for printer configuration information.

1.5 Prerequisites/Preconditions

This protocol is a remote procedure call (RPC) interface and therefore has the prerequisites specified
in [MS -RPCE] section 1.5 as being common to remote procedure call (RPC) interfaces.

It is assumed that a client of this protocol has obtained the name of a print server that supports this
protocol before it is invoked. There are various ways a client can accomplish that; for information
see [MS-ADLS], [MS-ADSC], [MS-RAP], and [MS-SMB2] .

1.6 Applicability Statement

The Print System Remote Protocol is applicable only for printing operations between a system
functioning as a client and a system functioning as a print server . This protocol scales from home
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use, in which a single printer is connected to a single computer; to office use, in which print -devices
are shared between computers; to enterprise use, in which multiple print servers are employed in a
cluster configuratio n, and the client configuration is managed by a directory access protocol. <4>

1.7 Versioning and Capability Negotiation

This specification covers versioning issues in the following areas:

>

Supported Transports : The Print System Remote Protocol requires use of remote procedure
call (RPC) over named pipes only.

Protocol Versions : The protocol version specified in the Interface Definition Language
(IbL) fileis 1.0.

Versioning of data structures defined by the protocol is controlled using a level value in all
CONTAINER data structures . Typically, levels are sequential, and data structures identified by a
later version level, if extending an earlier level, are a superset of the data structure identified by

the earlier level. Levels and containers are defi ned in section 2.2.1 . The level value is also a
parameter to some RPC methods.

Security and Authentication Methods : Versioning of security is handled by the underlying
RPC trans port ; see [MS-RPCE] section 3.3.3.3 for more information.

Localization : This protocol specifies languages and localizable string resources for printer
forms .See LANGID (section 2.2.1.1.3 ) and RPC _FORM_INFO_ 2 (section 2.2.1.6.2 ) for
details.

Return Values  : The methods that make up this RPC interface requires a return value of zero to
indicate successful completion and nonzero values to indicate failure, except where specified
otherwise. A server -side implementation of this protocol would preferably choose any nonzero
Win32 error value to signify an error condition, as described in section 1.8 . Unless otherwise
specified, the client side of the Print System Remote Protocol is not allowed to interpret returned

error codes. Unless otherwise specified, the client side of the Print System Remote Protocol is

required to simply return error codes to the invoking application without taking any protocol
action.
Capability Negotiation : Functional negotiation is supported through the use of CONTAINER

levels; see section  2.2.1 . On connection to a server, the client requests a level. If the information

level is a level supported by the server, the server is required to process the request. Otherwise,

the server has to return an error to the client, and the client would preferabl y repeat the request
with a lower level.

Furthermore, to avoid unnecessary network calls, the client determines the server's capabilities
by comparing the value returned by the server in the dwBuildNumber member of
OSVERSIONINFO with the dwBuildNumber values specified inthe ~ Version - Specific Additions

(section 7.1).

1.8 Vendor -Extensible Members

The methods defined in the Print System Remote Protocol specify either the DWORD or HRESULT
data type for return values. DWORD return values are Win32 error codes taken from the Microsoft

Windows® error number space specified in MS - ERREF]. Implementers MUST reuse those values

with their indicated meanings. Choosing any other value runs the risk of collisions.
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HRESULT method return values are used as defined in [MS

-ERREF]. Vendors MAY choose their own

HRESULT values, but the C bit (0x20000000) MUST be set, indicating that it is a customer

code. <5>

Print server implementations MUST generate

GUID strings for the purpose of identifying specific

printers. The 128 -bit value encoded by the GUID string SHOULD conform to the specification in

RFC4122] section 4.

1.9 Standards Assignments

The Print System Remote Protocol requires use of the following private assignments:

Parameter

Value

Reference

RPC UUID

12345678 -1234 -ABCD-EF00-
0123456789AB

Message Processing Events and Sequencing
Rules (section 3.1.4)

RPC well -know n
endpoint

\ pipe \ spoolss

Transport (section  2.1)
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2 Messages

2.1 Transport

The Print System Remote Protocol uses remote procedure call (RPC) over named pipes ( MS -RPCE
section 2.1.1.2) for RPC sequences. The well -known endpoint \ pipe \ spoolss is used for RPC calls
made from the  print client to the print server. The client MUST use no authentication , and the

server MUST accept connections without authentication.

An endpoint with the same name MUST also be used for RPC calls made from the server to send

printer change noatifications back to the client; those calls are RpcReplyOpenPrinter (section

3.2.4.1.1 ), RpcRouterReplyPrinter (section 3.2.4.1.2 ), RpcRep lyClosePrinter (section

3.2.4.1.3 ),and RpcRouterReplyPrinterEx (section 3.2.4.1.4 ). The client MUST accept
connections without authentication from the server for these methods. If the client provides

authentication information, the server MAY impersonate t he client while processing a method. <6>

2.2 Common Data Types

The Print System Remote Protocol MUST indicate to the remote procedure call (RPC) runtime that it
is to support both the Network Data Representation (NDR) and NDR64 RPC transfer
syntaxes and provide a negotiation mechanism for determining which transfer syntax will be used,
as specified in  [MS -RPCE] section 3.

This protocol MUST enable  the ms_union extension as specified in MS -RPCE] section 2.2.4.

The Print System Remote Protocol employs a combination of the following data representations:

A Interface Definition Language (IDL) data structures used with RPC methods, including structures
used as containers for custom  -marshaled , custom C data, are specified in section 221 .

A Custom C data structures and their wire formats used within custom marshaled data streams are
specified in section 2.2.2 .

Unless noted otherwise, the following statements apply to this specification:

A All strings defined in this protocol MUST consist of characters encoded in Unicode UTF-16LE and
MUST be null -terminated. Each UTF -16 codepoint in a string, including terminating null
characters, MUST occupy 16 bits. Details are as specified in RFC2781] , section 2.1.

A Alistof stringsisref erredtoasa multisz in this protocol. In a multisz, the characters making up
the string N+1 MUST directly follow the terminating null character of string N. The last string in a
multisz MUST be terminated by two null characters.

A All parameters or members specifying the number of characters in a string or multisz specify the
number of characters including terminating null characters.

A All constraints specifying the maximum number of characters in a string or multisz specify the
number o f characters including terminating null characters.

A All parameters or members specifying the number of bytes in buffers containing a string or
multisz specify the number of bytes including terminating null characters.

A Custom -marshaled data that consists of more than a single byte is specified in little -endian byte
order.
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A The term "null" means "a null pointer,” and "zero" means the number 0.

A All parameters or members specifying the size of a buffer pointed to by another parameter or
member MUST be zero if the pointer parameter or member is null.

A Theterm" empty string " means a string containing only the terminating null character.

This protoco | introduces a variety of data types that bundle information about printers, printer

drivers, print jobs, and ports . These data types are collectively referred to as " INFO" data types,
andinclude DRIVER INFO 1 |, PRINTER INFO 1, JOB INFO 1 ,and PORT INFO 1 .Asdata
types were refined in the evolution of this protocol, new "INFO" data type versions have been

introduced to represent extended or different bundles of information. The term "level" is used to

differentiate between the different type versions, and the number of the level is reflected in the

name of the data type, for example, JOB_INFO_1 , JOB INFO 2 , JOB INFO 3

To simplify method  parameter lists and to increase robustness of RPC marshaling, the protocol

introduces " CONTAINER " data types, which hold a level value along with a union of pointer values

pointing to different "INFO" dat a type versions. For example, a JOB_CONTAINER  contains a level
value and a union of pointers to the different JOB_INFO data type versions, which are selec ted by
the value of the level value.

Most of the "INFO" data types have an IDL form and a custom -marshaled form. IDL forms are
typically used in conjunction with "CONTAINER" data types, as input parameters to methods that set
values, such as RpcSetPrinter __; while custom -marshaled forms are typically used as output
parameters to methods that get values, such as RpcGetPrinter . The layout and order of members
of IDL forms are typically the same as those of corresponding custom -marshaled forms, with the
distinction that IDL forms use the type "[string] wchar_t *" to point to strings, while custom -
marshaled forms use an offset relative to the start of the structur e.

As an exception to the preceding rule, the layout of IDL -marshaled structures that contain pointers
to multisz data  differs  from the layout of custom -marshaled forms, in that IDL -marshaled
structures need to define a length  member for each IDL  -marshaled member of type  pointer to
multisz; the names of such IDL -marshaled members start with "RPC_".

To increase clarity, an underscore has been prepended to the names of all custom -marshaled
structures, for which an IDL -marshaled form exists. For example, DRIVER INFO 1 isthe name of
the custom -marshaled structure that corresponds to DRIVER_INFO_1 | the IDL -marshaled form.

When IDL -marshaled structures that contain pointer types to variable -length data without
appropriate IDL attributes, such as "[string]" or "[size_is(...)]", are used as input arguments to

methods, either directly or in CONTAINER structures, the pointers an d variables to which they point
cannot be marshaled by RPC, because RPC does not know the length of the data that is pointed to.
Examples are the  pSecurityDescriptor and pDevMode membersofthe PRINTER INE O 2
structure.

To address this problem, methods that specify such input arguments accept separate CONTAINER
structures that pass in custom -marshaled or self -relative forms of the pointers and the variables
that they reference. Examples of such methods are RpcSetPrinter and RpcAddPrinterEx
Individual method sections specify how affected pointer members and CONTAINER structures MUST
be treated.

2.2.1 IDL Data Types

In addition to the remote procedure call (RPC) base types and definitions specified in C706] and
MS -DTYP], the Print System Remote Protocol defines data types in the following sections:
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> > > > >

>

Common IDL Data Types (section

22.1.1)

Containers (section  2.2.1.2 )

Membe rs in INFO Structures (section

2.213)

DOC _INFO 1 (section 2.21.4 )

DRIVER_INFO (section 2.2.1.5 )

FORM _INFO (section 2.2.1.6 )

JOB_INFO (section 2.2.1.7 )

MONITOR_INFO (section 2.2.1.8 )

PORT_INFO (section 2.2.1.9 )

PRINTER_INFO (section 2.2.1.10 )

SPLCLIENT_INFO (section 2.2.1.11 )

Bidirectional Communication Data (section

2.2.1.12 )

Printer Notification Data (section 2.2.1.13 )

2.2.1.1 Common IDL Data Types

2.2.1.1.1 DEVMODE

The DEVMODE structure is a truncated form of the variable
structure (section  2.2.2.1 ), which is version

expressed using IDL attributes.

All members of this structure are specified in section

typedef st ruct _devicemode {
wchar_t dmDeviceName[32];
unsigned short dmSpecVersion;
unsigned short dmDriverVersion;
unsigned short dmSize;
unsigned short dmDriverExtra;
DWORD dmFields;
short dmOrientation;
short dmPaperSize;
short dmPaperLength;
short dmPaperWidth;
short dmScale;
short dmCopies;
short dmDefaultSource;
short dmPrintQuality;
short dmcColor;
short dmDuplex;
short dmYResolution;
short dMTTOption;
short dmCollate;
wchar_t dmFormName[32];
unsigned short reservedo;

-length, custom
-specific and implementation

DEVMODE
-specific and cannot be
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DWORD reservedl;
DWORD reserved?;
DWORD reserved3;
DWORD dmNup;
DWORD reserved4;
DWORD dmICMMethod;
DWORD dmICMintent;
DWORD dmMediaType;
DWORD dmbDitherType;
DWORD reserved5;
DWORD reserved6;
DWORD reserved7;
DWORD reserveds;

} DEVMODE;

2.2.1.1.2 GDI_HANDLE

The GDI_HANDLE serves asan RPC context handle for methods that specify a printer
information context handle parameter. RPC context handles are specified in [C706 -Ch2Intro] _ and
[C706 -Ch6RPCCallModel] .

This type is declared as follows:

typedef [context_handle] void* GDI_HANDLE;

The GDI_HANDLE context handle is returned by RpcCreatePrinter|C

2.2.1.1.3 LANGID

The LANGID data type identifies the human language used for the user interface for printing.
Details are specified in MS-LCID] .

This type is declared as follows:

typedef unsigned short LANGID;

2.2.1.1.4 PRINTER_HANDLE

The PRINTER_HANDLE  serves as an RPC context handle for methods that specify a printer object
handle parameter. RPC context handles are specified in [C706 -Ch2Intro] and [C706 -
Ch6RPCCallModel] .

This type is declared as follows:

typedef [context_handle] void* PRINTER_HANDLE;
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The PRINTER_HANDLE context handle is returned by RpcAddPrinter , RpcAddPrinterEx
RpcOpenPrinter and RpcOpenPrinterEx

2.2.1.15 RECTL

The RECTL structure defines a rectangle on a form, with two (x,y) coordinates in 1/1000 millimeter
units.

typedef struct {
long left;
long top;
long right;
long bottom;
} RECTL;

left:  The value of this member MUST specify the x -coordinate of the upper  -left corner of the
rectangle relative to the left edge of the form. This value MUST be an integer greater than or
equal to 0 and it MUST be smaller than or equal to the 'right'

top: The v alue of this member MUST specify the y -coordinate of the upper  -left corner of the
rectangle relative to the top edge of the form. This value MUST be an integer greater than or
equal to 0 and it MUST be smaller than or equal to the 'bottom’".

right:  The val ue of this member MUST specify the x -coordinate of the lower  -right corner of the
rectangle relative to the left edge of the form. This value MUST be greater than or equal to
left .

bottom: The value of this member MUST specify the y -coordinate of the lower  -right corner of
the rectangle relative to the top edge of the form. This value MUST be greater than or equal to
top .

2.21.1.6 SIZE
The SIZE structure defines the area of a form, with a width and height in thousandth -of-a-

millimeter units.

typedef struct {
long cx;
long cy;

} SIZE;

cx:  The value of this member MUST specify the width, and it MUST be an integer greater than or
equal to 0.

cy: The value of this member MUST specify the height, and it MUST be an integer greater than
or equal to 0.

2.2.1.1.7 STRING_HANDLE

The STRING_HANDLE serves as a remote procedure call (RPC) binding handle for methods that do
not specifya PRINTER_HANDLE  parameter. RPC binding handles are specified in [C706 -Ch2Intro]
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This type is declared as follows:

typedef [handle] wchar_t* STRING_HANDLE;

To build the binding handle for those methods, RPC requires a protocol seque nce , a network
address, and an endpoint. Both the protocol sequence and the endpoint are bound to the RPC

interface; they MUST be named pipes and \ pipe \ spoolss , respectively. The network address MUST
be defined by the printer or print server name. The prin ter name is usually in the form

\'\ server \ printer and the server MUST be used as the network address.

2.2.1.2 Containers

2.2.1.2.1 DEVMODE_CONTAINER

The DEVMODE_CONTAINER structure specifies a DEVMODE structure (section  2.2.2.1 ), which
contains data for the initialization of a print device by a printer driver.

typedef struct _ DEVMODE_CONTAINER {
DWORD cbhBuf;
[size_is(cbBuf), unique] BYTE* pDevMode;
} DEVMODE_CONTAINER;

cbBuf:  The size, in bytes, of the buffer pointed to by the pDevMode member.

pDevMode:  An optional pointer to a variable -length, custom -marshaled _DEVMODE structure. A
null value indicates that the default initialization data for the printer driver SHOULD be used.

2.2.1.2.2 DOC_INFO_CONTAINER

The DOC_INFO_CONTAINER structure provides information about the document to be printed,
usingthe DOC_INFO_1  structure.

typedef struct _DOC_INFO_CONTAINER {
DWORD Level;
[switch_is(Level)] union {
[case(1)]
DOC_INFO_1* pDoclnfo1l,;
} Doclnfo;
} DOC_INFO_CONTAINER;

Level: This member specifies the information level of the DocIinfo member data. The value of
this member MUST be set to 0x00000001.

Doclnfo: This member MUST define document properties, using an information structure that
MUST correspond to the value of the Level member.

pDoclinfol: This member MUST be anon -null pointertoa DOC_INFO_1  structure that
describes the document that will be printed. Det ails are specified in section 2214 .
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2.2.1.2.3 DRIVER_CONTAINER

The DRIVER_CONTAINER structure provides information about printer drivers, using
DRIVER_INFO structures. The Driverinfo member specifies the structure that defines the printer
driver properties.

typedef struct _DRIVER_CONTAINER {
DWORD Level;
[switch_is(Level)] union {
[case(1)]
DRIVER_INFO_1* Levell;
[case(2)]
DRIVER_INFO_2* Level2;
[case(3)]
RPC_DRIVER_INFO_3* Level3;
[case(4)]
RPC_DRIVER_INFO_4* Level4;
[case(6)]
RPC_DRIVER_INFO_6* Level6;
[case(8)]
RPC_DRIVER_INFO_8* Level8;
} Driverlinfo;
} DRIVER_CONTAINER,;

Level:  Specifies the information level of the Driverinfo data. The value of this member MUST
be in the range 0x00000001 to 0x00000004 inclusive, 0x00000006, or 0x00000008.

DriverInfo: Defines printer driver properties, using an information structure that corresponds to
the value of the  Level member.

Levell: Ifthe Level memberis 0x00000001, this member is a pointer to a
DRIVER_INFO_1 structure that provides printer driver information. For details, see
section 2.2.1.5.1 .

Level2: Ifthe Level memberis 0x00000002, this member is a pointer to a
DRIVER_INFO_2 structure that provides printer driver information. For details, see
section 2.2.1.5.2 .

Level3: Ifthe Level memberis 0x00000003, this me mber is a pointer to an
RPC_DRIVER_INFO_3 structure that provides printer driver information. For details,
see section 2.2.1.5.3 .

Level4: Ifthe Level memberis 0x00000004, this member is a pointer to an
RPC_DRIVER_INFO_4 structure that provides printer driver information. For details,
see section 2.2.1.5.4 .

Level6: Ifthe Level memberis 0x00000006, this member is a pointer to an
RPC_DRIVER_INFO_6 struct ure that provides printer driver information. For details,
see section 2.2.1.55 .

Level8: Ifthe Level memberis 0x00000008, this member is a pointer to an
RPC_DRIVER_INFO_8 structure that provides printe r driver information. For details,
see section 2.2.1.5.6 .
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2.2.1.2.4 FORM_CONTAINER

The FORM_CONTAINER  structure provides information about printer forms, using FORM_INFO
structures. The FormiInfo  member specifies the structure that defines the printer form properties.

typedef struct _FORM_CONTAINER {
DWORD Level,
[switch_is(Level)] union {
[case(1)]
FORM_INFO_1* pForminfol;
[case(2)]
RPC_FORM_INFO_2* pForminfo2;
} Forml nfo;
} FORM_CONTAINER,;

Level: This member MUST specify the information level of the Forminfo  data. The value of this
member MUST be 0x00000001 or 0x00000002.

Forminfo: This member MUST define printer form properties, using an information structure
that MUST correspond to the value of the Level member.
pForminfol: Ifthe Level member is 0x00000001, this member MUST be a non -null
pointertoa FORM INFO 1  structure, which provides information about a print er form.

For details, see section 2.2.1.6.1 .

pForminfo2: Ifthe Level member is 0x00000002, this member MUST be a non -null
pointertoa RPC _FORM_ INFO 2 structure, which provides information about a printer
form. For details, see section 2.2.1.6.2 .

2.2.1.2.5 JOB_CONTAINER

The JOB_CONTAINER structure provides information about print jobs, using JOB_INFO structures.
The Jobinfo member specifies the structure that defines the print job properties.

typedef struct _JOB_CONTAINER {
DWORD Level;
[switch_is(Level)] union {
[case(1)]
JOB_INFO_1* Levell;
[case(2)]
JOB_INFO_2* Level2;
[case(3)]
JOB_INFO_3* Level3;
[case(4)]
JOB_INFO_4* Level4;
} Jobinfo;
}J OB_CONTAINER;

Level: Specifies the information level of the Jobinfo  data. The value of this member MUST be
in the range 0x00000001 to 0x00000004 inclusive.

Joblinfo: Defines print job properties, using an information structure that corresponds to the
value of the Level member.
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Levell: Ifthe Level memberis 0x00000001, this member is a pointer to a JOB INFO _1

structure that provides print job information. For details, see section 22171 .

Level2: Ifthe Level memberis 0x00000002, this member is a pointer to a JOB_INFO_2
structure that provides print job information. For details, see section 22172 .

Level3: Ifthe Level memberis 0x00000003, this member is a pointer to a JOB_INFO_3
structure that provides print job information. For details, see sect ion 2.2.1.7.3 .

Leveld: Ifthe Level memberis 0x00000004, this member is a pointer to a JOB_INFO_4
structure that provides print job information. For details, see section 22174 .

2.2.1.2.6 MONITOR_CONTAINER

The MONITOR_CONTAINER structure provides information about port monitors , using
MONITOR_INFO structures. The  Monitorinfo member specifies the structure that defines the port
monitor properties.

typedef struct _ MONITOR_CONTAINER {
DWORD Level;
[switch_is(Level)] union {
[case(1)]
MONITOR_INFO_1* pMonitorinfol;
[case(2)]
MONITOR_INFO_2* pMonitorinfo2 ;
} MonitorlInfo;
} MONITOR_CONTAINER,;

Level:  Specifies the information level of the MonitorIinfo data. The value of this member MUST
be 0x00000001 or 0x00000002.

Monitorinfo: Defines port monitor properties, using an information structure that correspo nds
to the value of the  Level member.

pMonitorinfol: If the Level member is 0x00000001, this member is a pointer to a
MONITOR_INFO_1 structure that provides information about a port monitor. For
details, see section 2.2.1.8.1 .

pMonitorinfo2: If the Level member is 0x00000002, this member is a pointer to a
MONITOR_INFO_2 structure that provides information about a port monitor. For
details, see section 2.2.1.8.2 .

2.2.1.2.7 PORT_CONTAINER

The PORT_CONTAINER  structure provides information about printer ports, using PORT_INFO
structures. The Portinfo  member specifies the structure that defines the port properties.

typedef struct _PORT_CONTAINER {
DWORD Level;
[switch_is(OXOOFFFFFF & Level)]
union {
[case(1)]
PORT_INFO_1* pPortInfol;
[case(2)]
PORT_INFO_2* pPortInfo2;
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[case(3)]
PORT_INFO_3* pPortInfo3;
[case(0X00FFFFFF)]
PORT_INFO_FF* pPortInfoFF;
} Portinfo;
} PORT_CONTAINER,;

Level:  Specifies the information level of the Portinfo  data. The value of this member MUST be
in the range 0x00000001 to 0x00000003 inclusive, or OXFFFFFFFF.

PortInfo: Defines port proper ties, using an information structure that corresponds to the value
of the Level member.

Note The bitwise AND of Level with OXOOFFFFFF does not indicate that any values for Level
are valid besides those specified.

pPortinfol: Ifthe Level memberis Ox0000 0001, this member is a pointer to a
PORT INFO_1  structure that provides information about the printer port. For details,
see section 2.2.1.9.1 .

pPortinfo2  : Ifthe Level member is 0x00000002, this member is a pointer to a
PORT INFO_2  structure that provides information about the printer port. For details,
see section 2.2.1.9.2 .

pPortinfo3: If the Level member is 0x00000003, this member is a pointer to a
PORT INFO_3  structure that provides information about the printer port. For details,
see section 2.2.1.9.3 .

pPortinfoFF: If the Level member is OXFFFFFFFF, this member is a pointer to a
PORT INFO_FFE __ structure that provides information about the printer port. For details,
see section 2.2.1.9.4 .

2.2.1.2.8 PORT_VAR_CONTAINER

The PORT_VAR_CONTAINER structure provides information for supported printer port monitors.

typedef struct _PORT_VAR_CONTAINER {
DWORD cbMonitorData;
[size_is(cbMonitorData), unique, disable_consistency_check]
BYTE* pMonitorData;
} PORT_VAR_CONTAINER;

cbMonitorData: This member MUST specify the size, in bytes, of the buffer that is pointed to by
the pMonitorData member.

pMonitorData: This member MUST be null or it MUST be a non -null pointer to a block of data
that is passed to the port monitor.

2.2.1.2.9 PRINTER_CONTAINER

The PRINTER_CONTAINER structure provides information about printer properties and state
information, using  PRINTER_INFO structures. The Printerinfo member specifies the structure that
defines the printer properties.
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typedef struct _PRINTER_CONTAINER {
DWORD Level,
[switch_is(Level)] union {
[case(0)]
PRINTER_INFO_STRESS* pPrinterinfoStress;
[case(1)]
PRINTER_INFO_1* pPrinter Infol;
[case(2)]
PRINTER_INFO_2* pPrinterinfo2;
[case(3)]
PRINTER_INFO_3* pPrinterinfo3;
[case(4)]
PRINTER_INFO_4* pPrinterinfo4;
[case(5)]
PRINTER_INFO_5* pPrinterInfo5;
[case(6)]
PRINTER_INFO_6* pPri  nterInfo6;
[case(7)]
PRINTER_INFO_7* pPrinterinfo7;
[case(8)]
PRINTER_INFO_8* pPrinterinfo8;
[case(9)]
PRINTER_INFO_9* pPrinterinfo9;
} Printerinfo;
} PRINTER_CONTAINER,;

Level:  Specifies the information level of the Printerinfo

be in the range 0x00000000 to 0x00000008 inclusive.

Printerinfo: Provides printer information using a container structure that corresponds to the

value specified by the  Level member.

pPrinterInfoStress: If the Level member is 0x00000000, this member is a pointer to a
PRINTER_INFO_STRESS structure (section

printer information.

pPrinterinfol: If the Level memberis Ox00 000001, this member is a pointer to a
PRINTER_INFO_1 structure (section  2.2.1.10.2 ), which provides printer information.

pPrinterinfo2: If the Level member is 0x00000002, this member is a pointer to a
PRINTER_INFO_2 structure (section  2.2.1.10.3 ), which provides detailed printer

information.

pPrinter Info3: Ifthe Level member is 0x00000003, this member is a pointer to a
PRINTER_INFO_3 structure (section  2.2.1.10.4 ), which provides printer security

information.

pPrinterinfo4: If the Level member is 0x00000004, this member is a pointer to a
PRINTER_INFO_4 structure (section  2.2.1.10.5 ), which provides

printer information.

pPrinterInfob: If the Level member is 0x00000005, this member is a pointer to a

2.2.1.10.1 ), which provides diagnostic

a subset of the

data. The value of this member MUST

PRINTER_INFO_5 structure (section  2.2.1.10.6 ), which provides information about the

printer attributes.
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pPrinterinfo6: If the Level member is 0x00000006, this member is a pointer to a
PRINTER_INFO_6 structure (section  2.2.1.10.7 ), which provides information about the
status of the printer.

pPrinterinfo7: If the Level member is 0x00000007, this member is a pointer to a
PRINTER_INFO_7 structure (section  2.2.1.10.8 ), which provides  directory service
(DS) information.

pPrinterinfo8: If the Level member is 0x00000008, this member is a pointer to a
PRINTER_INFO_8 structure (section  2.2.1.10.9 ), which provides information about the
global printer driver settings for a printer.

pPrinterInfo9: Ifthe Level member is 0x00000009, this member is a pointer to a
PRINTER_INFO_9 structure (section  2.2.1.10.10 ). The PRINTER_INFO_9 structure
is not used remotely, but it is included in this structure to yield a compatible IDL file.

The print server MUST respond with ERROR_NOT_SUPPORTED if it receives a
PRINTER_CONTAINER structure witha  Level value equal to 0x00000009.

2.2.1.2.10 RPC_BIDI_REQUEST_CONTAINER

The RPC_BIDI_REQUEST_CONTAINER structure is a container for a list of bidirectional
requests.

typedef struct _RPC_BIDI_REQUEST_CONTAINER {

DWORD Version;

DWORD Flags;

DWORD Count;

[size_is(Count), unique] RPC_BIDI_REQUEST_DATA aData[];
} RPC_BIDI_REQUEST_CONTAINER;

Version: The version of the bidirectional API schema . The value of this member MUST be
0x00000001.

Flags: A value that MUST be set to zer o0 and MUST be ignored upon receipt.
Count:  The number of bidirectional requests in the aData member.

aData: Anarray of RPC_BIDI_REQUEST_DATA structures. Each structure in this member
contains a single bidirectional request. For details, see section 221121 .

2.2.1.2.11 RPC_BIDI_RESPONSE_CONTAINER

The RPC_BIDI_RESPONSE_CONTAINER structure is a container for a list of bidirectional
responses.

typedef struct _RPC_BIDI_RESPONSE_CONTAINER {

DWORD Version;

DWORD Flags;

DWORD Count;

[size_is(Count), unique] RPC_BIDI_RESPONSE_DATA aData[];
} RPC_BIDI_RESPONSE_CONTAINER;
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Version:  This member MUST contain the value that specifies the version of the bidirectional API
schema. The value of this member MUST be 0x00000001.

Flags: This me mber is a set of flags that are reserved for system use. The value of this member
MUST be set to zero and it MUST be ignored upon receipt.

Count:  This member MUST specify the number of bidirectional responses in the aData member.

aData: This memberisan array of RPC_BIDI_RESPONSE_DATA structures. Each structure in
this member MUST contain a single bidirectional response. For more information, see section
22.1.12.2 .

2.2.1.2.12 RPC_BINARY_CONTAINER

The RPC_BINARY_CONTAINER structure is a container for binary printer data and is typically
used in bidirectional responses.

typedef struct _RPC_BINARY_CONTAINER {
DWORD cbBuf;
[size_is(cbBuf), unique] BYTE* pszString;

} RPC_BINARY_CONTAINER,;

cbBuf:  This member MUST specify the size, in bytes, of the buffer that is pointed to by the
pszString  member.

pszString: This member MUST be anon  -null pointer to an array of bytes that contain binary
printer data.

2.2.1.2.13 SECURITY_CONTAINER

The SECURITY_CONTAINER structure specifiesa  SECURITY_DESCRIPTOR structure ( [MS -
DTYP] section 2.4.6), which contains security information.

typedef struct SECURITY_CONTAINER {
DWORD cbhBuf;
[size_is(cbBuf), unique] BYTE* pSecurity;
} SECURITY_CONTAINER;

cbBuf:  The size, in bytes, of the buffer that is pointed to by the pSecurity member.

pSecurity: An optional pointer to a self -relative SECURITY_DESCRIPTOR structure.

2.2.1.2.14 SPLCLIENT_CONTAINER

The SPLCLIENT_CONTAINER structure contains an information structure that provides data about
the connecting client.

typedef struct _SPLCLIENT_CONTAINER {
DWORD Level;
[switch_is(Level)] union {
[case(1)]
SPLCLIENT_INFO_1* pClientinfol,;
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[case(2)]
SPLCLIENT_INFO_2* pNotUsed;
[case(3)]
SPLCLIENT_INFO_3* pClientinfo3;
} Clientlnfo;
} SPLCLIENT_CONTAINER;

Level:  The information level that is used by the Clientinfo  member to deter mine the
information structure. The value MUST be either 0x00000001 or 0x00000003.

ClientInfo: Client information in a structure that corresponds to the information level specified
by the Level member.

pClientinfol: A pointertoan SPLCLIENT INFO_1 (section 2.2.1.11.1 ) information
structure.
pNotUsed: A pointer to a structure that is specified only as a placeholder in the IDL and

MUST be ignored.

pClientinfo3: A pointertoan SPLCLIENT INFO_3 (section 2.2.1.11.3 ) information
structure.

2.2.1.2.15 STRING_CONTAINER

The STRING_CONTAINER structure contains a string.

typedef struct _STRING_CONTAINER {
DWORD chBuf;
[size_is(cbBuf/2), unique] WCHAR* pszString;
} STRING_CONTAINER,;

cbBuf:  This member MUST specify the size, in bytes, of the buffer that is pointed to by the
pszString  member. The value of this number MUST be an even number.

pszString: This member MUST be a non  -null pointer to a string. The string that is referenced by
this me mber MUST NOT be empty.

2.2.1.2.16 SYSTEMTIME_CONTAINER

The SYSTEMTIME_CONTAINER structure is a container for a SYSTEMTIME _ structure that
specifies a date and time using individual members for the month, day, year, weekday, hour,
minute, second, and millisecond.

typedef struct _SYSTEMTIME_CONTAINER {
DWORD cbhBuf;
SYSTEMTIME* pSystemTime;

} SYSTEMTIME_CONTAINER;

cbBuf:  This member MUST specify the size, in bytes, of the buffer that is pointed to by the
pSystemTime member.
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pSystemTime: This member MUST be anon  -null pointertoa SYSTEMTIME  structure.

2.2.1.3 Members in INFO Structures

This section specifies members that are commonly used in a consistent fashion in IDL -marshaled
and custom -marshaled INFO structures. The individual INFO sections provide definitions only for the
following:

A Members that are not defined in this section.
A Members that are not defined in corresponding INFO subsections within this section.
A Members whose definitions in their corre sponding INFO structures differ from their definitions in

this section and subsections.
The type of each member is specified in its corresponding INFO structure section.

pPrinterName  : This member MUST be anon  -null pointertoa  string that MUST specify the name of
a printer. For rules governing printer names, see section 2.2.4.14 .

pServerName : This member MUST be anon  -null pointer to a string that MUST specify the name of
the se rver that hosts the printer. For rules governing server names, see section 2.2.4.16 .

Reserved : This member is reserved for future use. The value of this member SHOULD be set to
zero and MUST be ignored upo  n receipt.

dwReserved2 : This member is reserved for future use. The value of this member SHOULD be set
to zero and MUST be ignored upon receipt.

dwReserved3 : This member is reserved for future use. The value of this member SHOULD be set
to zero and MUST be  ignored upon receipt.

2.2.1.3.1 DRIVER_INFO and RPC_DRIVER_INFO Members

This section describes members commonly used in DRIVER_INFO (section 2.2.1.5 ) and
RPC_DRIVER_INFO (section 2.2.1.3.1) structures.

pName : A pointer to a string that specifies the name of the printer driver; for example, "QMS 810".
For rules governing printer driver names, see section 2243 .

cVersion : Animplementation -specific value that identifies the operating system version for which
the printer driver was written. <7>

pEnvironment  : A pointer to a string that specifies the environment that the printer driver supports.

For rules governing environment names, see section 2244 .

pDriverPath  : A pointer to a string that specifies a file name or full path and file n ame for the file
that contains the printer driver. For further information on driver files, see MSDN -MPD]. For rules
governing path names, see section 2249 .

pDataFile : A pointer to a string that specifies a file name or a full path and file name for the file
that contains printer driver data. For further information on driver files, see MSDN -MPD]. For rules
governing path names, see section 2249 .

pConfigFile : A pointer to a string that specifies a file name or a full path and file name for the
printer driver configuration module. For further information on driver files, see MSDN -MPD]. For
rules governing path names, see section 2249 .
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pHelpFile : An optional pointer to a stri ng that specifies a file name or a full path and file name for

the printer driver help file. For further information on driver files, see MSDN -MPD]. For rules
governing path names, see section 2249 .

pMonitorName  : An optional pointer to a string that specifies a language monitor . For rules
governing monitor names, see section 2.2.4.8 .<8>

pDefaultDataType : An optional pointer to a string that specifies the default datatype  of print jobs
created with this driver (for example, enhanced metafile spool format (EMF SPOOL) or RAW
Format). For rules governing datatype names, see section 2242 .

cchDependentFiles

pDependentFiles

: The number of characters in the multisz pointed to by pDependentFiles

: An optional pointe  r to a multisz that MUST specify the files that the printer

driver is dependent on. This list MUST include one or more files.

cchPreviousNames

: The value of this member MUST be the number of characters in the multisz

pointed to by  pszzPreviousNames

pszzPr eviousNames : An optional pointer to a multisz that MUST specify any previous printer
drivers that are compatible with this driver.

dwlDriverVersion

: The printer driver version number. The format of this number is specified by

each printer driver manufactur er. A print client MAY use this value to determine whether a printer

driver on the print server matches the version available on the client. <9>
ftDriverDate  : The value of this member MUST be the manufacturer build date of the printer d river.
The FILETIME format is specified in MS -DTYP] section 2.3.1.
pMfgName : An optional pointer to a string that specifies the manufacturer's name.
pOEMUTrl : An optional pointer to a string that specifies the URL for the printe r driver's
manufacturer.
pHardwarelD  : An optional pointer to a string that specifies the hardware identifier for the printer
driver.
pProvider : An optional pointer to a string that specifies the publisher of the printer driver.
2.2.1.3.2 FORM_INFO and RPC_FORM_INFO Members
This section describes the members that are commonly used in FORM_INFO and RPC_FORM_INFO
structures.
Flags : This member MUST specify the form property. The value of this member MUST be a value
from the following table.
Name/Value Meaning
FORM_USER If the value of this member is FORM_USER , the form has been defined by the user.
0x00000000 Forms that have this  flag set are defined in the registry.
FORM_BUILTIN If the value of this member is FORM_BUILTIN , the form is part of the spooler. Form
0x00000001 definitions that have this flag set do not appear in the registry.
FORM_PRINTER If the value of this member is FORM_PRINTER , the form is associated with a particular
printer and its definition appears in the registry.
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Name/Value Meaning

0x00000002

pName : This member MUST be anon  -null pointer to a string that MUST specify the form name. For
rules governing formn  ames, see section 2.2.4.5 .

Size : The value of this member MUST specify the form's width and height in thousandths of
millimeters usinga  SIZE  structure.

| mageableArea  : This member MUST specify the part of the form that the printer can print on as a
rectangle in thousandths of millimeters using a RECTL structure.

2.2.1.3.3 JOB_INFO Members
This section describes members commonly used in JOB_INFO structures.

pMachineName : This member is a pointer to a string that specifies the name of a server that hosts

a printer. For rules governing server names, see section 2.2.4.16 .

pUserName : This member is an optional pointerto a s tring that specifies the name of a user that
owns a print job. For rules governing user names, see section 2.2.4.17 .

pNotifyName  : This member is an optional pointer to a string that specifies the name of a user to

be notified when a job is complete or when an error occurs while printing a job. For rules governing
user names, see section  2.2.4.17 .

pDocument : This member is an optional pointer to a string tha t specifies the name of a print job.

pDatatype : This member is a pointer to a string that specifies the type of data that a printing
application sends to a printer in a print job. The identified datatype MUST be supported by the print
processor thatis as  sociated with the printer that is processing the job. For rules governing datatype
names, see section 2.2.4.2 .

pPrintProcessor : This member is a pointer to a string that specifies the name of a print proce ssor
that is used to print a job. For rules governing print processor names, see section 2.2.4.11 .

pParameters  : This member is an optional pointer to a string that specifies default print processor
paramet ers.

pDriverName  : This member is an optional pointer to a string that specifies the name of a printer
driver to process a print job. For rules governing printer driver names, see section 2243 .

pDevMode : This member is an optional pointer to a truncated DEVMODE _ structure (section
2.2.1.1.1 ), and it MUST be ignored on receipt. Actual DEVMODE data is passed to a method via a
custom -marshaled _DEVMODE structure (section 2.2.2.1 )ina DEVMODE_CONTAINER (section
22.1.2.1 ).

pSecurityDescriptor : This member is an optional pointer to a SECURITY_DESCRIPTOR structure
(IMS -DTYP] section 2.4.6), and it MU ST be ignored on receipt. Actual SECURITY_DESCRIPTOR
data is passed to a method via a self -relative  SECURITY_DESCRIPTOR structure in a

SECURITY_CONTAINER (section 2.2.1.2.13 ).

Jobld : This member contains an identifier for a print job.
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pStatus : This member is an optional pointer to a string that describes job status. The text is
implementation -specific and MAY be displayed to the user but MUST NOT have any o ther functional
effect. An example of job status is "Cannot print - Black ink must be replaced.”

Status : This member specifies job status. The value of this member is the result of a bitwise OR of
zero or more of the job status values defined in section 2.2.3.11 .

Client applications MAY display the job status to a user. It is an implementation - specific string and
SHOULD support all job status descriptions specified in section 2.2.3.11 for all corresponding status
bits. If pStatus is not null, the string that is pointed to by pStatus SHOULD be displayed instead.

Priority : This member specifies information about job priority. The value of this member MUST be a
decimal number from 0 through 99, inclusive.

Position : This member specifies a job's position in a queue, where one represents the next job that
will be printed.

TotalPages : This member specifies the number of pages a document contains. It MAY be zero.
PagesPrinted : This member specifies the number of pages that have been printed. It MAY be zero.

Submitted : This memberisa SYSTEMTIME _ structure ( [MS-DTYP] section 2.3.6) that specifies
when a document  was spooled.

StartTime : This member specifies the earliest time that a printer can print a job. The time is

expressed as the number of minutes after 12:00 AM GMT within a 24 -hour boundary.
UntilTime : This member specifies the latest time that the printer ¢ an print a job. The time is
expressed as the number of minutes after 12:00 AM GMT within a 24 -hour boundary.

Size : This member specifies the size of a job in bytes.

Time : This member specifies the number of milliseconds that have elapsed since printing began.

2.2.1.3.4 MONITOR_INFO Members

This section describes the members that are commonly used in MONITOR_INFO _structures.

pName : This member MUST be anon  -null pointer to a string that MUST specify the name of the
port monitor. For rules governing port monitor names, see section 2248 .

2.2.1.3.5 PORT_INFO Members
This section describes members commonly used in PORT_INFQ structures.

pPortName : A pointer to a string that specifies a supported printer port . For rules governing port
names, see section 2.2.4.10 .

2.2.1.3.6 PRINTER_INFO Members
This section describes members commonly used in PRINTER_INFO structures.

pDescription  : This member is an optional pointer to a string that specifies a description of the
printer. <10>

pComment : This member is an optional pointer to a string that MUST specify additional information
about the printer. <11>
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Status : This member specifies the printer status. It is the result of a bitwise OR of zero or more
printer status values (section 2.2.311 ).

Attributes  : This member specifies printer attributes. It is the result of a bitwise OR of zero or more
printer attribute values (section 2.2.3.11 ).

pDevMode : This member is an optional pointer to a truncated DEVMO DE structure (section
2.2.1.1.1 ), and it MUST be ignored on receipt. Actual DEVMODE data is passed to a method via a

custom -marshaled _DEVMODE structure ( section 2.2.2.1 )ina DEVMODE_CONTAINER (section
22121 ).

pSecurityDescriptor : This memberisanopt ional pointertoa SECURITY DESCRIPTOR structure
(IMS-DTYP] section 2.4.6), and it MUST be ignored on receipt. Actual SECURITY_DESCRIPTOR

data is passed to a method via a self -relative SECURITY_DESCRI PTOR structure in a
SECURITY_CONTAINER (section 2.2.1.2.13 ).

pPortName : This member is a pointer to a string that specifies the port(s) used to transmit data to

a printer. For rules governing port names, see section 2.2.4.10 .

2.2.1.3.7 SPLCLIENT_INFO Members

This section describes members commonly used in SPLCLIENT_INFO structures.

pMachineName  : This member is a pointer to a string that provides the client computer name.
Client computer names are governed by the same rules as server names (section 2.2.4.16 ).

pUserName : This member is a pointer t 0 a string that provides a user hame.
dwBuildNum  : The value of this member specifies the build number of the client operating system.

dwMajorVersion : The value of this member is the implementation - specific major version number
of the client operating syste m. <12>

dwMinorVersion : The value of this member is the implementation - specific minor version number
of the client operating system. <13>

wProcessorArchitecture : The value of this member is the implementation -specifi ¢ identifier for
the client system's processor architecture. <14> The value of this member SHOULD be ignored upon
receipt.

2.2.1.4 DOC_INFO_1

The DOC_INFO_1 structure describes a document that will be printed.

typedef struct _DOC_INFO_1{
[string] wchar_t* pDocName;
[string] wchar_t* pOutputFile;
[string] wchar_t* pDatatype;
} DOC_INFO_1;

pDocName: An optional pointer to a string that provides the name of the document. If this

member is null, the print server SHOULD use an implementation -specific default job name.
pOutputFile: An optional pointer to a string that specifies the name of an output file . For rules
governing path names, see section 2249 .
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pDatatype: An optional pointer to a string that identifies the type of data used to record the
document. For rules governing datatype names, see sect ion 2.2.4.2 .

2.2.1.5 DRIVER_INFO
2.2.1.5.1 DRIVER_INFO_1

The DRIVER_INFO_1 structure provides information about a printer driver.

typedef struct _DRIVER_INFO_1 {
[string] wchar_t* pName;
} DRIVER_INFO_1;

All members not defined in this section are specified in sections 22131 and 2.2.1.3 .

2.2.1.5.2 DRIVER_INFO_2

The DRIVER_INFO_2 structure provides information about a printer driver.

typedef struct _DRIVER_INFO_2 {
DWORD cVersion;
[string] wchar_t* pName;
[string] wchar_t* pEnvironment;
[string] wchar_t* pDriverPath;
[string] wchar_t* pDataFile;
[string] wchar_t* pConfigFile;

} DRIVER_INFO_2;

All members not defined in this section are specified in sections 22131 and 2.2.1.3 .

2.2.1.5.3 RPC_DRIVER_INFO_3

The RPC_DRIVER_INFO_3 structure provides information about a printer driver.

typedef struct _RPC_DRIVER_INFO_3 {
DWORD cVersion;
[string] wchar_t* pName;
[string] wchar_t* pEnvironment;
[string] wchar_t* pDriverPath;
[string] wchar_t* pDataFile;
[string] wchar_t* pConfigFile;
[string] wchar_t* pHelpFile;
[string] wchar_t* pMonitorName;
[string] wchar_t* pDefaultDataType;
DWORD cchDependentFiles;
[size_is(cchDependentFiles), unique]
wchar_t* pDependen  tFiles;
}RPC_DRIVER_INFO_3;

All members not defined in this section are specified in sections 22131 and 2.2.1.3 .
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2.2.1.5.4 RPC_DRIVER_INFO_4

The RPC_DRIVER_INFO_4 structure provides information about a printer driver.

typedef struct _RPC_DRIVER_INFO_4 {
DWORD cVersion;
[string] wchar_t* pName;
[string] wchar_t* pEnvironment;
[string] wchar_t* pDriverPath;
[string] wchar_t* pDataFile;
[string] wchar_t* pConfigFile;
[string] wchar_t* pHelpFile;
[string] wchar_t* pMonitorName;
[string] wchar_t* pDefaultDataType;
DWORD cchDependentFiles;
[size_is(cchDependentFiles), unique]
wchar_t* pDependen  tFiles;
DWORD cchPreviousNames;
[size_is(cchPreviousNames), unique]
wchar_t* pszzPreviousNames;
} RPC_DRIVER_INFO_4;

All members not defined in this section are specified in sections

2.2.1.5.5 RPC_DRIVER_INFO_6

22131 and 2.2.1.3 .

The RPC_DRIVER_INFO_6 structure provides extended printer driver information.

typedef struct _RPC_DRIVER_INFO_6 {

DWORD cVersion;

[string] wchar_t* pName;

[string] wchar_t* pEnvironment;

[string] wchar_t* pDriverPath;

[string] wchar_t* pDataFile;

[string] wchar_t* pConfigFile;

[string] wchar_t* pHelpFile;

[string] wchar_t* pMonitorName;

[string] wchar_t* pDefaultDataType;

DWORD cchDependentFiles;

[size_is(cchDependentFiles), unique]
wchar_t* pDepende  ntFiles;

DWORD cchPreviousNames;

[size_is(cchPreviousNames), unique]
wchar_t* pszzPreviousNames;

FILETIME ftDriverDate;

DWORDLONG dwIDriverVersion;

[string] wchar_t* pMfgName;

[string] wchar_t* pOEMUTI;

[string] wchar_t* pHardwarelD;

[ string] wechar_t* pProvider;

} RPC_DRIVER_INFO_6;

All members not defined in this section are specified in sections

22131 and 2.2.1.3 .
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2.2.1.5.6 RPC_DRIVER_INFO_8

The RPC_DRIVER_INFO_8 structure specifies extended printer driver information.

typedef struct _RPC_DRIVER_INFO_8 {

DWORD cVersion;

[string] wchar_t* pName;

[string] wchar_t* pEnvironment;

[string] wchar_t* pDriverPath;

[string] wchar_t* pDataFile;

[string] wchar_t* pConfigFile;

[string] wchar_t* pHelpFile;

[string] wchar_t* pMonitorName;

[string] wchar_t* pDefaultDataType;

DWORD cchDependentFiles;

[size_is(cchDependentFiles) , unique]
wchar_t* pDependentFiles;

DWORD cchPreviousNames;

[size_is(cchPreviousNames), unique]
wchar_t* pszzPreviousNames;

FILETIME ftDriverDate;

DWORDLONG dwlIDriverVersion;

[string] wchar_t* pMfgName;

[string] wchar_t* pOEMUTI;

[s tring] wchar_t* pHardwarelD;

[string] wchar_t* pProvider;

[string] wchar_t* pPrintProcessor;

[string] wchar_t* pVendorSetup;

DWORD cchColorProfiles;

[size_is(cchColorProfiles), unique]
wchar_t* pszzColorProfiles;

[string] wchar_t* pInfPath;

DWORD dwPrinterDriverAttributes;

DWORD cchCoreDependencies;

[size_is(cchCoreDependencies), unique]
wchar_t* pszzCoreDriverDependencies;

FILETIME ftMinInboxDriverVerDate;

DWORDLONG dwlMininboxDriverVerVersion;

} RPC_DRIVER_INFO_8;

pPrintProcessor: A pointer to a string that specifies the print processor for this printer. For
rules governing print processor names, see section 22411 .
pVendorSetup: An optional pointer to a string that specifies the name of the vendor setup file

used for hardware vendor  -provided custom setup.

cchColorProfiles: The number of characters in the multisz structure pointed to by the
pszzColorProfiles member.
pszzColorProfiles: An optional pointer to a multisz structure that contains the names of all

color profile files for this driver.

pinfPath: An optional pointer to a string that specifies the path to the installation configuration
file in the driver store that identifies the printer driver for installation. <15>

When used as an input parameter in a call to RpcAddPrinterDriverEx (section 3.1.4.4.8

this pointer MUST be null. When used as output in the custom -marshaled form of this
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structure ( _DRIVER_IN FO_8 section 2.2.2.4.8), the server SHOULD set this value for
package -aware drivers.

dwPrinterDriverAttributes: A bitfield that specifies attributes of the printer driver.
When used as an input parameter in a call to RpcAddPrinterDriverEx , this value MUST  be
zero. When used as output in the custom -marshaled form of this structure
(_DRIVER_INFOQO_8), this bitfield is defined as follows:
Value Meaning
PRINTER_DRIVER_PACKAGE_AWARE The printer driver is part of a driver package.
0x00000001
PRINTER_DRIVER_SANDBOX_ENABLED The printer driver is compatible with printer driver
0x00000004 isolation
cchCoreDependencies: The number of characters in the multisz structure pointed to by the
pszzCoreDriverDependencies member.
psz zCoreDriverDependencies: An optional pointer to a multisz structure that contains the
names of the core dependencies as specified by the installation configuration file. These
names specify the core sections of the installation configuration file that are required by the
printer driver. <16>
ftMinInboxDriverVerDate: The minimum date version that is required in order for any core
printer driver to be used as a dependency as listed in the multisz structure pointed to by the
pszzCoreDriverDependencies member. The value of this member MUST be specified in the
same format as the  ftDriverDate member. <17>
dwlMininboxDriverVerVersion: The minimum file version that is required for any core printer
driver to be used as a dependency as listed listed in the multisz structure pointed to by the
pszzCoreDriverDependencies member. The value of this member MUST be specified in the
same formatas the dwlDriverVersion member. <18>
All members not defined in this section are specified in sections 22131 and 2.2.1.3 .

2.2.1.6 FORM_INFO

2.2.1.6.1 FORM_INFO_1

The FORM_INFO_1  structure provides information about a printer form.

typedef struct _FORM_INFO_1 {
DWORD Flags;
[string] wchar_t* pName;
SIZE Size;
RECTL ImageableArea;

} FORM_INFO_1;

All members not defined in this section are specified in sections 22132 and 2.2.1.3 .
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2.2.1.6.2 RPC_FORM_INFO_2

The RPC_FORM_INFO_2 structure provides information about a printer form that includes its
origin, dimensions, the dimensions of its printable area, and its display name.

typedef struct _RPC_FORM_INFO_2 {
DWORD Flags;
[string, unique] const wchar_t* pName;
SIZE Size;
RECTL ImageableArea;
[string, unique] const char* pKeyword;
DWORD StringType;
[string, unique] const wchar_t* pMuiDII;
DWORD dwResourceld;
[string, unique] const wchar_t* pDisplayName;
LANGID wLangID;

} RPC_FORM_INFO_2;

pKeyword: This member MUST be set to null by the client if the value of the Flags member is
setto FORM_BUILTIN , or this member MUST be a non -null pointer to a string that MUST
specify a unique, localization  -independent id entifier for this form.  <19>

StringType: The value of this member MUST specify how a form's display name is passed. The
value of this member MUST be a value from the following table.

Name/Value Meaning
STRING_NONE Use the default display name, a string that is pointed to by the pName
0x00000001 member. No localized display name exists.
STRING_MUIDLL Load the form name from the library of string resources that is identified by
0x00000002 the pMuiDll member. The dwResourceld me mber specifies the ID of the
form name string in that library.
STRING_LANGPAIR Use the form name, a string that is pointed to by the pDisplayName
0x00000004 member, and the language that is identified by the wLanglD  member.
pMuiDIl:  This member MUST be  a null pointer and MUST be ignored upon receipt if StringType
isnotequalto STRING_MUIDLL ,orit MUST be anon -null pointer to a string that contains
the name of a library of string resources. String resources MAY <20> be localized i nto multiple
languages.
dwResourceld: The value of this member SHOULD be zero and ignored upon receipt if the
value of the StringType = member is not equal to STRING_MUIDLL ; otherwise, the value of
this member MUST specify the string resource ID of the form name in the library that is
identified by the string that is pointed to by the pMuiDIl  member.
pDisplayName: This member MUST be a null pointer and ignored upon receipt if StringType s
notequalto STRING_LANGPAIR ; otherwise, this member MUST be a non -null pointer to a
string that MUST specify the form name.
wLangID: The value of this member SHOULD be zero and ignored upon receipt if StringType  is
not equalto STRING_LANGPAIR ; otherwise, the value of this member M UST be the

Language Identifier of the pDisplayName member as specified in MS-LCID] .
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All members not defined in this section are specified in sections 2.2.1.3.2 and 2.2.1.3 .

2.2.1.7 JOB_INFO

2.2.1.7.1 JOB_INFO_1

The JOB_INFO_1 structure provides information about a print job.

typedef struct _JOB_INFO_1 {
DWORD Jobld;
[string] wchar_t* pPrinterName;
[string] wchar_t* pMachineName;
[string] wchar_t* pUserName;
[string] wchar_t* pDocument;
[string] wchar_t* pDatatype;
[string] wchar_t* pStatus;
DWORD Status;
DWORD Priority;
DWORD Position;
DWORD TotalPages;
DWORD PagesPrinted;
SYSTEMTIME Submitted;
}JOB_INFO _1;

All members not defined in this section are specified in sections 22133 and 2.2.1.3 .

2.2.1.7.2 JOB_INFO_2

The JOB_INFO_2 structure provides information about a print job.

typedef struct _JOB_INFO_2 {
DWORD Jobld;
[string] wchar_t* pPrinterName;
[string] wchar_t* pMachineName;
[string] wchar_t* pUserName;
[string] wchar_t* pDocument;
[string] wchar_t* pNotifyName;
[string] wchar_t* pDatatype;
[string] wchar_t* pPrintProcessor;
[string] wchar_t* pParameters;
[string] wchar_t* pDriverName;
ULONG_PTR pDevMode;
[string] wchar_t* pStatus;
ULONGPTR pSecurityDescriptor;
DWORD Status;
DWORD Priority;
DWORD Poaosition;
DWORD StartTime;
DWORD UntilTime;
DWORD TotalPages;
DWORD Size;
SYSTEMTIME Submitted;
DWORD Time;
DWORD PagesPrinted;

} JOB_INFO_2;
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All members not defined in this section are specified in sections 22133 and 2.2.1.3 .

2.2.1.7.3 JOB_INFO_3

The JOB_INFO_3 structure provides information about a print job.

typedef struct _JOB_INFO_3 {
DWORD Jobld;
DWORD NextJobld;
DWORD Reserved;

} JOB_INFO_3;

NextJobld: An identifier that specifies the print job in the queue following the job identified by
the Jobld member. A value of zero indicates that there are no jobs following the job identified
by the Jobld member.

When used as inputto  RpcSetJob (section 3.1.4.3.1 ) to alter the order of print jobs and link
them together, Jobld and NextJobld MUST be nonzero and SHOUL D be obtained through
RpcEnumJobs (section 3.1.4.3.3 ) or RpcGetJob (section 3.1432 ).

All members not defined in this section are specified in sections 22133 and 2.2.1.3 .

2.2.1.7.4 JOB_INFO 4

The JOB_INFO_4 structure provides information about a print job.

typedef struct _JOB_INFO_4 {
DWORD Jobld;
[string] wchar_t* pPrinterName;
[string] wchar_t* pMachineName;
[string] wchar_t* pUserName;
[string] wchar_t* pDocument;
[string] wchar_t* pNotifyName;
[string] wchar_t* pDatatype;
[string] wchar_t* pPrintProcessor;
[string] wchar_t* pParameters;
[string] wchar_t* pDriverName;
ULONG_PTR pDevMode;
[string] wchar_t* pStatus;
ULONGPTR pSecurityDescriptor;
DWORD Status;
DWORD Priority;
DWORD Position;
DWORD StartTime;
DWORD UntilTime;
DWORD TotalPages;
DWORD Size;
SYSTEMTIME Submitted,;
DWORD Time;
DWORD PagesPrinted;
long SizeHigh;

} JOB_INFO_4;
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SizeHigh:  This member specifies the high -order 32 bits of a 64  -bit unsigned integer that
specifies the size of the job in bytes.

All members not defined in this section are specified in sections 22133 and 2.2.1.3 .

2.2.1.8 MONITOR_INFO

2.2.1.8.1 MONITOR_INFO_1

The MONITOR_INFO_1 structure provides information about a monitor.

typedef struct _MONITOR_INFO_1{
[string] wchar_t* pName;
} MONITOR_INFO_1,;

All members not defined in this section are specified in sections 22134 and 2.2.1.3 .

2.2.1.8.2 MONITOR_INFO_2

The MONITOR_INFO_2 structure provides information about a monitor.

typedef struct _MONITOR_INFO_2 {
[string] wchar_t* pName;
[string] wchar_t* pEnvironment;
[string] wchar_t* pDLLName;

} MONITOR_INFO_2;

pEnvironment: This member MUST be anon  -null pointer to a string that MUST specify the
environment that the monitor supports. The environment specified MUST match the print
server's operating system. For rules governing environment names and Windows behaviors,
see secti on 2.2.4.4 .

pDLLName: This member MUST be anon  -null pointer to a string that MUST specify the name of
the port monitor executable object.

All members not defined in this section are specified in sections 22134 and 2.2.1.3 .

2.2.1.9 PORT_INFO

2.2.1.9.1 PORT_INFO_1

The PORT_INFO_1 structure provides information about a port.

typedef struct _PORT_INFO_1 {
[string] wchar_t* pPortName;
} PORT_INFO_1;
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All members not defined in this section are specified in sections 22135 and 2.2.13 .

2.2.1.9.2 PORT_INFO_2

The PORT_INFO_2 structure provides information about a port.

typedef struct _PORT_INFO_2 {
[string] wchar_t* pPortName;
[string] wchar_t* pMonitorName;
[string] wchar_t* pDescription;
DWORD fPortType;
DWORD Reserved;

} PORT_INFO_2;

pMonitorName: A pointer to a string that specifies an installed port monitor. For rules
governing port monitor names, see section 2.2.4.8 .
pDescription: An optional pointer to a string th at specifies additional implementation - specific
information about the printer port. <21>
fPortType: A bitfield that specifies attributes of the printer port. These flags can be combined to
specify multiple attributes.
Value Meaning
PORT_TYPE_WRITE The port can be written to.
0x00000001
PORT_TYPE_READ The port can be read from.
0x00000002
PORT_TYPE_REDIRECTED The portisa Terminal Services redirected port.
0x00000004
PORT_TYPE_NET_ATTACHED The port is a network TCP/IP port.
0x00000008
All members not defined in this section are specified in sections 22135 and 2.2.1.3 .
2.2.1.9.3 PORT_INFO_3
The PORT_INFO_3 structure provides information about a port.
typedef struct _PORT_INFO_3 {
DWORD dwsStatus;
[string] wchar_t* pszStatus;
DWORD dwSeverity;
} PORT_INFO_3;
dwStatus: The new port status. This value MUST be one of the following.
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Name/value

Meaning

PORT_STATUS_CLEAR
0x00000000

Clears the printer port status.

PORT_STATUS_OFFLINE
0x00000001

The port's printer is offline.

PORT_STATUS_PAPER_JAM
0x00000002

The port's printer has a paper jam.

PORT_STATUS_PAPER_OUT
0x00000003

The port's printer is out of paper.

PORT_STATUS_OUTPUT_BIN_FULL
0x00000004

The port's printer's output bin is full.

PORT_STATUS_PAPER_PROBLEM
0x00000005

The port's printer has a paper problem.

PORT_STATUS_NO_TONER
0x00000006

The port's printer is out of toner.

PORT_STATUS_DOOR_OPEN
0x00000007

The door of the port's printer is open.

PORT_STATUS_USER_INTERVENTION
0x00000008

The port's printer requires user intervention.

PORT_STATUS_OUT_OF MEMORY
0x00000009

The port's printer is out of memory.

PORT_STATUS_TONER_LOW
0x0000000A

The port's printer is low on toner.

PORT_STATUS_WARMING_UP
0x0000000B

The port's printer is warming up.

PORT_STATUS_POWER_SAVE
0x0000000C

The port 's printer is in a power

-conservation mode.

pszStatus:

dwSeverity:

An optional pointer to a string that specifies a status description.

The severity of the port status value. This value MUST be one of the following.

Name/value

Meaning

PORT_STATUS_TYPE_ERROR
0x00000001

The port status value indicates an error.

PORT_STATUS_TYPE_WARNING
0x00000002

The port status value is a warning.

PORT_STATUS_TYPE_INFO
0x00000003

The port status value is informational.

All members not defined in this section are specified in sections

2.2.1.35 and 2.2.1.3 .
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2.2.1.9.4 PORT_INFO_FF

The PORT_INFO_FF is used to communicate port information to a local port monitor.

typedef struct _PORT_INFO_FF {
[string] wchar_t* pPortName;
DWORD cbMonitorData;
BYTE* pMonitorData;

} PORT_INFO_FF;

cbMonitorData: A value that SHOULD be zero and MUST be ignored on receipt.
pMonitorData: A pointer that SHOULD be null and MUST be ignored on receipt.

All members not defined in this section are specified in sections 2.2.1.35 and 2.2.1.3 .

2.2.1.10 PRINTER_INFO

2.2.1.10.1 PRINTER_INFO_STRESS

The PRINTER_INFO_STRESS structure provides diagnostic printer information used for print
system remote protocol stress analysis

typedef struct _PRINTER_INFO_STRESS {
[string] wchar_t* pPrinterName;
[string] wchar_t* pServerName;
DWORD cJobs;
DWORD cTotalJobs;
DWORD cTotalBytes;
SYSTEMTIME stUpTime;
DWORD MaxcRef;
DWORD cTotalPagesPrinted;
DWORD dwGetVersion;
DWORD fFreeBuild;
DWORD cSpooling;
DWORD cMaxSpooling;
DWORD cRef;
DWORD cErrorOutOfPaper;
DWORD cErrorNotReady;
DWORD cJobError;
DWORD dwNumberOfProcessors;
DWORD dwProcessorType;
DWORD dwHighPartTotalBytes;
DWORD cChangelD;
DWORD dwLastError;
DWORD Status;
DWORD cEnumerateNetworkPrinters;
DWORD cAddistPrinters;
unsigned short wProcessorArchitecture;
unsigned short wProcessorLevel;
DWORD cRefIC;
DWORD dwReserved2;
DWORD dwReserved3;

} PRINTER_INFO_STRESS;
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cJobs: The number of jobs that are currently in the print queue.

cTotalJobs: The total number of jobs that have been spooled since the print server was started.

cTotalBytes: The low -order 32 bits of an unsigned 64 - bit value that specifies the total number
of bytes that have been printed since system startup. The high -order 32 bits  are specified by
the dwHighPartTotalBytes member.

stUpTime: The time the printer data structure was created, in SYSTEMTIME _ format.

MaxcRef:  The historic maximum value of the cRef member.

cTotalPagesPrinted: The total number of pages printed.

dwGetVersion: An implementation  -specific value that specifies the version of the operating

system. <22>
fFreeBuild: An implementation  -specific value that MUST be ignored upon receipt. <23>
cSpooling: The number of actively spooling jobs.
cMaxSpooling: The historic maximum number of actively spooling jobs.
cRef:  The reference count for opened printer objects.
cErrorOutOfPaper: The total number of out - of- paper errors.
cErrorNot Ready: The total number of not  -ready errors.

cJobError: The total number of job errors.

dwNumberOfProcessors: The number of processors in the computer on which the print server
is running.
dwProcessorType: An implementation  -specific value that identifi ~ es the type of processor in the

computer. <24>

dwHighPartTotalBytes: The high -order 32 bits of an unsigned 64 - bit value that specifies the
total number of bytes that have been printed since system startup. The low -order 32 bits are
specified by the cTotalBytes  member.

cChangelD: A unique number that identifies the last change.

dwLastError: An implementation  -specific error code for the last error that occurred with this
printer. <25>

Status:  The current printer s tatus (section 2.2.2.11 ).

cEnumerateNetworkPrinters: The number of times the network printers browse list has been
requested.

cAddNetPrinters: The number of network printers added, per server.

wProcessor  Architecture: An implementation  -specific value that identifies the system's
processor architecture. This value SHOULD be ignored upon receipt. <26>

wProcessorLevel: An implementation  -specific value that identifies the system's archit ecture -
dependent processor level. This value SHOULD be ignored upon receipt. <27>
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cReflC:  The number of open information context handles.

All members not defined in this section are specified in sections 2.2.1.36 and 2.2.1.3 .

2.2.1.10.2 PRINTER_INFO_1

The PRINTER_INFO_1 structure provides information about a printer.

typedef struct _PRINTER_INFO_1 {
DWORD Flags;
[string] wchar_t* pDescription;
[string] wchar_t* pName;
[string] wchar_t* pComment;

} PRINTER_INFO_1;

Flags: The value of this member MUST be the result of a bitwise OR of zero or more of the
Printer Enumeration Flags (section 2237 ).

Ifthe PRINTER_INFO_1 structure isused ina  PRINTER _CONTAINER (section

2.2.1.2.9 ) asinputto RpcAddPrinter (section 3.1.4.2.3 ) or RpcAddPrinterEx (section
3.1.4.2.15 ), Flags MUST be a bitwise OR of zero or more of the PRINTER_ATTRIBUTE values
defined in Status and Attribute Values (section 22311 ).
pName:  This member is synonymous with pPrinterName , as specified in section  3.1.4.1.5 .
All members not defined in this section are specified in sections 22136 and 2.2.1.3 .

2.2.1.10.3 PRINTER_INFO_2

The PRINTER_INFO_2 structure provides information about a printer.

typedef struct _PRINTER_INFO_2 {
[string] wchar_t* pServerName;
[string] wchar_t* pPrinterName;
[string] wchar_t* pShareName;
[string] wchar_t* pPortName;
[string] wchar_t* pDriverName;
[string] wchar_t* pComment;
[string] wchar_t* pLocation;
ULONG_PTR pDevMode;
[string] wchar_t* pSepFile;
[string] wchar_t* pPrintProcessor;
[string] wchar_t* pDatatype;
[string] wchar_t* pParameters;
ULONG_PTR pSecurityDescriptor;
DWORD Attributes;
DWORD Priority;
DWORD DefaultPriority;
DWORD StartTime;
DWORD UntilTime;
DWORD Status;
DWORD cJobs;
DWORD AveragePPM,;

} PRINTER_INFO_2;
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pShareName: This member is an  optional pointer to a string that specifies the share name for
the printer. This string MUST be ignored unless the Attributes  member contains the
PRINTER_ATTRIBUTED_SHARED flag. For rules governing path names, see section
2249 .

pDriverName: This member is a pointer to a string that specifies the name of the printer driver.
For rules governing printer driver names, see section 2243 .

pLocation: This member is an optional pointer to a string that specifies the location of the
printer.

pSepFile:  This member is an optional pointer to a string that specifies the name of a file whose
contents are used to create a separator page. This page is used to separate print jobs sent to
the printer. For rules governing path names, see section 2249 .

pPrintProcessor: This member is an optional pointer to a string that specifies the name of the
print processor used by the printer. For rules governing print processor names, see section
22.4.11 .

If this member is null on input, the server SHOULD use the print processor that is associated
with the printer driver identified by the string pointed to by the pDriverName member.

pDatatype: This member is an optional pointer to a string that specifies t he datatype used to
record the print job. For rules governing datatype names, see section 2242 .

pParameters: This member is an optional pointer to a string that specifies the default print
processor pa rameters.

Priority: The value of this member specifies a priority value that the spooler uses to route each
print job. The value of this member MUST be from 0 through 99, inclusive.

DefaultPriority: The value of this member specifies the default priority value assigned to each
print job. The value of this member MUST be from 0 through 99, inclusive.

StartTime: The value of this member specifies the earliest time that a job can be printed. The
time is expressed as the number of minutes after 12:00 AM GMT within a 24 -hour boundary.

UntilTime: The value of this member specifies the latest time that a job can be printed. The
time is expressed as the number of minutes after 12:00 AM GMT within a 24 -hour boundary.

cJobs:  The value of this member specifies the number of print jobs that have been queued for
the printer.

AveragePPM: The value of this member specifies the average pages per minute that have been
printed on the printer.

All members not defined in this section are specified in sections 2.2.1.36 and 2.2.1.3 .

2.2.1.10.4 PRINTER_INFO_3

The PRINTER_INFO_3 structure provides information about a printer.

typedef struct _PRINTER_INFO_3 {
ULONG_PTR pSecurityDescriptor;
} PRINTER_INFO_3;
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