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® Defining your configuration
« Creating an instance of the security provider
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® Executing
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® Selecting the right options for security.
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= Authenticating a User using Credentials
= Authenticating a User Using a Token
= QObtaining a Temporary Token for an Authenticated User
® Terminating a User Session (Expire a Token)
® X
= Determining Whether a User Is Authorized to Perform a Task
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= Reading and Writing Profile Information about a User
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( D> ERJiAuthenticate,
Authorize, GetRoles,
SetProfile, GetProfile.. )

'%fﬁﬁ‘@ 122 4= Providerfs

DbAuthenticationProv

Ider — authenticate users
against database

« AzManAuthorizationPr

ovider — authorize users
against Authorization Manager

= DbRolesProvider —
retrieve roles from a database

= DbProfileProvider —
retrieve profiles from a database

IRoles IProfile
Providar Provider

Provided by application E‘
developer 1~ Class B inherils from class A B
Application block component i or implements interface A - Ad Ro I esProvi d er —

Aoplication biock inferf B retrieve roles from Active
pRiicaon interface
or abstract base class Directory

Other application block < %ﬂ: E‘Z }Eﬁ ﬁ éﬂ%ﬁiw& EJJ% ﬂ
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Role-based Security: Principals and IM%

@ Security Application Block=2H | .Net=Z#£F 1)
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e Credential (&) + AushentatonType

e HFID, 28BSl S T
e |[dentity (H4)

= [Encapsulates information about user
— Name and Authentication type

e Principal (FE/A4H1E)
= Represents the security context the code

IS running under — ldentity and Roles the user belengs to
« Used in Authorization precess

e jEidldentity 5 Principal {7 2530 1A A7
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¢ |sinFRole
* |dentity
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* W RSTEE > app.config (or web.config) 3 14

= i f{Enterprise Libraryfit. & 1 H & Security i 7l & 15 5.

= [ HVSH 11 post-build *E-config files+ Il 25z 17 H >k
copy "$(ProjectDir)\*.config" "$(TargetDir)"

-
.- Enterprise Library Configuration
File Action Help

=]

B Defaultfwthenticationnstance Authentication Provider
i RuleProvider

Profile Provider
e Reoles Provider
< | |H DefaultSecurityCac hwln stance Caching Store Provider

Name
ovider || Gets or sets the name of the node.
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= Securlty Application Block® 1A 1~ Martin Fowleryg
P YAt Al Security IS4 [f Provider

= o DI Py E 1AD, Database, AzMan Provider
= [ PluginiyJy 2\EtAT Providenfd Ji&

" Create the default authentication provider iInstance
Dim authProvider As lAuthenticationProvider =

AuthenticationFactory.GetAuthenticationProvider()

" Use a named iInstance to map to configuration

Dim authProvider As lAuthenticationProvider =

AuthenticationFactory.GetAuthenticationProvider(*"Authe

ntication Provider')
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e Authentication (1AiE) = Roles (/)

* Authenticate * Determine what roles a
= Cache identity USer is in
= Expire a session = Profiles (MEH)
= Authorization (0 = Read and write profile
Information

@ Determine If user Is
authorized to perform a
task

NamePasswordCredential credentials =
hew NamePasswordCredential(username, password);

‘8 i+ Name/Password 4 i3 4T A IF
bool authenticated = authProvider.Authenticate(credentials, out identity);
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Threats and Countermeasures

Chapter 4 - Design Guidelines for Secure Web Applications
hittp://msdn.microsoft.com/librany/default.asp2url=/librany/en-us/dnnetsec/html/ihreatCounter.asp
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= ZProvider!{& fij Data Access Application Block
1y Bt s 1A ) S 3
* SQL script included for required schema

= i H{Cryptography Application Block H =255 17k
pEyE ( Hash )
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. Enterprise Library Configuration®
File Action Help

NEEg

Corfiguration Application Block
E Cryptography Application Block
= L,_f,_l Hash Providers
#I' passwordHash
{52 Symmetric Provider:
Application Block
ion Strings
Jatabase Instances
i EntLibQuickStarts
§F| Database Types
: curity Application Block
-] Authentication

.

Configuration Erors

Configuration Console
B

-~ | E
| B Datsbase  EntlibQuickStarts
HashProvider passwordHash
MName Authentication Pryv

MName
(Gets or sets the name of the node.

Ll Authentication Provider [
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Zauthentication provider
|IAuthenticationProvider authenticationProvider =

AuthenticationFactory.GetAuthenticationProvider(* My
Provider");

e {il|7ZZNamePasswordCredentialsZi-& 12 i

NamePasswordCredential credentials = new
NamePasswordCredential(*JohnS”, “MyPassword”);

e il  Authenticate

lIdentity identity;
bool authenticated =

authenticationProvider.Authenticate(credentials, out
identity);
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= AzMan (Authorization Manager)
= Windows [ 77 B33 A EAL A

= Microsoft® Windows® 2000™ Server with Service
Pack 4, Microsoft Windows Server 2003, or
Windows XP SP1 with Windows Server 2003
Administration Tools Pack
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= {{i[{] Configuration Console

- Enterprise Library Configuration®

File Action Help

N Eg

- ‘ Erlh-'rl:lrl':l-' |J|:||_:|r', Configuration

|'|Ir|l:l Application Block
onfiguration Application Black
+ E Cryptography Application Block:
+ %| Diata Access Application Block
- | Security Application Block

; '-"_" RuleProvider
E
[El Print Document
El Submit Mew Order
Configuraton Emmors

W ESSESERN

Expression R:Manager OR R:HumanResources
=
MName Hire Employee /

WPy

Name
Gets or sets the name of the node.

Description

o Remove the cument node
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e |. |dentities (1)
® Specific (for example, “Bob™)
= Anonymous (?)
= Any (*)
e R: Roles (fff)
® Specific (for example, “Managers”)
« Any (%)
e Operators (< Ziz FHEEE)
* AND, OR, NOT and ()
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® [:Bob

* Only a user with the identity Bob Is authorized

® ((R:HumanResources OR

R:GeneralManagers) AND (NOT:
R:HRSpecialist))

@ Only users that are either inithe

HumanResources or GeneralManagers roles anad
not in the HRSpecialist role are authernzea
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£authorization provider

|AuthorizationProvider ruleProvider=
AuthorizationFactory.GetAuthorizationProvider
("RuleProvider")

JAuthorize
« Accepts an IPrinciple and a rule name

bool authorized =

this.ruleProvider.Authorize(principal, “Hire
Employee”);
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e L TMf{4 (Role based) .

Access to operations (typically methods) Is
secured based on the role membership of the
caller. Roles are used to partition your
application’s user base into sets of users wWho
share the same securnity privileges within the
application.

e -7 (Resource based) . Individual
resources are secured using Windews ACLs. The
application impersonates the caller prior to
accessing resoeurces, which allows the operatlng
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« Active Directory®

@ Database

® [Jses [Data Access Application Blockifor datalase
aCccess

= SQOL script included for reguired schema

® QOut-of-box requires using supplied authentication
database provider (roles are tied to a userid in the
Users table)
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Provider

= i fc & 1 245 E RolesZ s /&

[

1y

Enterprise Library Configuration*
File Action Help

DEXR
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= ‘ Erterprise Library Configuration =
=] _.-'-"_pl:llil':a’[il:lrl

Mame
=l

Database

+- 0§ Data Access Application Block
| Securty Application Block
o= Authentication
(&7 Authorization
E Profile
—)-[#&] Roles
-

+-{I5] Security Cache

Mame
(Gets or sets the name of the node.

Configuration Erors

Description

S

Remove the cument node
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Configured
database
instance
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e 7l|7roles provider

IRolesProvider rolesProvider =

RolesFactory.GetRolesProvider("Roles
Provider");

= AEE CPrincipal)
IPrincipal principal =
rolesProvider.GetRoles(this.identity);

= Call IsInRoles |
bool isManager = principal.lsinRole(* Manager”);
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o JLliRI K e Hil s 15 Dictionary. (all values
are stored as strings In the database).
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= Using the Configuration Console

"

.- Enterprise Library Configuration® Q@Er CO nfi gu red

File Action Help

I T database

= ‘ Enterprise Librany Corfiguration = .
=I-[] Application Database Ent LibQuick Starts | nsta nce

+-174 Caching Application Block MName Profile Provider
+- [l Corfiguration Application Block
+-[§§ Cryptography Application Block
+ %| Data Access Application Block
= | Security Application Block

+1-fa=) Authentication

+-[E5) Authorization

- 5 Profile

£ Name

Gets or sets the name of the node.

(%] Securty Cache

Configurahon Emors

I
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e {/|#Eprofile provider

IProfileProvider profileProvider =

ProfileFactory.GetProfileProvider();

« Call SetProfile
® Pass [IDentity of existing USEer

* Pass object with profile infermation (e.q.,
serializable class)

profileProvider.SetProfile(identity, profile);
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® Call GetProfile

@ Pass [IDentity of existing user
® Returns object with profile information

ProfileInformation userProfile =

profileProvider.GetProfile(identity) as
ProfileInformation;
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Security Cache

= Using the Configuration Console

-
..~ Enterprise Library Configuration*
File Action Help

NERg
=1-]

_.-':"_p plication
! ng Application Block

|I Cryptography Application Block
%| Data Access Application Block
i: Securty Application Block

+ E Authentication

+-[EF) Authorization

+ 5 Prafile

+- |4 Foles
] ity Cache

Sl Caching Store Provider

Configuraton Brors

— EEE BERE

My

=
AbsoluteExpiration
CacheManager
MName
SlidingExpiration

Name
Gets or sets the name of the node.

EXR

Bk, B89

Microsoft:
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Configured
cache
manager
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« Create security cache

|ISecurityCacheProvider cache =

SecurityCacheFactory.GetSecurityCacheProvid
er(“MyCacheProvider");

« Call Saveldentity
® Pass [IDentity of existing USer
® Returns a token

IToken token = cache.Saveldentity(this.identity)
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® Call Getldentity
® Pass token returned by Saveldentity
« Returns lIDentity or null

Ildentity savedldentity = cache.Getldentity(token);
IT (savedldentity != null)

{

// user 1S authenticated

}

else

{

// user not authenticated
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« Call Expireldentity
® Pass token returned by Saveldentity

cache.Expireldentity(token);
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e 1] 7 4L security providers
@ Enhancing/expanding database providers

@ P|us...

® Anything and everything — your have the source
code!

® Please post extensions and suggestions to the
community.
e Niip/AVerkspacESIaoidoinecony/enilis
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= Defining your configuration

= Creating an instance of the security provider objects
= Executing the methods

=« Selecting the right options for security.
* =BT N G AR S

= Key extensibility points
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¥ ' | patterns & practices
i . - proven practices for predictable results

Announcing: Enterprise Library 1.0
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= |mproving Web Application Security

nttp:///msdn. micreseii.com/library/defaultaspZun=/libran/en-
us/dnnetsec/html/ThreatCounter.asp

« |mproving .NET Application Performance and Scalability

nttp:///msdn. micreseii.com/library/default. aspur=/libran/en-
us/dnpaa/html/scalenet.asp

= Application Architecture for .NET

hitp://nmsdn.micreseit.com/librany/deiaultasprud=/libran/ens
us/dnbda/html/distanp.asp

PatternShare.ora

Enterprise _Librar¥/ Community.
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® W ION[2CoRSICeN
= Slides
= TJech Tips
= Podcasts
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