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— Defining your configuration

— Creating an instance of the Database object
— Executing SQL

JU SR 2

— Selecting the right option for data access

— Using transactions

T 2 1
— Key extensibility points
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cutting and pasting same data
access code

parameter
application code

properly
closing connections

connection string
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simple and efficient
Transparency

place an
Indirection

validate
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best practices

multiple database
brands

securely store

— Easily call a stored procedure
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e Previous
e New

" Create the default database iInstance
Dim db As Database = DatabaseFactory.CreateDatabase()

" Use a named iInstance to map to configuration
Dim salesDb As Database =
DatabaseFactory.CreateDatabase('Sales)
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// Invoke a SQL Command

managed
automatically

productDataSet = db.ExecuteDataSet(CommandType.Text,
“SELECT ProductlD, ProductName FROM Products');
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user name and password

SQL authentication

— Embedded connection strings
— Clear text
— Fallure

Windows authentication

— Encrypt the connection strings

Improving Web Application Security

Threats and Countermeasures : -
Chapter 14 — Building Secure Data Access -MSDN Webcasts
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’ Enterprise Library Configuration®
File Action Help

General
DpapiSettings
File
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8 Encryption Settings
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In order to pr anfiguration you must specify a key and algarithm used for encryption. This is
known as a gorithm pair”, or just as a What would you like to do?

* Create a new key algorithm pair
Usge this option if you would like to create a new lkey algorthm
pair.

" Load an existing key algorithm pair

lUse this aption if you have already configured a key and would
lilke to use it for this application.

X
an algorithm to use for thi r. This algorthm may be of any type that inherits from
rity Cryptography . SymmetricAlgorithm.

RijndaelManaged



Please specify the key in hexidecimal form. Use the "Generate” button to generate a
cryptographically strong key that conforms to this algorithms key requirements.

Key (hexadecimal)

@11F4AlC1ASD: 3aCT2ZEB4DFFF4ES
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Microsoft

MR (REDARAF

@ File Key Algorithm Storage Wizard

Select the file in which to save the configured key algonithm pair.

Key Algorthm Pair File
C:\Keys\ConnectionString key

Enable DPAPI protection.  (what's this?)
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’ Enterprise Library Configuration®
File Action Help

[=- ‘ Entemprize IJI:u—:r',rI_n_nnfu:lul—:ntlun | |F General

||:|u|—:|t|| n Application Block

dataConfiguration

7 ¥ML File Storage Provider
zer Transformer

Erll nyption Settings

#=| File Key -'Jl:ll iithm Storage Pro

Gets or sets if this section is encrypted. You must configure a “key algonthm storage provider” ...

Configuration Erors
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authentication is more secure

ce : fixed service
account and avoid impersonation

Improving Web Application Security Improving .NET Application

Threats and Countermeasures Performance and Scalability
Chapter 14 — Building Secure Data Access Chapter 12 — Improving ADO.NET Performance
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expensive and limited

performance and scalability of your application

Improving .NET Application
Performance and Scalability

Chapter 12 — Improving ADO.NET Performance §
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affect the overall

Microsoft
Improving

.NET Application
Performance and Scalability
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Make
sure that you call one of these methods as soon as you are
finished with the resource.

Improving .NET Application

Performance and Scalability _
Chapter 12 — Improving ADO.NET Performance '‘MSDN Webcasts
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y

makes implementation of this principle easy and
automatic

Public Function GetProducts() As DataSet
Dim db As Database DatabaseFactory.CreateDatabase()

End Function
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ExecuteDataReader

CommandBehavior.CloseConnection

Database db = DatabaseFactory.CreateDatabase();
using (IDataReader dataReader = db.ExecuteReader(*'GetCust'))

{
while (dataReader.Read())

{ /7 ... }
}

// DataReader is disposed, causing the connection to close

" VB.NET

Dim dataReader as DataReader

dataReader = db.ExecuteReader("'GetCust™™)
" You must explicitly close with VB_NET

dataReader.Close()
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use stored procedures instead of embedded SQL

improved performance

individually secured

easier maintenance

an extra level of abstraction

reduce network traffic
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Dim db As Database = DatabaseFactory.CreateDatabase(“Sales’)

stored procedure name

Dim ds As DataSet = db.ExecuteDataSet(''GetAllProducts™™)

command wrapper

Dim dbc As DBCommandWrapper = _

db.GetStoredProcCommandWrapper("'GetAl IProducts')

Dim ds As DataSet = db.ExecuteDataSet(dbc)

| k it S
| |
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Dim ds As DataSet = db.ExecuteDataSet("'GetProductsByCategory*, 12)

Dim dbc As DBCommandWrapper = _
db.GetStoredProcCommandWrapper ("‘GetProductsByCategory™)

dbCommandWrapper .AddInParameter(""@CategoryID™, DbType.Int32, 12)

Dim ds As DataSet = db.ExecuteDataSet(dbc)
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Dim dbc As DBCommandWrapper = _
db.GetStoredProcCommandWrapper ("'GetProductDetails™)

dbCommandWrapper .AddInParameter (""@ProductlID", DbType.Int32, productiD)

dbCommandWrapper .AddOutParameter ("'@ProductName™, DbType.String, 50)

dbCommandWrapper .AddOutParameter(*"@UnitPrice’™, DbType.Currency, 8)

Dim ds As DataSet = db.ExecuteDataSet(dbc)
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multiple data access logic components
generic data access helper

A well designed data access helper component should have no negative
Impact on performance, and provides a central place for data access tuning and
optimization

1

ey .
| 'T" Drata Access Logic |

| Diata Access Logic

Cormponent Cormponent

A .
! I| | o

Data Access Helper™— |

Application Architecture for .NET

Designing the Components of an
Application or Service
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Public Function GetProductsInCategory(ByRef Category As Integer) As DataSet

Dim db As Database = DatabaseFactory.CreateDatabase()

" Invoke the stored procedure with one line of code!
return db.ExecuteDataSet("'GetProductsByCategory", Category)

End Function

MSDN/!Webcasts!
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private void DisplayProducts(int category)

{

Database db = DatabaseFactory.CreateDatabase(''Sales™);

using (1DataReader dataReader =

db.ExecuteReader ("'GetProductsByCategory', category))
{

resultsDataGrid.DataSource = dataReader;
resultsDataGrid.DataBind();

an MSDN!Webcasts
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require a disconnected memory-resident cache

In-memory relational view

multiple data
sources

update
submit

data binding
IList

MSDN Webcasts
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large volumes

reduce the memory footprint
avoid the object creation overhead

data binding
IEnumerable

streamline and optimize
binary large object

MSDN Webcasts
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public string GetProductDetails(int productiD)
{

Database db = DatabaseFactory.CreateDatabase();

string sqlCommand = "GetProductDetails";
DBCommandWrapper dbCommandWrapper =

db.GetStoredProcCommandWrapper (sqlCommand) ;

dbCommandWrapper .Add InParameter(*'@ProductiD", DbType.Int32, productiD);
dbCommandWrapper .AddOutParameter ("'@ProductName'™, DbType.String, 50);
dbCommandWrapper .AddOutParameter(*'@UnitPrice', DbType.Currency, 8);

db . ExecuteNonQuery(dbCommandWrapper) ;

string results = string.Format(Culturelnfo.CurrentCulture, "{0}, {1},
{2:C} ", dbCommandWrapper .GetParameterValue('@ProductiD'),
dbCommandWrapper .GetParameterValue(""@ProductName'™),
dbCommandWrapper .GetParameterValue(""@UnitPrice'));

return results;

}

ol MSDN|!Webcasts
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DataSet or DataTable

ExecuteNonQuery

ExecuteDataReade
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public string GetProductName(int productliD)
{

Database db = DatabaseFactory.CreateDatabase();

string productName =
(string) db.ExecuteScalar("GetProductName®™, productiD);

return productName;
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ExecuteScalar
ExecuteNonQuery

ExecuteDataReader

performance perspective
ExecuteNonQuery
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Database db = DatabaseFactory.CreateDatabase();

using (IDbConnection connection = db.GetConnection())

{

connection.Open();
IDbTransaction transaction = connection.BeginTransaction();

try
{

db.ExecuteNonQuery(transaction, "CreditAccount', srcAccount, amount );
db.ExecuteNonQuery(transaction, "DebitAccount”™, dstAccount, amount );

transaction.Commit();

}

catch

{
}

transaction.Rol lback();

connection.Close();
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only acquire locks
as short as possible

e Never control of transaction lifetime
e Don't

System.EnterpriseServices
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DBCommandWrapper iCmd = db.GetStoredProcCommandWrapper("AddProduct™);
1ICmd.AddInParameter("'@ProductName™, DbType.String,"ProductName™,...);
iICmd.AddInParameter(""@CategorylID", DbType.Int32, "CategorylD",...);
iICmd.AddInParameter(""@UnitPrice", DbType.Currency, "UnitPrice",...);

DBCommandWrapper dCmd = db.GetStoredProcCommandWrapper(*'DeleteProduct™™);
dCmd.AddInParameter(*'@ProductiD*, DbType.Int32, "ProductlID",...);

DBCommandWrapper uCmd = db.GetStoredProcCommandWrapper(*"UpdateProduct™™);
uCmd.AddInParameter("'@ProductiD', DbType.Int32, "ProductiD",...);
uCmd.AddInParameter ("'@ProductName'™, DbType.String, ""ProductName™,...);
uCmd.AddInParameter("'@LastUpdate™, DbType.DateTime, "LastUpdate™,...);

int rowsAffected = db.UpdateDataSet(productsDataSet, "Products",

insertCommandWrapper, updateCommandWrapper, deleteCommandWrapper,
UpdateBehavior.Standard) ;

1 MSDN|Webcasts



.,/ bed:oh - By ME: A 8] oLy,
Microsoft’

R (R B BRA A

msdn _ MSDN!Webcasts



Configuration
Application
Block

dataConfiguration.config

Create database

instance by
name

opaerations on
the database
instance

Data Accesq

Parameter
Cache
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Create complex
commands
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