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Secure against 

attacks

Protects 

confidentiality, 

integrity and 

availability of 

data and systems

Manageable

Protects from 

unwanted 

communication 

Controls for 

informational 

privacy

Products, online 

services adhere to 

fair information 

principles

Predictable, 

consistent, 

responsive service

Maintainable, 

easy to configure 

and manage 

Resilient, works 

despite changes

Recoverable, 

easily restored

Proven, ready to 

operate

Commitment to 

customer-centric 

Interoperability

Recognized 

industry leader, 

world-class partner

Open, transparent
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A brief history of computing & insecurity

Apple II Computer

Commodore 

Atari

TI-99

TRS-80

First Worm 

developed in 

Xerox Palo Alto

First Self-destruct 

program (Richard 

Skrenta)

First Self-replicate 

program (Skrentaôs Elk 

Cloner)

FBI arrest ñ414sò 

Hacker Group

©Brain Virus 

developed by 

two Pakistanisô

Yale, Cascade, 

Jerusalem, 

Lehigh, etc.

Ken 

Thompson 

demo first 

Trojan Horse

Fred Cohenôs 

VAX Viruses

First 

ñConceptò 

Macro Virus

Stealth virus (Whale)

Variable Encryption (1260)

Morrisô Worm

Robert T Morris 

fined $10K, 3 years 

probation

Melissa virus 

($80m)

Excel Macro 

Virus (cross 

platform)

Philippinesô 

ñI LOVE YOUò 

virus

ñSolar Sunriseò -

Two California 

Teens attack on 500 

Military, Govt, & 

Private Computer 

Systems

Code Red

Nimda

Melissaôs author 

sentenced 20 months 

jail

DDoS on 13 

ñrootò servers

Slammer

Blaster

WeiChia

MyDoom

Sasser

Standalone Systems ïDisk/Diskette Sharing Client-server/PC-LAN Networks Internet Collaboration (Email, Web, IRC, IM, P2P, File Sharing)

Information Warfare

Computer Crimes

Trusted Operating Systems (Orange Book) Trusted Network (Red Book) ïITSEC 

UK Green Book to BS 7799 to ISO 17799 to ISO 27001

Common Criteria (ISO 15408)

Insecure Default/Weak Security Techniques/Feature Misuse/Social Engineering

Protocol Weaknesses/Buffer overflow

Spyware

Bots

Phishing attacks 

proliferated

Phishing 

begins in 

AOL

ñCukooôs Eggò 

in LBL

Cyber Crimes

SPAM Mails

Discovery

Experimentation

Criminal Exploitation
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Pharming 

attacks 

(DNS 

poisoning)

Kevin Mitnick 

arrested, five 

years 

imprisonment

ZoTob

WMF
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Security Is Only As Strong As The 
Weakest Link

ÅTechnology is neither the whole problem nor 
the whole solution

ÅSecure systems depend upon Technology, 
Processes and People
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Defense in Depth

ÅUsing a layered approach

ÅIncreases attackerõs risk of detection 

ÅReduces attackerõs chance of success

Policies, Procedures, and 
Awareness

OS hardening, authentication, 

patch management, HIDS

Firewalls, VPN quarantine

Guards, locks, tracking devices

Network segments, IPSec, NIDS

Application hardening, antivirus

ACL, encryption

User education

Physical Security

Perimeter

Internal Network

Host

Application

Data

6

Enterprise IT Environment  

a typical blueprint of enterprise infrastructure



3/28/2008

4

7

Organizing for Responsiveness 
IT Security, BCP, and DRP Planning & Execution

Protect Detect
React/
Response

IT Security Planning

Activate
BCP

Activate 
DCRP

Plan
Prepare & 
Test

Plan
Prepare & 
Test

Business Continuity Planning

Disaster Contingency & Recovery Planning

Disaster
Events

IT Systems
Failures

ØČóăâÿäó×÷ÈÖ­îÈâöäñÛÛäòÂêóÅèóâÜæîÕáòã Why Do I Need 
Security?

ÅÿäóÖ­îÈÂóäÜ­îÈÂòÚÃ­îâúæÃ¬óèëóäÃîÈÿäó

You need to protect your INFORMATION

ÅâúæÅ¬óÃîÈÃ­îâúæÃ¬óèëóäîóÉâöÅ¬óâóÂÂè¬óÖòèäñÛÛÿëöãîöÂ

INFORMATIONcan be far more expensive 
than the system itself
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ëâÕùæã°ÃîÈßøĈÚÑóÚÅèóâÜæîÕáòã
Security Fundamental Tradeoff

!! ÿäóăâ¬ëóâóä×ÿæøîÂăÕ­ìâÕ ÿæøîÂăÕ­ĀÅ¬ëîÈîã¬óÈÿØ¬óÚòĈÚ
You can NEVER get everything; pick only two priorities here !!

ÜòÎìóÕ­óÚÅèóâÜæîÕáòãĂÚÜòÉÉùÛòÚ
Security Problems in the Real World
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10 îòÚÕòÛÜòÎóìóÅèóâÜæîÕáòãØóÈ IT 
Top 10 Cyber-Threats

Å 1st: SPAM Email

Å 2nd: Spyware

Å 3rd: Malware

Å 4th: Phishing 

Å 5th: Google Hacking

Å 6th: P2P Threat

Å 7th: Wireless LAN Hacking

Å 8th: SPAM IM

Å 9th: Virus and Worms

Å 10th: PDA/Mobile Threat

SPAM Email Problem

Å SPAM ìäøî ÿâææ°Ããñ Åøî îöÿâææ°ìäøîëøćîāÇêÔóØöćăâ¬Ö­îÈÂóä

SPAM or Junk mail refers to unrequested emails or advertisements

ÅÝú­ë¬ÈăÕ­Ã­îâúæØóÈîöÿâææ°ÃîÈÿäóÉóÂÑóÚÃ­îâúææúÂÅ­óìäøîÂóäëù¬â
Email information gotten from customer databases or war dialing
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Âóä×úÂÉú¬āÉâāÕã Spyware
Spyware Threat
Å ÛäõêòØāÇêÔóĂË­ spyware ĂÚ
ÂóäÿÂĆÛÃ­îâúæë¬óÚÖòèÃîÈÿäó āÕãîãú¬
ĂÚ ÿÅäøćîÈÃîÈÿäóìäøîîãú¬ĂÚÿèÜăÌØ°Øöć
ÿäóËîÛÿÃ­óăÜ

Å ÿÜĆÚÂóäæ­èÈÃ­îâúæë¬èÚÖòèĀÖ¬×úÂ
ÂÐìâóã

Å Advertising companies use spyware 
to extract personal information 

Å Stats on your computer (OS, 
browser, etc.)

Å Stats on your surfing habits 
(websites, etc.)

Å Violates Privacy but is completely 
LEGAL

Malware Threat

Å Malware ÿÜĆÚËøćîÿäöãÂ
āÕãØòćèăÜÃîÈāÜäĀÂäâÌîàØ°Āèä°Øöć
ÜäñëÈÅ°ä­óãØùÂäúÜĀÛÛ ÿË¬Ú ăèäòë 
ÌîâÛöĈ torjan ìäøîìæóãąĀÛÛ
ÝëâÂòÚ

Å Malware is a generic term used to 
describe any form of malicious 
software such as virus, zombies, 
trojans, or any combinations


