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""ﬂ% Reliability Practices

Secure against % Protects from % Predictable, 2 Commitment to
attacks unwanted consistent, customer-centric
Protects communication responsive service Interoperability
confidentiality, * Gontrolsior; ® Maintainable, % Recognized
integrityland informationall easy to configure industry leader,
availabilityiof ) and manage world-class partner
data’and/systems . & Resilient; works % Open, transparent
# Manageable \ despite changes
® Recoverable,
principles easily restored
% Proven, ready to
operate
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A brief history of computing & insecurity

Standalone Systems i Disk/Diskette Sharing Client-server/PC-LAN Networks Internet Collaboration (Email, Web, IRC, IM, P2P, File Sharing)

Apple Il Computer First Self-destruct Slammer
Commodore program (Richard Blaster
Atari Skrenta) WeiChia
TI-99 First Self-replicate n Code Red
TRS-80 program (Skrentads EI k Nimda
Cloner) Stealth virus (Whale)
Variable Encryption (1260) Phi |l i ppi ne svyDoom
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Trojan Horse | vale, Cascade,
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FBI arrest 414 sRobertTMorris Kevin Mitnick = Two California Arooto ser WM
Hacker Group fined $10K, 3 years arrested, five Teens attack on 500
probation years Military, Govt, &
imprisonment | Private Computer
Systems Phishing attacks
proliferated
Protocol Weaknesses/Buffer overflow oS Pharming
Insecure Default/Weak Security Techniques/Feature Misuse/Social Engineering Spyware (a[t’lsgl\“

Bots
Computer Crimes Cyber Crimes poisoning)

UK Green Book to BS 7799 to ISO 17799 to ISO 27001

Trusted Operating Systems (Orange Book) Trusted Network (Red Book) i ITSEC Common Criteria (ISO 15408)
m LEenter

Security Is Only As Strong As The
Weakest Link

ATechnology is neither the whole problem nor
the whole solution

ASecure systems depend upon Technology,
Processes and People
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Defense in Depth

AUsing a layered approach
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Organiz_inngor Responsiveness _
IT Security, BCP, and DRP Planning & Execution

React/ Activate Prepare &

piect PR Resonse BCP Test
[

Plan Events

Disaster Contingency & Recovery Planning IT Systems
Failures

Systemn Center
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can be far more expensive
than the system itself

System Center
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Security Fundamental Tradeoff
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Sy¥ewmcantNEVER get everything; pick only two priorities here !!
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Top 10 Cyber-Threats

A 1t SPAM Emaill

2nd: Spyware

3d: Malware

4th: Phishing

5t: Google Hacking

6": P2P Threat

7th: Wireless LAN Hacking

8th: SPAM IM

oth: Virus and Worms
10t: PDA/Mobile Threat

S S D T S S T S
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SPAM EmaiProblem

A SPAMI &\Beaden A Pock e 20 G

SPAM or Junk mail refers to unrequested emails or advertisements
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Email information gotten from customer databases or war dialing

System Center
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Spyware Threat

X A, W Messenger Must 1,62 - Setup

AUadeéo s@av@eAOJé
—~r~ L Messenger Plus!
n - EO@ a G q AR ERTERATAN BY FATERSY
m Meszangey Fus!) wil e retalad i the Tollomng droctory
g *ILBE ‘JEI - Fratakyuon Pate CProgran FlesiMessange Pis! 3 |
. I 7 E ~ U E 7 it
y a 0 I y O a Maszanger Fus! Comes with a0 0pRioNY SpOrece Irograns, The soonsor i adware
a0 Peips baep Massonger Phus! free by rolading advertiservents and & sowh
A I Da :Em EEIE E! &@lg D o your Conguter, 18 st allahon & et regured.

Iowtall the spensor progran (thank you() Lonee Agoarery
A 7 0~
AbPi aoda

S20050 , you T aee o o the terms oecling 0 e
Ayoenect, The sponson con be révoved o srmption by
s urwstaller of Messenger Mus!
.. . 1 refuse to govw vy support, dont st all the spunsor

Advertising companies use spyware

to extract personal information

A Stats on your computer (OS,
browser, etc.)

A Stats on your surfing habits
(websites, etc.)

Violates Privacy but iscompletely
LEGAL
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Malware Threat
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Malware is a generic term used to
describe any form of malicious
software such as virus, zombies,
trojans, or any combinations

am Center




