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Carol Collaborates on Some Content

Carol now sends the document to Bob with instructions concerning what he should

do with it. Bob opens the document and sees that the "Our Goals” section has been
highlighted, which means that he will be able to edit that section if needed. After reading
the document, however, he believes that he also should add something to the sentence
about Microsoft Online Services, so he clicks in the text at the end of that sentence, as
follows:



Restricting Editing

But when Bob tries to type at this point in the document, the Restrict Formatting And
Editing pane opens and the message “This modification is not allowed because the

selection is locked” is displayed in the status bar at the bottom of the document, as
follows:

@l = |z Research for Fabrikam Datacenter Proposal - Microsoft Word = = =

Home Insert Page Layout References Mailings Review Wiew s @

T - M

-]

B I U abe X, X 25

T Styles© StylesT | 7

Paste uick Change Editing
- W A-Aa | AN z 5 ;
Clipboard & Font Paragraph Styles

E"T; Restrict Forrmatting and Editing w X
-

Research for Fabrikam Datacenter Proposal W EATE

This docurnent is protected from
Developed by Caral Troup and Bob Kelly

unintentional editing.

‘ou may only insert comments into
this region.

Find Mext Region I Can Edit
Show All Regions [ Can Edit

Highlight the regions I can edit

Background
Fabrikam plans onmovingtheirinfrastructure into the cloud and they are current|
of approaches:

*  Hostingtheirinfrastructure with Microsoft Online Services

+  Buildingtheirown private cloud usingthe Systerm Center 2012 family of pro

[our Goals
1. Tocost out each of these approachesforthem
2. Toassesstheresadiness of ourconsultingteam forassistingthem withthei
3. aretheremore?? |

Research Team
Our researchteam will consist of the followingindividual s:

® Carol Troup (team leader)

* BobKelly
4 | [ ]

This modification is not allowed because the selection is locked, ‘

“ o owAd

Stop Protection

100% (=) y; {+)




70

Carol Collaborates on Some Content

Bob now remembers Carol’s instructions, so instead of trying to edit that sentence, he

inserts a Word comment there instead:
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He then adds a few more words to the end of the first point in the "Our Goals” section,

which he is allowed to edit:
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Summary

Out of curiosity, Bob wonders what might happen if he clicks Stop Protection, so he does.
As a result, this dialog box opens:

Unprotect Document @

Password:

[ oK ]’ Cancel ]

Bob doesn’t know the password Carol has given the document, so he closes the dialog
box and finishes his work for Carol.

Office documents that have had document protection applied using the
Restrict Editing control can be viewed, but not edited, using the Office
Web Apps. For example, if Bob tried to open Carol’s research document
for editing in Word Web App, the following dialog box would be
displayed:

Microsoft Word Web App

Word Web App cannot open this document for editing
because it has document protection enabled for one or more
sections. To edit this document, open it in Microsoft Word.

[ Open in Word | ’ Close ]

B Five-Minute Exercise If you have a colleague who wants to learn how to use the Restrict Editing
functionality of Word, Microsoft Excel, or Microsoft PowerPoint, use this walkthrough as a starting point and
explore the possibilities together.

Summary

Office 2010 documents can be encrypted with a password to safeguard their
confidentiality, and the longer and more complex the password, the stronger the
encryption.

IT departments can configure technical controls that force Office users to use passwords
of a given minimum length and complexity when password-protecting their documents.
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You can restrict who can edit all or certain portions of your documents and what kinds of
edits they can perform.

The Office Web Apps can be used to view password-protected or restricted-editing
documents, but you can't make any changes to the documents using them.



APPENDIX

Learn More

IF YOU WANT TO LEARN MORE about how to use the Microsoft
Office 2010 security and privacy features covered in this book, be sure
to check out the selection listed here of online help articles, short
videos, free online training courses, and blog posts. The links have
been ordered by topic, so you can quickly find information about what
you're looking for. A section at the end also covers the functionality
of the Office Web Apps included with Office 365. Finally, you also
can get lots of great tips by following the Office team on Twitter at

https.//twitter.com/office.

General Resources on Office 2010
Security and Privacy

Online help links:

=  Microsoft Word (http.//office.microsoft.com/en-us/results
.aspx?filter=1&qu=security%20and%20privacy&av=zwd)

= Microsoft Excel (http.//office.microsoft.com/en-us/results
.aspx?filter=1&qu=security%20and%20privacy&av=zxl)

= Microsoft PowerPoint (http.//office.microsoft.com/en-us
/results.aspx?filter=1&qu=security%20and%20
privacy&av=zpp)

73



74

Learn More

m All Office programs (http://office.microsoft.com/en-us/results
.aspx?filter=1&qu=security%20and%20privacy&av=all)

m Protect yourself from phishing schemes and other forms of online fraud
(http://office.microsoft.com/en-us/word-help/protect-yourself-from-phishing
-schemes-and-other-forms-of-online-fraud-HA010354320.aspx)

Short video:

m Video: What Is the Trust Center? (http://office.microsoft.com/en-us/results
.aspx?filter=4&qu=security%20and%20privacy&av=all)

Free online training courses:

m Office 2010 Security: Protecting Your Files (http.//office.microsoft.com/en-us
/word-help/office-2010-security-protecting-your-files-RZ101665538.aspx)

Blogs:

m Word Blog (http.//blogs.office.com/b/microsoft-wordy/)

m Excel Blog (http://blogs.office.com/b/microsoft-excel/)

m PowerPoint Blog (http.//blogs.office.com/b/microsoft-powerpoint/)

m Office 2010 Engineering Blog (http://blogs.technet.com/b/office2010/)
Other:

m  Microsoft Security Online Password Checker
(https://www.microsoft.com/security/pc-security/password-checker.aspx)

Protected View

Online help articles:

m What Is Protected View? (http.//office.microsoft.com/en-us/starter-help/what-is
-protected-view-HA102655267.aspx?CTT=1)

Short videos:

m Office 2010 Security video: Security Decisions Made Easy
(http://office.microsoft.com/en-us/videos/office-2010-security-video-security
-decisions-made-easy-VA101843566.aspx?CTT=1)

m Office 2010 Security video: Protection Against Malware
(http://office.microsoft.com/en-us/videos/office-2010-security-video-protection
-against-malware-VA101843474.aspx)


http://blogs.technet.com/b/office2010/
http://blogs.technet.com/b/office2010/

Trusted Documents

m Turning off Protected View: Office 2010 Security (http.//office.microsoft.com/en-us
/Videos/turning-off-protected-view-office-2010-security-VA102000187.aspx?CTT=1)

Blog post:

m Protected View in Office 2010 (http.//blogs.technet.com/b/office2010
/archive/2009/08/13/protected-view-in-office-2010.aspx)

Trusted Documents

Online help article:

m Trusted documents (http://office.microsoft.com/en-us/word-help/trusted
-documents-HA010354384.aspx)

Short video:

m Office 2010 Security video: Why Use Trusted Documents?
(http://office.microsoft.com/en-us/videos/office-2010-security-video-why
-use-trusted-documents-VA101872045.aspx?CTT=1)

Blog post:

= Trusted Documents (http.//blogs.technet.com/b/office2010/archive/2009/09/28
/trusted-documents.aspx)

Trusted Locations

Online help article:

= Add, Remove, or Modify a Trusted Location for Your Files
(http://office.microsoft.com/en-us/word-help/add-remove-or-modify
-a-trusted-location-for-your-files-HA010354311.aspx?CTT=1)

Document Properties

Online help article:

m View or Change the Properties for an Office File (http://office.microsoft.com
/en-us/word-help/view-or-change-the-properties-for-an-office-file-HA010354245
.aspx?CTT=1)
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Document Inspector

Online help articles:

Remove Hidden Data and Personal Information by Inspecting Documents
(http://office.microsoft.com/en-us/word-help/remove-hidden-data-and-personal
-information-by-inspecting-documents-HA010354329.aspx)

Remove Tracked Changes and Comments from a Document
(http://office.microsoft.com/en-us/word-help/remove-tracked-changes-and
-comments-from-a-document-HA101822263.aspx?CTT=1)

Digital Signatures

Online help articles:

Digital Signatures and Certificates (http://office.microsoft.com/en-us/word-help
/digital-signatures-and-certificates-HA010354667.aspx?CTT=1)

Add a Signature Line (http://office.microsoft.com/en-us/word-help/add
-a-signature-line-HA102247419.aspx?CTT=1)

Add or Remove a Digital Signature in Office Files (http.//office.microsoft.com
/en-us/word-help/add-or-remove-a-digital-signature-in-office-files-HA010354308
.aspx?CTT=1)

How to Tell if a Digital Signature Is Trustworthy (http://office.microsoft.com
/en-us/word-help/how-to-tell-if-a-digital-signature-is-trustworthy-HA010354321
.aspx?CTT=1)

View Digital Signature and Certificate Details (http://office.microsoft.com/en-us
/word-help/view-digital-signature-and-certificate-details-HA010370712.aspx)

View Additional Information and Hidden Content that Has Been Digitally Signed
(http://office.microsoft.com/en-us/word-help/view-additional-information-and
-hidden-content-that-has-been-digitally-signed-HA010354325.aspx)

Obtain a Digital Certificate to Create a Digital Signature
(http://office.microsoft.com/en-us/word-help/obtain-a-digital-certificate
-to-create-a-digital-signature-HA010354319.aspx)

Blog post:

Digital Signatures in Office 2010 (http://blogs.technet.com/b/office2010
/archive/2009/12/08/digital-signitures-in-office-2010.aspx)



Encrypt with Password

Encrypt with Password

Online help articles:

Password-protect a Document (http.//office.microsoft.com/en-us/word-help

/password-protect-a-document-HA010372707.aspx )

Password Policy (http://office.microsoft.com/en-us/word-help/password-policy
-HA010355926.aspx)

Blog posts:

Protect Your Document, Workbook, or Presentation with Passwords, Permission,
and Other Restrictions (http://office.microsoft.com/en-us/word-help/protect-your
-document-workbook-or-presentation-with-passwords-permission-and-other
-restrictions-HA010354324.aspx)

Enabling Password Rules for Office 2010 (http://blogs.technet.com/b/office2010
/archive/2009/10/16/enabling-password-rules-for-office-2010.aspx)

Restrict Editing

Online help articles:

Protect Your Document, Workbook, or Presentation with Passwords, Permission,
and Other Restrictions (http://office.microsoft.com/en-us/word-help/protect-your
-document-workbook-or-presentation-with-passwords-permission-and-other
-restrictions-HA010354324.aspx)

Restrict Changes to Files in Word and Excel (http://office.microsoft.com/en-us
/word-help/restrict-changes-to-files-in-word-and-excel-HA010354323.aspx)

Restrict or Permit Formatting Changes (http.//office.microsoft.com/en-us/word
-help/restrict-or-permit-formatting-changes-HA010372712.aspx)

Allow Changes to Parts of a Protected Document (http.//office.microsoft.com
/en-us/word-help/allow-changes-to-parts-of-a-protected-document-HA010372706
.aspx)

Information Rights Management in Office 2010 (http://office.microsoft.com
/en-us/word-help/information-rights-management-in-office-2010-HA010354260
.aspx?CTT=1)
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Resources on Office Web Apps and Office 365

Online help:

m Differences Between Using a Document in the Browser and in Word
(http://office.microsoft.com/en-us/web-apps-help/differences-between-using
-a-document-in-the-browser-and-in-word-HA102748596.aspx)

m Differences Between Using a Workbook in the Browser and in Excel
(http://office.microsoft.com/en-us/web-apps-help/differences-between-using
-a-workbook-in-the-browser-and-in-excel-HA010369179.aspx?CTT=1)

m Edit a Workbook that Contains Features Unsupported by Excel Web App
(http://office.microsoft.com/en-us/web-apps-help/edit-a-workbook-that-contains
-features-unsupported-by-excel-web-app-HA102540964.aspx?CTT=1)

Short videos:

m Video: What Are Office Web Apps? (http.//office.microsoft.com/en-us/videos
/video-what-are-office-web-apps-VA102446424.aspx?CTT=1)

m Video: What Is Office 365? (http.//office.microsoft.com/en-us/videos/video
-what-is-office-365-VA102705845.aspx?CTT=1)

m Office 365: A Tour for Users (http://office.microsoft.com/en-us/videos/office-365
-a-tour-for-users-HA102657904.aspx?CTT=1)

m Get Started with Office Web Apps in Office 365 (http.//office.microsoft.com/en-us
/web-apps-help/get-started-with-office-web-apps-in-office-365-HA102619009.
aspx?CTT=1)

Blogs:
m Office Web Apps Blog (http://blogs.office.com/b/officewebapps/)

m Office 365 Blog (http://community.office365.com/en-us/b/microsoft_office_365
_blog/default.aspx)
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