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About Douglas Boling

A Independent consultant specializing in Winddwsbile and
Windows Embedde@€ompact (Windows CE)

I OnSite Instruction
I Consulting and Development

A Author

I Programming Embedded Windows CE
A Fourth Edition
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Agenda

A Boot sequence explained
A Instrumenting the boot

A Speeding up the boot sequence
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TheBoot Sequence Summary

A Machine Startup
A Kernel Boot

A System Startup
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Machine Startup

A BIOS/EFI startup

I On x86 and some ARM systems
I For fast boot, disable startup tests

A Boot loader launch

I If NAND flash
A initial program load (IPL) code reads boot loaded into RAM

I If Disk based
A Boot sector in disk boot partition finds boot loader and reads it into RAM

». Windows Embedded
Compact 7




Kernel Boot

A Bootloaderloads operating system Image into RAM
I Typically NK.BIN
I Speed depends on the speed of flash and the sizkecimage

A Initial Kernel startup
I Typically quite fast
I Kernel(NK) and~ileSysnodules loaded and initialized
I Thisis the place to configure metering code
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System Startup

A Driver loading
I Drivers load serially
I User mode drivers load in unique driver manager instances
I Driver load driven by registry

A Services startup
I Servicegoad serially
I Very similar to drivemitialization
I Network access typical
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System Startup (2)

A Shell startup
I Explorer
I XAMEkbased “Home screen”
I Thin client shell

A Application startup

I If Explorershell
A Applications in Startup Folder launched

I Otherwise, launch driven by registry
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Configuring the Boot Sequence

A Machine Startup
I Configuredn BIOS / EFI settings
I IPL or boot sector code
I Boot loader code

A Kernel Boot

I Not really configurable
I Componentization decisions can help

A System Startup
I In the reqistry
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Registry Configuration

A System Bot sequence configured itHKLMInit]
I Configures the launch sequence of the operating system
I Val Lauschxkx def i ne kernel DLLs an

I Val WDependXX seri ali ze the | oad sc¢
dependencies

A Driver load sequence configured in [HKIDVivers Builtir]

I Eachsubkeyrepresents a driver to load
I The “ Or der subkeydefuineetheiload otdér ef the drivers
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HKEY LOCAL MACHINIE

& Windows CE Remote Registry Editor
Registry Edit  Wiew Connection Help

2l 20| B[es| Q| 5[] @] 3 ] a0
+ & My Computer 1| Mame ‘ Ciata |
- Default Device 128 (Default) (value not set)
w0 HKEY _CLASSES ROOT 8| aunchio shell exe
- HKEY_CURRENT _USER LaumchZD device.dll
- (3 HKEY _LOCAL_MACHINE E}:Erelggg gieiod”
+ g Egrzntrrglpaﬁel DependBD 14 D.D
, 8| aunchB0 servicesStart exe
# [ Drivers BDepend60 1400
O Drivers32 BB]|aunchs0 explorer.exa
+- (1 Explorer ®EDepends0 14 00 1E 00
+- 1 ExtModems 28] anchos ErulatorShub exe
=1 HARDWARE Depemd@% 14 00
[ Ident
= init
(1 Loader
3 MUI
= nls
[ notify
+- 1 Printers
+- 1 Security v

[Default DevicelHKEY_LOCAL_MACHINE init]
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[HKLMYDrivers Builtin

o' wWindows CE Bemote Registry Editor
Begistry  Edit iew Help

| E= 2= 2]

l ' by Camptiter Name | [1ata |
@ Handheld PC Prao [Default Dewce] ab] [Diefault] [value not zet)
-] HKEY_CLASSES_ROOT DevConfig 1000000005 0000 0...
D HKEY_CURRENT_USER FriendlyM ame Senal Cable on COM1I:
=-E3 g{E;’_LkEl! IZ.h-'-‘-';L_Mf-‘-.EHIHE DeviceType 0
a0 Ez:':nn':g I:Irder 0
. Dl Serial Dl
=0 g”zrﬁt. Prefis COM
L__I £ EEHIJ: Devicedraylnde: 0
{0 AFD T3|:| nirmadern. dll
{21 Beklight o
-] CODEC
[ iCOMM
- NDIS
3 Senial
-{_ Smodem
{1 5vSHardware
L wWAPIMAN
{1 WaveDev
-] Conzole
-7 Diznlaw bl
|[Har‘u:|he|n:| FC Pro [Default Devin:e]"-.HKE“r’_LEIE.&L_M.-‘-‘-.I:HINE"\Drivem"-.EuiItIn| | | =
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The Key to Boot Optimization

Know what Is going on!
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Know what is going on!

A TheCelodool is great for this
I CELogs a kernel level logging infrastructure

A Will log everything
I Interrupts
I TLB misses (on MIPs and SH4 CPUSs)
I Thread switches
I Memory allocations
I Kernel sync objects
I OEM defined events
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CelLodArchitecture

On Device On Device
CelLogFlush.exe or
or attached PC

OSCapture.exe

Kernel
I /\
LN
| .

lLog data : El_lekOn
, RAM Buffer ! £

Celog.DLL [ X (default 128K ) AN

|
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CELodnternal Design

A CELog collects information in circular memory buffer
I 128 KB by default
I Configurable at load via registry

A Flush utility (CELogFlush) copies data in buffer to file
I File is in root or release directory
I *.clg files
I Source in publicommon sdk sample§CeLogflush

A Another utility (OSCapture) copies data to file on device
I Same file format
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CELogones

CELZONE_INTERRUPT 0x00000001 Events related to interrupts.

CELZONE_RESCHEDULE 0x00000002 Events related to the scheduler.

CELZONE_MIGRATE 0x00000004 Events related to migration of threads between processes.
CELZONE_TLB 0x00000008 Events related to translation look -aside buffer (TLB). (MIPS and SH4 )
CELZONE_DEMANDPAGE 0x00000010 Events related to paging.

CELZONE_THREAD 0x00000020 Events related to threads, except for thread switches.
CELZONE_PROCESS 0x00000040 Events related to processes.

CELZONE_PRIORITYINV 0x00000080 Events related to priority inversion.
CELZONE_CRITSECT 0x00000100 Events related to critical sections.

CELZONE_SYNCH 0x00000200 Events related to synchronization.

CELZONE_PROFILER 0x00000400 Events related to profiling.

CELZONE_HEAP

0x00000 800

Events related to heaps.

CELZONE_VIRTMEM

0x0000 1000

Events related to virtual memory.

CELZONE_GWES

0x0000 2000

Events related to the Graphics, Windowing, and Event system.

CELZONE_LOADER

0x0000 4000

Events related to the loader.

CELZONE_MEMTRACKING

0x0000 8000

Events related to memory tracking.

CELZONE_BOOT_TIME

0x000 10000

Events in the boot process

CELZONE_GDI

0x000 20000

Events related to GDI.

CELZONE_KCALL

0x00 400000

Events related to KCALLs. Used by profilier

CELZONE_DEBUG

0x00 800000

Duplicate debug output strings in log.
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Zones For Boot Time Performane@ \ﬁL4

| :\,_

CELZONE_INTERRUPT 0x00000001 Events related to interrupts.

CELZONE_RESCHEDULE 0x00000002 Events related to the scheduler.

CELZONE MIGRATE 0x00000004 Events related to migration of threads
- between processes.

CELZONE_TLB 0x00000008 Events related to the translation look -aside buffer (TLB).

CELZONE_DEMANDPAGE 0x00000010 Events related to paging.

CELZONE THREAD 0x00000020 Events.related to threads, except for thread
- switches.

CELZONE_PROCESS 0x00000040 Events related to processes.

CELZONE_PRIORITYINV 0x00000080 Events related to priority inversion.

CELZONE_CRITSECT 0x00000100 Events related to critical sections.

CELZONE_SYNCH 0x00000200 Events related to synchronization.

CELZONE_PROFILER 0x00000400 Events related to profiling.

CELZONE_HEAP

0x00000 800

Events related to heaps.

CELZONE_VIRTMEM

0x0000 1000

Events related to virtual memory.

CELZONE_GWES

0x0000 2000

Events related to the Graphics, Windowing, and Event system.

CELZONE_LOADER

0x0000 4000

Events related to the loader.

CELZONE_MEMTRACKING

0x0000 8000

Events related to memory tracking.

CELZONE_BOOT_TIME

0x000 10000

Events in the boot process

CELZONE_GDI

0x000 20000

Events related to GDI.

CELZONE_KCALL

0x00 400000

Events related to KCALLs.

CELZONE_DEBUG

0x00 800000

Duplicate debug output strings in log.




UsingCELog

A CELogeeds the CELog.DLL in the image
I Needsto be there when kernel starts

A Mask unneeded logging zones to reduce data
A Enlarge RAM buffer to eliminate data loss
A StartCeLogFlusbn boot

A Celogsource in private directory
I Privatawinceoscoreosnk\celog
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IncludingCelLogn Image

A Configure image by setting

REM Include CelLog files inimage
Set IMGCELOGENABLE=1

REM Configure  CelLogFlush to launch after FileSys
Set IMGAUTOFLUSH=1

A To use OsCapture.EXE instea@efogFlush

REM Configure  OsCapture to launch after FileSys
Set IMGOSCAPTURE=1

ADon’'t set both | MGAUTOFLUS
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CelLodConfiguration at Boot Time

A Registry not available when CelLog.DLL loads at boot

A CeLoduffer size main issue
I Defaults to 128K, easily too small

A Embedded CE 6: Buffer size can not be configured

I Should work with FIXUPVARwCelLogLargeBubwever variable
wasn’'t comstv kedt il e” and was opt

I Solution: rebuild kernel.dll or CeLog.dll to change

A Compact 7: OAL field®CTL_HAL_GET_CELOG_PARAME[E
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IOCTL HAL GET CELOG PARAMETERS

A IOCTL serib OAL fromCeLodLL on boot
I Pointer toOEMCelLogParametesgucture passed iQutput buffer

typedef  struct  {

DWORDIwVersion ; /I Version of this structure, set to 1
DWORMMainBufferAddress  ; /I Virtual address for buffer (0 for no address)
DWORMMainBufferSize ; /I Size of the buffer
DWORDsyncDataSize ; /[ Portion of the main buffer to use for

/[ thread/process/module info
BOOL ClearExistingData ; /I Says whether to wipe buffer from a previous boot

Il (only used if MainBufferAddress 1= 0)
BOOL AutoEraseMode ; /I Indicates to discard old data to make room for new
DWORXZoneCE; /I CeLog zone settings

} OEMCeLogParameters_V1

A Structure prepopulated.
I Only update what you need to change
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CELogFlusRegistry Entries

A CelLogFlustegistry entries

[HKEY_ _LOCAL_MACHINESystem \ CelLoq]

" FileName 0 = < Path & file name of . clg file>

"Transport"= "Local File" | "RAM" | o0CE
"FlushTimeout "= dword :<flush timeout in mS>

oFileSize "= dword :<Max size of . clg before new file>

oFileFlags "= dword :<0, 1, 2>

O =Close. clg file after some idle time (def.)
1 = Never close . clg file
2 =Close. clg file after every flush

" ThreadPriority 0 =dword :<flush thread priority>
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A Demo

- One
</'/ UsingCelLodor Boot Analysis
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Kernel Tracker View of Boot
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Kernel Tracker View of Boot

=] CAWINCESODI0SD: ARV - Windiaws CE Remote Kemel Tracker
File Edit Yiew Connection Help

sFLddaane= @, | I ZoomRenge el [1000000 =] T

o

(, [ — 1} : - e
P — 1
PraePol e - 00ONBE 1

o
o
KiTUnterruptThread < <0u00580002> > =2
PowerHandlerGuardThrd < <00610002> » o
RunApps < <00640002> » o
FieSy: 2 it -t it
VolumeCampact Thread < <0x00760002> > [ - t 1
VolumeCompactThread < <00910002>> - | 1
TPNPThread® GVAKPAXEZ < <C0A0002> » L] i fof t
DevMainEniry < <Ca11F0Z> >
DeviceMotify Thread < <021260002>
PripThreadProc < <0a01800002>>
ResumeThreadProc <<0i01420002>>
ActrvtyTimersThreadPrac < <01 400022 >
SystemThreadProc < <O1510002> >
TThreadProc@CMin Thiead® GCAKPAXDE <<
TCallnterruptThread @18 YAXPAVHardwareConl
TThreadProc@CMin Thiead® GCAKPAXDZ <<
TThreadProc@CMin Thiead GCAKPAXDE <<
TOMAIterruptSenviceThread @ VAKPAXSZ <
TintesruptSenviceThread GYAKPAXST < <0al]

[EventInfol Weit For Multple Objects INFINITE, {4
[Thresd Info] KITLIntermuptThresd <<000360002>>, néi

TThread?rocBCMiniThresd G CAKPAKBT <<
SerialDispatchTivead < <0A00D0006 >
TThread?rocBCMiniThresd S G CAKPAXGT << 1 | |
RasetButonint Thread < <000FK06> >
PowerbutonintThiesd < <OM0FS0006 >
CTEgDispmchThread < <QHLFS0006:>
CekeDpcQueueThread < <00CHINAS>
CekeTirmerThvead < <DANCEO00A> >
NorkerThiead < «0n01DE000A> »
CTEpWorkerThiesd « I FCIRNG> >
ndisDoorkQueuehem < <020200025>
TapilseThead < HADDO00> |
CEPowesNetificationThread < <OMIZLT002> L] |
TCPDelayQBrocessThread < <M > R
CEPowesHctificationThvead < <OHZM002> . 1
RevHandler < <OM2AEN002> » L] 1 el - t
oty Thresd < <2802 > . .
CheckhediaSense <<0MI2CD0002>> Ll i i
HiotityChangeTnread < <0u20B0002> > L 4
ndisDoorkQuevehem < <DIFENNL> L3
 ArsDiaieshictfcationTheead <<0:031A002>>
Mowstantotication < <Ox3LEQ002>>
Gueshsin <<(03250002>>
WsednputTnread®@YAXPAXGE « <DAIH000
MeyodEventThresdProcd BYAKPAXSZ < <0
MibdNetficationThreaa DB YAPAXGZ «<0u:
Ps2keybdResumeThread S YAKPAVPSIXeybe
Ps2KeydlerThread D@ YAKPAVPL2K ey BB
Hursor_Thiesd @BYAHPAXDL < <OH0002
TouchPaneiplsh < <0030002>> -
FOOMThresd EVAKPAXZ < <03THML
StatupScreenThiesd SBYAPAXBE < DTN
ndisDoorkQueelem < <0 IA60002> >
PisveCatbackPron ThresdEnty @CWavelib®: u-
MowhoticaticnThresd < cO2EENA> >
o CelogPlush evec <OMILLADIZ > -
shelleve< <C01100002> > "

wdevice ene< <0xILFH0002> > -
e b erne -
udeviceane <OMZEFN002 > L 2
ol e <000
e i < DB =
MhveadbrocDFikChangbanager GEKAKPAX rh re ad S 5
HreateTaskBar® EVAKPAXST < <021 300045 LS
FoniTh s G EVAXPAYOZ < AT
senicttan e OORNL>
ceniceta <O >
Emitotiubmee A0S
Emctociub ot < UL
emiceud e RO 000025 >
remice e« SR

. Windows Embedded
Compact 7




Kernel Tracker View of Boot

=] CAWINCESODI0SD: ARV - Windiaws CE Remote Kemel Tracker
File Edit Yiew Connection Help

sFLddaane= @, | I ZoomRenge el [1000000 =] T

o

=7 Idle< <0:00000000> >
Idle < <0¥00000000>>
£} NIEXE< <000200002>>
PagePoalTrimThread « <0X004E0002>> 5
PagePoalTrimThread < <XO04EIZ>>

e

PowerHandlerGuardThrd < <00610002> »

| { [Event Infol Welt For Multgle Objects, INFINITE, s
[Thresd Info] KITLIntermuptThresd <<000360002>>, néi

FieSyshain < < 00090002 >
VolumeCompactThread < <00760002> >
VolumeCompactThread < <00910002>>
TPNPThread® GVAKPAXEZ < <C0A0002> »
DevMainEniry < <Ca11F0Z> >

DeviceMotify Thread < <021260002>
PripThreadProc < <0a01800002>>
ResumeThreadProc <<0i01420002>>
ActrvtyTimersThreadPrac < <01 400022 >
SystemThreadProc < <O1510002> >
TThreadProc@CMin Thiead® GCAKPAXDE <<
TCallnterruptThread @18 YAXPAVHardwareConl
TThreadProc@CMin Thiead® GCAKPAXDZ <<
TThreadProc@CMin Thiead GCAKPAXDE <<
TOMAIterruptSenviceThread @ VAKPAXSZ <
TintesruptSenviceThread GYAKPAXST < <0al]

TThread?rocBCMiniThresd G CAKPAKBT <<
SerialDispatchTivead < <0A00D0006 >
TThread?rocBCMiniThresd S G CAKPAXGT << 1 | |
RasetButonint Thread < <000FK06> >
PowerbutonintThiesd < <OM0FS0006 >
CTEgDispmchThread < <QHLFS0006:>
CekeDpcQueueThread < <00CHINAS>
CekeTirmerThvead < <DANCEO00A> >
NorkerThiead < «0n01DE000A> »
CTEpWorkerThiesd « I FCIRNG> >
ndisDoorkQueuehem < <020200025>
TapilseThead < HADDO00>
CEPowesNetificationThread < <OMIZLT002> |
TCPDelayQBrocessThread < <M > R
CEPowesHctificationThvead < <OHZM002> .
RevHandler < <OM2AEN002> » L] 1 el - t
oty Thresd < <2802 > .

CheckhediaSense <<0MI2CD0002>> Ll i i
HiotityChangeTnread < <0u20B0002> > L 4
ndisDoorkQuevehem < <DIFENNL> L3
Mowstantotication < <Ox3LEQ002>>
Gueshsin <<(03250002>>

PieybdEvent ThreadProc® BYAKPAXBT < <)
MibdNetficationThreaa DB YAPAXGZ «<0u:
Ps2keybdResumeThread S YAKPAVPSIXeybe

ew Threads
'

Ps2KeybdlsrThread BB YAKPAVPs2Key b BB . f
Wursor_Thiead @OYAHPAXBZ « <0u) 3660002

Tonagi o tartin '
MOOMThread® EVAKPAXST < <3T40002>

StatupScreenThiesd SBYAPAXBE < DTN

ndisDoorkQueelem < <0 IA60002> >

PisveCatbackPron ThresdEnty @CWavelib®: u-

MowhoticaticnThresd < cO2EENA> >
Celoghlush. exec <OHILLADNZ > -
shellere< <0n01100002> "
udeice e <OHLCHONZ>
udevics < <OOIFR000D > .
udeice e <OL0000065>
udevice. e OAZERND
exploneree< < 0n) 38B000; s

explorer e < <B0BC0002>> e~ Rk

TThveadProc@FileChangeMansger BEKAKPAR

HCreateTaskBar® EVAPAXET < 0AZLINAS [ER

TFontThresd @@ YAKPAXDZ <« COZAFINIAS>
servicesStan. eve <« <002 >

servcesStan e <<039000025>
EmulatorStub e <0930002>>

Emulatordtub exe < <DOTUIN:
servicesd.exex <CR3000002> >

sericesd e < STDERN2> >

sednputThreadPBYAPAKBY « 035600 N

. Windows Embedded
Compact 7




Kernel Tracker View of Boot
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Inserting Custom Data @elLog

A This API logs data

void CelLogData (BOOL fTimeStamp , WORD wiID, PVOID pData ,
WORDwLen, WORD dwZoneUser , DWORD dwZoneCE,
WORDwFlag , BOOL fFlagged );

I fTimeStamp
I wiD

I pData

I wLen

I dwZoneUser
I dwZoneCE
I wFlag

I fFlagged

TRUE to add timestamp to entry
Log ID- See next slide

Pointer to data to log

Length of data

User defined zones

Zone the event relates to

User defined flag

TRUE to loggingFlagdfield
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Inserting Custom Data @elLog

A Predefined data types
I Each predefined data type can log an array of that type

I Character unsigned character wide char
I Short unsigned short

I Long unsigned long

I Float double

A Custom types can be logged as well using IDs ranging fro
CELID USER to CELID MAX

I All are defined in\publid commonoak sdKk celog.h
I Custom types can be interpreted usiRgadLogxtensions
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Boot Time Tips
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Tune Machine Startup

A Disablememory tests unless needed

A Hide BIOS / EFI messages
T The user doesn’t heed to see t

A Disable floppy and other disk checks

A If using BIOS / EFI, extetodadd splash screen
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Tune the Loader Code

A Bootloadergypically copy the .bin file from storage to RAM
I Optimizing this copy can shave seconds off the boot
I Look at hardware interface to optimize read from flash

A Keep the image as small as possible
I Remove unneeded components

I Consider breaking the .bin file into parts
A Multiple bin files or a single bin file and discreet files in the file system

A Display a splash screen with a progress bar as quickly as
possible.

I If possible, design OAL so splash screen remains until display drive
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Smaller Images

A Smaller images are better images
I Faster to load a small image than a large one
I Less code means smaller RAM footprint
I Less ‘“black box’ code doing th

A Break up the image if necessary
I Balance boot speed requirement with engineering resources
A Understanding of the build process

A Need to package all parts of image and deliver it to device
A Develop an update strategy
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Optimize the Driver Initialization

A Driver loading is a major component of the boot process

A Remove unneeded drivers
I Do you need all drivers in shipping version?

A Group user mode drivers in one or two UM Driver Manager

I By default each UM driver gets its own process
I The more processes that start, the longer the boot takes

». Windows Embedded
Compact 7




DriverInit Procedure Optimization

A Driverlnit procedures are called serially during boot
I A single driver can slow down the boot

A Put Interrupt Service Thread initialization in that thread
I IST should read its own registry entries, set its own priorities and s

ADon’t wait on hardwar e
I Use another thread to wait on the hardware
I Have the driver fail open calls until hardware is ready
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Only Load the Services You Need

A Many services are added by the default configurations
i OBEX
I TimeService

AUnl ess you need a specific

A If all services can be eliminated remove the services mana
i'1f you need one ‘service’ cons

». Windows Embedded
Compact 7




Remove Explorer unless absolutely needed

A The Explorer is very useful during bring up
I Much less so when the system has shipped

A While pretty quick, it does take time to launch
I Save time, eliminate it

A Launch apps on boot using registry
I Uselnit key instead of Explorer startup folder

AFrees custom application tg@
I “Windows” key ¢ o mb-keg@mbinators a n d
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Manage application startup

ADon’t install the applicat
I Don”t | augh, | " ve seen this!

A Use registry initialization file to provide needed registry key
I You’'ll need to teach the appl.i

A Use a custom .bib file to allow application to prepopulate fil
I Or provide a method to prepopulate file on storage device

». Windows Embedded
Compact 7




Ot her Thought s

A RAM based registry is much faster than Hive based registr

A May need to consider susperdesume if system too big
I Yes, the operating system still supports this (quite well actually)

A Consider Hibernate
I Suspend with RAM saved storage device
I No Microsoft provided code but fairly easy conceptually

ADon’t expose technical boo
I Think what your Mom would like to see
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Summary

ABoot time has a huge i mpac

AEvery second of every boot
can save “Lives” of

A UseCelog

T The best source for boot time information

A Get it right
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