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AN OVERVIEW OFHEAZURESERVICEBLATFORM

Usingcomputersin the cloudcan make lots of sensRather than buying and maintaining your own
machines, why not exploit the acres of Interratcessible servers on offer today8rsomeapplicatiors,
their code anddata might both live in the cloudvhere somebody else manages and maintaires
systemghey use Aternatively, gplications that run insidan organization on-premises applicatiors
might store data in the cloud or rebn other cloud infrastructure servicespplications that run on
desktops and mobile devices can use services in the closghichronizeénformationacross many
systemsr in otherwaysl 2 6 SGSNJ A (1 Q& RGtySdapaBiidsiareinpiokeytaworldK S

Butwhether an application runs in the cloud, uses services provided by the cloud, or both, some kind of
application platform isequired Viewed broadly, an application platform can be thought of as anything
that providesdeveloperaccessibleservicedor creating applicationdn the local, ofpremises Windows
world, for example, this includes technologies such as the .NET Framework, SQLaB8drwere. To let
applications exploit the cloudjoudapplication platforms musilsoexist. And kecause there are a variety

of ways for applications to use cloud servidadifferent kindsof cloud platformsare usefulin different
situations

a A O NP AzardSérgcePlatformisa group ofcloudtechnologies each providing a specific set of
services to application developeras Figure 1 showthe AzureServiceslatformcan be used both by
applications running in the cloud atxy applications running on local systems.

 Applicati

& -
" Windows Windows |[ Windows |/ Others
Server Vista/XP Mobile -

Figurel: TheAzureServicesPlatform supports applications running in the cloud and on local systems.




Thecomponents of the Azure Services Platfantlude

WindowsAzure Provides aVindowsbased environment for running applicatioasd storing datan
servers in Microsoft data centers.

Microsof .NET ServicesOffers distributed infrastructure services to cloddased and local
applications.

MicrosoftSQL ServiceBrovidesdataservices in the cloud based on SQL Server.

LiveServicesThrough the Live Framewonitovidesaccess to datéroma A O N2 Ev2 &pplitasions
and others The Live Framewor&lso allowssynchronizingthis data across desktops and devices
finding and downloadingpplications and more

Eachcomponent of the Azure Services Platfonas its owrrole to play This overiew describesall four,
first at a high levelthenin a bit more detailWhile none of them are yet fimaldetails and more might
change before their initial releaseA (it #o earlyto start understandinghis new set of platform
technologies.

WINDOWSAZURE

Ata high level, WindowazureA & a A YLIX S (2 dzy RSNA G I Wikidwsdpglic@tonsl LI | { F 2 NI
and storing their datan the cloud. Figure 2 shows its main components.

Windows Azure

Figure2: WindowsAzureprovides Windowsbased compute and storage services foloud applications.



As the figure suggests, Windowegureruns on a large number of machines, all located in Microsoft data
centersand accessible via the Internét commonwindowsAzurefabricknitsthis plethora of praessing
powerinto a unified whole WindowsAzurecompute and storage servicase builton top of this fabric.

The Window#Azurecompute service is basedf course, on Windows. For the initial availability of this

service, a Community Technology Preview (CTP) made public in the fall of 2008, Matiosefl

Windows Azureo run onlyapplications builon the .NET Frameworkoday, however, Windows Azure

also supports unmanaged code, letting developershrundLJ A OF GA 2y a GKF G | NBy Qi odzAf
Frameworkln either case, those applicatioase written in ordinary Windows language<C#, Visual

Basic, C++, and othersising Visual Studid008or another cevelopment tool. Develogrs can create

Web applicationsising technologies such as ASP.NET and Windows Communication Foundation (WCF),

applications that run as independent background processeapplications that combinée two.

BothWindowsAzureappications and orpremises applications can accebs WindowsAzurestorage

service and both do it in the same waysinga RESTful approacfihe underlying data store is not

Microsoft SQL Server, howevén.fact, WindowsAzured (i 2 NI 3 S A & gy&tém, and itdBuery G A 2 y I §
fly3adz 35S A ay Qprimdrilydesigned & Guppizi Spdkidn<bailt on Windowszure it

provides simpler, more scalable kinds of storayecordingly, it allows storing binary large objects (blobs),
provides queues focommunication betweermomponents ofVindowsAzureapplications, and even

offers a form of tables with aimplequery language(For Windows Azure applications that do need

traditional relational storage, however, the Azure Services Platform provideBD&®IServices, described

later.)

Running applications and storing their data in the clmash have clear benefitRather than buying,

installing,and operatingits own systems, for example, an organization can rely on a cloud provider to do

this for them.Also, customerpayjust for the computing and storage they use, rather than mtaining a

large set of serversnly for peak loadsAnd ¥ (G KS@ QNB gNAGGSYy O2NNBOGf &z | LILX A
taking advantage of the enormous data centtrat cloudproviders offer.

Yetachieving these benefits requires effective managetmbenWindowsAzure each applicatiomas a
configuration file, as shown in Figu2eBychanging thenformationin this filemanually or
programmaticallg I 'y | LILIX A O comrd yabas agpects 5NS béhavior, suctseting the
number of instances thatVindowsAzureshould run.TheWindowsAzurefabricmonitors the application
to maintain this desired state

Tolet its customergreate, configure, and monitor applidans, WindowsAzureprovides abrowser

accessiblgortal. A customer provides a Windows Live ID, then chooses whether to crbastiag

account for running applications,séorageaccount for storing data, or bottnapplicationis free to
charge itxcustomers in any way it likes: subscriptions,-pse fees, or anything else

WindowsAzureis a general platforrthat can be used in various scenarios. Hereaafewexamples all
based on what the CTP version allows

A startup creating a new Web sitethe next Facebook, saycould buildits application on Windows
Azure Becausethis platform supports both WeHacing services and background procesdés,
application can provide an interactive user interface as well azeeuting work for users
asynchronously. Rather than spending time and money worrying about infrastructure, theugtart
caninstead focus solely on creating code that provides value to its asetsnvestorsThe company



canalso start small, incurring W coss while its application has onlyn few userslf their application
catches orand usage increasg@/indowsAzurecan scale the application as needed.

An ISV creating software-asa-service $aapversion of arexistingon-premiseswindowsapplication

might choose to build it on Windowazure BecauseWindows Azure mostly provides a standard
WindowsSY GANRY YSY (=X Y2@Ay3a GKS | LILX AOI @RYWNAa (édM Oy §4 &
pose many problems. Andnce againpuilding on an exisg platform lets the ISV focus dheir

business logic the thing that makes them moneyrather than spending time on infrastructure.

An enterprisecreating an application for its customers might choose to build it on Windszuse
BecauséVindowsAzuresupports NEX RS @St 2 LJSNBR 6AGK GKS NRIKG a1Affa
GKSe LINPKAOAGADGStE SELSYyaAdSe wdzyyAy3a GKS | LILX AOI .
from the responsibility and expense of managing its own serversing capital expenses into

operating expensesAnd especially if the applicatidmas spikes in usageY | @ 6 S A digga |y 2y
FE26SNJ adi2NB (KIFG Ydza d 1 Ktting Ritr&oftimdiSainal? fafgS et 5 & Nz
base required for thisanmake economisense.

Running applications in the cloudase of the most important aspects cloud computing. With
WindowsAzure Microsoft provides a platform fatoingthis, along with a way to store application data.
As interest in cloud computing continues tegr, expect to see mor@/indowsapplications createdor
this new world

.NET SERVICES

Running applications in the cloudasA Y L2 NI I yi FaLlSO0d 2F Of 2dzR 02YLJziAy3s
aG2NEB® LGQA I &2 -badedifiadtractusentices thawdh Beiuses by Gither dmR
premises applications or cloud applicatioRgling this gap is the goal of .NET Services.

Originally known as BizTalk Services, the functions provided by .NET Services address common
infrastructurechallenges in creatingistributed applications. Figure 8hows itscomponents



.NET Services

R |

Figure3: .NET Servicasrovidescloud-based infrastructurethat can be used byoth cloud and or
premises applications

The components of .NET Sers are:

Access ControlAn increasingly commonparoach to identity is to have eachser supply an
application with aokencontaining some set aflaims The application can then decide what this user

is allowed to do based on these claims. Doing thfecgifzely across companies requir@entity

federation which lets claims created in oridentity scopebe accepted in another. It might also

require claims transformationmodifying claim# KSy § KS& QNXB itldntity 3®pesTaeS i 6 SSy
Access Contraerviceprovidesa cloudbased implementation of both

ServiceBUO ELI2 aAy 3 +y LK AOFGAZ2yQa &aSNBAOSAE 2y (G(KS Ly
goal of Service Bus s make this simpler by lettingn application expose Web services endpoints

that can be accessed by other applications, whethefpmmises or in the cloudEach exposed

endpointis assigned a URI, which clients can use to locate and accessniiee sService Bus also

handlesthe chalenges of dealing with network address translation amgbtting through firewalls

without opening new ports for exposed applications.

Workflow: Creating composite applicationas in enterprise application integratiorequires logic

that coordinatesthe interaction among the various part$hislogic issometimesbestimplemented

using a workflow capable of supporting longunning processesBuilt on Windows Workflow
Foundation (WF) e Workflowserviceallowsrunningthis kind of logién the cloud

Hereare some examples of how .NET Services might be used:

An ISV that provides an application used by customers in many different organizations mige use
Access Contraservicei 2 aAYLIX AF& (GKS FLILX AOFIGA2YyQa RS@St2LIYSy



.NET Services component could translate the diverse claims usetheinvarious customer
organizationseach of which might use a different identity technolagernally, into a consistent set
GKIFG GKS L{+Qa [IDbihgttHis@solahoss wiflodidgizheRmedzios of identity
federation onto thecloudbasedAccess Contradervice, freeing the ISV from running its oan

premisedederationsoftware.

Suppose amenterprisewishedto let software at its trading partners accesse of its apptations It
could exposeahis | LILI A Ol G A 2thfdugh SAATRY RESKdVgaservices, then register their
endpointswith Service Budts trading partners could then use Service Bus to find these @ntip
and access the services. Sinaging this dSay Qi NBIjdzANBE 2LISyAy3a ySg
firewall, it reduces the risk of exposing the applicatidie organization might also usiee Access
Controlservice which is designed to work with Service Bus, to rationalize identibynivdtion ser to

the application by these partners.

Perhaps the organization in the previous example needs to make sureathasiness process
involving its trading partners must be executed consistently. To do thisniuse the Workflow
serviceto implement a Wkased applicatiorthat carriesout this process. The application can
communicate with partners using Service Bus and relyherAccess Contrdderviceto smooth out
differences in identity information.

As with Window#\zure a browseraccessible portdk provided to let customers sign up for .NET Services
usingk 2 Ay R2ga [ A Jdvalwith METSDArnhsRIEae Fravidirgisefulcloudbased
infrastructure fordistributedapplications.

SQL SERVICES

One of the most attractivevaysof usinglnternet-accessibleserversisto handledata. The goal of SQL
Services is taddress this areayfferinga set ofcloud-based services fatoring andworking withmany
kinds ofinformation. While Microsoftsays thatSQL Services wilVentuallyinclude a ange of data
oriented capabilitiesincludingreporting, data analytics, anathers the firstSQL Servicesmponensto
appearare SQLDataServicesind thed | dzNEata HubFigure 4 illustrates this.

LJ2 NI &



SQL Services

Figure4: SQL Servicgwovides dataoriented facilities in the cloud

SQL Data Services, formerly known as SQL Server Data Services, proatdeasananagement system
(DBMS)n the cloud As the figure suggesttis technologyets on-premises and cloudpplications store
relational and other types afataon Microsoft servers in Microsoft data centefss with other cloud
technologies, an organization pagnly for what it uses, increasing and decreasing usage (and cos® as th
2NBFYAT FGiA2y Qa yidédadbaséalso allaivSohvetting ivlyaBwoutld béapital

expenses, such as investmentslisksand DBMSoftware, into operating expenses

Unlikethe WindowsAzurestorageservice SQLlDataServices is built on Microsoft SQL Ser&iil, n its
original2008CTP releasé&QL Data ServicBsh Refp@de draditional relationalview of data. Based on
customer feedback, Microsoft decided to change this. Going forward, SQL Data Seitggsport

relational data, offering a SQL Server environment in thed; completewith indexes, views, stored
procedures, triggersand more This data can be accessed using ADO.NET and other Windows data access
interfaces. In fact, gplications that today acce€QL Servdocallywill largelywork unchangedvith data

in SQL Data Servicgsustomers can alagse onrpremisessoftwaresuch as SQL Server Reporting Services

to work with thiscloudbased information

While applications can useQL Data Servicasichas they do a local DBMS, the management

requirements are significantieduced Rather than worry about mechanics, such as monitoring disk

usageandd SNBWA OAy 3 €23 FAtSas F {v[ 5FGF {SNBAOSa Odzailiz2YS$S
Microsoft handlsthe operationaldetails.And like other components of the Azure Services Platform,

using SQL Data Services is straightforward: Just go to a Web portal and provide the necessary information.

The second SQL Services compomemounced sofak & (G KS BIFdINR Y dzo @ . dzZAf G 2y GKS
Sync Framewor&nd SQL Data Servicésis technology synchronigeelationaldata across various en

premises DBMS3he owners of that data can determine what should be synchronized, how conflicts

should be handled, anchore.



Applicationsmightrely onSQL Servicés a variety of wayddere are some examples

A Windows Azure applicatiaranstore its data in SQL Data Services. While Windows Azure provides

Alda 2¢y &aiG2NY3S3T NBf I (A 2y bffers Gihce madEexistingBapplizdtions Y2y 3§ K

use relational storage and many developdrsow how to workwith it, a significant number of
Windows Azure applications are likely to rely on SQL Data Setwvieesk with data inthis familiar
way. To improve perforrance, astomerscan specify that a particular Windows Azure application

Ydzad Nd¥zy Ay GKS alyYS RIFGlF OSy&dSNI AyinfakatiodK {v[ 51 Gt

An application in a small business or a department of a big organization might rely on SQL Data
Services. Rather than storing its data in a SQL Server or Access database running on a computer under
a2YS02ReéQa RSalz GKS | LlLXedfGne iellaiiliyy ard awiiladiliyy afcléd R G 1 1 S
storage.

Suppose a manufacturer wishes to make product information available to both its dealer network
and directly to customers. Putting this data in SQita Services would allow it to be accessed by
applications running at the dealers and by @ustomerfacing Web application run by the
manufacturer itself.

An organization with a customer database replicated across different geographies usigkie

G1 dzZNBy¢ S5FGF 1dzo G2 1SS LeachkdraphyNg&Rdsitiodn copybiyf aey oo
data for performanceor to ensure availability or for some other reason. Automatynchronization

can make this necessatljstribution significantly less painful.

2 K S KS Ndugpartdgiawimdbws Azurappliation, making datamore accessiblekeeping that data
synchronizedor other reasonsgata services in theloud can be attractiveAsnewtechnologies become
available under the SQL Services umbrella, organizationsawél the optiorto usethe cloudfor more
and moredata-oriented tasks.

LIVESERVICES

While the idea of cloud platforms is relatively new, the Internet is not. Hundreds of millions of people
around the world use it every dayo help them do thidMicrosoft provides an expandirgroup of

Internet applicationsincludingthe Windows Livéamily and others. These applicatiotet peoplesend
instantmessages, store their contact informati@earch get directionsanddo other useful things

All oftheseapplications store data. Somé that data such as contacts, varies with each user. Othdaes, li
mapping and searcimformation, doesy” @ e all use the same underlying information. In either case,
why not make this data available to other applications? While controls are requiredly exposing

S @ S NBpergadabinformatioh a y Qi | T l&tidggapplicatiBrSulse this information can make
sense

Toallow this Microsoft has wrappethis diverseset of resourcemto agroupof Live Services. Existing
Microsoft applications, sucas the Windows Live family, rely on Live Servicesdiee andmanagetheir
information. To lenew applications access this information, Microsoft provides the Live Framework.
Figure Sllustratessome ofit K S C NJ W&stirapNamaspects

10
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Figureb: The Live Frameworlets applicatons access Live Services datgtionally synchronizinghat
data acrossdesktops and devices

The fundamentatomponent inthe Live Frameworls the LiveOperating Environmenis the figure

shows, this component runs in the cloud, and applications use it to access Live Services data. Data access
through the LiveDperating Environmentlies onHTTPwhich means thatapplications written using the

.NET Framework, JavaScript, Java, or any othguéecanuselLive Services datinformationin Live

Services can also be accessedragi®m or RSfeed, letting an application learn about changeghis

data. And to set up and manage the Live Services her application needs, a developer can use the browser
basedLive Services Developer Portal

Figure 5 shows another aspect of the Live Framewlirk Live Operating Environment calsolive on

desktop systemsunning Windows Vista, Windows XP, or Macint@®h Xand on Windows Mobilé

devicesTo use this option, ausgroups hisa @ 8 1 SYa Ay (2 mésh Rokedample/ywdy | a |
might create a mesh that contains your desktop computer, your laptop, and yobilerphone Eachof

these systemsunsan instance othe Live Operating Environment.

A fundamentaktharacteristic of evergnesh is that the Live Operating Environmeah synchronizeata

across allofi KS  YsSsierglaers and applicatiorsan indicatevhat types ofdatashould be kept in

sync, and the Liv®perating Environmenwill automatically update atlesktops, laptops, andevices in

the mesh with changes made toat dataon anyofthem.6 ! yf A1 S GKS &1 dzZNBy ¢ 5F GF | dzo 3
a8y OKNRYAT I G A Hafa iaieltnal DBMSAdsBd@hezlgud is part of everyzd S NI &

meslt it acts like a special devitehis includes Live Services dakor example, if a user haatries

maintained inthe contactsdatabase used bwindows Live Hotmail, Windows Live Messengeindows

Live Contactsaand other applicationghis data isautomaticallykept in syn@mn every devicén his mesh

11



The Live Operating Environment also allows a user to expose data from his mesh to other ttisgrs, le
him selectively share this information.

As Figure Shows an application can access mesh data through either the local instance of the Live
Operating Environment dhe cloud instancelnboth casesaccess is accomplished in the same way:
throughHTTPrequests¢ KA &4 a8 YYSUONE fSdGa +Fy |LILXAOFGA2Y 62N] ARS)H
cloudornot i KS &lYS RFIGF A& I @FAfFL0oftSET yR AGQa F00Sa R )

Any applicationwhetherA (r@ming on Windows or some other operating systean acceskive

Serviceslatain the cloudvia the LiveOperating Environmentf the application is running on a system
GKIFGQ&a LI NI 27F | Y Susiigthe Kive Opefating Enronimentd t& &celgsalicope y 2 F
of that Live Services dmtas just describel ¢ KSNBEQa It a2 | GKANR LlaairoAiAftAiides
ONB I S 4 K méskeaablédWéebhppliRatidn This style oipplication is builusinga multi-

platform technologysuch as Microsoft Silverlighdnd it accesses dataough the Livéperating

Environment Because of these restrictions, a mestabled application capotentiallyexecuteon any

YI OKAYS AY 1laWizbwsNaeking & a&iritosh, or a Windows Mobile devicand it always

has accss to the same (synobmized) dataTo help users find these applications, thigeFramework
environmentprovidesa cloudbased application catalog for mesimabledWebapplications. A user can

browse this catalog, choose an application, then instafintd © help their creators build a business from

their work, Microsoft plans to providéuilt-in support for displaying advertising in these applications.

The Live Framewoidffersa diverse set of functiorthat can be used in a variety of different walfere
are a few examples

I WF @ X AOFGA2Y NHzyyAy3 2y [AydzE O2dzZ R NBfte 2y
information. The application is unaware that the technology used to expose this information is the
Live Framework; all it sees is a comsis HTTP interface tthedza SN a RF G @

A NETFrameworkapplication mightrequire its user to create a mesh, thesethe Live Framework

as a data caching and synchronization service. Wtnen machine this application runs on is

connected to the Internetthe applicationaccesses a copy i data in the cloud. When the machine

is disconnected Y 80 S AGQa NHzigRAhkV®az2yg SKy I tddhd Bpplizgagion | y | A NLI
accesses local copyof the same dataChanges made to any copy of the data areppigated by the

LiveOperating Environment

An IS\tancreate a meskenabledWeb application that les people keep track of what their friends

are doing. This applicationwhich can run unchanged on all it dzi S N & ediploids GeSevall =
aspects ofthe Live Frameworkhat support social applicatian Because the LivErameworkcan
SELIRAS AYTFT2NNI GA2Yy Afgf examphiztheSaplicatiory cari thack lupilatels fromS S R X
Fyed 27F (KS RzasiR idive Fidkedvgripravitles adelivery mechanism for mesh
enabledWebapps, viral distribution is possiblejth each useinviting friends to use the application.

And kecause themeshl dzii 2 YI G A OF f £ & Live\séniicdsRraas, the uskicarNagkithe
application to invite friends by mae, letting the application contact them directly.

The Live Framework provides a straightforward way to addessServices datal Y R R2y Qi 0SS YA &t SR
the simple contacts example used heréd K S NB Q & infLige(Barvic§sishd@a synchronization

functions can also be applied in a variety of applicatiBosapplications that need what it providethis

platform offers a unique set of supporting functions.

12



A CLOSER LOOK AT THEHNOLOGIES

Having a broad understanding thie AzureServiceslatformis an important first stepGetting a deeper
understanding oach technologys alsouseful, however. This section takeslahtly more indepth look
at eachmemberof the family.

WINDOWSAZURE

WindowsAzuredoes two main thingdt runs applications ani stores their data. Accordingly, this
section is divided into two parts, one for each of these arklasy thesetwo things are managed &so
important, and sothis descriptiolooks atthis part of the stornas well

RunningApplications

On WindowsAzure an applicatiortypically hasnultiple instances each running a copy of all or part of
0KS | LILX A (Hadh &f 2hgs@ iastadcBsiRsdn its own virtual machin@/M). These VMs rufi4-bit
2 AyR2g6a { SNIIS NJprovidadyb¥ &« B /IR NID K Spdiidally design@difor use in the
cloud

Yet adeveloperR 2 S &ypgdihis own VM image fWindowsAzureto run, nor does he need to worry
about maintairing a copyof the Windows operating systermstead,the CTP usion lets a developer
createapplicatiors usingWeb roleinstances and/okVorker roleinstancesFigure 6shows how this looks

00000

Figure6: Inthe CTP versionWindows Azureapplicationscanconsist of Web role instances antforker
role instances, with each instance running in its own virtual machine

13



As its name suggests, eadleb roleinstanceaccepts incoming HTT& HTTPSequestsvia Internet
Information Services (11S) & Web rolecan be mplemented using ASP.NBVCE or another technology
that works with [ISAs Figure 6 showgYindowsAzureprovides builtin load balancingo spread requests
across Web role instancdisat are part ofthe same application.

A Worker roldnstance by contrast, cannot accept requestisectly from the outside world A 1 Qa y 2

allowed to have any incoming network connectins Y R L L{ A &y QdieadNitipyicély y 3 Ay AG&
getsits input via aqueue in Window#\zurestorage The messages in this queue might come from a Web

role instance, an ofpremises application, or something else. Wherever its input comes from, a Worker

role instance can send outptd another queueor to the outside world outgoing network connections

are allowed And wnlike a Web role instance, which is credtto handle incoming HTTP request

Worker role instancés a batch job. Befitting thigenerality aWorker role can be implementeaasingany
Windowstechnologywith a main() method.

Whether it runs a Web role instance or a Worker rolgamce, eaclvM also contains WindowsAzure
agentthat allows the application to interact with thé/indowsAzurefabric, as Figure 6 showBhe agent
exposes aVindowsAzuredefined API that lets thinstancewrite to aWindowsAzuremaintained log,
send alerts to & owner via thaVindowsAzurefabric, and more.

While this might change over tim#&/indowsAzureQa A Y A G A+ £ NEB ftoSohexedatiodhip y G Ay a |z
between a VM and physical processarore. Because of this, the performance of each application can be

guaranteed each Web role instance and Worker role instance has its own dedipategssoicore. To

AYONBI &S |y || LI} AOI (A 2igt@aseheduMBegoNvhiniggnStades spécified2 6 Y SNJ Ol v
Ay GKS | LILX A Ol  ATeeyWwdowsBAIngfabkicaMiizNan sph BpyhewrVMBaSsign them

to cores,and start running more instanced this applicationThe fabricalsodetects whera Web role or

Worker role instance hafailed, then starsa new one

Notice what this impliesTo be scalablaVindowsAzureWeb role instances muste statelessAny client

specific state should be written ¥&/indowsAzurestorage,sentto SQL Data Services,passed back to

the client in a coold. Web role satelessness is also all but mandatedWindowsAzureQ & - keddf (i

balancer. BecauseR2 Say Qi |t t2¢ ONBIFGAYy3I Ly FFFAYAGE AGK | LI
to guarantee thamultiple requestsfrom the same usewill be ®nt to the same instance.

Both Web roles and Worker roles are implemented using stand&ndiowstechnologies. Yet moving

existing applications to Windowszuremight require a few changeBor one thingaccess tdNindows

Azurestorage useADO.NEDataServices | NBf I A @St e ySg (SOKoa2f 238 GKI G
premises applicationgA Windows Azure application calsousestandardADO.NET to accetize

relational storage provided by SQL Data Services, however, which makes it easier torexiséirzg

applicationto this cloud platform.Alsq Worker role instancetypically rely on queues WindowsAzure

d02NF3S F2NJ 0KSANI AyLIdzis I-pfemisés&VindblvsCeivirchnfentintheé G Q& y 2G| o
main, however, the world an apphtion sees running on Windows Azure is muchJikat it sees orany

other Windows Server 2008/stem

For developers, building\WindowsAzureapplication in the CTP versiaoks much like building a

traditional Windowsapplication.Microsoft providesvisual Studio 2008rojecttemplates for creating

WindowsAzureWeb roles, Worker roles, and combinations of the two. Developers are free to use any

Windows programming I y3dzt 3S ol f 1 K2dzZaAK A (Qa&a 7T IlfokWhdowaAzdrd & G KIF G ai
has been on C#Also, he WindowsAzuresoftware development kiincludes aversionof the Windows
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Fabric, iincludesWindowsAzurestorage, aWindowsAzureagent and everything elseeen byan

application running in the cloud. A developgmEmcreateand debudhisapplication using thikcal

simulacrumthen deploythe appto WindowsAzurein the cloudwhenA (redy. Still, some things really

are differertinthe cloudL 6 Q& y 20 L2 aaAiot S U 2badediapgicationor exdnlé, dz3 3 SNJI G 2
and sodebuggingcloudapplicationsrelies primarily on writingo a WindowsAzuremaintained logvia the
WindowsAzureagent

WindowsAzurealso provides otar services for developers. For exampl&y/mdowsAzureapplication

can send an alestringthroughthe WindowsAzureagent, andWindowsAzurewill forward that alert via

email, instantmessagingor some other mechanism to its specified recipi¢htlesired, he Windows

Azurefabric canitself detect an application failure and send an al@teWindowsAzureplatform also

LINE GARSE RSGIFIATSR AYTF2N¥YFGAR2Y | 02dzi GKS timeJI) A OF GA2Yy Q.
incoming and outgoing madwidth, and storage

Accessing Data

Applications work with data in many different ways. Sometimes] &l I réig@r&dare simple blobs, while

other situationscall fora more structured way to storimformation. AndAy a2 YS Olmdlyaz £ KI G
needed is a way to exchange data between different parts of an applic&timtowsAzurestorage

addresses all three of these requirements, as Figure 7 shows.

HTTP/ === S
HTTPS

Joog-u

Figure7: WindowsAzureallows storing data in blobsables,and queues, all accessead a RESTful style
via HTTRr HTTPS
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The simplest way to store dataWindowsAzurestorage is to use blobs. As Figure 7 suggést§,S NS Qa |
simple hierarchyA storage account can have one or maantainers each of whictholdsone or more
blobs.Blobs can be bigup to 50 gigabytes eathandto make transferring large blobs more efficient,

each onecan be subdivided into blocks. If a failure occurs, retransmission can resume with the most
recent block rater than sending thentire blobagain. Blobganalso have associated metadata, such as
information about where @PE(hotograph was taken or who thedmposertis for an MP3 file.

.f20a FNB 2dzad NAIKG F2N 42YS {AyYyRa 27FToRlbw I = odzi GKS
applications towork with data in a mordine-grainedway, WindowsAzured i 2 NI 3 S LINRP @A RS&a Gl of S
be misled by the name: KSaS | NBYQUONBY  TRQ@YEtS@AEYf BR2dzIK GKS& QNB

data they contain is actually storéd a simple hierarchgf entities with propertiesA table has no
defined schema; instead, properties can have various types, such as int, stringyrBratkTime. And
rather than using SQL, an applicatcanaccess  ( | dath &iRgADO.NET DatBervices or LIN@
singletable can be quite largayith billions of enities holding terabytes of data, anfindowsAzure
storagecanpartition it across many serveisnecessaryo improve performance.

Blobs and tables are both focused on storing datze third option inWindowsAzurestorage, queues,

has a quite different purpose. The primary role of queues is to provide a way for Web role instances to
communicate with Worker role instances. For example, a user might submit a request to perform some
compute-intensive task via a Web page implemented byimdowsAzureWeb role. The Web role

instance that receives this request camite a message to a queuedescribinghe work to be done. A

22Ny SNI NBES Ayadl yOS i dnie@ihe mdssageknddarmpoyt thé taskd  Ij dz8 dzS O

specifies. Any results can beturnedvia another queuer handled in some other way

wS3I NRf S&aa 2tin oBsgtables] @ gueukgalPddEBHRId inWindowsAzurestorage is

replicated three timesThisNB L)t A OF GA2Yy Fft26a FldAZ G G2t SNXryOSz aAyosS

guarantees consistency, however, so an application that reads data it has just written will get what it
expects.

WindowsAzurestorage can be accessed eitherddWindowsAzureapplication or by an application
runningsomewhereelse Inboth casesall threeWindowsAzurestorage styles use the conventions of
REST talentify and expose dat&verything is named using URislaccessed witlstandard HTTP
operations. A .NET client can also use ADO.NET Data Services amail #is€@ss toNindowsAzure
storage from, say, a Java application can just use standard RE%Kkample, a blobanbe readwith an
HTTRGET againstdRI formated like this:

http:// <StorageAccountblob.core.windows.ne&#Containerk<BlobName>

<StorageAccountis an identifier assigned when a new storage account is created, and it uniquely
identifies the blobs, tables, and queues created using this acce@untainersand <BlobName:are just
the names of the container and blob that this request is accessing.

Similarly, a query against a particular taldexpressed as an HTTP GET against a URI formatted like this

http:// <StorageAccounttable.core.windows.netkTableName2$filter=<Query>

Here,<TableNamespecifieghe table being queried, whileQuery>contains thequery to be executed
against this table.
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Even queues can be accessedbth WindowsAzureapplicaions and external applicatiors issuing an
HTTRGET against a URI formatted like this:

http:// <StorageAccountgueue.core.windows.neQueueName>

TheWindowsAzureplatform charges independently for compute and storage resouitleis. means that
an onpremises application could use jusindowsAzurestorage, accessing its data in the RESTful way
just describedStillLA G Qa T I Athdprimary gutpd@se aiviadlowsAzurestorage is to maintain data
used byAzureapplicationsAnd kecause that data can be accessed directly from-WindowsAzure
applicationsjt remainsavailable even if th&VindowsAzureapplication that uses & & y Qiing. NXzy vy

The goal of applicationlatforms,whetheron-premisesor in the cloud,isto supportapplicationsand
data. WindowsAzureprovides a home for botbf these things Going forwardexpectto seea share of
what would have been opremiseswindowsapplicationsnsteadrunning onthis new cloud platform.

.NET SERVISE

Running applications in the cloud is useful, but so is providing 4lasdd infrastructure services. These

services can be used by either-premises or cloudbased applicationsgnd they can address problems

GKFG OFryQil 0S8 &2t @ SlRis declion tmi&s d clodeylooksak O N2 GR FNIQEA @F FSNA y 3
this areaithe .NETAccess Contr@ervice NETService Bus, arttie .NETWorkflow Service known

collectively as .NET Services

Access Controfervice

22Nl AY3 6AGK ARSyGAGe Aa | FdzyRIYSyYydGlrf LINI 2F YvYzad |
information, an application makes decisions about what that user is allowed to do. To convey this

information, applications can rely on tokens defingging the Security Assertion Markup Language

(SAML). A SAML token contaataims each of which carries some piece of information about a user. One

claim might contain her name, another might indicate her role, such as manager, while a third contains

her email address. Tokens are created by software knownsesarity tokenarvice (STSWhich digitally

signs each one to verify its source.

Once a clienfsuch as a Web browséras a token for its user, it can present the token to an application.
Theapph OF A2y GKSy dzaSa GKS (21SyQa OfraAavya G2 RSOARS 4K
of possible problems, however:

2 KFdG AF GKS (21Sy R2SayQid O2ydl Ay -baked idénfit; A Ya GKAa
every application is free tdefine the set of claims that its users must present. Yet the STS that
created this token might not have put into it exactly what this application requires.

z

2KFG AT GKS LW AOFGAZ2Y R2SayQd (GNHaAaG GKS {¢{ GKI
tokens issued by just any STS. Instead, the application typically has access to eetifficaitesfor

trusted STSs, allowing it to validate the signatures on tokens they create. Only tokens from these

trusted STSs will be accepted.

Insertinganother SBinto the process can solve both problems. To make sure that tokens contain the
right claims, this extra STS perfaralaims transformationThe STS cacontainrules that define how
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input and output claims should be related, thasethose rules to geneate a new token containing the
exact claims an application requires. To address the second problem, commonlyicetigts

federation requires that the application trust the new STS. It also requstablishing trust relationship
between this new S and the one that generated the tokére STS3eceived

Adding another STS allows claims transformation and identity federation, both useful things. But where

aK2dzZ R GKA& {¢{ NMHzyK LGQa LIRaaAirofsS (2 deDE HLINPPRARSRK I |
by several vendors today. Yet why not run an STS in the cloud? This would make it accessible to users and
applications irany organizationit also places the burden of running and managing the SE%ervice

provider.

This is exactly whahe Access Contr@erviceoffersY L (1 Q& |y .{Tasge howis SiTBht Of 2 dzR
be used, suppose an ISV provides an Inteimatessibl@pplication that can be used by people in many
different organizations. While all of those organizations mighable to provide SAML tokens for their

users, these tokens are unlikely to ¢aim the exact set of claims thigplication needskigure 8

illustrates howthe Access Contr@ervicecan address these challenges.

Figure8: TheAccess Contrdberviceprovides rulesbased claims transformatiomnd identity federation.

CANBEGEZ GKS dzaSNIDa | LI AOlF A2y 0o ¢ Kdoker WEKCclieitoh & SEI YLIX S
a2YSUGKAY3 St aSu &Sy Rifie AccésSCodtrdBerNdastep {)Ths pervitezalidstes G 2

the signature on the token, verifying that it was created by antBd Servicerusts. The servicehen

creates and signs a new SAML token containing exactly the claims this application requires (step 2).

To do thisthe Access Conti@ervic® a  rélids fon rules defined by the owner of the applicattbat the
user is trying to accesBor example, suppose the applicatigrantsspecificaccess rights to any user who
is a manager in her company. While each company might include a claim in its token indicating that a user
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AONA Y3 2NERLISNIRA & GKANR |y AyiGdS3ISNI O2RSe ¢2 KStLI GKS
O2dzf R RSTAYS NMzZA Sa Ay ! 00Saa /2y iNRt GKIFIG O2y @SNI | f
al {SNE® ¢KS I LILX A O i A 2e/mark of €laints BansfoamatipR isdofieity LIf SNE aAy OS

hyOS AdQa 0SS ythe\bBss QoatREervider&@ns fhis fiew foken to the client (step 3)

who then passes it on to the application (step 4). The application validates the signature okehe to

making sure that it really was issued by the Access CdmviceSTSNote that while thed S NIZITO S Q a

must maintain a trust relationship with the STS of each customer organization, the application itself need

trust only theAccess Contr@erviceSTSh y OS A Qa OSNIFAYy 2F (KA& G(G21SyQa LI
use the claims it contains to decide what this user is allowed to do (step 5).

Another way to use the Access Control Service is implicit in its name: An application can effectoaady off

to the servicadecisions aboutvhat kind of access each user is allowedr example, suppose access to a

certainfunction of an application requires the user to present a particular claim. The rules in the Access

Control Service fathe application ould be defined to give this claim only to users that present other

required claimssuch as one of the manager claims described eaklren the application receives a

dza SNRa G21Syz A4 OFy 3ANFyYy(d 2N RSthedeckiod @& affectively a SR 2y G
made for it by the Access Control Servibeing this lets an administrator define access control rinles

one common placeand it can also help in sharing access control rules across multiple applications.

All communication withthe Access Contr@ervicerelies on standard protocols suals WSTrust and WS
Federation. Thimakesthe serviceaccessible from any kind of application on any platform. And to define
rules,the serviceprovidesboth a browserbased GUanda client API foprogrammatic access.

Claimsbased identity is on its way to becoming the standard approach for distributed environments. By
providing an STS in the cloud, complete with rddased claims transformatiothe Access Control
Servicemakesthis modernapproach tadentity more attractive.

Service Bus

{dzLJJ2asS @2dz KI @S |y | LI AOFGA2Y NHzyy Ay 3ofthayeinA RS @ 2 dzNJ
other organizationshroughthe Internet At firstglance this can seem like a simple probleAssuming

your applicatiorprovidesits functionality as Web services (either RESTful or $28€t), yowcan just

make those Web services visible to the outside world. When you actually try to do this, though, some

problems appear.

First, how can applications other organizationgor even inother parts ofyour own)find endpointsthey

can connect tdor your service® It would be nice to have some kind of registry whetteerscould locate

& 2 dzNJ | LILX A OF i Meolmel it,'hgvRranegu@sSs frisift®arein other organizationget

through toyour application? Network address translation (NAT) is very common, so an application

frequentlyR2 Say Qi KI @S | FTA&Bdalyt ! Y RREBSEY KF BECRASY QG o0SA
requestsget through& 2 dzNJ T A NB g | f £ K firewial(parts ta)allavaakoeds SouragplicaiadS y

but most network administratorfrown onthis.

TheService Bus addresses thetwmllengesFigure Shows how.
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Figure9: TheService Bus allows an applicatida register endpoins, then have other applications
discover anduse thoseendpointsto access its services

To begin, your application registemae or moreendpoints withthe Service Bus (step 1), which exposes

them on your behalfTheService Busassign @ 2 dzZNJ 2 NHF yAT F A2y | ! wL NRB20GX 0S¢t
create any naming hierarchy you like. This allows your endpoints to be assigned specific, discoverable

URIs. Your application must also open a connection thé@tService Bsifor each endpoint itxgposesThe

Service Bus holdbis connectioropen, which solves two problem§irst, NATs no longer an issysince

traffic onthe open connection witlthe Service Bus will always be routed to your application. Second,

becausehe connectionwas initd R FNBY AyaAiARS (GKS FANBglitx GKSNBQa y
back to the application the firewallg 2 yoték this traffic

When an application in some other organization (or even a different part of your own) wishes to access

your application, itontactsthe Service Bus regist(gtep 2).This request uses the Atom Publishing

Protocol, and it returns an AtoRubd S NIJA OS R2OdzYSy i 6AGK NBFSNByOSa G2 @&:
Once it has these, it can invoke servioffered through these endpoints (step 3). Each request is received

by the Service Bus, then passed on to your application, with responses travelingvdrse path. And

Ff K2dzZaK A (G Q& y 2hé SedvikeBasyestablifba dife& cofmacHodzdEeEn an

application and its client whenever possible, making their communication more efficient.

Service Bus also allows communication via queues. This lets a client application send messages even when

the listeninglk LILJ A O G A 2 y SeivideyBOsin ghie@dhd rhelssadeSr up to a week waiting for
thelistenertoreceivel KSY® LGQa Ifaz2 Ll2aairoftsS F2NJ I OftASyd G2 as
have those messages received by more thanlstener.
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Along with making communicain easierthe Service Bus can also improve security. Because clients now

see onlyan IP address provided lile{ SNIIA OS . dzas G(KSNBQ&a y2 ySSR (2 SELR:
within your organization. This effectively makeur application anonymous, siedhe outside world

Ol yQi aS8S ThéSarvide Bus bsRsar\aktérraldMZ, providing a layer of indirection to deter

attackers. And finallythe Service Bus is designed to be used whthAccess Contr@ervice allowing

rulesbasedclaims transformation In fact,the Service Bus accepts only tokens issued by the Access

ControlServiceSTS.

An application that wishes to expose its serviceghdeService Bus is typically implemented using WCF-.
Clients can be built with WCF or other technoésgisuch as Java, and they can make requests via SOAP or
HTTPApplications and their clients are also free to use their own security mechanisms, such as
encryption, to shield their communication from attackers and fritra Service Bus itself.

Exposing LILJX A OF GA2y & G2 GKS 2dziaARS g2 NI eSesictQusisl & & A YL ¢
to makeimplementingthis usefulbehavioras straightforward as possible

Workflow Service

Windows Workflow Foundatiois a general technology for creatingorkflow-based applications. One
classic scenario for workflow is controlliagongrunning process, ds often done inenterprise
application integrationMore generally, Wibased applications can be a good choice for coordinating
manykinds of work Especially when the work being coordinateddsated in different organizations,
runningthe controlling logic in the cloud can make sense.

TheWorkflow Serviceallowsthis. Byproviding a host process for V35-based applications, it lets
developers cre workflows that run in the cloudrigure 10 shows how this looks.

Workflow Service

Service Bus

Figurel0: TheWorkflow Serviceallows creating WHased applications thatan communicataising
HTTRor the Service Bus.
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Every WF workflow is implemente$ing some number alctivities shown in red in the figureEach

activity performsa definedaction, such as sending or receiving a message, implementing an If statement
or controlling a While loop. WF provides a standard set of activities known as the Base Activity Library
(BAL), andhe Workflow Serviceallowsthe applicationst runsto use a subset of the BALhe servicalso
provides several of its own activities. For example, the applications it hosts can communicate with other
software using either HTTP thre Service Buss kgure 10 showsand sothe Workflow Serviceprovides
built-in activities fordoingboth. The Workflow Servicalso provides activitifor working with XML
messagesa common requirement for application integration

Running in the cloud brings some limitats, however. Wibased applicatiosrunning inthe Workflow
ServiceDl'y 2yfeé& dzaS 2CcQa aSljdsSSyidAartf 2N}l Ff2¢6 Y2RSEI FT2NJ
allowed, and smeitherthe. ! [ Qa / 2 hoEcustod Achvifids Gad be used.

To create applications fahe Workflow Service developers can use Visual Rté &t@nhdard WF workflow

designerh y OS i K S & WRidasedaNflidatiors ¥an be deployedthe cloudusinga browser

based Workflow portal or programmatically using Wiw-provided APIsRunning workflows can also

be managed using eithéine portal orthese APIsAnd likethe Service Bus, applications that interact with

the Workflow Servicemust first get a token fronthe Access Contr@ervice A 1 Qa (G KS 2y f & G NXza G SFK

WRoF AaSR FLILIX AOFGAZY & NBYyQd GKS NAIKG FLILINEBEOK F2NJ S¢
however, usingt workflowOl y  YI 1S | RS@Sf 2 LJSNNa rhahahehbleysiztaile S a A S NI
way to host WHpplications in the cloudhe Workflow Serviceextends the reach of this useful

technology

SQL SERVICES

SQL Services is an umbrella name for a group of ¢dasdd technologiefr working withrelational and
other types ofdata Thefirst membes of this family toappearare SQL Data Servicesy R (G KS & | dzZNR y ¢
Data Hub This section takes a closer lookeaich of these new technologies

SQL Data Services

ADBMSn the cloudis attractive for many reasonf§orsomeorganizations, letting apecializeagervice
provider ensure réhbility, handle backips, and perform other management functiomakes senseéata

in the cloudcan also beccessed bgpplications running anywhere, even on mobile devices. And given
the economies of scale that a service provider enjagg)g a cloud atabase mayvell becheaper than
doing it yourselfThe goal oSQLDataServicess to provideall of thesebenefits Figure 11 shows a simple
view of this technology.
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SQL Data Services

TDS

L LIE I g
:

Figurell: Applicationsaccesslatain SQLDataServicesi K N2 dzZ3 K a A ONER &, afowityga ¢ 5{ LINE {
them to useADO.NET and otherommondata interfaces

An application using SQL Data ServicdsI K i NHzy 2y 2AyR2¢a ! 1 dz2N@E Ay |y Syl
mobile devicepr somewhere else. Wherever it runsgthpplication accesses data via a protocol called

Tabular Data Stream (TDS). This is the same protocol used to adoeasSQL Server database, and so

SQL Data Servicapplication can usany existing SQL Server client librdrjie most important afhese is
probablyADO.NEThut ODBC and others can also be used.

For the most part, m application using SQL Data Services séasidiar SQL Server environment. A few

things are omitted, however, such as the SQL Common Language Runtime (CLR) andosigmaoidl

data.Also,0 SOF dzAS | RYAYAAGNI GA2Yy A& KIyRifhwicabe aAONRBaA2TF(X
administrative functions(AO dz& (i 2 Yt$iNd dOwn yh@system, for examp)Andl & & 2 dzZQR SELISOG Ay
shared environmenta query can run for opla limited tima no single request can take up more than a

pre-defined amount of resources.

Yet while theenvironment looks standard, the service an application gets is more robust than what a
single instance of SQL Server provides. As in Windows Apmagestall data stored in SQL Data Services

is replicated three timesAlsolike Windows Azure storage, the service provides strong consistency: When
a write returns, all copies have been writtéfhe goal is to provide reliable data storage even in tiee fa

of system and network failuse

The current expectation is that the maximum size of a sidgtabase in SQL Data Serviadbe
between 5 and 10 gigabytes. An application whose data is within this limit cgonsismedatabase,
while an applicatiom with more data will need to creatmultiple database. Figure 12 illustrates this idea.
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