PAGE  

[image: image1.jpg]Microsoft®

E% Lync Server




Microsoft Lync Server 2010 Security Guide

Microsoft Lync Server 2010

Published: March 2012

This document is provided “as-is”. Information and views expressed in this document, including URL and other Internet Web site references, may change without notice.

Some examples depicted herein are provided for illustration only and are fictitious.  No real association or connection is intended or should be inferred.

This document does not provide you with any legal rights to any intellectual property in any Microsoft product. You may copy and use this document for your internal, reference purposes.

Copyright © 2012 Microsoft Corporation. All rights reserved.

Contents

5Security


6Key Security Enhancements in Lync Server 2010


8Common Security Threats for Lync Server 2010


8Compromised-Key Attack


9Network Denial-of-Service Attack


9Eavesdropping


9Identity Spoofing (IP Address Spoofing)


10Man-in-the-Middle Attack


10RTP Replay Attack


10Spim


10Viruses and Worms


11Personally Identifiable Information


12Security Framework for Lync Server 2010


12Active Directory Domain Services


17Role-Based Access Control (RBAC)


17Public Key Infrastructure for Lync Server 2010


18TLS and MTLS for Lync Server 2010


20Encryption for Lync Server 2010


21User and Client Authentication for Lync Server 2010


22Windows PowerShell and Lync Server Management Tools


23Addressing Threats to Your Core Infrastructure for Lync Server 2010


23Best Practices for Your Core Infrastructure


24Hardening and Protecting Servers and Applications for Lync Server 2010


26Hardening and Protecting the Databases of Lync Server 2010


27Specifying Antivirus Scanning Exclusions


28Protecting Data in Transit – Archiving, Monitoring, Group Chat Compliance Server Databases


29Reducing Unsolicited IM for Lync Server 2010


29Protecting IIS


30Windows Update for Lync Server 2010


30Addressing Threats at Your Internet Boundary for Lync Server 2010


31Edge Servers for Lync Server 2010


31Best Practices for Edge Server Security


32Certificates for Lync Server 2010


33Access Edge Service


33Directors


34Traffic Control


35Media Traversal


38Web Conferencing Traffic Traversal


40Firewalls for Lync Server 2010


41Federation Safeguards for Lync Server 2010


43HTTP Reverse Proxy for Lync Server 2010


43Addressing Threats to On-Premises Conferences for Lync Server 2010


46Addressing Threats to Group Chat


47Addressing Threats to Lync Web App


48Best Practices for Lync Web App


48Threats to Lync Web App


50Securing Lync Web App Sessions


50Using PKI, Certificates, and SSL for Lync Web App


50Addressing Threats to Enterprise Voice for Lync Server 2010


51Best Practices for Securing Enterprise Voice in Lync Server 2010


52Limiting Calls from Gateways for Lync Server 2010


52Media Security for Lync Server 2010


52Assigning Call Privileges for Lync Server 2010


53Exchange Unified Messaging Security Levels


54Survivable Branch Appliance Security


54Securing Clients for Lync Server 2010


56Additional Security Resources for Lync Server 2010





Security

This security documentation provides guidelines for assessing and managing security risks to your deployment of Microsoft Lync Server 2010 communications software.

Even if your Lync Server 2010 deployment is modest, you probably have components in your network that have their own security documentation. Therefore, it is unlikely that this guide covers all aspects of security for all components and areas that are pertinent to your deployment.

Use this guide as a starting point to address the security of your Lync Server deployment. This guide provides general guidelines and best practices for assessing and managing the most common security risks. Additional product and security resources are listed at the end of this guide. As new threats and solutions arise, outdated documents, solutions, and methods should be replaced with new ones.

In This Section


Key Security Enhancements in Lync Server 2010
Describes the key security enhancements in this release.


Common Security Threats for Lync Server 2010
Identifies common security threats and briefly describes how Lync Server addresses each threat.


Security Framework for Lync Server 2010
Discusses the fundamental concepts and technologies that form the security infrastructure that is built into Lync Server 2010. These include Active Directory Domain Services, public key infrastructure, and protocols that are used for encryption and authentication.


Addressing Threats to Your Core Infrastructure for Lync Server 2010
Recommends measures and best practices for improving the security of your Lync Server internal network infrastructure.


Addressing Threats at Your Internet Boundary for Lync Server 2010
Describes how the Edge Servers and perimeter network infrastructure of your Lync Server 2010 deployment allow internal and external users to safely engage in IM, conferencing, and audio/video communications across the network firewall.


Addressing Threats to On-Premises Conferences for Lync Server 2010
Describes features and requirements that enhance conference security beyond the base levels already provided by the Lync Server security framework and infrastructure.


Addressing Threats to Group Chat
Describes features and requirements that enhance security for the Group Chat Server and Compliance Server database beyond the base security already implemented in Lync Server 2010.


Addressing Threats to Lync Web App
Describes measures to reduce threats to the web-based conferencing client for Lync Server 2010 .


Addressing Threats to Enterprise Voice for Lync Server 2010
Describes measures for securing your VoIP infrastructure. 


Securing Clients for Lync Server 2010
Lists recommendations for addressing potential attacks against Microsoft Lync 2010 clients.


Additional Security Resources for Lync Server 2010
Contains links to general security resources and partner solutions.

Key Security Enhancements in Lync Server 2010

Microsoft Lync Server 2010 includes the following security enhancements:


Planning and design tools   Lync Server 2010 provides two tools to facilitate planning and design and to reduce the chance of misconfiguring Lync Server components. You can use the Planning Tool to automate much of the topology design process. You can export the results from the Planning Tool to Topology Builder, which is the tool that is required to install each server running Lync Server 2010.  Topology Builder stores all configuration information in the Central Management store. For details about these tools, see Beginning the Planning Process in the Planning documentation.


Central Management store. With Lync Server 2010, configuration data about servers and services is moved to the Central Management store. The Central Management store provides a robust, schematized storage of the data needed to define, set up, maintain, administer, describe, and operate a Lync Server deployment. It also validates the data to ensure configuration consistency. All changes to this configuration data happen at the Central Management store, eliminating “out-of-sync” issues. Read-only copies of the data are replicated to all servers in the topology, including Edge Servers and Survivable Branch Appliances. Replication is managed by a service that is, by default, run under the context of the Network service, reducing the rights and permissions to that of a simple user on the computer. For details, see New Central Management Store in the Getting Started documentation.


Windows PowerShell-based management and Web-based management interface   Lync Server 2010 provides a powerful management interface, built on the Windows PowerShell command line interface. It includes cmdlets for managing security, and Windows PowerShell security features are enabled by default so that users cannot easily or unknowingly run scripts. This means that the software defaults are set to automatically help maximize security and reduce the avenues of attack. For details about Windows PowerShell management support in Lync Server 2010, see Windows PowerShell and Lync Server Management Tools.


Role-based access control (RBAC)   Microsoft Lync Server 2010 introduces role-based access control (RBAC) to enable you to delegate administrative tasks while maintaining high standards for security. You can use RBAC to follow the principle of "least privilege," in which users are given only the administrative rights that their jobs require. For details, see Role-Based Access Control (RBAC).


Network address translation (NAT)   Lync Server 2010 does not support the use of network address translation (NAT) on the internal interface of the Edge Server, but it does support placing the external interface of the Access Edge service, Web Conferencing Edge service, and A/V Edge service behind a router or firewall that performs network address translation (NAT) for both single and scaled consolidated Edge Server topologies. Multiple Edge Servers behind a hardware load balancer cannot use NAT. If multiple Edge Servers use NAT on their external interfaces, Domain Name System (DNS) load balancing is required. In turn, using DNS load balancing allows you to reduce the number of public IP addresses per Edge Server in an Edge Server pool. For details, see Access Edge Service.


Port requirements   
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Note: 

If you federate with enterprises that have a Microsoft Office Communications Server 2007 deployment and you need to use audio/video between your enterprise and the federated enterprise, the port requirements will be those for the older version of the Edge Servers that are deployed. For example, the port ranges required for those older versions must be opened for both enterprises until the federated partner upgrades its Edge Servers to Lync Server 2010. At that time, the port requirements can be reviewed and reduced according to the new configuration.


Simplified certificates for Edge Servers   The Deployment Wizard can automatically populate subject names (SNs) and subject alternative names (SANs), reducing the possibility of including unnecessary and potentially unsecure entries.

A complete list and discussion of the new features in Lync Server 2010 and Microsoft Lync 2010 can be found in the Getting Started documentation.

Trustworthy by Design

Lync Server 2010 is designed and developed in compliance with the Microsoft Trustworthy Computing Security Development Lifecycle (SDL), which is described at http://go.microsoft.com/fwlink/?linkid=68761. The first step in creating a more secure unified communications system was to design threat models and test each feature as it was designed. Multiple security-related improvements were built into the coding process and practices. Build-time tools detect buffer overruns and other potential security threats before the code is checked in to the final product. Of course, it is impossible to design against all unknown security threats. No system can guarantee complete security. However, because product development embraced secure design principles from the start, Lync Server 2010 incorporates industry standard security technologies as a fundamental part of its architecture. 

Trustworthy by Default

Network communications in Lync Server 2010 are encrypted by default. By requiring all servers to use certificates and by using Kerberos authentication, TLS, Secure Real-Time Transport Protocol (SRTP), and other industry-standard encryption techniques, including 128-bit Advanced Encryption Standard (AES) encryption, virtually all Lync Server data is protected on the network. In addition, role-based access control makes it possible to deploy servers running Lync Server 2010 so that each server role runs only the services, and has only the permissions related to those services, that are appropriate for the server role.

Trustworthy by Deployment

Not only this security documentation, but all the Lync Server 2010 documentation includes best practices and recommendations to help you determine and configure the optimal security levels for your deployment and assess the security risks of activating nondefault options.

Common Security Threats for Lync Server 2010

This section identifies the more common threats to the security of your Microsoft Lync Server 2010 infrastructure and communications, and for each threat it includes a link to the features, technologies, and procedures that can help mitigate the threat. If you have a particular security concern, you can use this section to go immediately to the appropriate section of this guide. Or you can read the entire section to quickly familiarize yourself with the ways in which Lync Server 2010 addresses the main security concerns facing all private networks.

In This Section

This section includes the following topics:


Compromised-Key Attack

Network Denial-of-Service Attack

Eavesdropping

Identity Spoofing (IP Address Spoofing)

Man-in-the-Middle Attack

RTP Replay Attack

Spim

Viruses and Worms

Personally Identifiable Information
Compromised-Key Attack

A key is a secret code or number that is used to encrypt, decrypt, or validate secret information. There are two sensitive keys in use in public key infrastructure (PKI) that must be considered: the private key that each certificate holder has and the session key that is used after a successful identification and session key exchange by the communicating partners.  A compromised-key attack occurs when the attacker determines the private key or the session key. When the attacker is successful in determining the key, the attacker can use the key to decrypt encrypted data without the knowledge of the sender.

Lync Server 2010 uses the PKI features in Windows Server 2008 operating system and Windows Server 2008 R2 operating system to protect the key data used for encryption for the Transport Layer Security (TLS) connections. The keys used for media encryptions are exchanged over TLS connections.

Network Denial-of-Service Attack

The denial-of-service attack occurs when the attacker prevents normal network use and function by valid users. By using a denial-of-service attack, the attacker can:


Send invalid data to applications and services running in the attacked network to disrupt their normal function.


Send a large amount of traffic, overloading the system until it stops responding or responds slowly to legitimate requests.


Hide the evidence of the attacks.


Prevent users from accessing network resources.

Eavesdropping

Eavesdropping can occur when an attacker gains access to the data path in a network and has the ability to monitor and read the traffic. This is also called sniffing or snooping. If the traffic is in plain text, the attacker can read the traffic when the attacker gains access to the path. An example is an attack performed by controlling a router on the data path. 

The default recommendation and setting for traffic within Microsoft Lync Server 2010 is to use mutual TLS (MTLS) between trusted servers and TLS from client to server, rendering this attack very difficult to impossible to achieve within the time period in which a given conversation could be attacked. TLS authenticates all parties and encrypts all traffic. This does not prevent eavesdropping, but the attacker cannot read the traffic unless the encryption is broken.

The TURN protocol does not mandate the traffic to be encrypted and the information that it is sending is protected by message integrity. Although it is open to eavesdropping, the information it is sending (that is, IP addresses and port) can be extracted directly by simply looking at the source and destination addresses of the packets. The A/V Edge service ensures that the data is valid by checking the Message Integrity of the message using the key derived from a few items including a TURN password, which is never sent in clear text. If SRTP is used, media traffic is also encrypted.

Identity Spoofing (IP Address Spoofing)

Spoofing occurs when the attacker determines and uses an IP address of a network, computer, or network component without being authorized to do so. A successful attack allows the attacker to operate as if the attacker is the entity normally identified by the IP address. Within the context of Microsoft Lync Server 2010, this situation comes into play only if an administrator has done both of the following:


Configured connections that support only Transmission Control Protocol (TCP) (which is not recommended, because TCP communications are unencrypted).


Marked the IP addresses of those connections as trusted hosts. 

This is less of a problem for Transport Layer Security (TLS) connections, as TLS authenticates all parties and encrypts all traffic. Using TLS prevents an attacker from performing IP address spoofing on a specific connection (for example, mutual TLS connections). But an attacker could still spoof the address of the DNS server that Lync Server 2010 uses. However, because authentication in Lync is performed with certificates, an attacker would not have a valid certificate required to spoof one of the parties in the communication.

Man-in-the-Middle Attack

A man-in-the-middle attack occurs when an attacker reroutes communication between two users through the attacker’s computer without the knowledge of the two communicating users. The attacker can monitor and read the traffic before sending it on to the intended recipient. Each user in the communication unknowingly sends traffic to and receives traffic from the attacker, all while thinking they are communicating only with the intended user. This can happen if an attacker can modify Active Directory Domain Services to add his or her server as a trusted server or modify Domain Name System (DNS) to get clients to connect through the attacker on their way to the server. A man-in-the-middle attack can also occur with media traffic between two clients, except that in Microsoft Lync Server 2010 point-to-point audio, video, and application sharing streams are encrypted with SRTP, using cryptographic keys that are negotiated between the peers using Session Initiation Protocol (SIP) over TLS. Servers such as Group Chat make use of HTTPS to enhance the security of web traffic.

RTP Replay Attack

A replay attack occurs when a valid media transmission between two parties is intercepted and retransmitted for malicious purposes. SRTP used in connection with a secure signaling protocol protects transmissions from replay attacks by enabling the receiver to maintain an index of already received RTP packets and compare each new packet with those already listed in the index.

Spim

Spim is unsolicited commercial instant messages or presence subscription requests. While not by itself a compromise of the network, it is annoying in the least, can reduce resource availability and production, and can possibly lead to a compromise of the network. An example of this is users spimming each other by sending requests. Users can block each other to prevent this, but with federation, if a coordinated spim attack is established, this can be difficult to overcome unless you disable federation for the partner.

Viruses and Worms

A virus is a unit of code whose purpose is to reproduce additional, similar code units. To work, a virus needs a host, such as a file, email, or program. Like a virus, a worm is a unit of code that is coded to reproduce additional, similar code units, but that unlike a virus does not need a host. Viruses and worms primarily show up during file transfers between clients or when URLs are sent from other users. If a virus is on your computer, it can, for example, use your identity and send instant messages on your behalf.

Personally Identifiable Information

Microsoft Lync Server 2010 has the potential to disclose information over a public network that might be able to be linked to an individual. The information types can be broken down to two specific categories:


Enhanced presence data   Enhanced presence data is information that a user can choose to share or not share over a link to a federated partner or with contacts within an organization. This data is not shared with users on a public IM network. Client policies and other client configuration may put some control with the system administrator. In Lync Server 2010, enhanced presence privacy mode can be configured for an individual user to prevent Lync users not on the user’s Contacts list from seeing the user’s presence information. Enhanced presence privacy mode does not prevent users of Microsoft Office Communicator 2007 and Microsoft Office Communicator 2007 R2 from seeing a user’s presence information. For details, see What's New in Client Deployment in the Getting Start documentation and Configuring Enhanced Presence Privacy Mode in the Deployment documentation.


Mandatory data   Mandatory data is data that is required for the proper operation of the server or the client and is NOT under the control of the client or system administration. This is information that is necessary at a server or network level for the purposes of routing, state maintenance, and signaling.

The following tables list the data that is exposed.

Enhanced Presence Data

	Data disclosed
	Possible settings

	Personal Data
	Name, Title, Company, Email address, Time zone

	Telephone Numbers
	Work, Mobile, Home

	Calendar Information
	Free/Busy, Out-of-town notice, meeting details (to those who have access to your calendar) 

	Presence Status
	Away, Available, Busy, Do Not Disturb, Offline


Mandatory Data

	Data disclosed
	Example information

	IP Address
	Actual address of computer or NATed address

	SIP URI
	jeremylos@litwareinc.com

	Name
	Jeremy Los (as defined in Active Directory Domain Services)


Security Framework for Lync Server 2010

This chapter provides an overview of the fundamental elements that form the security framework for Microsoft Lync Server 2010. Understanding how these elements work together is essential for making informed decisions about securing your particular Lync Server 2010 deployment.

These elements are as follows:


Active Directory Domain Services (AD DS) provides a single trusted back-end repository for user accounts and network resources.


Role-based access control (RBAC) enables you to delegate administrative tasks while maintaining high standards for security.


Public key infrastructure (PKI) uses certificates issued by trusted certification authorities (CAs) to authenticate servers and ensure data integrity.


Transport Layer Security (TLS), HTTPS over SSL (HTTPS), and mutual TLS (MTLS) enable endpoint authentication and IM encryption. Point-to-point audio, video, and application sharing streams are encrypted using Secure Real-Time Transport Protocol (SRTP).


Industry-standard protocols for user authentication, where possible.


Windows PowerShell provides security features that are enabled by default so that users cannot easily or unknowingly run scripts.

These fundamental security elements work together to define trusted users, servers, connections, and operations to help ensure a secure foundation for Lync Server 2010.

The topics in this section describe how each of these fundamental elements works to enhance the security of your Lync Server infrastructure.

In This Section


Active Directory Domain Services

Role-Based Access Control (RBAC)

Public Key Infrastructure for Lync Server 2010

TLS and MTLS for Lync Server 2010

Encryption for Lync Server 2010

User and Client Authentication for Lync Server 2010

Windows PowerShell and Lync Server Management Tools
Active Directory Domain Services

Active Directory Domain Services functions as the directory service for Windows Server 2003, Windows Server 2008, and Windows Server 2008 R2 networks. Active Directory Domain Services also serves as the foundation on which the Microsoft Lync Server 2010 security infrastructure is built. The purpose of this section is to describe how Lync Server 2010 uses Active Directory Domain Services to create a trustworthy environment for IM, Web conferencing, media, and voice. For details about Lync Server extensions to Active Directory Domain Services and about preparing your environment for Active Directory Domain Services, see Preparing Active Directory Domain Services for Lync Server 2010 in the Deployment documentation. For details about the role of Active Directory Domain Services in Windows Server networks, see the documentation for the version of the operating system you are using.

Lync Server 2010 uses Active Directory Domain Services to store:


Global settings that all servers running Lync Server 2010 in a forest require.


Service information that identifies the roles of all servers running Lync Server 2010 in a forest.


Some user settings.

Active Directory Infrastructure

Infrastructure requirements for Active Directory include the following:


Operating system requirements for domain controllers


Domain and forest functional level requirements


Global catalog domain requirements

For details, see Active Directory Infrastructure Requirements in the Deployment documentation.

Active Directory Domain Services Preparation
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Note: 

We recommend that you deploy global settings to the Configuration container instead of the System container. This does not enhance security, but can result in scalability improvements for some Active Directory Domain Services topologies. If you are migrating from Microsoft Office Communications Server 2007 and have used the System container but plan to use the Configuration container, you MUST move the settings in the System container BEFORE you do any upgrade preparations. To migrate your System container settings to the Configuration container, see Office Communications Server 2007 Global Settings Migration Tool at http://go.microsoft.com/fwlink/?LinkId=145236.

When deploying Lync Server 2010, the first step is to prepare Active Directory Domain Services. Preparing Active Directory Domain Services for Lync Server 2010 consists of the following three steps:


Prepare Schema. This task extends the schema in Active Directory Domain Services to include classes and attributes specific to Lync Server 2010. For details about preparing the schema, see Running Schema Preparation in the Deployment documentation. For details about the schema, see Active Directory Domain Services Reference in the Deployment documentation


Prepare Forest This task creates global settings and objects in the forest root domain, along with the universal service and administrative groups that govern access to these settings and objects. For details about preparing the forest, see Running Forest Preparation in the Deployment documentation.


Prepare Domain. This task adds the necessary access control entries (ACEs) to universal groups that grant permissions to host and manage users within the domain. This task must be completed in all domains where you want to deploy servers running Lync Server 2010 and any domains where your Lync Server users reside. For details about preparing the domain, see Running Domain Preparation in the Deployment documentation.

For an overview of the complete process for preparing Active Directory and the rights and permissions required to perform each step, see Active Directory Infrastructure Requirements in the Deployment documentation.

Universal Groups

During preparation of the forest, Lync Server 2010 creates various universal groups within Active Directory Domain Services that have permission to access and manage global settings and services. These universal groups include: 


Administrative groups. These groups define the fundamental administrator roles for an Lync Server network. During forest preparation, these administrator groups are added to Lync Server infrastructure groups.


Service groups. These groups are service accounts that are required to access various services provided by Lync Server.


Infrastructure groups. These groups provide permission to access specific areas of the Lync Server infrastructure. They function as components of administrative groups, and you should not modify them or add users to them directly. During forest preparation, specific service and administration groups are added to the appropriate infrastructure groups

For details about the specific universal groups created when preparing AD for Lync Server, as well as the service and administration groups that get added to the infrastructure groups, see Changes Made by Forest Preparation in the Deployment documentation.
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Note: 

Lync Server 2010 supports the universal groups in the Windows Server 2008 R2 and Windows Server 2008 for servers running Lync Server 2010, as well as Windows Server 2003 operating systems for domain controllers. Members of universal groups can include other groups and accounts from any domain in the domain tree or forest and can be assigned permissions in any domain in the domain tree or forest. Universal group support, combined with administrator delegation, simplifies the management of a Lync Server deployment. For example, it is not necessary to add one domain to another to enable an administrator to manage both.

Role-Based Access Control

In addition to creating universal service and administration groups and adding service and administration groups to the appropriate universal groups, forest preparation also creates role-based access control (RBAC) groups. For details about the specific RBAC groups created by forest preparation, see Changes Made by Forest Preparation in the Deployment documentation. For more information about RBAC groups, see Role-Based Access Control (RBAC).

Access Control Entries (ACEs) and Inheritance

Forest preparation creates both private and public ACEs and, adding ACEs for the universal groups it creates. It creates specific private ACEs on the global settings container used by Lync Server. This container is used only by Lync Server and is located either in the Configuration container or the System container in the root domain, depending on where you store global settings.

The domain preparation step adds the necessary access control entries (ACEs) to universal groups that grant permissions to host and manage users within the domain. Domain preparation creates ACEs on the domain root and three built-in containers: User, Computers, and Domain Controllers.

For details about the public ACEs created and added by forest preparation and domain preparation, see Changes Made by Forest Preparation and Changes Made by Domain Preparation in the Deployment documentation.

Organizations often lock down Active Directory Domain Services (AD DS) to help mitigate security risks. However, a locked-down Active Directory environment can limit the permissions that Lync Server 2010 requires. This can include removal of ACEs from containers and OUs and disabling of permissions inheritance on User, Contact, InetOrgPerson, or Computer objects. In a locked down Active Directory environment, permissions must be set manually on containers and OUs that require them. For details, see Preparing a Locked-Down Active Directory Domain Services in the Deployment documentation.

Server Information

During activation, Lync Server 2010 publishes server information to the three following locations in Active Directory Domain Services:


A service connection point (SCP) on each Active Directory computer object corresponding to a physical computer on which Lync Server 2010 is installed.


Server objects created in the container of the msRTCSIP-Pools class.


Trusted servers specified in Topology Builder.

Service Connection Points

Each Lync Server 2010 object in Active Directory Domain Services has an SCP called RTC Services, which in turn contains a number of attributes that identify each computer and specify the services that it provides. Among the more important SCP attributes are serviceDNSName, serviceDNSNameType, serviceClassname, and serviceBindingInformation. Third-party asset management applications can retrieve server information across a deployment by querying against these and other SCP attributes.

Active Directory Server Objects

Each Lync Server 2010 server role has a corresponding Active Directory object whose attributes define the services provided by that role. Also, when a Standard Edition server is activated, or when an Enterprise Edition pool is created, Lync Server 2010 creates a new msRTCSIP-Pool object in the msRTCSIP-Pools container. The msRTCSIP-Pool class specifies the fully qualified domain name (FQDN) of the pool, along with the association between the front-end and back-end components of the pool. (A Standard Edition server is regarded as a logical pool whose front and back ends are collocated on a single computer.)

Trusted Servers

In Lync Server 2010, trusted servers are the ones specified when you run Topology Builder and publish your topology. The published topology, including all the server information, is stored in the Central Management store. Only servers defined in the Central Management store are trusted. In Lync Server 2010, a trusted server is one that meets the following criteria:


The FQDN of the server occurs in the topology stored in Central Management store.


The server presents a valid certificate from a trusted CA. For details, see Certificates for Lync Server 2010.

If either of these criteria is missing, the server is not trusted and connection with it is refused. This double requirement prevents a possible, if unlikely, attack in which a rogue server attempts to take over a valid server’s FQDN.

Additionally, to enable Microsoft Office Communications Server 2007 R2 and Microsoft Office Communications Server 2007 deployments to communicate with Lync Server 2010 servers, Lync Server 2010 creates containers during forest preparation for holding lists of trusted servers for previous releases. The following table describes the containers created to enable compatibility with previous deployments.

Trusted Server Lists and Their Active Directory Containers for Compatibility with Previous Releases 

	Trusted server list
	Active Directory container

	Standard Edition servers and Enterprise pool Front End Servers
	RTC Service/Global Settings

	Conferencing Servers
	RTC Service/Trusted MCUs

	Web Components Servers
	RTC Service/TrustedWebComponentsServers

	Mediation Servers and Communicator Web Access Servers, Application Server, Registrar with QoE, A/V Conferencing Service (also 3rd-party SIP servers)
	RTC Service/Trusted Services

	Proxy Servers
	Lync Server 2010 does not support backward compatibility for proxy servers


For details about trusted servers in previous releases, see the Office Communications Server 2007 R2 Security documentation at http://go.microsoft.com/fwlink/?LinkID=154162 and the Office Communications Server 2007 Security documentation at http://go.microsoft.com/fwlink/?LinkId=213307. To support trusted servers of previous releases, you must run the backward compatibility tool. For details about running the backward compatibility tool, see and Migrating from Office Communications Server 2007 R2 to Lync Server 2010 at http://go.microsoft.com/fwlink/?LinkId=205475 and Migrating from Office Communications Server 2007 to Lync Server 2010 at http://go.microsoft.com/fwlink/?LinkId=205476. 

Role-Based Access Control (RBAC)

Microsoft Lync Server 2010 introduces role-based access control (RBAC) groups to enable you to delegate administrative tasks while maintaining high standards for security. These groups are created during forest preparation. For details about forest preparation, see Active Directory Domain Services. For details about the specific groups created by forest preparation, see Changes Made by Forest Preparation in the Deployment documentation.

With RBAC, administrative privilege is granted by assigning users to pre-defined administrative roles, including the 11 predefined roles that cover many common administrative tasks. Each role is associated with a specific list of Lync Server Management Shell cmdlets that users in that role are allowed to run. You can use RBAC to follow the principle of "least privilege," in which users are given only the administrative abilities that their jobs require. For details, see Role-Based Access Control in the Planning documentation.

Public Key Infrastructure for Lync Server 2010

Microsoft Lync Server 2010 relies on certificates for server authentication and to establish a chain of trust between clients and servers and among the different server roles. The Windows Server 2008, Windows Server 2008 R2, and Windows Server 2003 public key infrastructure (PKI) provides the infrastructure for establishing and validating this chain of trust.

Certificates are digital IDs. They identify a server by name and specify its properties. To ensure that the information on a certificate is valid, the certificate must be issued by a CA  that is trusted by clients or other servers that connect to the server. If the server connects only with other clients and servers on a private network, the CA can be an enterprise CA. If the server interacts with entities outside the private network, a public CA might be required.

Even if the information on the certificate is valid, there must be some way to verify that the server presenting the certificate is actually the one represented by the certificate. This is where the Windows PKI comes in.

Each certificate is linked to a public key. The server named on the certificate holds a corresponding private key that only it knows. A connecting client or server uses the public key to encrypt a random piece of information and sends it to the server. If the server decrypts the information and returns it as plain text, the connecting entity can be sure that the server holds the private key to the certificate and therefore is the server named on the certificate.

Note: Not all public CAs comply with the requirements of Lync Server 2010 certificates. We recommend that you refer to the listing of certified Public CA vendors for your public certificate needs. For details, see Unified Communications Certificate Partners for Exchange 2007 and for Communications Server 2007 at http://go.microsoft.com/fwlink/?LinkId=140898.

CRL Distribution Points

Lync Server 2010 requires all server certificates to contain one or more Certificate Revocation List (CRL) distribution points. CRL distribution points (CDPs) are locations from which CRLs can be downloaded for purposes of verifying that the certificate has not been revoked since the time it was issued and the certificate is still within the validity period. A CRL distribution point is noted in the properties of the certificate as a URL, and is typically secure HTTP.

Enhanced Key Usage

Lync Server 2010 requires all server certificates to support Enhanced Key Usage (EKU) for the purpose of server authentication. Configuring the EKU field for server authentication means that the certificate is valid for the purpose of authenticating servers. This EKU is essential for MTLS. It is possible to have more than one entry in the EKU, enabling the certificate for more than one purpose.
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Note: 

The Client Authentication EKU is required for outbound MTLS connections from Live Communications Server 2003 and Live Communications Server 2005, but it is no longer required. However, this EKU must be present on Edge Servers that connect to AOL by means of public IM connectivity.

TLS and MTLS for Lync Server 2010

TLS and MTLS protocols provide encrypted communications and endpoint authentication on the Internet. Microsoft Lync Server 2010 uses these two protocols to create the network of trusted servers and to ensure that all communications over that network are encrypted. All SIP communications between servers occur over MTLS. SIP communications from client to server occur over TLS.

TLS enables users, through their client software, to authenticate the Lync Server 2010 servers to which they connect. On a TLS connection, the client requests a valid certificate from the server. To be valid, the certificate must have been issued by a CA that is also trusted by the client and the DNS name of the server must match the DNS name on the certificate. If the certificate is valid, the client uses the public key in the certificate to encrypt the symmetric encryption keys to be used for the communication, so only the original owner of the certificate can use its private key to decrypt the contents of the communication. The resulting connection is trusted and from that point is not challenged by other trusted servers or clients. Within this context, Secure Sockets Layer (SSL) as used with Web services can be associated as TLS-based.

Server-to-server connections rely on mutual TLS (MTLS) for mutual authentication. On an MTLS connection, the server originating a message and the server receiving it exchange certificates from a mutually trusted CA. The certificates prove the identity of each server to the other. In Lync Server 2010 deployments, certificates issued by the enterprise CA that are during their validity period and not revoked by the issuing CA are automatically considered valid by all internal clients and servers because all members of an Active Directory domain trust the Enterprise CA in that domain. In federated scenarios, the issuing CA must be trusted by both federated partners. Each partner can use a different CA, if desired, so long as that CA is also trusted by the other partner. This trust is most easily accomplished by the Edge Servers having the partner’s root CA certificate in their trusted root CAs, or by use of a third-party CA that is trusted by both parties.

TLS and MTLS help prevent both eavesdropping and man-in-the middle attacks. In a man-in-the-middle attack, the attacker reroutes communications between two network entities through the attacker’s computer without the knowledge of either party. TLS and Lync Server 2010 specification of trusted servers (only those specified in Topology Builder) mitigate the risk of a man-in-the middle attack partially on the application layer by using end-to-end encryption coordinated using the Public Key cryptography between the two endpoints, and an attacker would have to have a valid and trusted certificate with the corresponding private key and issued to the name of the service to which the client is communicating to decrypt the communication. Ultimately, however, you must follow best security practices with your networking infrastructure (in this case corporate DNS). Lync Server 2010 assumes that the DNS server is trusted in the same way that domain controllers and global catalogs are trusted, but DNS does provide a level of safeguard against DNS hijack attacks by preventing an attacker’s server from responding successfully to a request to the spoofed name.

The following figure shows at a high level how Lync Server 2010 uses MTLS to create a network of trusted servers.

Trusted connections in a Lync Server network
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Encryption for Lync Server 2010

Microsoft Lync Server 2010 uses TLS and MTLS to encrypt instant messages. All server-to-server traffic requires MTLS, regardless of whether the traffic is confined to the internal network or crosses the internal network perimeter. TLS is optional but strongly recommended between the Mediation Server and media gateway, If TLS is configured on this link, MTLS is required. Therefore, the gateway must be configured with a certificate from a CA that is trusted by the Mediation Server.

Requirements for client-to-client traffic depend on whether that traffic crosses the internal corporate firewall. Strictly internal traffic can use either TLS, in which case the instant message is encrypted, or TCP, in which case it is not.

The following table summarizes the protocol requirements for each type of traffic.

Traffic Protection

	Traffic type
	Protected by

	Server-to-server
	MTLS

	Client-to-server
	TLS

	Instant messaging and presence
	TLS (if configured for TLS)

	Audio and video and desktop sharing of media
	SRTP

	Desktop sharing (signaling)
	TLS

	Web conferencing
	TLS

	Meeting content download, address book download, distribution group expansion
	HTTPS


Media Encryption

Media traffic is encrypted using Secure RTP (SRTP), a profile of Real-Time Transport Protocol (RTP) that provides confidentiality, authentication, and replay attack protection to RTP traffic. SRTP uses a session key generated by the media relay authentication service in response to a successful authentication of the server request (on behalf of the media participants). The session key is secured by the negotiated username and password presented to the media relay authentication service by the Front End servers, and sent to the participants over the TLS-secured SIP channel. Decrypting the secured session key with the username and password that the media relay service used, and provided in a secured manner by means of the participant’s TLS certificate and the secured SIP channel, allows the participants to decrypt the SRTP stream. In addition, media flowing in both directions between the Mediation Server and its internal next hop is also encrypted using SRTP. Media flowing in both directions between the Mediation Server and a media gateway is not encrypted. The Mediation Server can support encryption to the media gateway, but the gateway must support MTLS and storage of a certificate.
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Notes: 

Audio/Video (A/V ) is supported with the new version of Windows Live Messenger. If you are implementing A/V federation with Windows Live Messenger, you must also modify the Lync Server encryption level. By default, the encryption level is Required. You must change this setting to Supported by using the Lync Server Management Shell. For details, see Prepare for Support of Public IM Connectivity in the Deployment documentation. 

Audio and video media traffic is not encrypted between Microsoft Lync 2010 and Windows Live clients.

FIPS

Lync Server 2010 and Microsoft Exchange Server 2010 Service Pack 1 (SP1) operate with support for Federal Information Processing Standard (FIPS) 140-2 algorithms if the Windows Server 2008 Service Pack 2 (SP2) Windows Server 2008 R2 operating systems are configured to use the FIPS 140-2 algorithms for system cryptography. To implement FIPS support, you must configure each server running Lync Server 2010 to support it. For details about the use of FIPS-compliant algorithms and how to implement FIPS support, see Microsoft Knowledge Base article 811833, The effects of enabling the “System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing" security setting in Windows XP and in later versions of Windows at http://go.microsoft.com/fwlink/?linkid=3052&kbid=811833. For details about FIPS 140-2 support and limitations in Exchange 2010, see Exchange 2010 SP1 and Support for FIPS Compliant Algorithms at http://go.microsoft.com/fwlink/?LinkId=205335.

User and Client Authentication for Lync Server 2010

A trusted user is one whose credentials have been authenticated by a trusted server in Microsoft Lync Server 2010. This server is usually a Standard Edition server, Enterprise Edition Front End Server, or Director. Lync Server 2010 relies on Active Directory Domain Services as the single, trusted back-end repository of user credentials.

Authentication is the provision of user credentials to a trusted server. Lync Server 2010 uses the following authentication protocols, depending on the status and location of the user.


MIT Kerberos version 5 security protocol for internal users with Active Directory credentials. Kerberos requires client connectivity to Active Directory Domain Services, which is why it cannot be used for authenticating clients outside the corporate firewall.


NTLM protocol for users with Active Directory credentials who are connecting from an endpoint outside the corporate firewall. The Access Edge service passes logon requests to a Director, if present, or a Front End Server for authentication. The Access Edge service itself performs no authentication.
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Note: 

NTLM protocol offers weaker attack protection than Kerberos, so some organizations minimize usage of NTLM. As a result, access to Lync Server 2010 might be restricted to internal or clients connected through a VPN or DirectAccess connection.


Digest protocol for so-called anonymous users. Anonymous users are outside users who do not have recognized Active Directory credentials but who have been invited to an on-premises conference and possess a valid conference key. Digest authentication is not used for other client interactions.

Lync Server 2010 authentication consists of two phases:

1.
A security association is established between the client and the server.

2.
The client and server use the existing security association to sign messages that they send and to verify the messages they receive. Unauthenticated messages from a client are not accepted when authentication is enabled on the server.

User trust is attached to each message that originates from a user, not to the user identity itself. The server checks each message for valid user credentials. If the user credentials are valid, the message is unchallenged not only by the first server to receive it but by all other servers in the trusted server cloud.

Users with valid credentials issued by a federated partner are trusted but optionally prevented by additional constraints from enjoying the full range of privileges accorded to internal users.

The ICE and TURN protocols also use the Digest challenge as described in the IETF TURN RFC. For details, see Media Traversal.

Client certificates provide an alternate way for users to be authenticated by Lync Server 2010. Instead of providing a user name and password, users have a certificate and the private key corresponding to the certificate that is required to resolve a cryptographic challenge. (This certificate must have a subject name or subject alternative name that identifies the user and must be issued by a Root CA that is trusted by servers running Lync Server 2010, be within the certificate’s validity period, and not have been revoked.) To be authenticated, users only need to type in a personal identification number (PIN). Certificates are particularly useful for telephones and other devices running Microsoft Lync 2010 Phone Edition where it is difficult to enter a user name and/or password. 

Windows PowerShell and Lync Server Management Tools

In Microsoft Lync Server 2010, management tools are implemented using Windows PowerShell. Windows PowerShell includes a command-line environment, product-specific commands, and a full scripting language. Lync Server 2010 tools that are implemented using Windows PowerShell include the following: 


Topology Builder   You use Topology Builder to create, adjust, and publish your planned topology, and it validates your topology before you begin server installations. When you install Lync Server 2010 on individual servers, the servers read the published topology as part of the installation process, and the installation program deploys the server as directed in the topology. After setup, configuration information is automatically replicated to all servers. Components can be added to your deployment only by using Topology Builder.


Lync Server Management Shell   You can use Lync Server Management Shell for full command-line management of your deployment.


Lync Server Control Panel   You can use the Microsoft Lync Server 2010 Control Panel user interface to manage the most common tasks in your deployment.

These tools use Windows PowerShell cmdlets for management of your deployment, including close to 550 product-specific cmdlets. The security cmdlets included in Lync Server 2010 are primarily used to manage authentication, and user rights and permissions. A wide variety of cmdlets are available for managing authentication, including cmdlets for certificate and personal identification number (PIN) authentication. In addition, a number of cmdlets enable you to use the new role-based access control (RBAC) feature to delegate administrative control of Lync Server 2010. For details about the Lync Server cmdlets, see Lync Server Management Shell in the Operations documentation. For details about using Topology Builder and Lync Server 2010 Control Panel to manage your deployment, see Lync Server Control Panel in the Operations documentation

The script security features for Windows PowerShell are specifically designed to help prevent some of the scripting-related security problems of older technologies, including Microsoft Visual Basic Scripting Edition (VBScript). The Windows PowerShell security features are intended to create an environment in which users cannot easily or unknowingly run scripts. By default, Windows PowerShell security features are enabled. You can modify the state of those features to accommodate your scripting needs and a variety of security goals. This is not to say that the shell makes it impossible for users to run scripts. Rather, the shell makes it difficult—by default—for users to run scripts without realizing they are doing so. For details, see Windows PowerShell Script Security http://go.microsoft.com/fwlink/?LinkId=213145.

Addressing Threats to Your Core Infrastructure for Lync Server 2010

In addition to following best practices for your Microsoft Lync Server 2010 deployment, you can help to ensure security by reviewing, understanding, and addressing any needs in specific areas of your deployment.

In This Section


Best Practices for Your Core Infrastructure

Hardening and Protecting Servers and Applications for Lync Server 2010

Hardening and Protecting the Databases of Lync Server 2010

Specifying Antivirus Scanning Exclusions

Protecting Data in Transit – Archiving, Monitoring, Group Chat Compliance Server Databases

Reducing Unsolicited IM for Lync Server 2010

Protecting IIS

Windows Update for Lync Server 2010
Best Practices for Your Core Infrastructure

You have probably already taken steps to design fault tolerance in your system, using practices such as ensuring hardware redundancy, guarding against power loss, routinely installing security updates and antivirus measures, and Monitoring Server activity. These practices benefit not only your Microsoft Lync Server 2010 infrastructure, but also your entire network. If you have not implemented these practices, we recommend that you do so before deploying Lync Server 2010.

To help protect the servers in your Lync Server 2010 deployment from accidental or purposeful harm that might result in downtime, take the following precautions:


Keep your servers up-to-date with security updates. Subscribing to the Microsoft Security Notification Service helps ensure that you receive immediate notification of security bulletin releases for any Microsoft product. To subscribe, go to the Microsoft Technical Security Notifications website at http://go.microsoft.com/fwlink/?LinkId=145202.


Ensure that access rights are set up correctly.


Keep your servers in a physical environment that prevents unauthorized access. Ensure that adequate antivirus software is installed on all your servers. Keep the software up-to-date with the latest virus signature files. Use the automatic update feature of your antivirus application to keep the virus signatures current.


We recommend that you disable the Windows Server 2008 or Windows Server 2008 R2 operating system services that are not required on the computers where you install Lync Server 2010.


Encrypt operating systems and disk drives where data is stored with a full-volume encryption system, unless you can guarantee constant and complete control of the servers, total physical isolation, and proper and secure decommissioning of replaced or failed disk drives.


Disable all external Direct Memory Access (DMA) ports of the server, unless you can guarantee very tight control over the physical access to the servers.  DMA-based attacks, which can be initiated fairly easily, could expose very sensitive information, such as private encryption keys.

Hardening and Protecting Servers and Applications for Lync Server 2010

You should harden and protect your operating system and applications according to best practices for that specific component.  This section describes how to harden application servers and use Group Policy to implement security lockdowns.
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Note: 

You can also harden and protect the databases used for you Microsoft Lync Server 2010 deployment. For details, see Hardening and Protecting the Databases of Lync Server 2010.

Securing Application Servers

For applications servers, the operating system and the application should be hardened. For example, a Windows Server 2008 computer dedicated to running Microsoft Internet Security and Acceleration (ISA) Server 2006 should be hardened from the operating system and from the application perspective. Minimizing the number of services running and provided by the server should be a primary goal.

Securing Virtual Servers

Virtual server snapshots contain copies of the server’s data disks and also contain dumps of in-memory data, both of which can contain sensitive cryptographic data that might lead to attacks. For production servers implemented using virtualization, you should disable all server snapshots or manage them in a very controlled manner. For details about securing Hyper-V virtual servers, see the Hyper-V Security Guide at: http://go.microsoft.com/fwlink/?LinkId=214176.

Group Policy

In Windows Server 2008 and Windows Server 2008 R2, Group Policy provides directory-based desktop configuration management. You can use Group Policy to implement security lockdowns by defining Computer and User settings within a Group Policy object (GPO) for the following:


Registry-based policies


Security


Software installation


Scripts


Folder redirection


Remote installation services

To provide a user interface for the administrator to configure these settings, administrative templates are shipped with operating system releases, service pack releases, and some applications, including Lync Server 2010.

The Communicator.adm file is an administrative template that ships with Lync Server 2010, is installed to the %windir%\inf\ directory, and provides an interface  to the Group Policy settings. Each setting in Communicator.adm corresponds to a setting in the registry that affects application behavior.

The settings can be accessed from GPedit.dll, which is available from the Active Directory Users and Computers console and the Group Policy Management Console (GPMC).

Group Policy Security Settings

Group Policy contains security settings for a GPO under Computer Configuration/Windows Settings/Security Settings when accessed from GPedit.dll. You can import security templates to configure security settings for the GPO. The Windows Server 2008 Security Guide at http://go.microsoft.com/fwlink/?LinkId=145186 and the Windows Server 2008 R2 Security Compliance Management Toolkit at http://go.microsoft.com/fwlink/?LinkId=211882 contain a number of sample templates that you can modify to meet your needs.

Best Practices


Harden all server operating systems and applications.


Protect server snapshots and enhance the security of all virtual servers.


Use Group Policy to implement security lockdowns.

Hardening and Protecting the Databases of Lync Server 2010

Microsoft Lync Server 2010 also depends on SQL Server databases for storing user information, conference state, archiving data, and Call Detail Records (CDRs). You can maximize the availability of Lync Server 2010 data on Lync Server back-end databases, by partitioning the application data in a way that improves fault tolerance and simplifies troubleshooting. To achieve these goals, partition the application data by:


Using server partitioning best practices   Separate your operating system, application, and program files from your data files.


Storing transaction log files and database files   Store these files separately to increase fault tolerance and optimize recovery, and store them on an encrypted disk or volume.


Using server clustering   Cluster the back-end servers to optimize Lync Server 2010 system availability.


Ensure that all data backups are encrypted and properly handled   Lost, discarded, or misplaced backup media can pose a significant threat to data security for Lync Server 2010 deployments

On any Lync Server 2010 server except Standard Edition server, the SQL Server Express instance (RTCLOCAL instance) is not remotely accessible, and no local firewall exceptions are created, except for SQL Server Express on a Standard Edition server. On a Standard Edition server, both the back-end database and the Central Management store (CMS) are set up to be remotely accessible. To harden SQL Server databases, you can do the following:


Customize the SQL Server Express firewall on Standard Edition servers, limiting the scope of servers that can remotely access the database. By default, any IP address can remotely access the database.


Use SQL Server Configuration Manager to specify the protocols, IP addresses, and ports for SQL Server remote access: 


Lync Server 2010 uses the TCP/IP protocol. It supports IP version 4 (IPv4), but not IP version 6 (IPv6).
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Note: 

Lync Server 2010 can function in a network with dual IP stack enabled.


Lync Server 2010 supports multiple IP address (multi-homed network address cards). You can specify that SQL Server listen only to specific IP addresses (individual address or by subnet) and only use specific protocols.


Lync Server 2010 supports static and dynamic SQL Server ports.


Run SQL Server on a static (non-default) port, and do not run SQL Server Browser (so it cannot report the listening port to the client). This requires a custom configuration on each SQL Server client, including Front End Servers, Monitoring Server, Archiving Server, and administrative consoles (running Lync Server Management Shell, Lync Server Control Panel, or Topology Builder), and all other servers running Lync Server databases).
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Note: 

Access to databases must be limited to trusted database administrators. A malicious database administrator could insert or modify data into the databases to acquire privileges over the Lync Server 2010 servers or obtain sensitive information from the services, even if the database administrator has not been granted direct access or control of the Lync Server 2010 servers.

For details about custom configurations and hardening SQL Server databases, see Using Lync Server 2010 with custom SQL Server network configuration at http://go.microsoft.com/fwlink/?LinkId=214008
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Note: 

You can also harden operating systems and applications servers, and you can use Group Policy to implement security lockdowns in your Lync Server deployment. For details, see Hardening and Protecting Servers and Applications for Lync Server 2010.

Specifying Antivirus Scanning Exclusions

To ensure that the antivirus scanner does not interfere with the operation of Microsoft Lync Server 2010, you must exclude specific processes and directories for each Lync Server 2010 server or server role on which you run an antivirus scanner. The following processes and directories should be excluded:

[image: image13.png]


Note: 

Folder and file locations listed below are the default locations for Lync Server 2010. For any locations for which you did not use the default, exclude the locations you specified for your organization instead of the default locations specified in this topic.


Lync Server 2010 processes:


ASMCUSvc.exe


AVMCUSvc.exe


DataMCUSvc.exe


DataProxy.exe


FileTransferAgent.exe


IMMCUSvc.exe


MasterReplicatorAgent.exe


MediaRelaySvc.exe


MediationServerSvc.exe


MeetingMCUSvc.exe


MRASSvc.exe


OcsAppServerHost.exe


QmsSvc.exe


ReplicaReplicatorAgent.exe


RTCArch.exe


RtcCdr.exe


RTCSrv.exe


IIS processes:


%systemroot%\system32\inetsrv\w3wp.exe


%systemroot%\SysWOW64\inetsrv\w3wp.exe


SQL Server processes:


%ProgramFiles%\Microsoft SQL Server\MSSQL10.MSSQLSERVER\MSSQL\Binn\SQLServr.exe


%ProgramFiles%\Microsoft SQL Server\MSRS10.MSSQLSERVER\Reporting Services\ReportServer\Bin\ReportingServicesService.exe


%ProgramFiles%\Microsoft SQL Server\MSAS10.MSSQLSERVER\OLAP\Bin\MSMDSrv.exe


Directories and files:


%systemroot%\System32\LogFiles


%systemroot%\SysWow64\LogFiles


%systemroot%\Windows\Assembly\GAC_MSIL


%programfiles%\Microsoft Lync Server 2010


%programfiles%\commonfiles\Microsoft Lync Server 2010


%SystemDrive%\RtcReplicaRoot


File share store (specified in Topology Builder). File stores are specified in Topology Builder.


SQL Server data and log files, including those for the back-end database, user store, archiving store, monitoring store, and application store. Database and log files can be specified in Topology Builder. For details about the data and log files for each database, including default names, see SQL Server Data and Log File Placement in the Deployment documentation.

Protecting Data in Transit – Archiving, Monitoring, Group Chat Compliance Server Databases

Microsoft Lync Server 2010 Archiving Server and Monitoring Server both use the Message Queuing (also known as MSMQ) service to collect and reliably move data messages from the collection point to the repository servers. Compliance service collects data in conjunction with the Group Chat Server, which also uses Message Queuing.

In Lync Server 2010, there is no internal protection for data on the wire; however, if there is a requirement to secure this traffic, the Message Queuing service can provide encryption at a message level on the sending message queue. This is accomplished using certificates that are managed by the Active Directory Domain Services. For details, see Appendix D: Message Queuing and Internet Communication in Windows Server 2008 at http://go.microsoft.com/fwlink/?LinkId=145238 or Appendix I: Message Queuing and Internet Communication in Windows Server 2008 R2 at http://go.microsoft.com/fwlink/?LinkId=211883 for Windows Server 2008 R2.

Reducing Unsolicited IM for Lync Server 2010

The Intelligent IM Filter application helps protect your Microsoft Lync Server 2010 deployment against the most common viruses with minimal degradation to the user experience. The Intelligent IM Filter provides the following:


Enhanced URL filtering


Enhanced file transfer filtering

Use Intelligent IM Filter to configure filters to block unsolicited or potentially harmful instant messages from unknown endpoints outside the corporate firewall. You configure filters by specifying the criteria to be used to determine what should be blocked, such as instant messages containing hyperlinks and files with specific extensions.

Before you deploy the Intelligent IM Message Filter application, you should understand how filtering options are applied when messages are routed from one Lync Server 2010 server to another. The way these filtering options are applied is consistent, regardless of whether the servers are located in a single organization or across organizational boundaries. This consistency applies to the way that the customized notice, and warning texts are inserted into messages and sent across servers.

The recommended filtering option is to allow instant messages with hyperlinks but require the Intelligent IM Filter to disable the link by inserting an underscore before it. If you choose this option, you have the additional option of composing a notice to users that appears at the beginning of each instant message that contains a hyperlink.

A second filtering option is to allow instant messages with unmodified hyperlinks. If you choose this option, you have the additional option (recommended) of composing a warning to users that is inserted in each message.

A third option is to block all instant messages that contain hyperlinks. If you choose this option, the server sends a warning to the user. You must write this warning.

Protecting IIS

In Microsoft Office Communications Server 2007 and Microsoft Office Communications Server 2007 R2, Internet Information Services (IIS) ran under a standard user account. This had the potential to cause issues: if that password expired you could lose your Web Services, an issue that was often difficult to diagnose. To help avoid the issue of expiring passwords, Microsoft Lync Server 2010 enables you to create a computer account (for a computer that doesn’t actually exist) that can serve as the authentication principal for all the computers in a site that are running IIS. Because these accounts use the Kerberos authentication protocol, the accounts are referred to as Kerberos accounts, and the new authentication process is known as Kerberos web authentication. This enables you to manage all your IIS servers by using a single account. 

To run your servers under this authentication principal, you must first create a computer account by using the New-CsKerberosAccount cmdlet; this account is then assigned to one or more sites. After the assignment has been made, the association between the account and the Lync Server 2010 site is enabled by running the Enable-CsTopology cmdlet. Among other things, this creates the required service principal name (SPN) in Active Directory Domain Services (AD DS). SPNs provide a way for client applications to locate a particular service. For details, see New-CsKerberosAccount in the Operations documentation.

Best Practices

To help increase security of IIS, we recommend that you implement a Kerberos account for IIS. If you do not implement a Kerberos account, IIS runs under a standard user account.

Windows Update for Lync Server 2010

Frequently check for and apply updates and security updates using Windows Update Services. Doing so helps prevents vulnerabilities in other system components that might lead to attackers being able to gain access to servers running Lync Server 2010 with administrator rights and thereby compromise Lync Server 2010.

Updates for Microsoft SQL Server 2008 Express (64-bit edition) runs on each Microsoft Lync Server 2010 Standard Edition server (for the back-end database) and on all other Lync Server 2010 server roles (for the Local Configuration Store), unless you have upgraded these databases to SQL Server 2008 R2 Express. You should consider these databases as part of routine security update maintenance, as should SQL Server on the back-end database of a Front End pool, the Monitoring database, and the Archiving database.

Best Practice


Keep current with Windows Update.

Addressing Threats at Your Internet Boundary for Lync Server 2010

The ability to communicate over the Internet with external employees, partners, and customers is clearly desirable. At the same time, your network is most vulnerable along its Internet boundary. Safeguarding that boundary is the single most important and effective step you can take maximizing the overall security of your Microsoft Lync Server 2010 network. This section describes the safeguards provided by Lync Server 2010 for various types of communications across the corporate firewall. It also includes recommended best practices for safeguarding your perimeter network.

In This Section


Edge Servers for Lync Server 2010

Firewalls for Lync Server 2010

Federation Safeguards for Lync Server 2010

HTTP Reverse Proxy for Lync Server 2010
Edge Servers for Lync Server 2010

The Microsoft Lync Server 2010 perimeter network is home to three edge services, each of which handles a particular type of traffic across the corporate firewall:


The Access Edge service, formerly known as the Access Proxy, handles all SIP traffic crossing the corporate firewall. The Access Edge service is required for all external user scenarios, including conferencing, remote user access, federation, and public IM connectivity.


The Web Conferencing Edge service proxies Persistent Shared Object Model (PSOM) traffic between the Web Conferencing service and external clients. External conference traffic must be authorized by the Web Conferencing Edge service before it is forwarded to the Web Conferencing service. The Web Conferencing Edge service requires that external clients use TLS connections and obtain a conference session key.


The A/V Edge service provides a single trusted connection point through which audio and video traffic enters and exits your network. With an A/V Edge service, users can:


Add audio and video data to meetings with external participants.


Share audio and video directly with an external user (point-to-point).


Share their desktop and applications with external users through the Application Sharing Server, using IM and conferencing.


The A/V Edge service also handles audio for Enterprise Voice for external users.

For details about Edge Server configurations and topologies, see Planning for External User Access in the Planning documentation.

You must deploy an HTTP reverse proxy in your perimeter network to support participation of remote and federated users in IM and conferencing. The reverse proxy manages distribution-group expansion, address book file download, access to meeting content (such as slides) for remote and federated users, and software updates to clients and devices.

In This Section


Best Practices for Edge Server Security

Certificates for Lync Server 2010

Access Edge Service

Directors

Traffic Control

Media Traversal

Web Conferencing Traffic Traversal
Best Practices for Edge Server Security


Create a new subnet just for the Microsoft Lync Server 2010 Edge Servers.


Enhance the security of the routing rules for access to that subnet (disable broadcast, multicast, and traffic to other perimeter network subnets).


Refrain from changing the service account under which edge services run.


Read and use the information in Protecting the Edge Server Against DoS and Password Brute-Force Attacks in Lync Server 2010 at http://go.microsoft.com/fwlink/?LinkID=214180.

Certificates for Lync Server 2010

Edge servers have certificates and communicate with internal servers over MTLS. Certificates are required on both the internal and external interfaces of each Edge Server.

Each Edge Server requires a public certificate on the interfaces between the perimeter network and the Internet. The certificate must be issued by a public certification authority (CA), and the certificate’s subject alternative name (SAN) must contain the external names of the Access Edge service and Web Conferencing Edge service fully qualified domain names (FQDNs), but the Deployment Wizard simplifies the configuration of the SAN, automating much of the process.  Microsoft Lync Server 2010 supports the use of a single public certificate for all external interfaces. The certificate's private key must be exportable, if it is used with multiple Edge Servers, and we recommend that you use an exportable key with a single Edge Server. The key must also be exportable if you request the certificate from any computer other than the Edge Server.

A certificate is also required on the external Edge interface for A/V authentication. The private key of the A/V authentication certificate is used to generate authentication credentials. The certificate that you use must be issued from a public CA. By default, the same certificate is used for the external edge and A/V authentication. If you are deploying multiple, load-balanced Edge Servers at a site, the same certificate must be installed on each Edge Server. The certificate must be exportable if you use it on more than one Edge Server, or if you request the certificate from any computer other than the Edge Server.

Each reverse proxy server requires a web server certificate. The SAN of the web server certificate must specify all Web external FQDNs (form all Front End pools and Directors) and all simple URLs, except the one for the Admin URL. This certificate must be issued by a public CA.

For details about edge server certificate requirements and deployment, see the Certificate Requirements for External User Access in the Planning documentation, Request Edge Certificates in the Deployment documentation, and Set Up Edge Certificates in the Deployment documentation.

Best Practice for Certificates

To help ensure security when using the same certificate on multiple Edge servers, request a single certificate to be used for all Edge Servers and mark the private key as exportable, and then do the following: 

1.
On an Edge Server, request a certificate with an exportable private key.

2.
Import the certificate to the first Edge Server. Include the root certificate chain, if necessary.

3.
Export the certificate with its private key. The certificate must be marked to allow this.

4.
Import the certificate you exported into the computer store on each Edge Server, but do not mark the private key of this certificate as exportable.

Access Edge Service

The Access Edge service provides a single connection point through which both inbound and outbound SIP traffic can cross firewalls, separating internal and external networks for federation and remote user access traffic. In addition, all SIP signaling traffic that is necessary to set up and tear down conferencing and media sessions with outside users passes through the Access Edge service.

The Access Edge service is a specially configured proxy that was designed and tested to operate in the perimeter network. The Access Edge service enforces routing rules that separate the outside edge of the network from the inside edge and provides a central platform to manage and enable cross-organization, domain-based policies. This is an IP-based routing solution and does not imply that a physical firewall is not needed. We strongly recommend that you use one or more physical firewalls.

The Access Edge service does not require Active Directory Domain Services, because it manages only SIP domains, not users. That is, the Access Edge service does not authenticate client connections, but it does validate inbound message headers, authorize remote federation servers, and authorize federation traffic. Using a configured internal next-hop address, the Access Edge service passes inbound remote user traffic unchallenged to an internal next hop SIP server (typically a Director) for authentication (because federation traffic is authenticated by the partner domain and is authorized at the Access Edge service, the internal server does no additional authentication). It is also recommended that the Access Edge service be run in a dedicated workgroup or domain that is not a part of the enterprise namespace.

Best Practices


Deploy the edge server in a peripheral network with firewalls configured on both its internal and external edges.


Deploy the Edge Server in a domain or workgroup that is not part of your internal Active Directory domain.


Deploy a Director to authenticate incoming SIP traffic.

Directors

In Microsoft Lync Server 2010, a Director is a separate server role that can serve as an internal next hop server to which an Edge Server routes inbound SIP traffic destined for internal servers.  Directors are used to authenticate enterprise users connecting from outside the corporate firewall and to route these users to their home pools. A Director does not home any users or provide presence or conferencing services.

Each Director requires a default certificate, a web internal certificate, and a web external certificate. In most cases, a single certificate is used for all three. For details about the certificate requirements for Directors, see Certificate Requirements for Internal Servers in the Planning documentation.

By design, Edge Servers, including stand-alone servers and servers in an administrative domain in a perimeter network, do not require communication with Active Directory for user communications using Lync Server. By authenticating inbound SIP traffic that Edge Servers receive from external users, the Director relieves internal servers where users are homed, including Standard Edition server and servers in a Front End pool, from the overhead of performing authentication of external users. It also helps insulate Standard Edition servers and Front End pools from malicious traffic, such as denial-of-service (DoS) and other distributed Internet attacks. In the event of such an attack, the invalid external traffic ends at the Director, so it does not reach the servers where users are homed and internal users should not see any effect on performance. If your organization is going to enable external user access, we recommend that you deploy a Director. The Director cannot be collocated with any other server roles. Multiple Directors can be load balanced. For details about deploying Directors, see Define the Director in the Deployment documentation and Setting Up the Director in the Deployment documentation.

Best Practices


Deploy a Director as the next-hop internal server for the Edge Server.


Configure the Director as the first point of authentication for SIP traffic from outside users. (If the Director is the next hop server, this is configured automatically.)


Configure the Director to monitor all outside user traffic for security auditing. (If the Director is the next hop server, this is configured automatically.)

Traffic Control

Traffic from the Internet to your peripheral network and from the peripheral network to your internal Microsoft Lync Server 2010 infrastructure follows strict paths that you specify during the configuration of each server role. Similarly, traffic from your internal network to the Internet is strictly controlled.

Each edge server role, as well as the reverse proxy, has an external FQDN. Each edge server also has an internal FQDN that is explicitly defined for each Lync Server 2010 Edge Server and each Edge Server pool. Each of these FQDNs corresponds to a separate network adapter card configured on each edge server and reverse proxy. Traffic arriving at the external edge can only travel to the configured internal FQDN of the internal server.

Traffic from an internal server or pool to the internal edge of an Edge Server follows a route that you define for that server or pool. The global settings for each Standard Edition server and Enterprise Edition Front End pool include the Edge Servers to which outbound traffic from those internal servers and pools is to be routed.

Traffic from an external source to an internal server or pool travels to a specified next hop. The recommended next hop for an edge server is a Lync Server Director.

The Director does not host users but, as a member of an Active Directory domain, it has access to Active Directory Domain Services for purposes of authenticating remote users and routing traffic to the appropriate server or Enterprise pool. By authenticating inbound SIP traffic from remote users, the Director helps insulate home servers and Enterprise pools from potentially unauthenticated traffic, while relieving them of the overhead of performing authentication.

A Director is optional but is strongly recommended in all topologies that involve connections across the Internet, especially those that support external users. 

For details about deploying and configuring support for external user access, including Edge Servers and Directors, see the Deploying Edge Servers documentation.
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Note: 

Directors can be configured behind a load balancer if your requirements demand high availability.

Media Traversal

The A/V Edge service provides a single, trusted connection point for media traversal in and out of the enterprise.

A/V Edge Service Port Requirements

The A/V Edge requirements for ports and protocol have changed in Microsoft Lync Server 2010. Depending upon your requirements for federation with partner infrastructures and the configuration of your Edge Servers, the following ports should be considered:


UDP 3478


TCP 443


UDP 50,000–59,999


TCP 50,000–59,999

For details about port configuration and network address translation (NAT) requirements, see Determining External A/V Firewall and Port Requirements in the Planning documentation.

Lync Server 2010 implements the Interactive Connectivity Establishment (ICE) protocol for negotiating media connections with parties inside a NAT environment. The specific implementation details are found in the Microsoft Office Protocols Documents at http://go.microsoft.com/fwlink/?LinkId=145173.

A/V Edge Service Port Security

The A/V Edge service is an enterprise managed resource, so restricting access to authorized users is important for security and resource considerations.

UDP 3478 and TCP 443

The UDP 3478 and TCP 443 ports are used by clients to request service from the A/V Edge service. A client uses these two ports to allocate UDP and TCP ports respectively for the remote party to connect to. To access the A/V Edge service, the client must first have established an authenticated SIP signaling session Lync registration to obtain A/V Edge service authentication credentials. These values are sent across the TLS-protected signaling channel and are computer generated to mitigate against dictionary attacks. Clients can then use these credentials for digest authentication with the A/V Edge service to allocate ports for use in a media session. An initial allocate request is sent from the client and responded with a 401 nonce/challenge message from the A/V Edge service. The client sends a second allocate containing the user name and a Hash Message Authentication Code (HMAC) hash of the user name and nonce. A sequence number mechanism is also in place to prevent replay attacks. The server calculates the expected HMAC based on its own knowledge of the user name and password and if the HMAC values match, the allocate procedure is carried out. Otherwise, the packet is dropped. This same HMAC mechanism is also applied to subsequent messages within this call session. The lifetime of this user name/password value is a maximum of eight hours at which time the client reacquires a new user name/password for subsequent calls.

UDP/TCP 50,000– 59,999

TCP 50,000 outbound is used for Lync Server, including for application and desktop sharing, file transfer, and Windows Live Messenger 2011 point-to-point A/V functionality. UDP/TCP 50,000-59,999 port ranges are used for media sessions with Microsoft Office Communications Server 2007 partners that require NAT/firewall traversal service from the A/V Edge service. Because the A/V Edge service is the sole process using these ports, the size of the port range does not indicate the potential surface of attack. Good security practice is to always minimize the total number of listening ports by not running unnecessary network services. If a network service is not running, it is not exploitable by a remote attacker and the surface of attack of the host computer is reduced. However, within a single service, reducing the number of ports does not provide the same benefit. The A/V Edge service software is no more exposed to attack with 10,000 ports open as it is with 10. The allocation of ports within this range is done randomly and ports not currently allocated do not listen for packets. For details, see Determining External A/V Firewall and Port Requirements in the Planning documentation.

A/V Edge Service IP Address Requirements

In Lync Server 2010, an Edge Server is a single server running all three edge services, including Access Edge service, Web Conferencing Edge service, and A/V Edge service. Edge Servers that do not use a load balancer can use NAT for all three service roles. This means that you do not need to provide a publicly routable IP address to the actual server, and you can use your perimeter address range. However, NAT is not supported for the internal edge of the Edge Server.

If you use multiple Edge Servers behind a hardware load balancer, you must allocate a public address for the hardware load balancer virtual IP and the A/V Edge service. The public address must provide direct routable access for your clients that access the A/V Edge over the Internet. If you use multiple Edge Servers behind a DNS load balancer, you must allocate a public address for each external address.

This is required because addressing for a media session occurs at the IP address layer, where the presence of a NAT function can break end-to-end connectivity. For an Edge Server, a NAT provides only address translation; it does not provide any security through routing policy rule enforcement or packet inspection. The only potential benefit a NAT offers is to obfuscate the IP address of the server, but attempting to hide the IP address of any network server is not a reliable way to provide security. All Edge Servers need a properly associated firewall policy to restrict client access to the designated listening ports and by disabling any other unnecessary network services. Given compliance with these recommended practices, there is no additional benefit from the presence of a NAT.

External User A/V Traffic Traversal

Enabling external users and internal users to exchange media requires an Access Edge service to handle the SIP signaling that is necessary to set up and tear down a session. It also requires an A/V Edge service to act as a relay for the transfer of the media. The call sequence is illustrated in the following figure.

Call sequence to enable media traversal of NATs and firewalls
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The following sequence of events takes place when a external user calls internal users and therefore needs to be able to send voice, VoIP, or both by means of the A/V Edge Server: 

1.
Within the context of this authenticated, encrypted SIP session, the user obtains authentication credentials from the A/V Authentication service by sending a SIP SERVICE request to the service.

2.
The external user authenticates itself with the A/V Edge service and obtains media session ports (Lync Server 2010 uses 3478/UDP and 443/TCP) on the server for use in the upcoming call. At this point, the external user can send packets by way of the allocated port on the public IP address of the A/V Edge service, but still cannot send media packets inside the enterprise.

3.
The external user calls the internal user by way of the SIP signaling channel provided by the Access Edge service. As part of the call setup, the internal user is informed about the port on the A/V Edge service that the external user has available to exchange media.

4.
The internal user contacts the A/V Edge service on its private IP address to be authenticated to receive media. The internal user is also allocated a port on the A/V Edge service public address (Lync Server 2010 uses 3478/UDP and 443/TCP) for use in the media session. After receiving the port, the internal user, again by way of the Access Edge service, answers the call and thus informs the external user of the port it has obtained on the A/V Edge service for media exchange.

5.
The call setup is complete. Internal and external users begin to exchange media.

In summary, to send media into the enterprise, the external user must be authenticated and have an authenticated internal user explicitly agree to exchange media streams. Lync Server 2010 uses TCP 50,000-59,999 outbound. Lync Server 2010 federating with Office Communications Server 2007 partners continues to use the port range of 50,000 – 59,999 UDP/TCP. Federation involving Lync Server 2010 partners or Office Communications Server 2007 R2 partners will use 3478/UDP and 443/TCP, and TCP 50,000-59,999 outbound.

Security of end-to-end media

The signaling channel used to negotiate a media session is protected using 128-bit TLS encryption with validation that the server certificate has a matching FQDN and trusted authority. This mechanism is very similar to the one that e-commerce sites use for online transactions. To enhance the security of the media itself, Lync Server 2010 implements the IETF’s SRTP protocol. The mechanism uses a 128-bit key exchange over the secure signaling channel, which the two endpoints then use to encrypt and decrypt the media stream using 128-bit Advanced Encryption Standard (AES) encryption. This ensures that even if an attacker can perform a man-in-the-middle attack of the media path, the attacker is not able to eavesdrop on the conversation or inject additional media packets. In the latter case, the client simply drops the packets.

Web Conferencing Traffic Traversal

Enabling Web conferencing with external users requires an Access Edge service to handle the SIP signaling that is necessary to set up and tear down a conference. It also requires a Web Conferencing Edge service to act as a proxy for the transfer of meeting content, such as slides, whiteboard, and questions and answers between internal and external users. In addition, an HTTP reverse proxy is needed to enable slide download and decryption. The call sequence is illustrated in the following figure.

Call sequence to enable Web conferencing with outside users
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1.
An external user receives email containing an invitation to join a Web conference. The email contains a conference key and a URI linking to the conference. Both the key and the URI are unique for this particular meeting.

The meeting URL is not an HTTP-based URI. Therefore, an end user cannot join a conference by copying the URI and pasting it into a browser. 

2.
The external user initiates the join procedure by clicking the meeting URI in the email. This starts the Live Meeting console, which sends a SIP INVITE containing the user’s credentials. A federated or remote user joins a conferencing using their enterprise credentials. For a federated user, the SIP INVITE is first sent to his or her home server, which authenticates the user and forwards the INVITE to the enterprise hosting the conference. An anonymous user is required to pass digest authentication. For details about digest authentication, see User and Client Authentication for Lync Server 2010.

3.
A Director or Front End Server authenticates the remote or anonymous user and notifies the client. (As mentioned in step 2, federated users joining a conference are authenticated by their enterprise.)

4.
The client sends an INFO request to add user to the web conference.

5.
The Web conferences sends an add User response that contains the token to present to the Web Conferencing Edge service among other information.

Notice that all the preceding SIP traffic flowed through the Access Edge service.

6.
The client connects to the Web Conference Server, which validates the token and proxies the request, which contains another authorization token, to the internal Web Conferencing Server. The Web Conferencing Server validates the Authorization Token, which it originally issued over the SIP channel, to further ensure that a valid user is joining the conference.

7.
The Web Conferencing Server sends the external user the slide URL for the meeting, along with a key for decrypting the slide.

The URL to the slide content is generated randomly and is not visible to the user. It is not included in the initial email and is not discoverable on the client. Directory browsing is forbidden on the Web Components Server as well. The key to the slides is separate from the conference key and is unique for this conference resource and this particular meeting. The user receives this key only after being authenticated on the SIP channel.

8.
The external user downloads the slides and decrypts them using the unique slide key.

The slides and other conference resources are encrypted using 128-bit AES. With AES encryption, the only way to decrypt the content is by brute force, and the number of possible keys is so large that it is computationally infeasible to stage a successful brute-force attack in the short amount of time that would be available. Note that the meeting content and the key are only stored in process and are not physically stored on the end user’s hard disk drive.

Firewalls for Lync Server 2010

How you configure your firewalls largely depends on the specific firewalls you use in your organization. However, each firewall has common configuration requirements that are specific to Microsoft Lync Server 2010. Follow the manufacturer’s instructions for configuring each firewall, along with the information in this section, which describe the settings that must be configured on the two firewalls.

To conform to the requirement of a publicly routable IP address of the A/V Edge service, the external firewall of the perimeter network must not act as a NAT for this IP address when a hardware or DNS load balancer is being used. If the edge server is a single consolidated edge server, Lync Server 2010 allows the use of NAT for all three edge services.

Additionally, the internal firewall must not act as a NAT for the internal IP address of the A/V Edge service. The internal IP address of the A/V Edge service must be fully routable from the internal network to the internal IP address of the A/V Edge service.

For details about configuring the internal and external firewalls of your perimeter network, see Determining External A/V Firewall and Port Requirements in the Planning documentation.

Best Practices

To help increase security in your perimeter network, we recommend that you deploy edge servers in the following ways:


Create a new subnet out of your router for Lync Server.


Verify that traffic coming to the Lync Server subnet does not route to other subnets.


On your initial router, configure rules to ensure that there is no routing between your Lync Server subnet and other subnets (with the exception of a management subnet that can include management services for your perimeter network).


On your internal router, do not allow any broadcasts or multicasts coming from the Lync Server subnet in the perimeter network.


Deploy edge servers between two firewalls (an internal firewall and an external firewall) to ensure strict routing from one network edge to the other.

In addition, to enhance edge server performance and security, as well as to facilitate deployment, use the following guidelines when establishing your deployment process:


Deploy edge servers only after you finish deploying Lync Server 2010 inside your organization, unless you are migrating from Microsoft Office Communications Server 2007 to Lync Server 2010. For details about the migration process, see the Migration from Office Communications Server 2007 R2 to Lync Server 2010 documentation and the Migration from Office Communications Server 2007 to Lync Server 2010 documentation.


Deploy edge servers in a workgroup rather than a domain. Doing so simplifies installation and keeps the Active Directory Domain Services out of the perimeter network. Locating Active Directory Domain Services in the perimeter network can present a significant security risk.


Deploy your edge servers in a staging or lab environment before deploying them in your production environment. Deploy the edge servers in your perimeter network only when you are satisfied that the test deployment meets your requirements and that it can be incorporated successfully in a production environment.


Deploy at least one Director to act as an authentication gateway for inbound external traffic.


Deploy edge servers on dedicated computers that only run what is required. This includes disabling unnecessary services and running only essential programs on the computer, such as programs embodying routing logic that are developed by using Microsoft SIP Processing Language (MSPL) and the Lync Server API.


Enable monitoring and auditing as early as possible on the computer.


Use a computer that has two network adapters to provide physical separation of the internal and external network interfaces.

Federation Safeguards for Lync Server 2010

Federation provides your organization with the ability to communicate with other organizations’ Access Edge Servers to share IM and presence. If you have enabled federation on the Access Edge service, access by federated partners is controlled using one of the following methods:


Allow automatic discovery of federated partners. This is the default option during the initial configuration of an Access Edge service because it balances security with ease of configuration and management. For example, when you enable automatic discovery of federated partners on your Access Edge service, Microsoft Lync Server 2010 allows any federated domain to send communications with you and automatically evaluates incoming traffic from federation partners and limits or blocks that traffic based on the trust level, amount of traffic, and administrator settings.


Allow discovery of federated partners, but grant a higher level of trust to specific domains or Access Edge Servers that you specify on the Allow list. For example, if you want to grant a higher level of trust to partners using the SIP domain contoso.com and fabrikam.com, add these two domains on the Allow tab. Restricting discovery in this way establishes a higher level of trust for connections with the domains or Access Edge service that you add to your Allow list, but it still provides the ease of management that is possible by discovering other federation partners that are not listed on the Allow tab. A Block Domain option is also available to allow filtering of SIP domains.


Do not allow discovery of federation partners and limit access of federated partners to only the domains or Access Edge Servers for which you want to enable connections. Connections with federated partners are allowed only with the specific domains or Access Edge services you add to the Allow tab. This method offers the highest level of security, but it does not offer ease of management. For example, if an FQDN of an Access Edge service changes, you must manually change the FQDN of the server in the Allow list.

How Federated Traffic Is Evaluated When Using Automatic Discovery

If you choose to use automatic discovery of federated partners, the Access Edge service automatically evaluates incoming federated traffic in the following way:


If a federated party sends requests to more than 1,000 URIs (valid or invalid) in the local domain, the connection first placed on the Watch list is evaluated first. Any additional requests are blocked by the Access Edge service. If the Access Edge service detects suspicious traffic on a connection, it limits the federation partner to a low message rate of one message per second. The Access Edge service detects suspicious traffic by calculating the ratio of the number of successful responses to the number of failed responses. The Access Edge service also limits legitimate federated partner connections (unless added to the Allow list) to 20 messages per second. The list of suspicious peer connects is displayed in the Access Edge service Computer Management console.


If you know that you will have more than 1,000 requests sent by a legitimate federated partner or a volume of more than 20 messages per second sent to your organization, you must add the federated partner to the Allow tab to allow these volumes.

The following figure shows rate limitations on open federation.

Limiting connections for enhanced federation
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After configuring federation, you can use the Lync Server administrative tools to manage federated partner access on an ongoing basis. For details, see the Lync Server Control Panel documentation.

HTTP Reverse Proxy for Lync Server 2010

An HTTP reverse proxy is required in your perimeter network for:


To enable external users to download meeting content for your meetings.


To enable external users to expand distribution groups.


To enable remote users to download files from the Address Book Service.


To enable access to the Microsoft Lync Web App client.


To enable access to the Dial-in Conferencing Settings web page.


To enable access to the Location Information Service.


To enable external devices to connect to Device Update Service and obtain updates.

The HTTP reverse proxy provides a single discoverable IP address through which external users can download content from the internal Web Components (IIS) Servers. The Web Components Servers in turn use the reverse proxy to download expanded distribution lists, Address Book files, and meeting content for external users. All communication between a reverse proxy and internal Web servers occurs over HTTPS (TLS over HTTP) and therefore is encrypted.

For details about deploying and configuring an HTTP reverse proxy, including configuring your firewall to work with a reverse proxy, see Planning for External User Access in the Planning documentation and Set Up Reverse Proxy Servers in the Deployment documentation.

Addressing Threats to On-Premises Conferences for Lync Server 2010

Microsoft Lync Server 2010 provides the capability for enterprise users both inside and outside the firewall to create and join real-time Web conferences (meetings) that are hosted on internal Lync Server 2010 servers. Enterprise users can also invite external users who do not have an Active Directory Domain Services account to participate in these meetings. Users who are employed by federated partners with a secure and authenticated identity can also join meetings and, if promoted to do so, can act as presenters. Anonymous users cannot create or join a meeting as a presenter, but they can be promoted to presenter after they join.

On-premises Web conferencing is built on top of the Lync Server 2010 basic security framework:


All servers are trusted.


All server connections and communications between collocated components are MTLS.


All communications are encrypted.


All users are authenticated.

Enabling outside users to participate in on-premises meetings greatly increases the value of this feature, but it also entails some security risks. To address these risks, Lync Server provides the following additional safeguards:


Participant roles determine conference control privileges.


Participant types allow you to limit access to specific meetings.


Defined meeting types determine which types of participants can attend.


Conference scheduling is restricted to users who have Active Directory credentials in the internal network and are enabled for Lync Server 2010.


Anonymous, that is, unauthenticated, users who want to join a dial-in conference dial one of the conference access numbers and then they are prompted to enter the conference ID. Unauthenticated anonymous users are also prompted to record their name. The recorded name identifies unauthenticated users in the conference. Anonymous users are not admitted to the conference until at least one leader or authenticated user has joined, and they cannot be assigned a predefined role.

Participant Roles

Meeting participants fall into three groups, each with its own privileges and restrictions:


Organizer. The user who creates a meeting, whether impromptu or by scheduling. An organizer must be an authenticated enterprise user and have control over all end-user aspects of a meeting.


Presenter. A user who is authorized to present information at a meeting, using whatever media is supported. A meeting organizer is by definition also a presenter and determines who else can be a presenter. An organizer can make this determination when a meeting is scheduled or while the meeting is under way.


Attendee. A user who has been invited to attend a meeting but who is not authorized to act as a presenter.

A presenter can also promote an attendee to the role of presenter during the meeting.

Participant Types

Meeting participants are also categorized by location and credentials. You can use both of these characteristics to specify which users can have access to specific meetings. Users can be divided broadly into internal and external users:


Internal users have Active Directory credentials within the enterprise and connect from locations inside the corporate firewall.


External users are those who temporarily or permanently connect to an enterprise from locations outside the corporate firewall. They might have Active Directory credentials. Lync Server 2010 provides conferencing support for the following types of external users:


Remote users who have a persistent Active Directory identity within the enterprise. They include employees who are working at home or on the road, and others, such as employees of trusted vendors, who have been granted enterprise credentials for their terms of service. Remote users can create and join conferences and act as presenters.


Federated users possess valid credentials with federated partners and are therefore treated as authenticated by Lync Server 2010. Federated users can join conferences and be promoted to presenters after they have joined the meeting, but they cannot create conferences in enterprises with which they are federated.


Anonymous users do not have an Active Directory identity and are not federated with the enterprise. 

Customer data shows that many conferences involve external users. Those same customers also want reassurance about the identity of external users before allowing those users to join a conference. As the following section describes, Lync Server 2010 limits meeting access to those user types that have been explicitly allowed and requires all user types to present appropriate credentials when entering a meeting.

Participant Admittance

In Lync Server 2010, anonymous users and participants for whom authentication fails are transferred to a waiting area called the lobby. Presenters can then either admit these users to the meeting or reject them. This means that anonymous users and participants who use dial-in conferencing but for whom authentication fails no longer need to disconnect and retry. These users are transferred to the lobby, the leader is notified, and the users then wait until a leader either accepts or rejects them or their connection times out. While in the lobby, the users hear music. Anonymous users and participants for whom authentication fails are transferred to a waiting area called the lobby. Presenters can then either admit these users to the meeting or reject them. By default, participants dialing in from the PSTN go directly to the meeting, but this option can be changed to force dial-in participants to go to the lobby.  Meeting organizers control whether participants can join a meeting without waiting in the lobby. Each meeting can be set up to enable access using any one of the following methods:


Organizer only (locked)   Everyone except the organizer must wait in the lobby until admitted.


People I invite from my company   Everyone except participants on the distribution list for the meeting must wait in the lobby until admitted.


People from my company   All internal users can join the meeting without waiting in the lobby, even if those who are not on the distribution list. All others, including all external and anonymous users, must wait in the lobby until admitted.


Everyone including people outside my company (there are no restrictions)   Everyone who joins the meeting bypasses the lobby and goes directly to the meeting.

 When any method except Organizer only (locked) is specified, the meeting organizer can also specify People dialing in by phone bypass the lobby. 

 When any method except Organizer only (locked) is specified, the meeting organizer can also specify People dialing in by phone bypass the lobby. 

Presenter Capabilities

Meeting organizers control whether participants can present during a meeting. Each meeting can be set up to limit presenters to any one of the following:


Organizer only   Only the meeting organizer can present.


People from my company   All internal users can present.


Everyone including people outside my company (there are no restrictions)   Everyone who joins the meeting can present.


People I choose   The meeting organizer specifies which users can present by adding them to a list of presenters.

Addressing Threats to Group Chat

Microsoft Lync Server 2010 Group Chat is an optional server role that can be deployed to enable a persistent chat room resource for groups to collaborate on discussions, files, and other materials. Making use of Group Chat can enhance the ability of work teams to compile notes, conversations, and work items and refer back to those on the next meeting. Internal and external users (domain members and federated partners)  can be attendees in a Group Chat room. All attendees must be invited. An optional compliance database can be deployed, based upon legal requirements.

Group Chat is made up of the following components:


Group Chat Server, running the following:


Lookup service


Channel service


Web service


Group Chat database


Compliance Server (optional)


Compliance database (can be collocated as instance with Group Chat database)


Group Chat administration tools

The Group Chat Server is located on the internal infrastructure and receives the incoming chat traffic through the associated Front End. External attendees are connected to the Group Chat Server through the Access Edge service. Federated partner clients are supported as attendees as well. By default, TLS protects client communication for SIP, and HTTPS for communication with the Web service. MTLS is used for communication between the Group Chat Server and the Front End Server, and it employs port 8011/TCP.

Group Chat deployment supports both a single-server deployment and a multiple-server configuration. A common Group Chat database is used for either single-server or multiple-server deployments. With multiple Group Chat Servers, the Lookup service and Channel service communicate amongst the Group Chat Servers to ensure that a chat room that was initiated on one server is available for participants in that chat room on any Group Chat Server.  It is important to note that all Group Chat Servers in a multiple-server environment are on the same subnet. Group Chat is not supported in a topology where the Group Chat Servers are located on separate local area network subnets.

Configuration of server settings must be done on the local Group Chat Server. Global settings that affect all settings on the collection of Group Chat Servers can be done on any server in the pool. For details about deploying and configuring Group Chat, see the Deploying Group Chat Server documentation.

Best Practices


Deploy Group Chat Servers in a physically secure environment.


Use certificates from your internal CA, or public certificates issued from a unified communications-certified CA.


Use guidance from the Security Guides for the server operating system of the Group Chat Server and the database server to reduce the attack surface.


Ensure that all clients and servers are kept patched and up to date with the latest service packs.

Addressing Threats to Lync Web App

In Microsoft Office Communications Server 2007 and Microsoft Office Communications Server 2007 R2, Communicator Web Access is a specialized Web server that allows for instant messaging, Web conferencing, desktop sharing, and dial-in conference support for internal and external users who do not have access to Microsoft Office Communicator or cannot use the full client due to protocol or desktop limitations. In Microsoft Lync Server 2010, Communicator Web Access functionality still exists but has been renamed Microsoft Lync Web App. The browser-based Lync Web App client does not have the full Lync functionality of Lync. For Windows users, all the in-meeting features are available, except for computer audio, video, and the ability to upload Microsoft PowerPoint presentations. The same features that are available to Windows users are also available to Macintosh users, with the exception of desktop and program sharing. Lync Web App Lync Web App is automatically installed as part of a Standard Edition server and on each Front End Server in a Front End pool, rather than a dedicated physical server. For details about Lync Web App functionality, see Lync Web App Features in the Getting Started documentation and What's New in Client Deployment in the Planning documentation.

You configure virtual servers to accommodate both internal and external user types. The virtual servers are separated in such a manner that external users are only allowed access to the external virtual servers, and likewise for the internal user and internal virtual servers. However, it is possible to use a single virtual server for both internal and external access.
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
Use a reverse proxy deployed in the perimeter network to enhance the security of Lync Web App on the Internet. 


Observe security settings for Internet Information Services (IIS), based on your server operating system version choice:


IIS 7.0: Configuring Security at http://go.microsoft.com/fwlink/?LinkId=145232

IIS 7.5: Internet Information Services (IIS) 7.5 at  http://go.microsoft.com/fwlink/?LinkId=217605

Choose authentication methods to fit your users’ needs:


Integrated Password Authentication. Uses NTLM/Kerberos to provide encrypted logon methods for internal users


Forms-Based Authentication. Provides a username/password prompt and supports external user authentication, users of Macintosh, Linux, and users not running the Internet Explorer Internet browser


Custom authentication, Supports methods such as PIN input, and smart card

Threats to Lync Web App

This topic describes potential threats to Lync Web App.

Session Fixation

In a session fixation attack, the attacker sets the user’s session token before the session is established between the user and the web server. By doing so, the attacker already has the session ID and does not need to determine it after the session is established. Lync Web App is designed to minimize this threat.

Session Hijacking

In session hijacking, the attacker accesses a user’s session by sniffing unencrypted traffic on the network. Lync Web App minimizes this threat by using SSL as the default communication protocol between the client and Lync Web App.

Session Riding/Double Riding

Session riding is when an attacker attempts to use an established session between a user and a web-based application to run commands while posing as the user. The attacker does so by sending the user an email message or otherwise enticing the user to visit a website specifically developed to run malicious software. The commands that can be run by the attacker include opening firewalls, deleting data, and running other commands within the internal network. 

Lync Web App is designed to prevent an attacker from using this method to control a user’s Lync Web App session through a malicious website.

Cross Site Scripting (CSS, XSS, Code Insertion)

A cross-site scripting attack (sometimes referred to as a CSS, XSS, or code insertion attack) occurs when an attacker uses a web application to send malicious software, generally in the form of a script, to a target user. The target user’s browser has no way of detecting that the script should not be trusted and will run the script. When the malicious script is run, it can access cookies, session tokens, or other sensitive information that is retained by the end user’s browser. Such scripts can also rewrite the content of the HTML page. 

 Cross-site scripting attacks can be stored or reflected. Stored attacks are those in which the malicious script is permanently stored on the compromised web server, for example in databases, message forums, visitor logs, and comment fields. When the user accesses the web server, the user’s browser runs the script. In reflected cross-site scripting attack attacks, a user is tricked into clicking a link or submitting a specially crafted form that contains malicious software. When the user clicks the link to submit the form data, the URL, which contains the malicious software, is sent to the web server along with the user’s data. When the website displays the user’s information back to the user, the information appears to originate from a trusted source. However, the information contains the malicious software, which is then run on the user’s computer. 

This security issue exists only in websites that do not properly validate user input. Lync Web App uses extensive user input validation to prevent this threat.

Token Threats

HTTP is a connectionless protocol, and each web page requires multiple server requests and responses to complete the page. Various methods are used to maintain session persistence between page requests during a session. One method used by the web server is to issue a token to the client browser making the request. This is the method used by Lync Web App. 

 After the Lync Web App successfully authenticates an internal or external user, it issues a token into a session cookie, which is returned to the client. This cookie is used for access to the server for a single session. Therefore, clients must accept cookies from the Lync Web App to function correctly. An attacker could possibly steal and reuse this token. Lync Web App mitigates the token threat by issuing only a session cookie, using SSL (when enabled) to transport the token, clearing the token when the session ends, and causing the token to expire after a period of client inactivity. 

Token Ping

In a token ping, also known as a token keep-alive, an authenticated user repeatedly sends a request to the web server to prevent the session, and therefore the session token, from expiring. A token ping attack can be considered a threat because it bypasses the time-out logic built into the server. However, the threat level is low, because the user must be authenticated first.

Phishing (Password Harvesting Fishing)

Phishing uses spoofing and is a type of man-in-the-middle attack. The unauthorized attacker tries to obtain information from users by posing as an entity authorized to have the information. The attacker typically does this by tricking the user into entering a password or account number into a fake website, web form, or email message. You should educate end users about the methods that attackers use to obtain personal information.

Securing Lync Web App Sessions

The sessions between clients and the Lync Web App can be made more secure by using session timeouts and encryption. This section discusses ways to enhance the security of sessions between the client and Lync Web App.

Securing Tokens

In Lync Web App, the same token is used for the session token and the authentication token. You can enhance the security of tokens by using short timeouts on Lync Web App virtual servers that service external requests. You can set different timeout values for public and private computers in the external virtual server’s properties.

Using Encryption

The following are the requirements and recommendations regarding encryption:


You must use TLS/MTLS for all communications between Lync Web App and servers that are running Microsoft Lync Server 2010.


You should always use HTTPS unless SSL offloading is used for performance reasons and other effective security safeguards are in place.


You may use HTTP for communications between a hardware load balancer or other device and the Lync Web App if SSL offloading is used for performance reasons. In this case, the physical link should be secured.


Do not use HTTP between the client and the Lync Web App.

Using PKI, Certificates, and SSL for Lync Web App

Lync Web App does not require separate certificates. The reverse proxy server does require certificates. For details about reverse proxy server certificate requirements, see Reverse Proxy Publishing in the Planning documentation.

Addressing Threats to Enterprise Voice for Lync Server 2010

Enterprise Voice is the software-based VoIP solution available in Microsoft Lync Server 2010. Enterprise Voice uses VoIP for both internal calls and for connecting to traditional telephone networks. Because internal VoIP calls, like IM, are all encrypted, security concerns that are specific for VoIP focus on the transfer of calls to and from the unencrypted public switched telephone network (PSTN).

Enterprise Voice requires two devices to provide VoIP connectivity with the PSTN:


A device with connectivity to the PSTN such as IP PBX, Media gateway, Session Border Controller at a service provider.


A Lync Server 2010 server role, the Mediation Server, that can translate SIP over TCP to SIP over TLS for internal routing, if necessary.

If you choose to configure the link between a media gateway and the Mediation Server for TCP, that link becomes a potential security loophole because the signaling is unencrypted. Nevertheless, some currently available devices with connectivity to the PSTN do not support MTLS, so a TCP connection to the Mediation Server may be required until such time as you are able to upgrade your device. The recommended mitigation for this potential security issue is to deploy the Mediation Server in its own subnet by installing a two network interface cards, each with a separate IP address in a separate subnet with a separate port setting. One card serves as the Mediation Server’s internal edge, listening for TLS traffic from internal servers. The second card acts as the Mediation Server’s external edge, listening for TCP traffic from the media gateway. Using two dedicated listening addresses ensures the clear separation between trusted traffic originating in the Lync Server 2010 network and untrusted traffic from the PSTN. For details about the necessity for two dedicated, non-routed subnets, see Communications Server Mediation Server: Dual NIC Issue at http://go.microsoft.com/fwlink/?LinkId=214403
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
Install the Mediation Server on a computer with two network adapter cards.
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Note: 

Even if you configure the link between the Mediation Server and the media gateway for TLS, it is still good practice to further enhance security by configuring the Mediation Server with two network interface cards to separate its internal and external edges.


Configure the internal edge of a Mediation Server to correspond to a unique static route that is described by an IP address and a port number. The default port is 5061.


Configure the external edge of a Mediation Server as the internal next hop proxy for the media gateway. The external edge should be identified by a unique combination of IP address and port number. The IP address should not be the same as that of the internal edge; the default port is 5068.

Limiting Calls from Gateways for Lync Server 2010

Each gateway is configured with a maximum number of failed call attempts before traffic to the gateway is limited. The default number of attempts is ten. Limiting call attempts discourages malicious efforts to tie up incoming lines.

For a particular call, a given gateway cannot be attempted more than once. If all gateways that serve a particular route are marked as unavailable, the server drops the call and notifies the client. You can also configure a gateway to be removed from the selection logic for some period of time. The unresponsive gateway is removed from the list of available gateways for increasing periods of time, up to a maximum of 60 minutes, during which time the server repeatedly attempts to elicit a positive response. After receiving a positive response, the server returns the gateway to the list of available gateways.

Media Security for Lync Server 2010

Signaling for incoming phone calls from the PSTN flows through the media gateway to the Mediation Server, where it is translated to SIP for internal call routing. The media portion follows the same route to the Mediation Server. From the Mediation Server, the call is routed directly to the endpoint if the direct connection is available.

If a direct connection is not available, the Mediation Server opens a connection with the A/V Access Edge service, which acts as a media relay for transporting audio and video content across corporate NATs and firewalls. For details, see Media Traversal.

The important point about this transaction is that the Mediation Server must open a connection to the A/V Access Edge service and request the media before it is allowed to cross the corporate firewall.

Media flowing both directions between the Mediation Server and internal Microsoft Lync Server 2010 servers and clients are encrypted using SRTP in the default configuration where both the Mediation Server and internal servers support and use encryption.

Best Practices

Organizations that rely on Internet Protocol security (IPsec) for packet security are strongly advised to create an exception on the audio port range configured, if they are to deploy Enterprise Voice. The security negotiations required by IPsec work fine for normal UDP or TCP connections, but they can slow down call setup to unacceptable levels.

Assigning Call Privileges for Lync Server 2010

 
Enterprise Voice provides a simple mechanism for assigning or restricting calling privileges for internal users. You can define a single voice policy for all users in your organization or multiple voice policies to define call privileges for different individuals and groups. You can define as many policies as you like. You can even define a policy but not assign it to anyone.

An Enterprise Voice policy is a named set of Enterprise Voice phone usages. Phone usages are simply labels that you create to identify particular types of calls; for example, Local calls only or Local + Long Distance. You can create as many phone usages as you like. When you create an Enterprise Voice policy, you add the phone usages you want to include in the policy and give the collection a name.

You also associate phone usages with Enterprise Voice outbound call routes that you have defined. By assigning phone usage records to both user policies and outbound call routes, you indicate which users are allowed to make calls that use particular routes. For each voice policy, the phone usage records specified in the policy determine all the authorized routes available to a user. The phone usage records in the policy and the phone number the user dials determine which route to use for a call. When a user places a call, Lync Server 2010 matches the dialed number with a route in the authorized route list.  If a matching route is found, the call is made. If no matching route is found, the call is not made.

Exchange Unified Messaging Security Levels

Microsoft Lync Server 2010 uses Microsoft Exchange Server 2010, Exchange Server 2010 with Service Pack 1 (SP1), and Microsoft Exchange Server 2007 with Service Pack 2 (SP2) Unified Messaging (UM) to provide voice mail, missed call notification, and auto-attendant services. An Exchange UM dial plan supports three different security levels: Unsecured, SIPSecured, and Secured. You configure security levels by means of the UM dial plan’s VoipSecurity parameter. The following table shows appropriate dial plan security levels depending on whether MTLS, SRTP, or both are enabled or disabled.

Table 1. VoIPSecurity Values for Various Combinations of Mutual TLS and SRTP

	Security Level
	Mutual TLS
	SRTP

	Unsecured
	Disabled
	Disabled

	SIPSecured
	Enabled (required)
	Disabled

	Secured
	Enabled (required)
	Enabled (required)


When integrating Exchange UM with Lync Server 2010, you need to select the most appropriate dial plan security level for each voice profile. In making this selection, you should consider the following:


MTLS between Exchange UM and Lync Server is the default configuration. Therefore, the dial plan security level of SIPSecured or Secured is recommended. The use of SIP dial plans with a security level of Unsecured is not supported.


If you set the dial plan security to SIPSecured, SRTP is disabled. In this case, the Microsoft Lync 2010 client encryption level must be set to rejected or optional.


If you set the dial plan security to Secured, SRTP is enabled and required by Exchange UM. In this case, the Lync 2010 client encryption level must be set to optional or required.

Survivable Branch Appliance Security

If you deploy a Survivable Branch Appliance for branch-site resiliency, you should take steps to reduce the threat of theft or other malicious access. If a Survivable Branch Appliance is compromised, you should have a plan to reduce the threat to your deployment, including taking the following steps:


Revoke the branch Registrar and Mediation Server certificate from the issuing certificate authority.


Remove the Survivable Branch Appliance account from Active Directory Domain Services.


Remove the Survivable Branch Appliance from the trusted server list by running Topology Builder and remove the Survivable Branch Appliance from the topology, and then publishing the revised topology.


Block the FQDN of the Survivable Branch Appliance so it cannot connect through your Edge Servers.

Securing Clients for Lync Server 2010

When you configure clients prior to deploying an Microsoft Lync Server 2010 network, take the following recommended measures to enhance client security:


Use Windows 7, Windows Vista, or Windows XP with the latest service pack.


Configure client policies for media encryption and other functionality. Some of these key policies are client bootstrapping policies that specify, for example, the default servers and security mode that the client should use until sign-in is complete. Because these policies take effect before the client signs in and begins receiving in-band provisioning settings from the server, they must exist in the client computer’s registry before initial sign-in. You can use Group Policy to configure these policies. There are also certain settings that you should configure by using Lync Server Management Shell before client deployment. For details about these policies and settings, see Key Client Policies and Settings in the Planning documentation.


Configure Lync 2010 to use TLS, which provides encrypted signaling. The confidentiality even of otherwise encrypted communications, such as media, is not protected when a user connects to the server using TCP. The encryption key can be intercepted by an attacker and used to decrypt the message. If you must allow client connections over TCP, be aware of this vulnerability.


File transfer between users is peer-to-peer. All file transfers are encrypted by default. Instruct users to run a virus check before opening transferred files.


Consider restrictions on client connections and messages.


Isolate users according to usage requirements.


Run antivirus software on the client.


Frequently check and apply updates and security updates.


Use strong password best practices.


Run only necessary services and applications.


Enable the Require SIP high security mode Group Policy setting for the users GPO.

In general, you control access for a user account by enabling and disabling each user account in Active Directory. However, if a user is signed into Lync Server 2010 when you disable the user account, the user continues to have access until sign out. Also, a user can sign in for up to 180 days (default Lync certificate expiration time) after the user account is disabled in Active Directory. To prevent this, you can disable certificate-based authentication or reduce the certificate expiration time. To help ensure that only users with appropriate credentials can access Lync Server 2010, you can also do the following:


If you disable a user in Active Directory and want to ensure that that  the user cannot access Lync Server 2010, use Lync Server Management Shell to run the Disable-CsUser cmdlet. This forces the sign out of the user, if the user is signed in, and prevents the user from signing in again unless you re-enable the user. 
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Warning: 

Running the Disable-CsUser cmdlet deletes user data. If you need to maintain user data, do not use this cmdlet. Instead Set-CSUser –Enabled $false –Identity <userIdentity> to disable all Lync functionality (not just certificate authentication), but still retain the user data. You can also use the Revoke-CsClientCertificate to prevent client access. 


If a user has a password that may have been compromised and you reset it in Active Directory, use Lync Server Management Shell to run the Revoke-CSClientCertificate cmdlet. This revokes the client certificate and helps ensure that the previous password cannot be used to sign-in to the account in the future.

For details about the use of these cmdlets, see the specific cmdlet in the Lync Server Management Shell section of the Operations documentation.

Client Firewall Exclusions

The Lync client installer configures the firewall during installation with the following exceptions:


 Microsoft Lync 2010


UCMapi (on a 32-bit computer) or UCMapi64 (on a 64-bit computer)

Uninstalling the Lync client removes these entries.  

Microsoft Lync 2010 Attendee is available to join meetings only, for users without Lync 2010. Two installers are available (Administrator mode and User mode)client exceptions depend on the installation method:


Administrator mode installation, for user accounts that are members of the Administrators group. Administrators can install this client through download from the web, or IT admins can push this client to end user desktops to simplify Lync 2010 meeting joins. The Attendee Lync client configures the firewall during installation with the following exception:


Microsoft Lync 2010 Attendee. Uninstalling the Attendee client removes this entry.


User mode installation, for user accounts that are members of the Users group, which typically prevents admin installation of new software. Installation includes a per-user installation of the Attendee client. Using this installation method, the Attendee Lync client does not configure the firewall during installation. The user is prompted with a Windows Firewall request dialog when joining their first meeting. This adds an entry for Microsoft Lync 2010 Attendee to the firewall exception list, if the user grants access. This entry is not removed when a user uninstalls the Attendee client because the user granted access separately.

When users first use the Lync Web App client, they are prompted to install the Microsoft ActiveX control, which is required only if the user wants to share their screen or share an application. To view shared content, the Active X control is not required. If the user chooses to install the ActiveX control, a firewall exception is added for ReachAppShaX.exe. 

Additional Security Resources for Lync Server 2010

You can use this security documentation along with both general resources and partner solutions to facilitate implementation of appropriate security for you Microsoft Lync Server 2010 deployment. Securing your deployment is dependent on securing the operating systems and other components on the computers in your deployment. This section references key information to help you ensure the security of the operating systems and other components of your deployment.

Additional Resources for Windows Server 2008

Windows Server Security at: http://go.microsoft.com/fwlink/?LinkId=214172

Secure Windows Server at: http://go.microsoft.com/fwlink/?LinkId=214163

Windows Server 2008 Security Guide at: http://go.microsoft.com/fwlink/?LinkId=145186

Windows Server 2008 Security Baselinehttp://go.microsoft.com/fwlink/?LinkId=214165

Threats and Countermeasures Guide: Security Settings in Windows Server 2008 and Windows Vista at: http://go.microsoft.com/fwlink/?LinkId=145188

Core Security at: http://go.microsoft.com/fwlink/?LinkId=145189

Active Directory Domain Services for Windows Server 2008 at: http://go.microsoft.com/fwlink/?LinkId=145190

Active Directory Certificate Services at: http://go.microsoft.com/fwlink/?LinkId=145191

Failover Clusters at: http://go.microsoft.com/fwlink/?LinkId=145194

DNS Server at: http://go.microsoft.com/fwlink/?LinkId=145196

Windows Firewall with Advanced Security Getting Started Guide at: http://go.microsoft.com/fwlink/?LinkId=214170

Windows Firewall with Advanced Security Deployment Guide at: http://go.microsoft.com/fwlink/?LinkId=214169

Windows Firewall with Advanced Security and IPsec at: http://go.microsoft.com/fwlink/?LinkId=145197

Security Auditing at: http://go.microsoft.com/fwlink/?LinkId=214168

Advanced Security Audit Policy Step-by-Step Guide at: http://go.microsoft.com/fwlink/?LinkId=214167

Security and Protection at: http://go.microsoft.com/fwlink/?LinkId=145195

Security and Policy Enforcement at: http://go.microsoft.com/fwlink/?LinkId=145195

Configure Web Server Security (IIS 7) at: http://go.microsoft.com/fwlink/?LinkId=214178

Security Guidance Center at: http://go.microsoft.com/fwlink/?LinkId=214177
Additional Resources for Windows Server 2008 R2
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Note: 

Most of the Windows Server 2008 documentation applies to both Windows Server 2008 and Windows Server 2008 R2. Only documentation that is specific to Windows Server 2008 R2 is included in the following list.


What's New in Windows Security Auditing at: http://go.microsoft.com/fwlink/?LinkId=214171

Security and Policy Enforcement at: http://go.microsoft.com/fwlink/?LinkId=214162

Windows Server 2008 Security Baselinehttp://go.microsoft.com/fwlink/?LinkId=214166

Security and Policy Enforcement at: http://go.microsoft.com/fwlink/?LinkId=214164

Security Audit Events for Windows 7 and Windows Server 2008 R2 at: http://go.microsoft.com/fwlink/?LinkId=214173

Hyper-V Security Guide at: http://go.microsoft.com/fwlink/?LinkId=214176

SCM demo: Streamline the security management process for Windows Server 2008 R2 and Hyper-V at: http://go.microsoft.com/fwlink/?LinkId=214174

Windows Server 2008 R2 Server Core: Securing the Branch Office Connection at: http://go.microsoft.com/fwlink/?LinkId=214175

How Microsoft IT Leverages Security Enhancements from Windows Server 2008 R2 at: http://go.microsoft.com/fwlink/?LinkId=214179
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