
Empower business with solid application security practices in development.

Security breaches have become a reality in today’s computing landscape. 

These breaches can have extensive financial consequences, can cause a loss of 

intellectual property, and can lead to political defacement and espionage. 

Organizations that fail to protect their systems put themselves and their 

customers at serious risk. There is a way to help mitigate much of that – by 

building products and services more securely from the start.

Security Development 

Lifecycle Maturity Assessment

Microsoft Services

Secure From the Start

Benefits:

• Avoid costly security 

mitigation and incident 

response

• Develop a strategic vision 

on application security

• Create an actionable 

roadmap to implement 

SDL in your application 

development processes

INFORM ASSESS ANALYSIS ROADMAP

Assessing security in development
The Microsoft Security Development Lifecycle (SDL) Maturity Assessment helps 

you assess your organization’s current state of security in development and 

provides an actionable roadmap aligning the activities required to achieve your 

desired goals, prioritized against broader organizational goals.

Inform (day one): A Microsoft Services security expert works closely with your chief 

information officer and stakeholders to develop a complete understanding of the 

Microsoft view of application security in development and set expectations for the 

rest of the engagement.

Assess (week one): Using the SDL Optimization Model with SDL capability, aligned 

with ISO/IEC 27034, Microsoft Services security experts conduct a series of breakout 

discussions with your stakeholders and subject matter expert teams to establish an 

understanding of the current state of security in development.

Analysis (week two): Microsoft Services experts analyze the collected data and 

work with your executives and technical leaders to turn actionable information into a 

holistic plan.

Roadmap (output): Microsoft Services creates a report that outlines your current 

state, identifies strategic objectives, highlights desired end states and prioritizes 

recommendations based on business needs and constraints outlined by your 

stakeholders.



For more information about consulting and support Solutions from Microsoft, contact your 

Microsoft Services representative or visit www.microsoft.com/services

For each capability above, Microsoft security experts will provide 

recommendations and guidance based on the assessment of your current 

state of application security practices.

The SDL Optimization 

Model reflects the 

experiences that 

Microsoft has had 

implementing the SDL 

over the past several 

years.

The SDL Maturity 

Assessment can help 

you benchmark, plan, 

and improve the 

technical capabilities 

and business value your 

organization can gain 

from properly 

implementing SDL.

Built from Experience
The SDL Maturity Assessment is based on the SDL Optimization Model. 

Based on years of successfully implementing the SDL, this model is designed 

to help organizations outside of Microsoft facilitate gradual, consistent, and 

cost-effective implementations of the SDL. The model helps security and 

privacy stakeholders assess their current state and move their organization 

toward the adoption of established Microsoft processes for producing more 

secure software.

Using the SDL Optimization model on SDL capability areas, with the ISO/IEC 

27034 standard, the assessment will produce a holistic view of the current 

maturity level of security in development.

Areas to assess

• Training, policy, and 

organizational 

capabilities

• Requirements and 

design

• Implementation

• Verification

• Release and response

Microsoft Services
At Microsoft Services, we have a wealth of knowledge that comes from 

working with thousands of customers around the world in virtually every 

industry and having direct access to product groups. We use this knowledge 

and experience to help our customers adopt and deploy Microsoft 

technologies efficiently and cost-effectively, reducing the time it takes 

customers to realize value from their Microsoft investments.


