
Unlock the power of the cloud 
with enterprise-level identity 
services for all your cloud apps. 

CLOUD

Get all that Free has to offer plus the identity management 
capabilities described below.

Manage user accounts, synchronize with on-premises 
directories, and get single sign-on across Azure, Office 365, 
and thousands of popular SaaS applications, such as 
Salesforce, Workday, Concur, DocuSign, Google Apps, Box, 
ServiceNow, Dropbox, and more.

SELF-SERVICE PASSWORD RESET

Reduce helpdesk calls. Give users the 
ability to reset their password in the 
cloud or on-premises when sync is 
enabled.

SELF-SERVICE GROUP MANAGEMENT

Enable group owners to approve 
requests and maintain group 
memberships.

GROUP-BASED APPLICATION ACCESS

Use groups to assign user access in 
bulk to SaaS applications. Create 
groups solely in the cloud or leverage 
existing groups from your on-premises 
Active Directory.

ADVANCED SECURITY REPORTS

Monitor and protect access to your 
cloud applications with logs that 
show anomalies and reports that flag 
inconsistent access patterns. 
Advanced reports help you improve 
access security and respond to 
potential threats.

COMPANY BRANDING

Add your company logo and color 
scheme to your organization’s Sign In 
and Access Panel pages. Add 
localized versions of the logo for 
specific languages and locales. 
Wherever you see the fictional 
company name CONTOSO is where 
you can apply your company logo.

MULTI-FACTOR AUTHENTICATION

Help prevent unauthorized access to 
on-premises and cloud applications by 
providing an additional layer 
of authentication. You also get a 
license to deploy a Multi-Factor 
Authentication server for additional 
security of on-premises applications, 
such as remote access VPNs and 
web applications, as well as cloud 
applications using Active Directory 
Federation Services.  

MICROSOFT IDENTITY MANAGER

Do you have a variety of on-premises 
directories and databases that you 
want to sync directly to Azure AD? 
Premium comes with Identity 
Manager servers and user licenses to 
support any combination of hybrid 
identity solutions. 

Azure Active Directory Premium

Azure Active Directory Free

ON-PREMISES

Choose what you need: Azure AD Free or Premium

MULTI-FACTOR AUTHENTICATION
Use Multi-Factor Authentication to protect 
access to sensitive company information 
and to help protect your organization from 
malicious attacks.

USERS CREATE AND MANAGE THEIR OWN GROUPS
Empower users to create their own groups, assign members to groups they own, approve 
join requests, and more.

Enable users to work from any location using any device. Give them always-on 
access to all their work resources using a single set of credentials protected with 
Multi-Factor Authentication. After a user has signed in, they get single sign-on 
access to their apps and data.

Add and manage SaaS applications in the public cloud by using the Azure AD 
Application Gallery. Users can then quickly sign in to your Microsoft and third-party 
SaaS apps from the Access Panel. Set up user provisioning to automatically sync 
users to your app and back.

SYNC AND FEDERATION TOGETHER
When used together, user attributes are synchronized using DirSync. Authentication is passed back 
through a federation server, such as Active Directory Federation Services (AD FS), and completed 
against your on-premises Active Directory.

SYNC USERS, GROUPS, DEVICES, PASSWORDS, AND MORE
The Directory Sync tool and Azure AD sync are both identity sync services that can be installed 
on a local server to sync directory objects between directories. Password Sync, a feature of the 
Directory Sync tool, synchronizes user passwords from your on-premises Active Directory to 
Azure AD.

NON-MICROSOFT APPS

MICROSOFT APPS + SERVICES

APPS YOU BUILD
Minimize support costs and keep users up and running by configuring self-service 
experiences. With web-based tools such as Access Panel and Password Reset, give 
users a personalized, company-branded portal to access SaaS applications. 

SELF-SERVICE CAPABILITIES

CONTOSO ADMIN

USERS CHANGE AND RESET THEIR OWN PASSWORDS
Give all users in your directory the capability to change and reset their passwords--whether 
they are in the cloud or on-premises.

ACCESS PANEL
MANAGE YOUR SAAS APPLICATIONS EMPOWER YOUR USERS

HOME OFFICE

CORPORATE OFFICE

IDENTITY MANAGER
SERVER

MULTI-FACTOR AUTH
SERVER

HYBRID IDENTITY SOLUTIONS
Provide users with a common identity across on-premises and cloud-based services, leveraging 
Windows Server Active Directory and Azure AD capabilities.

IDENTITY SYNC
SERVICES

CONTOSO APPS

SYNC FROM ANY DIRECTORY OR DATABASE TO THE CLOUD AND BACK

Identity Manager creates a 
compilation of identity 
attributes with validation 
and keeps them in sync 
with all identity realms, 
including Active Directory 
and Azure AD.
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Monitor access and anomaly reports to help secure your Azure AD directory. Get 
visibility into security risks so that you can mitigate them.

INTEGRATE YOUR LOB AND SAAS APPS
Build line-of-business (LOB) or SaaS applications using standard development 
tools and integrate your applications with Azure AD for use in one 
organization (single tenant) or many organizations (multi-tenant). 
Integrated applications leverage Azure AD for single sign-on, identity and 
access management, querying the directory, and more.

Publish your app to the Azure AD Application Gallery. An administrator then 
adds it to the Access Panel for use by any user or group that has been 
assigned access.

PREVENT MALICIOUS ATTACKS 

CONTOSO

Like it?  Get it.

ACCESS PANEL > GROUPS

DIRECTORY OBJECTS

applications     groups     approvals     profile

CONTOSO APPS
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Dynamics CRM

Windows Intune

workday

CONTOSO

SIGN IN

Keep me signed in

Can’t access your account?

enduser@contoso.com

Sign in Cancel

Windows Intune

Azure

Dynamics CRM

ON THE GO

AZURE ACTIVE DIRECTORY
Use Azure Active Directory (Azure AD) at 
global scale to centrally manage employee 
access and provide single sign-on to 
Microsoft services such as Azure, Office 365, 
Dynamics CRM, Windows Intune, and 
thousands of non-Microsoft cloud apps.

PASSWORD RESET

Reset your password

enduser@contoso.com

USER ID:

NEW PASSWORD:

Verification Step 1 > Verification Step 2 > Choose a new password

CONFIRM PASSWORD:
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AUTOMATION: SCRIPT FOR SUCCESS

Maintaining a running, highly scaled application 
involves repeating operations on a regular basis. 
Concurrently develop a library of scripts that can 
be run on multiple deployments when needed. 
You can manage Windows Azure services with the 
Service Management API.

This phase contains the processes that refine the application, keep it running, and 
enable scaling out (and in) as needed. Tuning your application takes time and requires 
instrumentation and monitoring.  

It’s a good practice to continually assess the metrics and balance against running costs.

A highly scalable application requires the use of specific patterns and practices. 
Designing for optimal performance and scale-out is key.  Use the patterns below to 
help you architect your solution and continually refine your application. 

Load test the system with both stress tests and by 
simulating real-life usage. Vary the load size to 
avoid surprises! Ensure that responsiveness meets 
user requirements, and that the entire system is 
resilient. 

LOAD TESTING: GETTING LOADED!

Cloud Services are built for scalability. Web and worker instances can be increased and 
decreased at will. Workloads can be distributed using messaging, such as queues or 
Service Bus Topics. 

Tables and blobs provide massive storage capacity and SQL Database supplies relational 
capabilities. Other services such as caching can be easily integrated into a service.

CACHING

Windows Azure Caching improves performance by 
storing recently used data for immediate reuse. 
Application throughput and latency are typically 
bound by how quickly data and context can be 
retrieved, shared, and updated. 

RETRY FOR FAULT TOLERANCE

Transient errors and throttling are unavoidable in 
large-scale systems. Instead of simply failing the 
operation, implement a robust retry strategy across 
the application to provide resiliency against failures. 
Too many retries too quickly can add additional 
load, so also employ a “backoff” strategy that 
allows the resource to recover by waiting after 
multiple retries. 

SCALE OUT WITH SCALE UNITS

Use more instances, not bigger hardware. Scale in 
and out using scale units that are easily duplicated 
and deployed. Scale units consist of a number of 
role instances and their support services. 

For example, a scale unit could be 3 web roles, 2 
worker roles, 1 queue, and 2 SQL Database instances. 

VS.

SAVING STATE

The durability of a web and worker role instance is 
not assured, therefore its state (customer data, 
stage in a workflow, etc.) must be saved externally. 

Save state to durable storage (Table, SQL Database, 
Blobs), where other instances can resume the work.

FAN-OUT QUERIES

Database lookup logic is placed in a cloud service. 
To find data, that cloud service determines the 
databases to query. The query is then fanned out to 
those databases. 

HORIZONTAL PARTITIONING

As user data increases, the need for storage increas-
es. The database must be partitioned. This graphic 
shows a horizontal partition (also known as a shard) 
where intact tables are separated into 
individual databases. Each user’s data can be 
distributed to particular databases. SQL Database 
instances can also be partitioned using federation. 
You can create and delete databases very quickly.

VERTICAL AFFINITY

When many users access data simultaneously, traffic 
becomes a problem as scale increases. Design your 
processes to access exclusive partitions to minimize 
traffic and resource usage.  

For example, assume databases are partitioned by 
user. Ideally all operations that access a single user's 
data are routed to a specific set of service instances. 
Those instances access a single database partition 
holding all the user's data.  

CHUNKY, NOT CHATTY

Network calls require overhead for packet framing, 
serialization, processing, and so on. Rather than use 
"chatty" messages, batch them into fewer “chunky” 
packages. Note, however, that batching can 
increase latency and exposure to potential data loss. 

DECOUPLED COMMUNICATIONS

Avoid tying up valuable resources by using an 
asynchronous decoupled programming method. 
Web role instances put autonomous messages into 
a queue for pickup by worker role instances, which 
continue the work. Throughput is controlled by the 
number of role instances producing and processing 
messages. Explore using Windows Azure Service Bus 
or Storage Queues. 

Scaling Applications Using Windows Azure Cloud Services Like it?  Get it.
http://gettag.mobi
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Plan & Design
Build & Deploy

Run & Tune

A key benefit of Windows 
Azure is creating highly 
scalable applications using 
Cloud Services. 

Applications can shrink and 
stretch to accommodate 
changes in usage, removing 
the need for expensive 
on-premises hardware. 

A key strategy is to design 
in scale units, which are a 
base configuration of web 
and worker role instances 
with supporting services 
such as data stores and 
caching.

Three reasons to create 
Windows Azure scalable 
applications:

DEMAND PEAKS
Your app reaches thousands of users (or more) 
although usage varies, sometimes greatly. 

DISTRIBUTED USERS AND DEVICES 
Your users are spread out, even around the 
globe.

PARTITIONABLE WORKLOADS
Your processes are divided into optimal-size 
loads of work, since cloud applications scale 
by adding capacity in chunks. 

Note: Not all of these need to be present in your 
application, however, one that does not exhibit any of these 
characteristics is probably not an ideal fit.

SCALE: BIGGER, BETTER, FASTER
With visibility into the app, you can control scale 
with more precision. To automate, a separate 
process monitors the system's vital signs. When a 
threshold is crossed a new scale unit is deployed. 
When a lower threshold is crossed,  a scale unit 
can be removed.

WEB
ROLE(S)

WORKER
ROLE(S)

STORAGE

INTERNAL: Monitoring processes inside the 
system is essential to determine when additional 
scale-out is needed.

Strategically instrument the app to monitor potential 
bottlenecks. There are two kinds of monitoring: 

EXTERNAL: Monitor the performance from outside 
the application to ensure  service performance is 
within acceptable ranges. 

VISIBILITY & MONITORING


