
Security
Is your data protected by strong security and 
state-of-the-art technology?

Identity and Access Management. What kinds of 
authentication solutions do you offer?

Microsoft identity and access management solutions 
allow you to seamlessly extend your identity 
management strategy to your cloud services, while being 
able to manage, verify, and protect those identities. 
They help IT protect access to applications and resources 
across the corporate datacenter and into the cloud, 
enabling additional levels of validation such as multi-
factor authentication and conditional access policies. 
Monitoring suspicious activity through advanced security 
reporting, auditing, and alerting helps mitigate potential 
security issues. 

Devices and Applications. How do you help me 
manage and protect devices and applications on my 
network?

With the increasing volume and diversity of both 
“bring your own device” (BYOD) and corporate-owned 
devices being used in organizations today, there are 
significant challenges for organizations who want to 
enable enterprise mobility while ensuring that corporate 
resources are protected from unauthorized access. 
Leveraging Microsoft’s mobile device management tools, 
you can deliver application and device management 
completely from the cloud, or on-premises across a wide 
range of devices, operating systems, and services. 
 
 
 

Questions to Ask 
Your Cloud Provider

Businesses today are faced with an ever-changing threat paradigm, as the rapid adoption of 
new technologies, devices, and services introduces new security challenges. The identities 
we use across these devices to enable access to resources have become the firewall, and 
therefore even more critical to secure. 

With these new challenges, it is imperative that we adopt a new mindset, and assume that 
sooner or later, a breach is going to occur--if it hasn’t already. We need not only to think 
about how we protect our data, but about how to detect when a breach has occurred, 
respond appropriately, and apply the lessons learned to help further evolve our defenses.

When you select a cloud provider, you’re not just choosing a service; you’re entrusting 
them with your most precious commodity. We know from our customers’ experience that 
their requirements center around four areas: security, privacy and control, compliance, and 
transparency.  Here are the questions you should ask prospective cloud providers about each 
of these areas.



Physical security. How do you protect your physical 
datacenters?

Microsoft Data Centers are physically constructed, 
managed, and monitored to protect data from 
unauthorized access with fences, guards, background 
checks, biometric access controls, security training, and 
the equivalent of a hard disk shredder when disposing 
of servers. All our datacenters have 24-hour monitoring, 
multi-factor authentication (including biometric 
scanning) and an internal network isolated from the 
public Internet.

Platform security. What kind of strategies do you use 
to protect platforms and data?

Microsoft utilizes hardened operating systems and 
defense-in-depth strategy to protect platforms and 
data. Tactics include secure firewall protection, patch 
management, regular penetration testing, security 
monitoring and logging, antivirus and anti-malware 
monitoring, and threat protection.

Encryption. Will all of my data be encrypted?

Microsoft is committed to continually enhancing its 
encryption efforts to help protect our customers’ data 
and prevent data loss. Encryption solutions include 
data in transit between a user and the service, data 
in transit between datacenters, best-in-class industry 
cryptography, data at rest, and end-to-end encryption of 
communications.

Business continuity. Can I choose my datacenter 
location?

Microsoft customers have flexibility when choosing 
a data location (process and options dependent on 
service). For those services that enable the customer 
to specify location, customer data may be replicated 
within a geographic area for redundancy but will not be 
transmitted outside it. Microsoft employs data-recovery 
procedures that allow transfer of data for redundancy, 
providing business continuity in case of a disaster.

Combating cyber threats. How will you protect my 
data against security threats?

Our strong security helps protect your data from hackers 
and unauthorized access within state-of-the-industry 
technology, process, and certifications. We also provide 
capabilities to securely connect customer systems to 
Microsoft infrastructure, and block unauthorized traffic to 
and from within Microsoft datacenters using a variety of 
firewall technologies.

Privacy and Control
Do you incorporate privacy by design, and 
allow control of our data in our enterprise 
cloud?

Control. Who controls who accesses my data?

You are in control of your data. It will only be used and 
shared as permitted by you. You will always have access 
to it, be able to take with you when you leave, and have 
it deleted upon request. We offer enterprise customers 
a regional approach to where their data is stored, and 
customers are allowed to take their data with them when 
they leave. Customers also control what users can do 
in the cloud, such as provisioning/de-provisioning at a 
granular level to support a least privilege access policy.

No advertising use. Will my information be used 
for advertising, marketing purposes, or to gather 
customer intelligence?

Microsoft respects your privacy. We do not use customer 
data for marketing, advertising, or any customer 
intelligence purposes. 

Compliance
Do you make deep investments in robust 
and innovative compliance processes to 
help my organization meet its compliance 
needs?
Compliance Standards. Are your cloud services 
compliant with all applicable laws and regulations?

Your data is stored and managed in compliance with 
all applicable laws, regulations, and key international 
standards to help you meet your obligations.

Compliance Reports. Can I access your compliance 
reports to share with my auditors?

Microsoft Trust Centers give visibility into compliance 
efforts. Microsoft shares information about how its 
enterprise cloud services are designed, developed, 
deployed, and managed. Customers are able to find 
more information about compliance by visiting the Trust 
Centers for Office 365, Microsoft Azure, and Microsoft 
Dynamics CRM and Microsoft Intune. 
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Compliance in regulated sectors. Do your enterprise 
cloud solutions meet government standards for regulated 
sectors?

Microsoft enables compliance in regulated sectors by 
designing your enterprise cloud solutions to meet the 
heightened data protection needs of customers dealing with 
sensitive personal information. Our technologies support 
hundreds of controls that enable customers to meet complex 
standards and requirements such as ISO 27001, SOC 1 and SOC 
2, EU Model Clauses, HIPAA/HiTrust, FedRAMP/FISMA, and PCI 
DSS.

Ability to track and audit data. Do you offer tools to help 
me comply with legal requirements?

Office 365 offers a rich set of eDiscovery in-place capabilities 
including retention, preservation, search, analysis, and export 
to help customers simplify the eDiscovery process and quickly 
identify relevant data while decreasing cost and risk. 
 

Transparency
Do I have visibility into how data is being 
handled and used?
Transparency around access to my data. Will you tell me 
where my data is stored, who has access to it, and why?

Microsoft provides Azure customers visibility into where 
their customer data is stored in an ever-expanding network 
of datacenters around the globe. Access to customer data 
by Microsoft personnel is restricted, and granted only when 
necessary for support or operations. It is revoked when no 
longer needed.  

Problem/incident 
management support
Microsoft provides notification of service status, 
issues, updates and planned outages through 
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the service portals of the cloud services. Our 
event and incident response team operates 
24x7 and in the event of an incident, support 
and reporting is typically provided through the 
Microsoft support services.

Requests for data. If a government agency asks for my 
data, will you disclose it? If so, will I be notified?

We will not disclose your data to a third party except as 
directed by you or required by law. We will attempt to 
redirect any access requests directly to you. 

Deletion of data. What is your policy for deleting data? 
Can you assure me it will be completely removed?

Microsoft follows strict standards for overwriting storage 
before reuse. If you delete data or terminate your contract, 
we will ensure your data is completely removed. In the 
event a hard drive fails, it will be physically destroyed in a 
way that makes data recovery impossible.


