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Introduction 
Hybrid cloud computing addresses critical needs of enterprises to increase business 

competitiveness, enable greater agility, improve services to end-users, and reduce costs. 

The hybrid cloud model allows IT teams to deploy applications in hours instead of days, 

to provide elasticity for the application workload, and focus on business innovations by 

offloading some operational functions to a public cloud. 

While multiple approaches are available for adopting hybrid cloud technologies, these 

options often require in-house knowledge and resources to deploy the hardware, 

software, and services, or the budget for assistance to meet these requirements. 

Implementation can be costly and time consuming. 

Dell Hybrid Cloud System for Microsoft is an integrated, pre-engineered cloud solution 

built on Microsoft Cloud Platform System (CPS) Standard. As an integrated hardware 

and software system, Dell Hybrid Cloud System for Microsoft provides organizations and 

hosting providers with: 

 A pre-engineered, validated, ready-to-run, optimized cloud solution based on 

Microsoft CPS Standard, which includes Windows Azure Pack, Windows Server, 

System Center, and some specific Microsoft Azure services. 

 Highly scalable private cloud platform powered by Dell networking, computing, 

and storage technology, which allows for the independent scaling of resources 

based on the environment and underlying needs of application workloads.  

 An extensible, self-service portal that allows users to pick from a gallery of 

images, workloads, databases and websites. Gallery packages featuring many 

leading applications are available from a wide variety of sources, including 

Microsoft and the open source sharing platform, GitHub. 

 Integrated update framework for automated patching and updates with no 

disruptions to tenant operations. 

 Integration with Microsoft Azure for data backup to the public cloud, disaster 

recovery, and operational insights (available at a later date). 

 A single, trusted provider (Dell) for complete system support. 

Make your IT services agile and enhance business flexibility with Dell Hybrid Cloud 

System for Microsoft. This co-engineered cloud system will streamline all phases of 

your solution lifecycle from acquisition and deployment, to operations and 

management and through expansion and growth. 



Software components 

 

One key software component integrated with Dell Hybrid Cloud System for Microsoft is 

Windows Azure Pack. This piece of software is an integral part of making Dell Hybrid 

Cloud System for Microsoft more than a virtualization platform. 

What is Windows Azure Pack? 
Windows Azure Pack for Windows Server is a collection of Microsoft Azure-consistent 

technologies that enable you to experience rich, self-service, multitenant cloud services. 

Windows Azure Pack is available and integrated in the Dell Hybrid Cloud System for 

Microsoft software stack. Windows Azure Pack provides the following key capabilities 

that are available in Dell Hybrid Cloud System for Microsoft: 

 Management portal for tenants. A customizable self-service portal experience that 

is consistent with Azure classic portal, for provisioning, monitoring and 

management of services such as Web Sites and Virtual Machines.  

 Management portal for administrators. A portal for administrators to configure 

and manage resource clouds, user accounts, tenant offers, quotas, and pricing.  

 Support for Web Sites service. Consistent with Microsoft Azure Web Sites, this 

service helps to provide a high-density, scalable, shared web-hosting platform for 

ASP.NET, PHP, and Node.js web applications. The service also includes a 

customizable web application gallery of popular open-source web applications and 

integrates with source control systems for custom-developed websites and 

applications.  

 Virtual Machine service. Consistent with Microsoft Azure Virtual Machines, this 

service helps provide Infrastructure_as_a_Service (IaaS) capabilities for Windows 



and Linux virtual machines. It includes a virtual machine template gallery, scaling 

options, and virtual networking capabilities.  

 Databases. Through Windows Azure Pack, you can create cloud-based database 

offerings that are easy to provision and administer by using SQL Server and MySQL.  

 Automation and extensibility. Windows Azure Pack also includes capabilities for 

automating and integrating additional custom services into the services framework, 

including a runbook editor and execution environment. 

 

Why use Windows Azure Pack? 
Enterprises typically want the flexibility and affordability that cloud environments offer, 

while service providers want the ability to win and easily set up more enterprise 

customers. Windows Azure Pack builds on the power of Windows Server and System 

Center to deliver an enterprise-class, cost-effective solution for self-service, multitenant 

cloud infrastructure and application services.  

 

Windows Azure Pack provides a multitenant (where multitenant can mean multiple 

departments in an enterprise that require some degree of isolation), self-service cloud 

that works on top of your existing software and hardware investments in Dell Hybrid 

Cloud System for Microsoft. Because it builds on the familiar foundation of Windows 

Server and System Center, Windows Azure Pack offers a flexible and familiar solution to 

help your business deliver self-service provisioning and manage infrastructure 

(Infrastructure_as_a_Service) and application services (Platform_as_a_Service) such as 

Web Sites and Virtual Machines.  

PaaS Services: Web Sites, SQL Server, and MySQL 
The Windows Azure Pack management portal for tenants also enables the deployment 

of web-based applications based on shared infrastructure virtual machines that support 

websites and databases. These Platform_as_a_Service (PaaS) features allow for the 

efficient use of the hardware and remove the need for tenants to manage individual 

virtual machines. Instead, they can focus on building their web applications.  Deploying 

these specific applications will require additional configurations depending on intended 

use. 

Subscriptions and plans 
For self-service workloads, each tenant must subscribe to one or more plans. The 

administrator creates and publishes plans through the Windows Azure Pack 

management portal for administrators. 

When authorized users sign in to the tenant portal, they can subscribe to published 

plans. From there, they can create virtual machines (from artifacts previously added to 

VMM by the administrator) and select other gallery Items. If configured, they can also 

deploy websites with or without databases. For more information, see Administer 

Windows Azure Pack for Windows Server. 

https://technet.microsoft.com/en-us/library/dn266005.aspx
https://technet.microsoft.com/en-us/library/dn266005.aspx


Virtualization and deployment of key enterprise 
applications 
Dell Hybrid Cloud System for Microsoft self-service allows IT organizations to deploy key 

enterprise software and applications, including, but not limited to, Microsoft 

SharePoint, Exchange Server, and SQL Server, using virtualization aspects of the 

platform. As a general purpose IaaS solution, any workload that can be virtualized could 

be deployed. 

Before getting into the specifics of making workloads available for tenant use, we have 

included a brief description of additional concepts and terms that are used in this paper. 

 Fabric. Fabric is a term used to describe the underlying hardware and software 

components upon which virtualized workloads will run. The security context of the 

fabric is isolated from the tenants. 

 Fabric administrator. The fabric administrator runs the fabric and has the ability to 

configure clouds, networks and storage resources on behalf of all tenants. The 

fabric administrator manages what is made available through the tenant portal, 

such as plans, and can act on behalf of the tenant by configuring workloads either 

directly using Virtual Machine Manager, or through the Windows Azure Pack 

management portal for administrators. 

 Tenant. A tenant is a "customer"” of the fabric. The tenant uses the shared 

resources of the fabric but is largely unaware of it, or of any other tenants. Tenants 

run workloads such as virtual machines, websites, and databases. 

 Tenant administrator. The tenant administrator is the designated admin for the 

tenant’s virtual machines. The tenant administrator works through the tenant 

portal, and optionally uses APIs to automate the tenant’s work. The fabric 

administrator can also give the tenant admin the ability to interact with the fabric 

through Virtual Machine Manager (not discussed here). 

 Virtual Machine Manager (VMM). VMM is the System Center component 

responsible for all activities on the fabric. VMM aggregates all the fabric resources, 

such as networking and storage, and securely delegates these to the tenants. 

 Gallery. The gallery is a feature of Windows Azure Pack, and can be thought of as a 

collection of items that can be offered to tenants through plans. For example, a 

complete Exchange Server can be described by a gallery item; the item would be 

advertised as part of a plan; and a tenant can deploy the operating system and the 

workload in just a few clicks. 

Deployment methods 
Typically, Dell Hybrid Cloud System for Microsoft customers will use one of the following 

mechanisms to deploy workloads: 

 VMM service template-based deployments 

 Self-service (through the Windows Azure Pack management portal for tenants) 



Service template-based deployments 
A VMM service template enables more complex multi-tier applications to be deployed 

by the fabric administrator or by delegated individuals (self-service). There are 

numerous examples of service templates available, and the administrator can create 

their own. Service templates are very important for creating consistent deployments. 

Learn more about this at Creating and Deploying Virtual Machines and Services in VMM.  

For enterprise scale or multi-tier applications such as a full-featured SharePoint farms or 

a VDI hosting environment, or when multiple Dell Hybrid Cloud System for Microsoft 

systems are used in highly available (HA) configurations, deploying via service templates 

is the preferred approach. This is best suited where the tenants are members of the 

same organization (enterprise). 

Self-service workloads and applications 
As the name implies, self-service enables tenants (end-users) of the private cloud to 

deploy their own virtual machines containing an operating system, and optionally 

including applications. Windows Azure Pack is ideally suited for virtual machines (Linux 

or Windows), simple workloads, or any do-it-yourself workload built on top of standard 

operating system images. These tenant workloads are typically operated in isolated 

environments (for example, separate Active Directory domains). Either the fabric 

administrator or the tenant can deploy these, as long as separate VM networks (based 

on separate VLANs) are established. 

There are some limitations to using gallery Items for deploying complex workloads. 

Examples in a later section help guide you through these considerations. 

To deploy self-service workloads through the Windows Azure Pack management portal 

for tenants, a Virtual Machine Role (VM Role) package must be created and imported 

into the gallery, and source files must exist in the VMM library. To author or modify new 

VM Roles, the easiest approach is the VM Role Authoring Tool. 

A valuable resource for sample workload artifacts (both service templates or gallery 

items) is the Web Platform Installer, or "WebPI."  

https://technet.microsoft.com/library/gg696970(v=sc.12).aspx
https://vmroleauthor.codeplex.com/
https://www.microsoft.com/web/downloads/platform.aspx


 

Add the http://www.microsoft.com/web/webpi/partners/servicemodels.xml custom 

feed through the Options page to give you access to these items on the Service Models 

tab. You can select a variety of workload-specific gallery items, or general purpose VMM 

service templates. Note that items marked "CPS Premium" or "CPS Workloads" will not 

run on Dell Hybrid Cloud System for Microsoft without extensive modification. These 

are intended only for the Microsoft Cloud Platform System Premium product and 

depend on features that are not available in CPS Standard. 

 

http://www.microsoft.com/web/webpi/partners/servicemodels.xml


Each item from WebPI contains a Readme file that explains how to use it and what 

additional items (such as operating system disks or product MSI files) you must 

download and prepare. 

Library 
You must populate the VMM library with images for each of the operating system and 

workload virtual hard disks (VHDs). This allows easy access and saves space because 

each tenant VM will use a differencing VHD which will be very small. It also means that 

every workload source disk can be shared.  

Templates are also stored in the library and various capabilities; such as virtual machine 

profiles are defined here as well.  

Storage 
As shipped from the factory, most of the storage has not been configured. This provides 

the fabric administrator the most flexibility to define file shares that best suit the 

requirements of particular workloads. One or more shares must be defined for the 

workloads to use as operating system and data disks. 

Networking 
Similar to storage, for tenants to be able to use virtualized workloads on Dell Hybrid 

Cloud System for Microsoft, the administrator must create one or more separate VLANs 

for use by that tenant. You must do this before users try to deploy workloads. You can 

create the VLAN-based logical networks and VM networks for tenant use directly in the 

VMM console (These are based on VLANs in the physical network. Note, however, that 

separate plans will need to be created for each tenant (where a tenant could be a 

department or team, such as Human Resources).  By using separate VLANs, you can 

restrict those workloads to only VLANs that are defined for them. By using separate 

plans for the tenants, it becomes possible to isolate these networks. Separate tenant 

clouds could also be configured but is beyond the scope of this document. 

High availability using multiple Dell Hybrid Cloud System for 
Microsoft systems 
Workloads that require higher availability can be deployed across multiple Dell Hybrid 

Cloud System for Microsoft installations. These would include workloads that replicate 

data between two or more application instances, such as SQL Server AlwaysOn and 

Exchange database availability groups (DAGs). 

Monitoring workloads and applications 
Although Dell Hybrid Cloud System for Microsoft includes System Center Operations 

Manager for the fabric, tenant workloads will need to be monitored through another 

Operations Manager instance. 

You can also use Operations Management Suite to monitor cloud workloads where 

connection to the public Azure cloud is permitted. 

https://www.microsoft.com/en-us/server-cloud/operations-management-suite/overview.aspx


Deploying Select Microsoft Applications 

Common steps for Microsoft first-party applications 
All the workloads discussed in this section require an Active Directory domain and a 

VLAN. VLANs were discussed earlier. You can use any of the following domain models 

for a tenant: 

1. Create a new domain for a tenant. 

2. Use an existing domain and synchronize with the tenant’s domain using Active 

Directory Federation Services. 

3. Use an Azure Active Directory domain. 

Creating a new domain involves adding one or more virtual machines running Windows 

Server to the tenant’s subscription. The Windows servers are then configured as domain 

controllers. They also provide Domain Name System (DNS) for the tenant virtual 

machines that will join this domain.  

For all of the workloads described in the next section, the fabric administrator will need 

to follow the steps for each gallery item. The examples all make use of the same 

operating system (Windows Server 2012 R2), so it’s important to create a common 

image that contains pre-requisites, the latest updates, agents such as antimalware 

applications, and then prepare the image by using Sysprep. 

 

Deployment of SQL Server 
SQL Server is a building block for many workloads. This section discusses creating virtual 

machines that will run SQL Server. There is also a PaaS capability described separately 

(earlier section on SQL and MySQL) which is better suited for lighter weight applications 

or for use when an external SQL Server is deployed. 

Software components 
SQL Server 2014 with SP1, Windows Server 2012 R2, .NET Framework 3.5 

Configurations 
The example available through WebPI is for a simple one-VM instance of SQL Server. 

More complex configurations, including SQL Server AlwaysOn, can be constructed using 

Windows Azure Pack, but are better suited to VMM. 

Where multiple Dell Hybrid Cloud System for Microsoft instances are available, SQL 

Server AlwaysOn clusters which eliminate single points of failure enable the highest 

availability. SQL Server will replicate between the instances in the AlwaysOn Availability 

Groups. 

We recommend that you configure storage for performance and reliability. This includes 

deploying three-way mirroring with an SSD tier. You may opt for lower redundancy 

when AlwaysOn is used because it mirrors the data between nodes. In that case, two-

way mirroring with SSD is a good alternative.  



Deployment of SharePoint 2013 
SharePoint 2013 is available in multiple editions. SharePoint Foundation can be installed 

on a single VM; other editions require a separate instance of SQL Server.  

Planning 
Refer to Capacity management and sizing for SharePoint Server 2013 for information. 

Software components 
SharePoint Server 2013 with SP1, SQL Server 2014 with SP1. 

Installation 
Either self-service through the Windows Azure Pack management portal for tenants, or 

through service templates as explained earlier.  For enterprise scale or multi-tier 

applications such as a full-featured SharePoint farm, use services templates. 

Configuration 
You must configure SharePoint after you install the operating system and the product. 

There are many different SharePoint services. You can pick some or all of them, and 

decide how they are distributed among the VMs in a tier. Consequently, SharePoint 

configuration can be somewhat difficult. We provide a set of scripts and deployment 

tools to help with this. 

You should monitor performance, particularly of the front end (IIS). You may need to 

adjust the size of the VMs if these servers get too busy. 

Storage recommendations are the same for SharePoint as for SQL Server.  

https://technet.microsoft.com/library/cc261700.aspx


Deployment of Exchange Server 
The gallery package is a simple implementation where Exchange Server is running in a 

non-HA configuration, supporting a small number of users. Dell Hybrid Cloud System for 

Microsoft can also support more complex configurations which use database availability 

groups (DAGs). These are best supported through the use of a service template. (A 

sample is also available through the WebPI feed.) 

Use the Exchange Role Requirements Tool, even for simple configurations. This helps 

determine storage requirements and VM sizing. 

Exchange Server Role Requirements Calculator v7.8 

 

Software components 
Exchange Server 2013 with SP1, Unified Communications Management API (UCMA) 4.0 

[Note: UCMA 5.0 is not supported], Windows Server 2012 R2 

Configuration 
The suggested configuration for Exchange Server is to deploy all roles on each VM 

(multi-role servers). Database Availability Groups (DAGs) are recommended for all highly 

available instances and one database per volume keeps the configuration simpler. 

Configure storage with two-way mirrors where possible, since the DAG keeps copies. 

This minimizes wasted spindles (as would be the case with a three-way mirror). 

Separate pools or virtual disks per server avoids contention between VMs that share the 

same spindles. 

https://na01.safelinks.protection.outlook.com/?url=https%3a%2f%2fgallery.technet.microsoft.com%2foffice%2fExchange-2013-Server-Role-f8a61780&data=01%7c01%7cJeff.Goldner%40microsoft.com%7c81a5b8d50e5e496f693408d367da811b%7c72f988bf86f141af91ab2d7cd011db47%7c1&sdata=KyL6CjxtWaHk5kP6T9C9FRl1c36L2Cx6bMwu7A%2f7Ouk%3d


Summary 
The Dell Hybrid Cloud System for Microsoft is the world’s first integrated hybrid cloud 

solution validated with Microsoft Cloud Platform System Standard.  While the time to 

get the system up and running at a customer site will vary, the average time is around 

three hours. After the system is live, a customer can deploy virtual machines and set up 

appropriate private cloud workloads and enterprise applications.  This white paper 

examines the different deployment methods for some key applications and help guide 

the administrators and end users of these systems on the best method for them.  To 

find out for on this solution, please visit: www.dell.com/dhcs . 

 

http://www.dell.com/dhcs

