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&L Azure AD ([CEIEAENE1—Y— (LT, Azure AD OI1—H—ERUKS(C Azure MFA %=
BMETEEXT., CNICEKD, AT LZRAOI—F—DERBEREZFER LTSI R 7TUDRE
[CHWNT Azure MFA ZEBRTEB KD ICIADFET,

A>T ZRD Active Directory RX->% Azure AD DT« LI KJESTA LI RNIFEETD

E AT LZRAD AD FS

FREECHWNTE Azure MFA W FIFEIEEIC/RADE T,

Windows Server 2012 R2 N—X®D Active Directory RAA >DBEE
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Windows Server 2012 R2 NX—Z® Active Directory RX-A > DiF&EI(E. Azure Multi-Factor
Authentication Server ZA> L ZRICEBHAI D ET. AT LZRD ADFS T Azure MFA %
FIFARIRRICTEE T, TNICKD, AZTLZRD Web 7TUT—23>PUE—-K ROV
H—EXREDIY—X(THTBREET. Azure MFA ([CKBDREZBMMETEET . COFHEL1 R
T(E. Azure Multi-Factor Authentication Server MtZw 7w I HECDWTIEERALEE A L
TORFIAS FEESRLUTLIZE,

Azure Multi-Factor Authentication Server MOHIE
@ https://docs.microsoft.com/ja-jp/azure/multi-factor-authentication/multi-factor-

authentication-get-started-server

Windows Server @ AD FS &EH#T DK SI(C Azure Multi-Factor Authentication Server Z#4&
%93
@ https://docs.microsoft.com/ja-jp/azure/multi-factor-authentication/multi-factor-

authentication-get-started-adfs-w2k12
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Azure Multi-Factor Authentication
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R Multi-Factor Authentication DT A TOI—H —DERKRERRLET.
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nEEs
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4552 Multi-Factor Authentication Server E45 >0 — KL ET.

FIE

Windows Server 2016 X—X®D Active Directory RAAL>DIEE

Windows Server 2016 RX—X®D Active Directory RX-f > DFE(E. Windows Server 2016 @
Active Directory 5L —>3> H5—EX (ADFS) »' Azure MFA ZiEETHR—KLTHD.
BUFI(CERBAEMNTLYD Windows PowerShell Z{ERBUEAEATRHEICEMETEE.

AD FS 2016 & Azure MFA Z#&Rk LE T,
@ https://docs.microsoft.com/ja-jp/windows-server/identity/ad-fs/operations/configure-

ad-fs-2016-and-azure-mfa

AD FS OYIHBIREET (L. TSA X UREES A ESBRBEISEDMEA T, Azure MFA (FFIBETERAN
RRE(CIRDTH D, [Azure Active Directory 3> MHBRRENDET Azure MFA FRIEFFIFATE
FRAl ERRENET ., Azure MFA ZBET B(C(E. Azure AD Connect (CKDFT« LT KUE
oty 7w T#&IC. ADFS Jx>L—>3> H—/\—TROFIEZETLET,

1. ADFS Jx5L—=>3> HY—/{—(C Windows PowerShell A Active Directory E=a1—J)L&
IT ZO2Jxw=3FJLA Microsoft Online Services B >1> 7 XF> M1 =)L
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SN TULRLMES(IE. Windows PowerShell TROOY R SA>HFETUET. TNITLKD.
PowerShell S U —NS8FONBRES 1—I)LHAF D> 0O0— Ran, 1> XA M=Jlanzx
9, EZa1-I)LEA>AM—=J)LUTIES,. Windows PowerShell @« > ROERASTBEULEY,

PS C:¥> Install-Module AzureAD

PS C:¥> Install-Module MSOnline

Windows PowerShell TROIONY >R S >2%FiTUL. Azure MFA ZB3MEULE T,

PS C:¥> $certbase64 = New-AdfsAzureMfaTenantCertificate
-TenantID <Azure AD D RXA>%&>

PS C:¥> $aadAdminCred = Get-Credential
PS C:¥> Connect-MsolService -Credential $aadAdminCred

PS C:¥> New-MsolServicePrincipalCredential

-AppPrincipalld 981f26al-7f43-403b-a875-f8b09b8cd720
-Type asymmetric -Usage verify -Value $certBase64

PS C:¥> Set-AdfsAzureMfaTenant -TenantId <Azure AD D RXAA > %>
-ClientId 981f26al1-7f43-403b-a875-f8b09b8cd720

PS C:¥> Restart-Service adfssrv
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)\ ERHERE(E. Azure AD BEEY—EXEUTHRHELTED., BIETEMIC/AD TWLWET, Azure
AD D7 )\+A R EFY —EXDHER (L. Azure 'R—%)L (O https://portal.azure.com/) @ [Azure
Active Directory] JL—RT., [1—H—=&DIL—T] @ [T/)\ARADKE] SR, BEETCEFT.
Azure 52w R—4JL (O https://manage.windowsazure.com/) DH&E (. HRDFT+ LT kU
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FtA. UL, TINARADEETRUMEEZFIBINE. 1>5—RY hED PC OFNARDDT—-0FL
—XSNNE Azure AD DHEET., A>TLZXTIE AD FS DF )\ A REHF T —EXTUURET D LS (T,
RDDIFTBENTEREWSHmMNHDFET ., B, Windows 10 F/I\AADT—0TF L —X&h&.
Azure AD DH THR—hhEnNZxE7,

@ Windows 10 A>T L = XDF )\ A E&Ex(CIE Windows Server 2016 H'wE

Windows 10 (CBIFTBRT—IF L —ZXEMIE. Azure AD ANDF/)\A ZABEFDOH%FIBEIEETI, A
ST EZROBETE. RAAEM PC OF)\A RERICEID. Windows 10 /\—=3> 1511 Y
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https://manage.windowsazure.com/

[T RAA>&hiEH PC DEEIT /A XEZRH KLU Windows Hello for Business (IB#R. Microsoft
Passport for Work) W"HR— h&nEdh. ZNICIE Windows Server 2016 R—XADTA LA ~
[ RAAIREBENNETT,

T d Microsoft Windows Hello for Business dM&ZNLE
@ https://docs.microsoft.com/ja-jp/azure/active-directory/active-directory-azureadjoin-

passport-deployment

$B5% (C LD Windows Hello &8RSN TL\ET

(HfBE(CiTX & 9. Windows Hello TlE, JERD—FEEALTT /IR, 77
2 DOBE (T REEMETE I PIN) ZHASDHE

| PIN Oty Py

@ Azure AD 7 /)\ X&$ERET Windows 8.1/Android/i0S 7 /)\+1 X &&i{ I DIC(F

[FHfoD%#EfE: A>T LS RIREE Azure SHRODOER] THEUIEAZTL XD Active
Directory RXAERETE. DT /A RICDVTH Web 7TFULH—> 3> FOF2ENLT
=0T L—XSNNEEE T,

RS DF )\ (L. enterpriseregistration.localad.contoso.com @ DNS L — RERRT
BECED. AZTL=ZRD AD FS DT I\A RAEFEH—ERZRKRUE T, #9574 X(TDL
TlE FIB9 D DNS RAA DY —(0RD CNAME LO—REEHRIDIZET, ATLIZX

® AD FS T(F2<. Azure AD OF/N\A REFH—EXZFAHEIBDICENTEET,

enterpriseregistration.localad.contoso.com
CNAME enterpriseregistration.windows.net

enterpriseregistration.region.localad.contoso.com
CNAME enterpriseregistration.windows.net

2P, Windows 10 OT—0F L —XSMMB LT Azure AD Join #EEEIC DL TIE. E£EED DNS L
O— ROFEICEFEE L., Azure AD OFI/I\A RABFH—EXESBLET.,

Azure AD Connect TT/I\A RDEZTRULH I/ RT— ROEZFRULEZEMLIT BICIE. ROFIETHE
ELUEY,

1. Azure AD Connect Z-1> X b—J)LUEY—/\—T. XU v EdD [Azure AD Connect] 7711
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>wATIL ZYUw L. [Microsoft Azure Active Directory Connect] D« H'— R&EBIIELET . (B
MDHRT] R—=T BRIEOERZRRID] Z&RL, [VU1—-—>3>DLEa1—] R—=2T
[ACCOUNT] (CFTRESNBDHB—EX 7HO> ha=HERUET,

& Microsoft Azure Active Directory Connect

EINDT AT

ZOVHYATBERIAINTE T LT, SEICFRTERITIBICR. UTFOYRSERLTEE.

REORALETIE

FHEATS IV DNATIAX

F1LIM) AF-NOEH I
AT-I77 T-FORE REORE: £31)

1-H- M IOER

& Microsoft Azure Active Directory Connect

YYa1—v3v0LEa-

YYI—auOLE - Azure AD Connect 150 EEU TICRLET.

Azure Active Directory
AZURE T+L7H) ID
{ee9308a6-cb33-4a0a-9dc2-20de6392e146)

FEEENETAL IR

DIRECTORY Al N
localad: localad: N\MSOL_8b69cfc0dbds

AD FS & —/){—T Windows PowerShell D« > ROZAET, ROON> R SA>ZFTUEY,

PS C:¥> Set-AdfsDeviceRegistration -MaximumInactiveDays ©

Azure AD Connect Z-1 > X h—JLUTe—/{—T Windows PowerShell 2« > ROZMRAZE. R
DIAXR> R SA4>27&EITUEYI, Install-WindowsFeature & Install-Module OX> RLw &,
Active Directory MEBEY—)LEIN RSA >, KU Windows PowerShell DE/RES 1 —
WA AS=ILUERT., EZ1-I)LZA > XA h=JLULTES. Windows PowerShell D+ > RDO%&
HEFEIVE S

PS C:¥> Install-WindowsFeature -Name RSAT-ADDS-Tools, RSAT-AD-PowerShell
PS C:¥> Install-Module AzureAD

PS C:¥> Install-Module MSOnline

Windows PowerShell @D« > ROTRODIAN R SA>2ZFETUEI . Get-Credential I R
Lw KTl Azure AD D5« LU NUDEBBE 7LD hOERIEHRZAN U T EE0), Initialize-
ADSyncDomainJoinedComputerSync . Initialize-ADSyncDeviceWriteBack . Initialize-
ADSyncNGCKeysWriteBack I~X> RLw hDY—EX 7HD> EDERS(C(ZE. [Microsoft Azure
Active Directory Connect] D« H—R®dD [VU1—->3>DLEa1—] R—ZTHWRLEI-—Y—%
ZHRELEFT,
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PS C:¥> Import-Module "C:¥Program Files¥Microsoft Azure Active Directory

Connect¥AdPrep¥AdSyncPrep.psml"
PS C:¥> $aadAdminCred = Get-Credential

PS C:¥> Initialize-ADSyncDomainJoinedComputerSync
-AdConnectorAccount LOCALADY<H—EZX 7ZHDI> h&>

-AzureADCredentials $aadAdminCred

PS C:¥> Initialize-ADSyncDeviceWriteBack -DomainName localad.contoso.com
-AdConnectorAccount LOCALADY<H—EZX 7ZHDI> h&>

PS C:¥> Initialize-ADSyncNGCKeysWriteBack
-AdConnectorAccount LOCALADY<H—EX 7hD> h&>

Windows 10 ZH/R— h I INENSDIHEE. ROKSI(CERiRULZ PowerShell XOUT ~
(*.psl) ZERR L. AD FS H—/\—LETERITUEI. P, TORAIUT ME. Windows Server
2016 @ Active Directory RAA>HBKLU AD FS THR— hEND RXAA>&00EH PC D7/
+ ZEFk (Windows Hello for Business) DIzsbDigERESHET . CDIATUT hE. LUTFDR—
=M [AD FS FITZHIRRIEER T DNV — ROUT N h5IE—TE%Y,

Azure Active Directory A® Windows RXA > ENiEHT /1 ADBEEFRDIERR TS E
@ https://docs.microsoft.com/ja-jp/azure/active-directory/active-directory-conditional-

access-automatic-device-registration-setup

$multipleVerifiedDomainNames = $false
$immutableIDAlreadyIssuedforUsers = $false

# localad.contoso.com DEPDE. KREDRAADAICEZT|MITLSIEZL,

$oneOfVerifiedDomainNames = 'localad.contoso.com'
$rulel = '@RuleName = "Issue account type for domain-joined computers"
c:[
Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid"”,

Value =~ "-515%",
Issuer =~ "~(AD AUTHORITY|SELF AUTHORITY|LOCAL AUTHORITY)$"
1
=> issue(
Type = "http://schemas.microsoft.com/ws/2012/01/accounttype”,

Value = "DJ"
)5
$rule2 = '@RuleName = "Issue object GUID for domain-joined computers"
cl:[
Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid"”,

Value =~ "-515%",
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";objectguid;{0}",
c2.Value

query
param

)s!

$existingRules = (Get-ADFSRelyingPartyTrust
-Identifier urn:federation:MicrosoftOnline).IssuanceTransformRules

$updatedRules = $existingRules + $rulel + $rule2 + $rule3 + $ruled + $rules
$crSet = New-ADFSClaimRuleSet -ClaimRule $updatedRules

Set-AdfsRelyingPartyTrust -TargetIdentifier urn:federation:MicrosoftOnline
-IssuanceTransformRules $crSet.ClaimRulesString

$existingRules = (Get-ADFSRelyingPartyTrust
-Identifier urn:federation:MicrosoftOnline).IssuanceTransformRules

AD FS —/){—® Windows PowerShell T, ROOINX> KR SA>ZFTUET,

PS C:¥> Enable-AdfsEndpoint
-TargetAddressPath "/adfs/services/trust/13/windowstransport”

PS C:¥> Enable-AdfsEndpoint
-TargetAddressPath "/adfs/services/trust/2005/windowstransport”

PS C:¥> Restart-Service adfssrv
FleATS 3> T, Active Directory RAXA>DI)IL—TF RUS—T, UITFORUS —{EZSDT

IW—TF RUS— ATSTHK (GPO) BMERL. R+ >ShEH Windows 10 D7)\ REEHE
##. HXU Windows Hello for Business Z8Bx(CULET,

d>E1—A—DIBRYRUS—YEHRAFT >’ L— M¥Windows OV R—%R> RYFINA XD
ERYRALS(CSMUTWROAYEDI—9—EF )\ RELVLTERTS : &Y

d>E1—49—DERYRUS—YEERBAFT > L— M¥Windows > R—2> M¥Windows
Hello for Business¥Windows Hello for Business MD{EH : %)

Azure AD Connect =1 > X b—=JLUTEH—/\—T. AT hvF1C3HB [Azure AD Connect] 77
(1 >%4T)L 2YUw2o LT, [Microsoft Azure Active Directory Connect] D« H'— R&ERIIAL
ia_o

GEIMDAIRDI] R—2T [BAATS I >0OARIIAX] 20UV I UTERL. DRAN] 200
wIUET,
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& Microsoft Azure Active Directory Connect
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F4L I ZF-VOEH
A7-UU7 E-FORR REQRE: S3)

1-¥- /M IDEE

9. [Azure AD (C#E#t] R—>T. Azure AD DT« LU NUDEBIBE T HD > FOEWIEHRE AN
L. DRAN] #OUw O UET,

10. [T Lo bhUDER] R—2(& BICHERREHF T LI KNI ELTAC T L ZRAD Active
Directory A4 L X MBIIENTWDD T, AEEEET(C DRAN] 20UV IUXET,

11. [RAA>E OU DI ILFUT] R—=2TlE. BAERSKROD > 7 —OE#EAMA (OU) Z45E
DEH (CPRETEET, BIED [TARTDORAAM>E OU DEEA] TERLS, BRUERXAM> &
OU EH] Z#ERL CREINRZIEE T DHE(E. T/ A XADEETERLDIEHIC,
RegisteredDevices 1> F—ZEHMRICEDTIZE0,

12. [AT> 3>l R—>7T. VIRDT-ROEZRL] & [F/A/RDEERL] Z2FTvIUL. [R
AN 20w OULET,

& Microsoft Azure Active Directory Connect

- ATV 3UHERE

Azure AD [CEE5 BEOHECEUTRREEEERITE .
G|
Connect T1L7+Y

EX1 /00 0741327

Exchange \{TUsFEE @
Exchange X-JLO/TYYT Ta)l5- (FUE1-) @

AT [ Azure AD TV EEETLT- @

IKAT-FORE @

KAT-FOEEREL @
I-FoEEREL (TP @
FIMADEEEL @

O FL7 ) EREDER0RS @

ATavBEICETS FHIES.

13. [EZRU] R—ZTAZTLZRAD Active Directory DI 4 L X MNMBIRESN TS T &=L,
DRAN] Z20U0woOULERT,

- 106 -



& Microsoft Azure Active Directory Connect

Z2TRL
AT
Azure AD [TIEE FI A TIb-T. 1-F-OBEELOAYTLIADEEERRLTGEL.
I FIAADEEELTALA @ localad .
Connect 717 H)
F1/0U 0I<ILFY Y

A73

14. [BROERTT] X—27T. BEATT LS. BETOCRZEIBLTZSV] AFIvoE
ncnwscezRL. 8kl 20Uy IUET.

& Microsoft Azure Active Directory Connect

o BT T
A7
Azure AD [CIES B ETYILES. UTOAEETLET.

F - EALYTE TIAADEERL
Connect T1L7H) - E#T myazuread1706.onmicrosoft.com - AAD JR77

A A 0U OF1 LY « E# localad J%77
e T + IOIVEI-F-CRER T -EAERAILTSL

S2EL EAART LR, FET0eARERLTGEEL.

15. BT ULELRE] ERRSNES. [(BT] 20Uy IUFET.

16. Azure AD ([CEESRBHDT/I\A IANHDHE(E. Azure R—FILTI—H—D [F/\AX] ZHLT
RIBDCENTEFET, BERBEHT/\AADIBEHR(E. Azure V53w R—=FILTI—H—-D [5
INAR] R=ZTHRIDZEETEET ., D—UTL—XXSh0. Azure AD Shl(&. Azure /R—3)L
T(3MEFEDIESE [Workplace] [AzureAD] &ULT. Azure 53w R—4)LTIHMEREDOESE [t
ASNEH] [AAD SliEH] LU TERRENET,
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emsadmin@myazu---

Microsoft Azure <« Demo Userd2 - F/{{Z SRESTAT

=  Demo User02 - 7/{{Z
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o= S=5
- BEDEFLI NS~
HEHE
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i
. win10us B Windews 10.0.150 Workplace #
e TALZMIO-L
[ ) WINIOTGXE4 =R Windows Windows--  AzureAd
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< R
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- Azure JY—2Z
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4 POTAETS
a
>

Windows 10 @ RXAA >SiEHT /A ADBEENER(C L > TEHEREINIZT /1 X (&, Azure AD
Connect (C&KDFT« LU NJUBEHAICKD T, Azure AD (CEEAESNZE T, CDF /1 XIBEHR(L. Azure
DS52w D IR—=BIVAETEDIERR [ RAAZSIEH] EULTRRESNET, 1B, 2017 £ 6 AR
£, RXASIBHT)\A ADOEBEFEDT /1 AEFHRIE. Azure R—FILICERRSNEE A

Microsoft Azure e #’rL-L\Fﬁf‘}JLUJﬁE- @ emsadmin@myazuread1706.onmicrosoft.com m

@ localad user0O1
JO077AI o FIAR FETA BT

Demeo User == B -

Demo User01
Demo User02 T4 HiE EER e N EEDER EHBLIL P

Demo UserD3

Demo User04

Deme User05

localad user01

localad user02

Azure AD DF/N\AREFH—EXICKD>TERENET /N1 X ((TASIEH. £z AAD Sl
BHTINAR) (&, Azure AD Premium DF /A ADE SR UBEEICLD. A>TLZZD Active
Directory D RegisteredDevices 1>7F— ( [FR/R] XZa1—d [Hhsk#kee] ZBIRU TEFRR) (C
BHAESNE T . RAAZSIBEHT /A ADBEBERICL DEFREINIZT /A RE. BUBFRIICERE
NEI, T/\ARDATZ 10 M EFT/INARDMIGE. AT 0 hdTF 0O/« D DisplayName
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6. [@ O-IIDF7IFT«TENENLELE] LB SN, [BanO0-—IL] (707« T2O0—IL0DE
DHTEZOBEMHR EEEER 1 B) iREnxEd.

0 L? > B O 0 user'admin@j:;;g

. X
9 o-LoPsFIiEsEmLELE 14:21
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BCENTEZET,

. gm o T C 3 ) useradmin@myazu--- @@
re xBHxdsst > 1Y ¥ & wEEtsit G
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EEBERE] THRIDIENTEFET, BB, [TrLU MY O-IILDEEERE] 22RTET30DE.
Azure AD PIM B—EXRZEKRUIET 1 LU NUBEBETHD > hBLUTO-/ULERE (2KE
HE) O-J)LZHFOEEEF NI MIIFTT,
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& FLEa1—#EETT,
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Microsoft Identity Manager MER (A>T L = XIRiH)

Microsoft Identity Manager (MIM) (&. PFi(E Forefront Identity Manager &EME(ENTU\ZRGRDETR
THD., SEIFREEDT A LU KNY, T—HIXR=X, 7TUT—>3> 0D ID A, LD B—
EXTD)IRADT—=R, J)L—T. BIURIAMERZERIRIDIRMETI ., ZZTlE MIM2016 Tigfbansiz
tF 1 UT o HEETHDHE U A EBOFMEFIEC DWTERBALET,

TR A 2 FHESIE A
AD DS AD DS
Windows Server 2012 R2 A A IHERR (—;"j_l'ﬂLJ} Windows Server 2012 R2
.

l T3 Windows Server 2016 %€ I T(E Windows Server 2016

DC: localad.contoso.com DC: priv.local

t |

K st S (R
| | D EEH—)(—
HEO— )L MIM 2016 PAM
"""""""""""""" > e SOLServer 20142016
< . SharePoint 2013 SPL/2016
amm T == Windows Server 2012 R2/2015)
Wwindows 8.1/10 FHEF T AC—EBNLEs

PAMSY.priv.local

MIM DR LEMF

MIM OOFIEF7Z O XEE (L. Windows Server 2012 R2 ZF /=l Windows Server 2016 @ Active
Directory RAAIRIB(ICEBHATEET,

MIM OD¥FIET7 VT AEIBDIzH(C(E. BEFEDOEZEA Active Directory RX-1> &E(FBIIC, FEEIER R X
A2 (BERAANEERNCEEHDET) ZHEEITDIRENHDFEIT. MIM @ ID EEBEH—/(—-(E. T
A LA MDEBERBRGRICEDVWTHHEZ7 VR ERBZERUEY,

ID BEY—/{—DRXFLAEH G UTDESDTY, ID BIEY—/)(—(HFEEE RAA> DA /(—(C
AAB—ILTEXT . FHEBERAANCDORAA> O bO-5— (A ABM—ILTDILEETEFXT,

e XEU 8GB LUt
® Windows Server 2012 R2 ZFE/zl& Windows Server 2016

% Windows Server 2016 (C MIM O>R—%> A > X h—)LTBHEIE. MIM 2016 Service
Pack (SP) 1 BREHDA A M—IL AT« T7HRETY,

® SQL Server 2016. SQL Server 2014, ZF/=(& SQL Server 2012 SP1 LD —HINR—X IT>>
> L TFEIMER (REDIZHDIILFA M EEY > 7 v o). SRUOEEY—IL

% SharePoint 2013 SP1 (. SQL Server 2016 MUFEEHR— U TLWER A,
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SharePoint Foundation 2013 SP1 ZE /(& SharePoint Server 2013 SP1. ZF7/=(d SharePoint
Server 2016

% SharePoint Server 2016 H 5 (FERIRD SharePoint Foundation Digft(EdH D FH A
SharePoint Foundation 2013 SP1 H'5|&HisiEtesnzEx 9.

% SharePoint 2013 SP1 (&, IREFST Windows Server 2016 ZAR(CH/R— MU TULWER A
72U, .NET Framework 4.6 (CX 9 DUTDEBRZFERALUTCA A M=ILTEET,

SharePoint 2013 or Project Server 2013 Setup error if the .NET Framework 4.6 is installed
@ https://support.microsoft.com/en-us/kb/3087184

H—)\—EREEDTzsh D SSL/TLS iiERE
X COFHEAA RTE FHBZERIETDHIC. BECERIAEZFERALTBRHRLET.

HR—hEN3TSY b IJA—LAE MIM O2R—FR ROHAFENDTBICDVWTIE UMTFTORFIAS NT
R L T<IZEE0N,

MIM 2016 THR—bhEN3TSvY hITA—LA
@ https://docs.microsoft.com/ja-jp/microsoft-identity-manager/plan-design/microsoft-identity-

manager-2016-supported-platforms

@ FHMAY I RO T 7 DAF

FHEBIE R A B XU ID EEY—/\—DBRICHERIHUIRY T b T FEICERDY T b
T7(E AFD URL MBAFTEFT.

Identity and Access Management kY 2 b1 77 | Microsoft Identity Manager 2016 SP1
(180 HEEMmAR)
@ https://www.microsoft.com/en-us/download/details.aspx?id=48244

Windows Server ik 7~ 177 | Windows Server 2016 (180 HiFfihR)
@ https://www.microsoft.com/ja-jp/evalcenter/evaluate-windows-server-2016

Windows Server sHfilkY 7 k177 | Windows Server 2012 R2 (180 HEHifhR)
@ https://www.microsoft.com/ja-jp/evalcenter/evaluate-windows-server-2012-r2

SQL Server sHfIAAY 7 77 | SQL Server 2016 with SP1 (180 HiFifihR)
@ https://www.microsoft.com/ja-jp/evalcenter/evaluate-sql-server-2016

SQL Server sHfiAAY 7 77 | SQL Server 2014 SP2 (180 HiHiiik)
@ https://www.microsoft.com/ja-jp/evalcenter/evaluate-sql-server-2014

Office Servers FHMiiiRY 2 b1 77 | SharePoint Server 2016 (180 HiFfihk)
@ https://www.microsoft.com/ja-jp/evalcenter/evaluate-sharepoint-server-2016
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https://www.microsoft.com/ja-jp/evalcenter/evaluate-sql-server-2016
https://www.microsoft.com/ja-jp/evalcenter/evaluate-sql-server-2014
https://www.microsoft.com/ja-jp/evalcenter/evaluate-sharepoint-server-2016

Language Packs for SharePoint Server 2016 - English
@ https://www.microsoft.com/en-US/download/details.aspx?id=51492

SharePoint Foundation 2013 SP1 BH#A:E
@ https://www.microsoft.com/ja-jp/download/details.aspx?id=42039

Language Packs (SP1) for SharePoint Foundation 2013 SP1 - English
@ https://www.microsoft.com/en-us/download/details.aspx?id=42256

7 O REIER—9)LOY > T)L
@ https://github.com/Azure/identity-management-samples

@ MIM /R—%)LDIzbDEEEH

MIM 2016 @ MIM /R—ZJILD =& (T (&, SharePoint 2013 SP1/2016 HAGEMR(CHX T.
SharePoint 2013 SP1/2016 DREBEEFBE/N\VIZA A M=ILTBIRENGDFEFT ., £zI(E.
SharePoint 2013 SP1/2016 REEIRICEAZESE/\vIDA A M=)LTEEVERA. REBOHUR
— MOEVEES. MIM R—FILDA A =)L IS —TRBUZET,

BEA R XA > D%

eV O REBEDIZODSEEE RXAA > H XU ID BIEY—/\—DREMZHIE I DR1(C. BEARXA
SEEMUET. BERNRAAZDRAAS O MO-S5—(CRAAEERETHD> FOERIBIRTY
A2 U, ROEFEZITVET,

FERAL-Y—-BLUVIIN—T D#lRE

YHET O ABEDTETHERIT D RA1> J)L—F CorpAdmins. 1—H'— demouser Z/ERkLZE
I, E/z. NetBIOS RAAL£$$$S CEWLWSRAA> O—-HIL JIL—T&ZERULET,

ZCDOHITIE. localad.contoso.com R X > (NetBIOS RX->% LOCALAD) (C. 1—H—
demouser (&, /{XD— R P@sswOrd. £=~%& PAM Demo User TEKLTWET ., JI)L—FI1—
H—D&HI/ (AT — K& BH, ZELTLLZEV, BB, REOIY R 51420 NetBIOS RXAA
%% (IHYTIL IOA—FT—>3> (") TR, 2200 O9A4A—F—>3> () THATLESZL,

PS C:¥> Import-Module ActiveDirectory
PS C:¥> $sp = ConvertTo-SecureString "P@sswlrd" -asplaintext -force

PS C:¥> New-ADUser -SamAccountName demouser -name demouser

-DisplayName "PAM Demo User" -AccountPassword $sp -Enabled $true

PS C:¥> New-ADGroup -name CorpAdmins -GroupCategory Security -GroupScope Global

-SamAccountName CorpAdmins

PS C:¥> Add-ADGroupMember -identity CorpAdmins -Members demouser
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PS C:¥> New-ADGroup -name 'LOCALAD$$$' -GroupCategory Security
-GroupScope DomainLocal -SamAccountName 'LOCALAD$$$'

EFERYS—DE

[B—N\— IRZ2—v=1D[WV=ILIXAZa1—m5[JIL—T RUS—DER] ZFZ. [Default Domain
Controllers Policy] Zi#R&EULZEY .,

[Default Domain Controllers Policy] Tl&. XM 2 DOEBERIS —=ZHERKLUET .

> E 21— — DKUY S —Yiindows OREYEFI1UF 1 OREYO—HIL KUS—vEBA
IJ S)—

FHUS MNEBOESE
TNSORYS—DOREEERT S : BBBLUEN

FALI R H—ERDFICLADEE
TNEORYS—DREEERT S : BIBLUEN

SAM F—HANR—AAND RPC FZItAD:HH]

ID Y —)\—(Z. HHEF7ITCABEDZHI(C SID EBREOBITIEEZFIALET., TDIZHICIE. SAM
(BFa2VFq FHIUK IR—Jv—) T—HIR=—ZANDRY ND—TFAOUE—~ JO>—>v
J—J)L (RPC) ZFr] 92BN SHDET,

SAM F—HR—ZIND RPC 7Ot %#Hr] 9 BI(CIE. Windows PowerShell TROIOY> R SA>%
ET0. RA> D> hO-—S—%=BEgEgiLET,

PS C:¥> New-ItemProperty -Path HKLM:SYSTEM¥CurrentControlSet¥Control¥Lsa
-Name TcpipClientSupport -PropertyType DWORD -Value 1

PS C:¥> Restart-Computer
ISIEEE (BE) PXAAD%fR
TEARAAEGBRIDHRDOIA L AN/ RAALELUT, FHEEEBRAC> &L T priv.ocal
(NetBIOS RX-f>% PRIV) Z#fHLET.
RAAL> > bO—-5—D1 X =)L EFER

COFHiS - RTlE. Windows Server 2016 W>E1—4— DC ZRXAr> JI>bhO—-5—&ULT
prividocal RAA>ZEBHR L. CDORAAZDA)\— B —){—-T%> Windows Server 2012 R2 %=
ID BEEY—/)\—&EUTHEKRIDFIETHBALET ., prividocal D RAAEZHB IV RAC> 0> ~O—
S—HBLU ID EEBY—/N—-DI2E1—F—&(FTEE. BELTIZE,

1. BMEBERAAMCORAr> O>bO—-5—I1CF 55 —/)V—(C. Windows Server 2016 %=
[Windows Server 2016 (X bw TOXNRUITIR)] AT 3> THRAOAM—ILLET,
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2. O2>Ea—45—%% DC (CEEBEL. Y hDI—D A5 —-Tx A X(CENRX IP 7 RLAZERELE
9o T2 DNS H—/\—E UTHRERRAAZDRAA>Y D2 hO-5—D IP VRLAZHRELE
3_0

3. CCETOERMNTEES., CDP—/){—(C [Active Directory RX4> H—EX] O&E%ZA1 >R
—=ILU. T AL X prividocal D RAA> O bO—-5—EUTEBRLET . RAr> O
RO—5—D1 >R S=)LFIEICDWTIE. [FHEDREE: A>T L ZRIREE Azure FHTARD % R
| Active Directory RA1> B—EZXDA A N=)L] ZEE(CLTLIEE0,

fi Active Directory FA{ Y #-EA R -F - O %
A= fE R F=iyk H=j(-
ECERBAL be
B

AL

Ay IyRO-5-4Fv. | ] . o

R O EEOFAYIZEAY IVFI-5-E2MF3(D)

[ W EY, O FHLLWEA VERFOTALAMSENTD(E)

v ® HLLTALAFEBMTE()
AT g

IDEFORAM UEEEEELTEN
Nt FAS2E(R): |pri\r.|oca|

B—EX PhHU> bO#mE

FHEBIE R XA (DRITRY MIM OBEBESLIUT—EX 7HD> hZERLET.

RO & SEDIIL—T H—EX =
MIMAdmin Domain Admins - MIM EIEEI7HO> b~
MIMMA MIM Management Agent | S[EI(&. MIM BEfH —EX(EHERE LR

A A R—=)LBF (S E

MIMService Domain Admins MIM Service SPN "FIMService/ E I &5 — )\ — D
FQDN" &S KT "FIMService/ EIEH —
=D E1—45—-2" OEFIMBE

MIMMonitor PAM Monitoring Service

MIMComponent PAM Component Service

SQLServer SQL Server —4NR—2X

SharePoint Domain Admins SharePoint &1 . MIM | SPN "http/&IEH—/\{—d FQDN" Bk
IR—=5IL U "http/BEY—/\—DO>E1—45—

&" OBHENME

Windows PowerShell TROON> R SAZFKTIBZET, INTDOTHI> hEEFTCEEFT, 12
B, THIOO REEIRT—RIFE, #BE. BELTLESL,
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Import-Module ActiveDirectory
$sp = ConvertTo-SecureString "P@sswlrd" -asplaintext -force

New-ADUser -SamAccountName MIMAdmin -Name MIMAdmin -AccountPassword $sp

-Enabled $true -PasswordNeverExpires $true

New-ADUser -SamAccountName MIMMA -Name MIMMA -AccountPassword $sp

-Enabled $true -PasswordNeverExpires 1

New-ADUser -SamAccountName MIMService -Name MIMService -AccountPassword $sp

-Enabled $true -PasswordNeverExpires 1

New-ADUser -SamAccountName MIMMonitor -Name MIMMonitor -AccountPassword $sp

-Enabled $true -PasswordNeverExpires 1

New-ADUser -SamAccountName MIMComponent -Name MIMComponent -AccountPassword $sp

-Enabled $true -PasswordNeverExpires 1

New-ADUser -SamAccountName SqlServer -Name SqlServer -AccountPassword $sp

-Enabled $true -PasswordNeverExpires 1

New-ADUser -SamAccountName SharePoint -Name SharePoint -AccountPassword $sp

-Enabled $true -PasswordNeverExpires 1
Add-ADGroupMember -identity "Domain Admins" MIMAdmin
Add-ADGroupMember -identity "Domain Admins" MIMService
Add-ADGroupMember -identity "Domain Admins" SharePoint
setspn -S http/pamsrv.priv.local PRIV¥SharePoint
setspn -S http/pamsrv PRIV¥SharePoint
setspn -S FIMService/pamsrv.priv.local PRIV¥MIMService

setspn -S FIMService/pamsrv PRIV¥MIMService

[B—N\— IRZ2—v—=1D VI XAZa1 -5 [JIL—T RUS—DER] ZFZ. [Default Domain
Policy] KU [Default Domain Controllers Policy] Z#RELE T

[Default Domain Policy] Tld. RdD 2 DOEBRUS —Z@BRELET.
JYE1—5—0iEm¥RY > —¥Windows DFRE¥EF1UT 1 ORE¥O—HIL RUS—¥1—
Y—DEFIDEIDHT
NyF 23JELTOOIA>EERTS
ChSDRYS—DREZFEHEI D : MIMMonitor, MIMService, MIMComponent
UE—b FROMNYTREDEOTA>RIERT S

CNSDRUS —DERFEZEEHRI D : MIMMonitor, MIMService, MIMComponent

[Default Domain Controllers Policy] Tl&. XD 2 DOEBRIS—E 1 DOTVHI K RUS—%
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B LET. 28, [Kerberos RUS—]1 OF oy hOBRERZE 1 BREICEETDIE, [B—EX Fo
v hOREAEMHE] LU [1-Y— Frv haEHcEs3REEMHM] ORUS—REN. REE
NSENEN 10 9& 7 BICEESNFET.

d>Ea1—45—DBRY¥RYS—¥Windows ORE¥TF+1 U ORE¥O—HIL RUS—¥EE
RUS—

7hor rERDOER
CN5DORUS —DREZERT D : RIS IV LM
T4 LI K B—ERD7OLRADEE
CNSDORVY S —DREZERT D : MBIV KM

dE1—9—DEBRYRYUS—¥Windows DERE¥YEFIVF A DRE¥FHOU M RUS—
¥Kerberos RUS—

CNSDORVYS—DREZERT S : Frv FORREMREIRM : 1 KE

SAM F—HANR—AAND RPC 7Ot AD:HH]

SID EREOFBITIEEED =8I SAM T —SINR—ZAND RPC 7O &EHULET, ENICIE. Windows
PowerShell TROONY> R SA>2&FETL. RX> D> bO-S—%=BiEIULET.

PS C:¥> New-ItemProperty -Path HKLM:SYSTEM¥CurrentControlSet¥Control¥Lsa
-Name TcpipClientSupport -PropertyType DWORD -Value 1

PS C:¥> Restart-Computer

HEHDEE
[B—\— ¥%—Zv—]1 @ [W—)L] XZ1—m5 [Active Directory 1—H—&0>Ea1—-45—1 %
&, RAA>&EEoUvOLT [HflozRE] 200y oUFET,

(AT 0 MIHORED« F—R] R TDIOT. B—EX 7HI> bESKU MIM BEE(CHU
TRDEAEZBRLET .

dA—Y—-F=EI)IL—-7 MIMComponent, MIMMonitor, MIMservice
RETDIRY ©® RDILBH RV DHEHZEZET D

d—Y— 7RO bR, HIBR. SIUEE
IN—=T DAY=y TDOEE

dA—Y—Fr=EIIL—-7: MIMAdmin

FEIDIIRY : © FEETDINRY L IRDZEKRTD

Active Directory AT =1 hOIESE : ® COITAINT—. CDOITAIS—ADBIFOATS T
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7ot ]

Th. BROZDIT AT —ADFHFLWAT =TT SOIERK

£y @ HiHERD

E PN
IRTCDFATZ D bDIFEL
INRTDFATZ T bOHIFR
IRTOTO) G+ DFEHERD
INRTOTO) T 1 DEEAH
SID BEEDBAT

BB EEAEHE

dA—Y—=F=EIIL—7
EEITDHIRYT

Active Directory A1 hDIESE -

O A

MIMAdmin
®© BEITBHRI I DRI =ZVEKRT D

® ZTOIAINSF—NDRDODATZ T SDFH>
J1—Y— AT>Zxok

2% 0 JXRDT— RDZEE
JIRDT—RDULY

BHEOERICERFR
JOAFA(R)
ALF(H)

IR O bapE. UFoavw> R

BESHLET.

[ Active Directory 1--¢IuE2-4- - m} X
TP @BER ERM ALTH)
ez |FoE HE ThETah
[ Active Directory 1-7-£ VK1 225 =] =8
| #ESnLITY S priviocal RBadf| #7910 MBS EHTF-K X
v G privlocal et i
1 B HEDEE(D)... " -
R e ATIIO MR OEEVT-FORET
3] D¢ e ¢
. r:xwmg.E(D)_... - FP\*)
M FA Y I M0-5-0EE(C)... y \5 ATV MIEDEE M T-FET 8 LR TLELE.
U FA YD BEL RO EBE(A)... LE-
BIEVAT-(M)... MIMAgmin (PRIVEMIMAGmin) ~
FARIERN) * ROPIEAFTHSASNTNES:
FNTDIATZK) >

KAD-FOZEE
K29-FoUtryh

FOFTIIICDES:
1-%-

SA2ERTLUET. BRRIC. RA> D> bO-5—%

C:¥> dsacls "cn=adminsdholder,cn=system,dc=priv,dc=local"

/G PRIV¥MIMService:WP;"member"

C:¥> dsacls "cn=adminsdholder,cn=system,dc=priv,dc=1local”

/G PRIV¥MIMComponent :WP;"member"

ID BEY—/\—DEMHM

ID BT —/)(—(d FEBIE R A1 prividocal DRXAA> A2)\—=[CAVAR=)LUET ., ZZTlE
BHEBIERAAMNCDORAr> O bO—5—&EFRIOY—/N—(C Windows Server 2012 R2 &3>
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Ab=I)LU. A>)\— B —){— pamsrv.priv.local & U T ULZEI., D pamsrv.priv.local (C
MIM OO iR—%> hEA > X ~=)LU. ID BEY—/\—&EUTHERLET.

@ RX> 3> kO—5—& Windows Server 2016 OHR— ~

OIS A RTA> A M—=ILT S MIM 2016 D MIM OR—F> MM FFIEBIE R XA DRX
14> A2>b0O—S5—(CA>AB=)LITDZEERHETI, F/Z. Windows Server 2016 (CDULVTIE,
MIM 2016 Service Pack 1 (SP1) TH/R—haNEzI., COFHEA 1 RTE, FEBERA> %
Windows Server 2016 THEL.ID EE#HY—/(—% Windows Server 2012 R2, SQL Server 2016
SP2, BKIMERITHIFATZS SharePoint Foundation 2013 SP1 R—XTHEL TLET,

B—EX 7HU> MADI—T—DHEFIDEIDYT

HEBIE RXAVICERIICEBLUTBWEY—EXR 7HDO> ML T. O—H)L H—/\—TDI1—H—
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C:¥> iisreset /STOP

C:¥> C:¥Windows¥System32¥inetsrv¥appcmd.exe unlock config

/section:windowsAuthentication -commit:apphost

C:¥> iisreset /START
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7.

8.

SharePoint Foundation 2013 SP1 HAZE
(3) https://www.microsoft.com/ja-jp/download/details.aspx?id=42039
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Run Configuration Wizard

To complete configuration of your server, you must run the SharePoint Products
Configuration Wizard.

E Run the SharePaint Products Configuration Wizard now.
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w3(Z)
V703 5/~ EERALRVE FETATSHS(P)
M FARTOFwET—4 /T (UNC) ZE83(N) Cle@y -0t NCETATH — /(- DBERE (ht

AP SR EOHE EE0IEEEE

MIM O>R—R> DA A R=IL

AR IR—R> RO X =)L EBENT T UIZ5 RODFIET MIM O2MR—3R> A > X h—=)L
ULEY,

1. ID B —/)\—-(CFTDH—/\—(C RX1>EEE (PRIV¥Administrator) OBKIFEHRTH 1> 1>
UFET. BB, MIM O2R—F> bDA > =)LIE. MIM /R—4&)LD SharePoint B ~ L%
23> OERE (RRIVEMIMAAMIN) £ ERBERE (COFHEH - RTE PRIV¥Administrator
ZIBTE) OERTEITIDINENHDFET, HERMNEES. MIM O2R—R> b4 > X h—)LE
$5%¢(C [To install FIM portal, the setup needs to run under SharePoint Farm administrator
account...]| DI S—hHFKRrENFET,
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2. MIM 2016 SP1 D1 >R =)L X5« 77DIL— ~ZHBD FIMSplash.htm ZfdZE. [Install Service
and Portal]l] Z20Uwv 2O U%EY,

3.  [Microsoft Identity Manager 2016 - Service and Portal Setup Wizard] HM'BIiEUET . RAIDN
—=TlE. [Next] Z0Uw2oULZFET, KD [MIM Customer Experience Improvement Program]
NR—=TI(&, [Doin] F7z(E [1Idont want to join] OWLWITNHZEFEIRL. [Next] Z0Uw O ULET,

4. [Custom Setup] R—=T, RD 3 DOIAR—F MDA A M—)LZEIRL. [Next] 201w
JUEY,

® MIM Service

® MIM Service > Privileged Access Management

e MIM Portal
‘|a E:¥FIMSplash.htm P~ GH i~ - MIM Portal & Microsoft Identity Ma... ‘ ‘
-~
Microsoft Identity Manager
1 Microsoft Identity Manager 2016 - Service and Portal I;li-
Custom Setup ¢
Select the way you want features to be installed. s
Identity Manager Service and Po
Install Service and Portal Click the icons in the tree below to change the way features will be installed.
Install Service and Portal Language Pack
| =] Microsoft Identity Manager Service and | nstalls all fles and services
, =) = | MIM Service required for Privieged Access
- ¥~ | MIM Reparting Management
Identity Manager Synchronizatio e
; [ o This featuy 13MB
Service £ 3¢ = | MIM Password Registration Porte e s
Install Synchronization Service woo X v | MIM Password Reset Portal
Install Password Change Motification Sery < = 5
Identity Manager Certificate
Management Reset | ‘ Disk Usage | ‘ Back ” Mext %J ‘ Cancel
Install Certificate Manasemeant, 64 hit e — (v}

5. [Configure Common Services: Configure the MIM database connection] X—=7TId. [Database
Server] (CO—A)L O>Ea1—45—% PAMSRV S AN L. ZDENDIEE (FBIEDZEFE [Next] =
OUvIUET,

17 Microsoft Identity Manager 2016 - Service and Portal I;‘i-

Configure Common Services ¢
Configure the MIM database connection

Enter the QL Server location andfor instance (Server or Server¥Instance).

Database Server: |pAM5R-...-

Enter the database name.

Database Mame:  |Fimservice

If the database you named above already exists, how do you want to proceed?

(®) Create a new database.
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6. [Configure Common Services: Configure mail server connection] R—=7TI(&. [Mail Server]
DTFFRAN IRy OIRZZEWM(CL. [Next] Z0UvIULFET,

##  Microsoft Identity Manager 2016 - Service and Portal |;|i-

Configure Common Services ¢

Configure mail server connection
—

Enter the mail server location.

Mail Server: |

Use 551
Mail Server iz Exchange Server 2007 or Exchange Server 2010
Enable poling for Exchange Server 2007 or Exchange Server 2010

7. [Configure Common Services: Configure service certificate] XR—=T(&. [Generate a new self-
issued certificate] Z3#RU. [Next] Z0UvOULFT ., SElFFFHhZHRIETDZHC. BEES
SEEAETER L E T,

14  Microsoft Identity Manager 2016 - Service and Portal |;|i-

Configure Common Services ¢

Configure service certificate
—

Pleaze select the certificate the Service should use to allow dients to validate the Server.

() Select a certificate located in the local certificate store Select Cert

(®) Generate a new self-ssued certificate
Certificate Mame: Microsoft Identity Manaager

8. [Configure Common Services: Configure MIM service account] R—=TI(E. FBaICERLTH
Wz —EX 7HD> ~ MIMService O&&IEHRZAND L. [Next] 20UV IULFET,

#4  Microsoft Identity Manager 2016 - Service and Portal I;li-

Configure Common Services ¢

Configure the MIM service account
—

Enter the credentials of the account under which the MIM service will run. This account must be
locked down as described in the product documentation.

Service Account Name: |MIM5EI’ViEE

Service Account Password: || [

Service Account Domain: |F'R11.-'

Service Email Account: |MIM5EI’ViEE @priv.local

IMPORTAMT: The service email account is used to process requests and approvals. This email
account should be created for the exdusive use of the Identity Management service. Flease
see the Before You Begin section of the Setup Guide for more information.
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9. [Configure Common Services: Configure the Microsoft Identity Manager Service and Portal
Synchronization Service] _—=TI(&%. [Synchronization Server] ([CO—AJ)L I>E1—-45—%
PAMSRV &AAH L. MIM BEET—21 > MHICEBLUTBWZO—EX 7HDO> MZIEELT,

[Next] Z0Uw 2o UEY, SEIDOERMTIE. MIM @ Synchronization Server (BEiH—/(—) (ZE
AUEEAN. MIM O2R—R> bDA A M—=ILICINSDERZIEET DIHNENSDDET,

14 Microsoft Identity Manager 2016 - Service and Portal M

Configure Common Services ¢
Configure the Microsoft Identity Manager Service and Portal synchronizatio. .. et

Enter information about the MIM synchronization server.

Synchronization Server: |P.I5.M5R'Ll'

MIM Management Agent Account: |F‘RI'I.I'¥MIMM.-5.| *

Domiaink A coownt

[The MIM synchronization server you have entered does not exit or is not running ...] &WL\S
EZEAYVT-SHRONR—=ZICRRESNE I, [Next] 20Uy oL THITLUTLSIZE,

14 The MIM synchronization server you have entered is n..-l;li-

Configure Common Services ¢
Configure the Microsoft Identity Manager Service and Portal synchronizatio. .. =2

The MIM synchronization server you have entered does not exist or is not
running. Click 'Back’ to to enter a different server name. If you plan to install
the MIM synchronization service on 'PAMSRY later, didk ‘Mext' to accept the
configuration and continue, Refer to the installation guide for instructions on
how to change this information post deployment.

10. [Configure MIM Service and Portal: Configure connection to the MIM Service] R—=T(E. O
—H)L OA>Ea1—%5—% PAMSRV & ASHU. [Next] 2OV OUFET,

13 Microsoft Identity Manager 2016 - Service and Portal I;li-
Configure MIM Service and Portal ¢
Caonfigure connection to the MIM Service kel

Enter the server address the MIM Portal and other dients should use to contact the MIM
Service, Do not use localhost or prefix http:/f or https:// to the server address.

MIM Service Server address: |F‘AMSR1.-'|

11. JX® [Configure MIM Service and Portal: Configure connection to the MIM Service] R—=TI(4.,
[Sharepoint site collection URL] DFFX ~ /Ry IR, MIM /R—4)LRIC#fE LTz SharePoint
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Y~ JL2>3>0 URL TéhS http://pamsrv.priv.local:82 & AH L. [Next] OV w7
ULFET,

13 Microsoft Identity Manager 2016 - Service and Portal I;li-

Configure MIM Service and Portal ¢

Configure connection to the MIM Service
—

Enter the URL to the SharePoint site collection where the MIM Portal should be hosted.

Sharepoint site collection URL: |htt|:|:ﬂpamsrv.priv.lncal:szl

12. [Configure MIM Service and Portal: Configure optional portal home page configuration] ~_—
= 7TI(&. [Registration Portal URL] M7+ b Ry OXZZEH(CLT [Next] Z20JUvoIUEYT,

1  Microsoft Identity Manager 2016 - Service and Portal I;‘i-

Configure MIM Service and Portal ¢

Caonfigure optional portal homepage configuration il

Enter the password registration portal URL that the browser will navigate to when the "Register
for password reset”link on the MIM portal homepaage is dicked.

You may leave this field empty it you do not wish to customize the "Register for password reset
“ link.

Registration Portal URL: ||
Example: https://registrationportal, contoso.com

13. [Configure MIM Service and Portal: Configure security changes configured by setup] RX—=
TlEk MAHDOAT>3>ZFTYVIU. [Next] Z0UwIUFET,

#4  Microsoft Identity Manager 2016 - Service and Portal |;‘£-

Configure MIM Service and Portal ¢
Configure security changes configured by setup

Clients cannot communicate with MIM Service unless parts are opened in the firewall.
Open ports 5725 and 5726 in firewall

Users will not have access to MIM Portal site unless spedfied here.,
Setup can grant NT AUTHORITY¥authenticated users READ access.

rant authenticated users access to the MIM Portal site
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14. [Configure Privileged Access Management REST API] _X—=TI(&. [Host Name] ®FF+X k /R
v (FZEMMDFEE. [Port] (C 8086 EANL. [Next] Z0UwIULET,

14  Microsoft Identity Manager 2016 - Service and Portal |;|i-

Configure Privileged Access Management REST API ¢

Enter configuration information used by Internet Information Services (II5) =

Enter binding information for the Privileged Access Management REST API

Host Name: |
Example! pamapi.conoso. com
Port: 3085 * Verify that the selected port is open in firewall

15. JX®D [Configure Privileged Access Management REST API] R—=TI(d. SharePoint A —EX
71>k PRIV¥SharePoint O&E&IEHRZANDU. [Next] 20UvIULET,

#4  Microsoft Identity Manager 2016 - Service and Portal I;li-

Configure Privileged Access Management REST API ¢

Enter configuration information used by Internet Information Services (IIS) ke

Enter the credentials of the application pool account under which the Privileged Access
Management REST APT will run in IS,

Application Pool Account Mame sharePaint

Application Pool Account Password || [

Application Pool Account Domain |F‘RI'I.-'|

=u

C T [REST API Application Pool account is not secure in its current configuration] &UL\DZE
HERRENFEIN. [Next] 20w oL THATUET,

##  Microsoft Identity Manager 2016 - Service and Portal |;‘i-

Account Security Warning ¢

REST API Application Pool account is not secure in its
current configuration.

For more information about best practices for securing the service account, please
see Microsoft Identity Manager Service and Portal Help.
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16. [Configure the PAM Component Service] R—=T(&. PAM Component Service FI(C#HL T
Pt —EX 7HD> &~ PRIV¥MIMConponent O&&IEHRZ A L. [Next] ZOUvOULZE
3_0

14  Microsoft Identity Manager 2016 - Service and Portal |;|i-

Configure the PAM Component Service ¢

Enter the credentials of the account under which the PAM Component Service will run.

Service Account Name |MIMCumpDnent
Service Account Password || [ —— |
Service Account Domain |F'R11.-'|

17. [Configure the PAM Component Service] R—=TTI(d. MIM Monitoring Service AICER/LTH
WzHB—EX 751752 b PRIV¥MIMMonitor O&EKEHRZANIL. [Next] 20UV IULET,

14 Microsoft Identity Manager 2016 - Service and Portal I;‘i-

Configure the Privileged Access Management Monitoring Service ¢

Enter the credentials of the account under which the Privileged Access Management Monitoring
Service will run,

Service Account Name |MIMMDI‘|ib:lI'
Service Account Password || [ —— |
Service Account Domain |PR11.-'|

18. [Enter Information for MIM Password Portals] R—>Tl(E. @ADATa>w=F v o UL
F=E. [Next] 20UV 2O UET,

#J  Microsoft Identity Manager 2016 - Service and Portal I;Ii-
Enter Information for MIM Password Portals ¢

Enter optional password portal configuration 8

[ ] MIM Password Registration Portal will be installed on another host

Enter the existing account under which the password registration application pool will run in IS

Account Name: |

Dromaing Acoouwnt

[]MIM Password Reset Portal will be installed on another host

Enter the existing account under which the password reset application poal will run in IIS

Account Name: |
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19. [Install Microsoft Identity Manager Service and Portal] RX—=7T [Installl Zo0Uv2oUL. 1>
AR=)LZRBLET. 1A BM—ILETHE. BREBNEREINDIDT. BRICK> TH—/\—ZHi
BUET.

14  Microsoft Identity Manager 2016 - Service and Portal |;|i-

Install Microsoft Identity Manager Service and Portal

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

| Back || Insmlltg | Cancel |

20. U—/\—DHEESNT T UIES. BURXAEIEE (PRIV¥Administrator) OEI&IEHR CTH 1>
> UFET, MIM 2016 D1 RA =)L XF 1 T7DIL— ~(CHD FIMSplash.htm ZRIZ. [Install
Service and Portal Language Pack] #2Uw 2 L&E9, [MIM Portal] & [MIM Service] MENE
NUCDWT. [Japanese] S8/ \wOZEERUTA A M—=ILUET,

& )| €] E¥FIMSplash.hem L~ C'” C pamsr.priv.local a}ﬁﬁﬁ:‘ & Microsoft Identity M... ‘ ‘ 7 97 482

Microsoft Identity Manager

#) Microsoft Identity Manager 2010 R2 - Service and Po... IL‘E-

Custom Setup ¢
Identity Manager Service and Por Select the way you want features to be installed. b i

In=tall Service and Portal
. Click the icons in the tree below to change the way features will be installed.
In=tall Service and Portal Language Pack

- =) | MIM Service and Portal Language ~ Includes Japanese language pack
#-- =)~ | MIM Portal _ for MIM Service.
Identity Manager Synchronization = :’9' MIM Service
. ¥ - | Chinese (Simplifiec
Service X | Chinese (Taiwan) This feature requires 1729KB on
Install Synchronization Service : i X x| Ceech your hard drive.
. . . - X -| Danish
Install Password Change Motification Servic L% | Dutch v
< [T >
Identity Manager Certificate
Management Reset | [Dskusage | [ Back | mMext | [ Cancel

[n=tall Certificate Managsement, 84 bit

MIM 2016 SP1 ANDEH
MIM 2016 DOE#H/\—=3>(%. MIM 2016 Service Pack 1 (SP1) T9Y . MIM 2016 SP1 KERHD AT
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4 7 TA A R=)LUEIZEE. MIM 2016 SP1 ADEFHNNETY . MIM 2016 SP1 BRBEH AT+ 77
ZEALTARAM-ILUIEES. COFIREAETT,

BUFod URL H5 MIM 2016 Service Pack 1 (SP1) OFFH/N\vo—==45D>0O0—RU. ID EEH—/(
— (AR h=)LUTz MIM O2R—R>2 hBKXUERE/N\voZEFUET. ID EBEY—/\—A(C(F.
FIMService_KB3201389.msp &S KU LANGUAGE Packs.zip W ETY,

Microsoft Identity Manager 2016 Service Pack 1 update package
@ http://www.microsoft.com/en-us/download/details.aspx?id=54184

FHEBIER—2)LDY > TILDOERM

MIM 2016 @ PAM REST APl ZFB UZFHEEIEDIZODY > TFIL R—FIL. LLIFD URL TS
NTWLWZEJ, [Clone or download ¥v] »5 [Download ZIP] Z~Uw 2 LT, identity-management-
samples-master.zip 245> 0—RUET,

HE7 O CRAEIER—2)LOY> T
@ https://github.com/Azure/identity-management-samples

COREEIER—FIZRFATDIE. IR I —-EFILT U—EXTHET JCADHEBEZITL. 5
7 OCREZRISI D ENTEFT.

FHEBSIENR—Y)LZRET DI ROFIETEIELET.

1.

ID BIEY—/){—(CRXAEEETZHD> ~ (PRIV¥Administrator) OERIBEIRTH1>1> UE
ER

SHE7 O ABER—4)LDOY > )L (identity-management-samples-master.zip) =45 > 0—
RU. ERD/\RICEBHEUET,

ER5E) CAMD¥Privileged-Access-Management-Portal¥src (CEFENDINRTDI 7 AILB KU T A
JLA —% . C:¥Program Files¥Microsoft Forefront Identity Manager¥2010¥Privileged-Access-
Management-Portal (COE—UZETJ ., 723, Privileged-Access-Management-Portal (&. B9 TIE
KIDHENDDFET,

Windows PowerShell R, KOOV R SA>%FETL T, TCP 7/R— bk 8090 TR hEnd
Web B+ b&EVERLLET,

PS C:¥> New-WebSite -Name "MIM Privileged Access Management Example Portal"
-Port 8090 -PhysicalPath "C:¥Program Files¥Microsoft Forefront Identity
Manager¥2010¥Privileged-Access-Management-Portal¥"

X EMT C:¥Program Files¥Microsoft Forefront Identity Manager¥2010¥Privileged Access
Management REST API¥web.config ZRa. <system.webServer> o> 3> DH(C, ITD
<httpProtocol> o3> (#E#EHTERSD) ZEMUET,
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http://www.microsoft.com/en-us/download/details.aspx?id=54184
https://github.com/Azure/identity-management-samples

9.

<system.webServer>
<validation validateIntegratedModeConfiguration="false" />
<security>

</security>
<handlers>

</handlers>

<httpProtocol>
<customHeaders>
<add name="Access-Control-Allow-Credentials" value="true" />
<add name="Access-Control-Allow-Headers" value="content-type" />

<add name="Access-Control-Allow-Origin" value="http://pamsrv.priv.local:8090"
/>

</customHeaders>
</httpProtocol>

</system.webServer>

X EMRT C:¥Program Files¥Microsoft Forefront Identity Manager¥2010¥Privileged-Access-
Management-Portal¥js¥utils.js ==, pamResppApiUrl @ pamsrv.priv.contoso.local:8086
ZIRBICHODETEELUE T . COFHIS1 RDES D THNIE. pamsrv.priv.local:8086 (it
\7EBD) (TABIELFE T,

var GlobalConfig = {
pamRespApiUrl : "http://pamsrv.priv.local:8086/api/pamresources/"

}

AR O MTROOAYIR SA>2FETLUET,

C:¥> iisreset

Windows PowerShell TRODIAY> R S+ >%FE{TL. PAM REST API @ TCP /R— I 8086 H
K> TF)L IR—4)LD TCP 8090 (LI BDZEXHFAILET,

PS C:¥> New-NetFirewallRule -Name "MIM PAM PORTAL"
-DisplayName "MIM PAM PORTAL TCP 8090" -Protocol tcp -LocalPort 8090
-Action Allow -Enabled True

PS C:¥> New-NetFirewallRule -Name "MIM PAM REST API"
-DisplayName "MIM PAM REST API TCP 8086" -Protocol tcp -LocalPort 8086
-Action Allow -Enabled True

Internet Explorer TBLF®D URL ([C7OTRAUL., EHRTEDZLZ2MHERLUET. 1 DEHD URL (CiF
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LT pamroles.json J 7 )L&A D> 0O— RMAENIE. PAM REST API (F#EELTULVET .2 D
BHd URL ([CiEH9 D&, FHHEEIE/R—4)LDY > )L (Privileged Access Management Sample
Portal) W"&RENZET,

http://pamsrv.priv.local:8086/api/pamresources /pamroles

http://pamsrv.priv.local:8090/

B3 pam Portal - About X |+ = %

(m]
O priv.local bxg = @A @

Privileged Access Management Sample Portal
This portal demonstrates how to use the PAM REST API.

The PAM REST API is used by privileged accounts to access sensitive
corporate resources.

The activation to privileged access rights is done for a limited time
period: Just In Time.

The PAM REST API should be integrated into web sites or applications.

Click the entries on the left sidebar to navigate.

R B A1 > EFHEEIER R XA > DOEFERHROER

MIM DYMEZER R XA 2 (T3 UTHRIET VR EEZ1TS (L. FHEEIE R AA 2D SHROEBEA R A
SAD—HEOEHEBFHREENR L. SID BEDEITZREICTDBENDDERT ., TNICE ROFIETHE
FIDRAA 2B LET .

RXAA > RD&RIfER

PEARAA D EFEBIERAA N, HEDRAA(ICH U TR TEDLDICLET ., TDHEIC
(& DNS B—/\—DITAT—F— KR TADT—F—, TH>HFU V-2 RFT V-2 (CKDHERK.
FTeFE. RAA> O> hO—>—0 Imhosts (%Windir%¥System32¥Drivers¥Etc¥Lmhosts) 7
ILADERIRENS DA ENGDET,

BIZ(E. DNS otzh>FYU V-2%FATDIEE. FFHEEIE RXAA > AldD DNS U—/)(—(CREA R A
>® localad.contoso.com S KU _msdcs.localad.contoso.com OtzH>5F ) V-2 %ZE/RU.
TPEARAAZDRAL> O>bO—5—% DNS H—/\—&EUTEBELE T, BB, V-—>DF—F%
ST BICIE. BERRAA>D DNS H—/)\—T, NSOV = (CHT DY —EREZEHFI L TH <
ENHDET,
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PR BN ERM0 ALTH)

| @ G| Fley mr-E X
< R
5, NS N S - x|
v W b e DNS $-f(-GEEDV- .o HLW-Y TR
v BT = s e
5] _msdes.privioc FLW-YOESEEEL A5~ DNS Hli-
| privlocal e . ENYHY V-1 1 DLLED DNS $—/(—H5TE-ShTUET.
, EaasELy (RS Y-V DESES —
| RSAR AR O FSATUV-2P) ".‘V*‘i:m?;’é;ﬂa
- - = microsoft.com) - P . . -
] EpE747-5- I0Y-/-TERE DA ETAEY = A, J=»0IE-TL0 DNS $-/{-EBELTCHEEN. TO—RLE3IRCLE
@ tHH -(S)
EADY-/-ITFE ST
BOESER . VY@ U
QAT V-2 Iocalad.contoso.com| 1P PELA #-i- FQDN 3
FhH=11-(NS) ] £5ULT IP 7FLAZTIE DNS &EEMLTER >
g‘ '%lf‘:’i ‘I;“#]ui F&s @192.16810.101  ADDS.localad.contoso.com oK
2 &idfue
<

h2AFY V-mERLES. OXRR O RTROONY R SA>%= &KL, NS LI—R%E
BRRTEDCEZEEUET,

C:¥> nslookup -qt=ns localad.contoso.com

— 5. PEARAASAD DNS H—/){—T(EF. FEEEBRAL>D privocal & KU
_msdcs.priv.local DtH>A) V-2FERU FHEEB RAA>DRAC> > bO—>—% DNS
H—)\—EUTEELET. BB, V-7 —FEESITDI(CIE. EFBARAC>D DNS H—/{—-T.
INBDY -2 (T RV —ErZF U CTHB<mEBENSGDET,

2 DNS Y2—St— -|8] x
TrAILF) BE(R) TRV =
L : ) ) _msdcs.contoso.com 070/ (74 7] X
s HE XE L=
2 DNS = SOA (Start cif Aut‘horityj F—h H-i- LGS
4 § WIN2012R2-ADDS WINS V-yOERE =0
4 [ WESEY-Y e
b 1 _msdcs.contoso.com V-SEER, I -FERULY /-t - 00 -FEELET.
1 2] _msdcs.priv.local .
b (2] contaso.com W V- EEEETE gAY (- (0): o -
I (2] priv.local ® FRTOH—/—(T) e =
| BEIESEY - O F—i H—Ji— 570~ BEH39—/—03(S) it
| SRR AL )
b O] EHITA7-4— O ROG=/T-0a(H)
v [ #0-/00 05 P 7FLA T

=8 EIE: av> R JOVTH

THZAHY V-2ZER LS. O R TJO>T hTROOR> K SA2%18FL. NS LO— Rz
RETEDCLZHERUET,

C:¥> nslookup -qt=ns priv.local.
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— 5 RADEHBRDMHEL

ID BY—/\—(CHFHEBE RAA> D RALEEE (PRIV¥AdmiInistrator) OEEIFIRTH 1> >
L. Windows PowerShell ZBWTRDIR >R SA>22FITUET., CNICKD, BERNRAA (X
93— HEDEHEEGEMNFESIER (CHEBRKESNE T . Get-Credential 279D E/\AT— RODAITHNE
RENFEIHN, BERNRAAC>D LOCALAD¥Administrator D/{XDT—READLTLIZELN,

PS C:¥> $cred = Get-Credential -Credential LOCALAD¥Administrator
PS C:¥> New-PAMTrust -SourceForest "localad.contoso.com"” -Credentials $cred

PS C:¥> New-PAMDomainConfiguration -SourceDomain "LOCALAD" -Credentials $cred

Y E1EE: Windows PowerShell

T4 LD NUDFRHBD 7 O AHERDOEE

%N R A1 > localad.contoso.com (C. CDRAADEEEHD> b (LOCALAD¥Administrator)
DERRIBIRCHA>1>U. [U—/\— IR—2v—] @ [W—)L] XZa1—m5 [Active Directory 11—
H—¢a>Ea1—45—]1 ZzHZE%£9.

RAA> 250Uy O ULT [HIHOERE] 20Uy IUET, (AT 0 MEIOZRED B —R] A
EENTDDT, FHEEE RA1> prividocal DXDY—EX 7HDI> hH LU MIM BEE(CH LU TR
DEFZERUET . BB, 7HI> hzEBINT DR, BIETIEEZEA RX- > localad.contoso.com %=
BEBEITDRDCIRDTWVWBDT., UHFR] Z0Uwv O U THRRE%R privdocal (CEELTHST77HD> b
BIIUTLIZEV, FHEBIE RAA DTN hZBINTBRIC. FHEBIE RAA > D RAA 2 EEE)
75> & (PRIV¥Administrator) OB&IBIRNABERENET,

d1—Y—-F=EI)L—-7 Domain Admins, MIMMonitor
BEEITDHIRD ® ROHEBEIRODHEHEEZRET D

IARTCOI—H—IEIRDFZAHELD
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= Active Directory 1—-—& Ju¥1-5- — [m] e
TrALF)  BEA) BTNV ALTH)

T ATIII AN S T -F x
@ | Hm & BIXE - -
= — I-YF-FERIN-T ]
O Active Directory 1Y Tk 2 HFES(E 5121 TE 1 DU EERLT¢ED 'Nﬁ\ =
1 gFEEnEITY 21 i
w 1 localad.contose.com e
1§ HEDS ... ERshE1-T-LA-Tisk
\ (... & MIMAdmin (PRIVEMIMAdmin)
E FA YO EE(D)... 2, MIMMenitor (PRIVEMIMMoniter)
= By IyFO-S-0ES #2 Domain Ad.\RT\PmSI’PRIWDDrmam Admlnsl
11 RMUORELALOSE AT HRIADZEOT K
] ; BIEYAT-(M)... EETIFAT ?P)\
#£; ERE A & TAAFBILATERS, X
([ —— BOFAIEERS . EHITATENAT AT BILHTEES I
VO IRTOIAIK
ROEBIAIOHEESES 3D
EHDEETHE ox 20
O 1-1- Phovnies. Bl GEUEE "
TR O 1-F-0/{A7- FEU s FLCRED T A VE N AT-FOEEEERT 5
AT INCOL-TF-EROEHTY
O P-TDA - TOEE
o O 29K 2-5-DRA YADS
o O 47 Ruy-ouysoeE
& [ KU -DES by D6 FHE) .
J:E)F_nterprise;\5u:|mir'|5 Bl = 2 o
< > %Enterprise Key Admins|
ZOTANS-OA TSI MBS O =3 30A50L FATE ERE 30

SID J1IIV5—DiEhDIHERE SID [BEDRIME

TBERNRAAMZORAA> O bO-F—DIOX> R JOCT RTUTOIR R SA2E2FETUET,

C:¥> CHCP 65001
C:¥> NETDOM TRUST localad.contoso.com /Quarantine /domain:priv.local

C:¥> NETDOM TRUST localad.contoso.com /EnableSidHistory:yes /domain:priv.local

1 TEDOIONXY> R Sa20d, O— R R—2% 65001 (UTF-8) ICEE L TCULEY, P, HARGEIRIE (O
— R R—= 932) Tl /Quarantine:yes F7/=(& no. /EnableSidHistory:yes F/=(& no NEAFESHD
(CHREZEEURWNGENHDET.

2 ITBOONY >R SA>® /Quarantine NS XA —4—(d. TPERNRAA > (CHIT DEFFERICHNT
SID T+ ILA—MEHICIRD TWD I 7R T DI2HICIBTE L TLIVE T, SID filtering is not enabled
for this trust (SID T« VA —(FCDOFRICHUTHENICRODOTVWERBA) EXRRESNDZEZHER
TLZ&L\, SID filtering is already enabled for this trust (SID J 1 J)LA—[XDEHEICHULTEHE
MCBROTVWET) ERRINEHBEE 2 THDOIOTY> R S4>d /Quarantine Z /Quarantine:no
[CEBELTHFEITLTZE0,

3TEDONYR SA20E. FERUZEREICH LT, SID BEZBMEUET . Enabling SID history
for this trust (COEHICH LT SID BEEZBHMICUTWVWET) F/=(X SID history is already
enabled for this trust (SID EEIXCDERICHUTEMICRDODTWET) EXRSNB S EZHERL
S
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B EREEE: WYFTOVTH

‘enablesidhistory MmainIpriv.

The command completed

MIM 547>k O2R—3%> bOERM

7O XERZMAU TEHEF VT ADREFEEHF I ER(T5 Windows 8.1 F£7z(d Windows 10 &
SAT7>NNIE LT, MIM OOSA7> ~ O2R—2R>2 A2 XA M=I)LUET,

1. BEARAAZDRAAS A2)N—-T%3 Windows 547> MNCO—NILEBEEREZFDIL
—H— (FRERAAEBETHI> K) OERBERCTIA>1>ULFT,

2. MIM 2016 SP1 MDA > A R—J)L AF 4 T7D)L— ~CZ3HB FIMSplash.htm ZRHEET.

3. Windows Hh' 64 Ew k (x64) TH3H 32 Ev b (x86) THB3MTU T, [Install Add-ins
and Extensions, 64 bit] Z7/z(& [Install Add-ins and Extensions, 32 bit] oWLWInNHMEoIIwIL
Fx9,

4. [Microsoft Identity Manager 2016 - Add-ins and Extensions] D+t — RAFELET ., [HRH
Lty "7y T] R—=ZTiE [PAM Client] O>R—FR> hDOFHERIRUET .

5. [MIM PAM H—EXDT7 RL XAD#EK] R—>7TI(E. ID EEEH—){—D FQDN Tdh 3
pamsrv.priv.local ZAHU. BEED/R— bk 5725 DFFA>AS—=ILUFET,

Identity Manager Service and Portal Identity Manager Clients, Add-ins and E»
Install Service and Portal Install Add-ins and Extensions, 64 bit
Install Service and Portal Language Pack Install Add-ins and Extensions, 32 hit
L{J Microsoft Identity Manager 2016 - Add-ins and Extensions — X ‘L.dd—ins and Extensicns Langusge Pack, 64 bit
hanh FabPyt LA';,J Microsoft Identity Manager 2016 - Add-ins and Extensions — x I
HEREDA LA P LHEEREIRL TS MIM PAM #—EAQDT EL A ¢
MIM PAM D54 P2 Hod s TS SR EOHRS s
HWREOA VAR HEREE T LT —a
== v| MIM Add-ins and extensions A pAM H =i —F ELAP):
Tl % v | MIM Add+n for Outiook | ) ‘p_"'msw‘_p”v"m‘l .
T =] MM Password and Auth MIM #—2ud URL & A AL TR FLFmak LT bepy] #1k b,
(] e A-h: = |

< >

I5FH: C:¥Program Files¥Microsoft Forefro
Manager¥2010%

v k) THADEREL FaE

1) Foltl
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6. 12>AM—INETIDE O2ELI—Y-—DBEINEREINDIHENSHDFT. ZDHFEER. [
Wl 20Uy O LUTEREEULET.

7. Internet Explorer @ [ >4 —xv k AT>3>] #HEFET. [CFaUFT+w] §TCIDEX.
http://pamsrv 8K http://pamsrv.priv.local @ 2 DD Web Y« b& [O—HIL 125
—Rv ] V-2 CBIMUET,

MIM 2016 SP1 N\ODEF

MIM 2016 DO&F#H/\—=3>(d. MIM 2016 Service Pack 1 (SP1) T9J, MIM 2016 SP1 KBERADAT
14 7 TA A R=)LUTZIHZE(E. MIM 2016 SP1 ADOEFHNUNETY . MIM 2016 SP1 BRBEH AT 1 77
ZEALTARAM=ILUEEE. COFIREAETT,

BUFo URL H5 MIM 2016 Service Pack 1 (SP1) OF#FH/\wo—=%=4o>0O0—-RU. 951472 6
(CA>AR=)LUTE MIM O R—R2 hEEHUET, 517> MHEICIE. FIMAddinsExtensions_
x86_KB3201389.msp (32 Ew bhR) =F7/=(E FIMAddinsExtensions_KB3201389.msp (64 Ew MR)
w#AD>O-RUTA>AR=ILUET,

Microsoft Identity Manager 2016 Service Pack 1 update package
@ http://www.microsoft.com/en-us/download/details.aspx?id=54184

HET7 T REEDTE

FHEV O AEEDTELUT, FHENR T OB ERKE T ALY —A\DT7 IR %, FFEDL
—H— (BRI U CHFET . COTETIEFHBIAIS —(CH T DFHET T AZHCLTLEIH
RAA> I—Y—DEHP®/IRD— ROULY MREDEIEE(CDNTORHET IR ZHH T L
EHEET Y.

CorpAdmins D'V POCAHFAE2IFIORE I A IINSF—&4#H

PEARAAZDRAAS AD)N=ERD>TWVWBDII7Z7AIL B=—N—=(CHBEI ALY —Z/ERKU.
CorpAdmins RX4> wH+1UFo JIL—TFICT)L A2 bO-ILDOT7OCRAHFT=ZEZFEFT ., RDHFI
(&. Windows PowerShell Z{#FR LT C:¥CorpFs =iH5% CorpFs THAENRTEI IHITY,

PS C:¥> mkdir C:¥CorpFs
PS C:¥> New-SMBShare -Name CorpFs -Path C:¥CorpFs -ChangeAccess CorpAdmins

PS C:¥> $acl

Get-Acl C:¥CorpFs

PS C:¥> $car = New-Object System.Security.AccessControl.FileSystemAccessRule
("LOCALAD¥CorpAdmins","FullControl”, "Allow")

PS C:¥> $acl.SetAccessRule($car)

PS C:¥> Set-Acl C:¥CorpFs $acl

COIFET, CorpAdmins X1> F¥a1 U+ JIIL—T (. TERD LOCALAD¥demouser H'X4
DIIN—EUTERESNTWVWDIRETT, €Dizsh. LOCALAD¥demouser (FRwY NDJ—TRHETZDH
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http://www.microsoft.com/en-us/download/details.aspx?id=54184

BIAINSY— (¥ E1—H—RA¥CorpFS) (CTIL 7O IERTHES CE D2 RGHNRIFEZIHS5E
3-0

B pmouk [ mzors o]

BELOTHIVE
PAM Demo User

LOCALAD¥demouser

YAy #7293y
| = | CorpFs
BHBOTITA m-h ®E  ER
T L » &yk7-J » ADDS > CorpFs v O | CopFsDig= »

fe@1-4- L ~ . o

7 PG TIEA == ci=] A%
EdolGik:] & OneDrive =| EI AN eV ot FEAb

= e

o FobI-7

N D) B A o
HEEE RAA D TOMEI N —T SHEI1—Y —DIFR

SHEEE RXAC> 0 ID Y —/(—(C PRIV¥MIMAdmin OERBEHR T >1>UFT,

fthp1—H—

ar

HASA

Ereld, RAAEEE (PRIV¥Administrator) OBRIGHRTH 1> LT, OXR JOYTRNTK
DAY R S+ >%%E{T L. PRIVEMIMAdmMIn OEEIBEHR T Windows PowerShell OFTLWLT > R
ZHEET,

C:¥> runas /username:PRIV¥MIMAdmin powershell
PRIV¥MIMAdmin DJ\XT—RZATUTLSIEEU N *kkxksk
Powershell Z=1—H —"PRIV¥MIMAdmin" & U CRIIBL CULET ..

Windows PowerShell @D« > RIOTROIAN> R 54 >2%ZE{TUFET . (adds.localad.contoso.com
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FRERRACZDORACY > NO—S5—%TY)

PS C:¥> $sj = New-PAMUser -SourceDomain localad.contoso.com

-SourceAccountName demouser
PS C:¥> $jp = ConvertTo-SecureString "P@ssword" -asplaintext -force
PS C:¥> Set-ADAccountPassword -identity priv.demouser -NewPassword $jp
PS C:¥> Set-ADUser -identity priv.demouser -Enabled $true

Get-Credential -Credential LOCALAD¥Administrator

PS C:¥> $%$ca

PS C:¥> $pg

New-PAMGroup -SourceGroupName "CorpAdmins" -Credentials $ca

-SourceDomain localad.contoso.com -SourceDC adds.localad.contoso.com

PS C:¥> New-PAMRole -DisplayName "CorpAdmins" -Privileges $pg -Candidates $sj

CNICKD, $F1EFBEI1—Y — PRIV.demouser (priv.demouser@priv.local) H4HESIE RXA-1>
@ PAMObjects 1> 7 —I(CfEREN. BERNRAL>DT)L—TF CorpAdmins ® SID #1E—U
T2+ R J)L—7 LOCALAD.CorpAdmins H'E L < PAMObjects 1> 7 —(C#EfFESNET, =
=. ¥H#O—J)L CorpAdmins (C>+ R ZJ)L— LOCALAD.CorpAdmins &C45EFBEI1—Y —
PRIV.demouser MO E£9,

[ Active Directory 1-1f-F JwF1-9- - [m] X
IR BIEA) FETM ANTH)
o | nE B XER HEI P aaTER
O Active Directory 1--LI2E2-|| &5 E8 Exs)
- FESNZIIY %LGCALAD.CDIPAd\T\mS t#%aY7< .. Shadow group for Group 'CorpAdmins' from Domain 'localad.contosc.com!
v & privlocal 2, PRIV.demouser 1-#-
| Builtin
7 Computers LOCALAD.CorpAdmins® 70/{F1 T X
2| Domain Controllers . -
| ForeignSecurityPrincipalt &m M- mEFIIN-T EEE
| Managed Service Accour = R
1 PAM abjects BRS 3A /=M
| Users En) Active Directory FAf Y #-F2A F4l5-
< >

@ New-PAMGroup DEITHFC [V—R RAAZDEENEHNTRIITNEIRDEFEA] T5—

PR R X1 > D Default Domain Controllers Policy TEEER/RUS —ZBRCLTLBDICHR
D53, New-PAMGroup ONX> RLw hDETEIIC [V—X RAADEENBRITRIINERD
FEA] IS —HTRRINDBEEE. UTOTOTLREDMASGEZEERLTIEEUN,

PAM: Failed with Operation requires that destination domain auditing to be enabled
@ https://blogs.technet.microsoft.com/steady/2016/03/10/pam-failed-with-operation-
requires-that-destination-domain-auditing-to-be-enabled/
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https://blogs.technet.microsoft.com/steady/2016/03/10/pam-failed-with-operation-requires-that-destination-domain-auditing-to-be-enabled/

FEBIE RXAA 2 (C2v R JIL—THELUV LT —DERBITEZS. BERRAAZCDORAC> O
> hO—5—T. FTCROTEEEARNRA1>D LOCALAD¥demouser %, CorpAdmins J)L—TdD
A )N—HSHIBRLET . CNT. LOCALAD¥demouser (IHETI A5 — (¥¥I>E1—F—%
¥CorpFS) "D IIL POTRRERZEL O EICIRDFT ., DFED. FFEIKENREDON S, —RHME
SN POT A4 TSN TUVRVREEICIRD F U,

PS C:¥> Remove-ADGroupMember -identity "CorpAdmins" -Members "demouser™

<« =E = a X

08 PHUvE | ZEO®= |

BEVOTHIVE
PAM Demo User

HAAY A T3y LOCALAD¥demouser
M| [J [] = |ADDS
BHEOT 7T ko FEOER
1 O kwkg-7 > ADDS v |x| | ADDSOiEE

fe@1—4—
d JA9I TR
" . CertEnrall CorpFs
B GEE:| W FAZ T ) -
¥ Foun-f F0-0I5- b5

| FEady

i ¥YADDS¥CorpFs LTV T ATEREA

=] E9Fr

B v | FADDSIComfs [SHESTIYRHTIBYS A, Ry b T BB LAFRERLI S
- A%

b -397

T2 AFEIMESI DN TR, Windows ALTEHili-FESELTER

¢@ OneDrive
- REEGE

o F9h0-7
TEDEE  1E0ESEER

57

HEO—ILDF7 I57 1 T{L L IHEDER

I> R I1—H—(F. PAM Client O>R—F> M2 X b—)LENTULVD Windows I>Ea1—4—D
Windows PowerShell T. MIMPAM £ 1 —)J)L®D Get-PAMRoleForRequest & X U New-
PAMRequest <> RL v hEFERAUT—E{ESNTUWEFIEE 7 OF7« JILTEXEY,

BESER—SYILOY > TILER L TVDEEF. CDOR—4ILD [Activate (7705« T1b)] R—(C
Y1 1 —H5 — priv.demouser@priv.local O&EIBEHRTHA>1>UFT, /NXAT— R, ’B#E
Windows (CHA > >HOBEN RXA->@ LOCALAD¥demouser &EUTY,
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B pam Portal - Activate X |+ —

]
& > 0O | priviocal ﬁ‘ = éd O -

Roles f r A cntivatinn

Microseft Edge

Microsoft Edge

pamsrv.priv.local AEEELTWES.

l

priv.demouser@priv.local

FXAY: priviocal
B =BiE%ETETs

¥EO—)L CorpAdmins D705« J{bZHFEIT D E. &A1 BEE TOFREIRE CE) Ot AN EF
BjENnNxEd,

B pamPortal - Adtivate X |+ = hd

(m]
é > O ‘ privlocal jk | = @A @

PRIVIPRIV.demouser

Roles for Activation
Show entries Search: I:I

Availabili
Role Description Actions 4 Expiration ,  Availability Window o MFA Approval
Name P Time Window Enabled Enabled
Enabled
CorpAdmins false false false
RV
Showing 110 1 of 1 entries Previous 1 Next

IR Y- FEI-YT-0OBERBHREZERALTIY —INDOTIJCINERECRDET ., A
NEHE (&K 1 BE) MBI &, R—FILFZEFOVY RLy NTHIEV VT ADERZHH U
WBRD . BUZ O RFFEIIERONE T,
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Availability

Role o ! Expiration Availability ) MFA Appro
Description Actions Window
Name P Time Window Enabled Enable|
Enabled
CorpAdmins 11:53:05 false false false

Windows PowerShell Z{ER U TEFEO—ILE 7057« TILITDICE. AR JO>T hTROIY
R SAEETLU. FEMNRI—Y—0&RIEIRT Windows PowerShell @FfLWL\VEw S 3> =B
ULET,

C:¥> runas /username:priv.demouser@priv.local powershell
priv.demouser@priv.local M/N\RXT—RZEATUTLSIEETU\: *xkkkx
powershell Z1—H — priv.demouser@priv.local &UTHIBLTWLET ..

Windows PowerShell @« > ROMBILVES,. Get-PAMRoleforRequest I > RLw hERITUTH
EO—ILOFRREEHER L. New-PAMRequest OAY > RLw NTHHEO—ILE 707« TILUE T . 4518
O—=)L&7 05« L U5, Klist purge ZEiTUTFo v hZHIBRL. Windows PowerShell ™« >
RooaED [x] #ZO0UvOULTHUET,

PS C:¥> Get-PAMRoleforRequest
PS C:¥> New-PAMRequest -RoleDisplayName CorpAdmins

PS C:¥> klist purge

55— E. $HEFNBAI1I - —0D&ERIBIRT Windows PowerShell Y>> R ZO>7 k (cmd) DL
Wewvsa>zisULET,

C:¥> runas /username:priv.demouser@priv.local cmd
priv.demouser@priv.local M/ T—RZATUTLSIEEU: *xkkkx
cmd Z1—H— priv.demouser@priv.local &UTRIIELTLET ..

Windows PowerShell £/Z(EO<Y> R JO>TF b0« > ROMNREWES, HEI AT —(CT7ITEXT
TR EEMERUET,
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C:¥> dir Y¥O>E1—%—%&Y¥CorpFs

ST — X
BB A b

Azure Active Directory - 77271z X & ID - IDaaS | Microsoft Azure
@ https://azure.microsoft.com/ja-jp/services/active-directory/

Multi-Factor Authentication - 7727tz X%l | Microsoft Azure
@ https://azure.microsoft.com/ja-jp/services/multi-factor-authentication/

Microsoft Identity Manager | X220V I~ 950K 5w hIJA—A
@ https://www.microsoft.com/ja-jp/server-cloud/products-Microsoft-Identity-Manager.aspx

REFE2 A2

Azure Active Directory @ RF1X> bk | Microsoft Docs
@ https://docs.microsoft.com/ja-jp/azure/active-directory/active-directory-azureadjoin-passport-deployment

Azure Multi-Factor Authentication &(& | Microsoft Docs
@ https://docs.microsoft.com/ja-jp/azure/multi-factor-authentication/multi-factor-authentication

Azure AD Privileged Identity Management & (3 | Microsoft Docs
@ https://docs.microsoft.com/ja-jp/azure/active-directory/active-directory-privileged-identity-

management-configure

Active Directory Domain Services @ Privileged Access Management | Microsoft Docs
@ https://docs.microsoft.com/ja-jp/microsoft-identity-manager/pam/privileged-identity-

management-for-active-directory-domain-services
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https://azure.microsoft.com/ja-jp/services/active-directory/
https://azure.microsoft.com/ja-jp/services/multi-factor-authentication/
https://www.microsoft.com/ja-jp/server-cloud/products-Microsoft-Identity-Manager.aspx
https://docs.microsoft.com/ja-jp/azure/active-directory/active-directory-azureadjoin-passport-deployment
https://docs.microsoft.com/ja-jp/azure/multi-factor-authentication/multi-factor-authentication
https://docs.microsoft.com/ja-jp/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/ja-jp/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/ja-jp/microsoft-identity-manager/pam/privileged-identity-management-for-active-directory-domain-services
https://docs.microsoft.com/ja-jp/microsoft-identity-manager/pam/privileged-identity-management-for-active-directory-domain-services

=HIDRE: TRHRA /IR LE

Azure Information Protection (|IB#5. Azure Rights Management. Azure RMS) ZfERId &, 7otz
ZIERVBHEARZFMCIRE LRSS, RFIAD MOAYVE—DZESIEUTRETEET .. Azure
Information Protection (CKDREFKENTHD. VIR T IBIAPRELEAT « POHEZZITE
Ao

Azure Information Protection (& Windows Server @ Active Directory Rights Management 5 —E
X (ADRMS) OUZTIR )N\==3>THD. ATLZXIC ADRMS ZEATIDE(FERD, H—E
AEUTHHEICBATE., IICHAZMABTEE Y. £z, LEBEOE/\1IL 7/ ANDMIGERE
WRDI 7 A IEROYR— . DEESNILEE. ERAOBIMERERE., EENMLRENTLET,

@ A>T ZRIRED Active Directory Rights Management & —E X (AD RMS)

AT ZARIBICHFD Active Directory Rights Management B —EX (AD RMS) DER &F)
RBICDWTIE, COFHMIA 1 RTIEEHRAL TVFEEA. UTDORFIAS hZESF(CLTLREL,

Active Directory Rights Management Services MDIE
@ https://technet.microsoft.com/ja-jp/library/hh831364

Windows Server 2012 RMS BH&%£ No.1: Active Directory Rights Management & —EX (AD
RMS) otzwy k7w
@ https://www.microsoft.com/ja-jp/download/details.aspx?id=39724

Windows Server 2012 RMS BZZ No.2: RMS 547> hOtzw 877w & Office 2013 R
aAXA> bODIRE
@ http://www.microsoft.com/ja-jp/download/details.aspx?id=39725

Windows Server 2012 RMS B&E No.3: J7-1J)L74EE®E (FCIL: File Classification
Infrastructure) & AD RMS miEi%
@ http://www.microsoft.com/ja-jp/download/details.aspx?id=39726

Windows Server 2012 RMS BZ%Z No.4: Microsoft SharePoint Server 2013 & AD RMS &
#

@ https://www.microsoft.com/ja-jp/download/details.aspx?id=39724

Azure Information Protection (7=>7 RIRiR)

CCTlE. Azure AD OF« LY MJUDI—HY— 7HD> NT. Azure Information Protection ZFAT
TBLSICTDFIERFHBALET,

Azure AD DT+« LU KU EREAIESNIEAS T L S XD Active Directory RXAA > DHE(F. A>T
LEIXDORAAY I—H— 7HDO> hOEIEIRTH Azure Information Protection ZFIFEIT D&
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NTEFET, 2DHE. AT LZXAIC ADRMS BRIBEIWHEBETESDDEFHFA. Azure AD DT« LT
UDI1—H— FHIDRERUKIDIC, ADTLZIRDODRAAS 1—H— FHI MW LT Azure
RMS OSA T RZEDHT, RFIAD MOAVE—ZDFRE, BEIMRESNTZRFIAS MPAY
T—ADTITIANEIEET Y, F£/z. Azure Information Protection OREFo_/O>ELT, A>T
L =X® AD RMS %ZFIF9 3 Hold your own key (HYOK) A>3 >hHR— hanxEd,

SRTLEHF

Azure Information Protection Y —EXDFBEZRIEITD(CIE. 957>~ O E21—49—BXUE
NIV FINA AU T DEGZiHEIZL TLWBIRENSHDET,

J>Ea—45—:

® Windows 7 SP1 LAf#

® Mac OS X 10.9 A& S KU macO0S
T)\AIL F)I\AR:

® Windows 10 Mobile

® Windows Phone 8 SKTU 8.1

® Android 4.4 BIf& (phone HKUFTL v )
® i0S 8.0 LIBF (iPhone. iPad. iPod touch)

® Windows RT 8.1

Office 77U —>3>:

MUTFOUITROUTS 3> FEEIT 1S3> (CE&FNSD Word. Excel. PowerPoint, 8 KT Outlook (&.
Information Rights Management (IRM) (CxJi&5LT&H D, Azure Information Protection (FEiz(dA>
TLZ=XR®D AD RMS) ZFERAUTRFIAS MOXYv - #IEELRETETET,

® Office 365 ProPlus (Windows F3 Office 2013 &S KU Office 2016. Mac A Office 2016)
® Office Professional Plus 2016 (Windows H)

® Office Professional Plus 2013 SP1 (Windows HA)

® Office Professional Plus 2010 (Windows F3)

Office 2010 BABED_EERUNDI T+ = 3> . Office for Mac. Office 2013 RT. Office E/\1JL 7T,
Office for iPad. Office for iPhone. Office Online (IH¥} Office Web Apps) (&. Azure Information
Protection (CKDRERTE(FHR—NUFEEAN, BIREBEESNERFIAS MOXAYE-—0FR (2
BRIRE) (FRJEETI,
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Azure Information Protection 77U :

Azure Information Protection E1—77— J77JU(&. Windows. Mac. BKXKUE/\AIL FT/INAR(C1>
AB=J)LUTERTSD. RFa X2 bORE. HE. EH. ERRAZOEBIROIZHD 7T TS, Azure
Information Protection E1—77— 7Z7UZ{EHRTSE. PDF. Eifk. TFX MERRESTEFEIEE
(Office RFAAZ MIRL) DT F7AILZESILREIT DI ZENTE, RESNIEINSOBED T 71
IWDE2A—7—EUTHEELET, Flo. COFTUTRESNIZRFIAS hOFBARRDEH (R¥+a
A hSvF> D) ZOIEEICULET,

547> MITTD Azure Information Protection
@ https://docs.microsoft.com/ja-jp/information-protection/rms-client/use-client

Windows [IlF(C (&, Azure Information Protection 2514 7> & 7 J7UMRHRENET . COTF7TU L,
Office 7 U4 —<3>(C Azure Information Protection 77 R-r> ([{R#E] U/R> XZ1—) &=iENM
L. Office RFEZAS FOREEDFESNILOEE. FH. FHDEMZERILLET.

Windows A Azure Information Protection 751772 &
@ https://docs.microsoft.com/ja-jp/information-protection/rms-client/aip-client

BTSw NI A4 —AICHE UMz Azure Information Protection E1—77— 77U & Azure Information
Protection 547> I, UTFOHYA bOUOFENSS I O— RTEET, P, — DTSV KT
A —AIC(EETID RMS 7T UR., SlEHiTziRRMEesnNTEd,

Microsoft Azure Information Protection
@ https://portal.azurerms.com/#/download

Windows FH® Azure Information Protection E1—77— 777U & Azure Information Protection 27
SAT7> NI BUFD URL SEEYDI>CO—RIBCEETETET,

Microsoft Azure Information Protection Viewer
@ https://www.microsoft.com/en-us/download/details.aspx?id=54536

Microsoft Azure Information Protection
@ https://www.microsoft.com/en-us/download/details.aspx?id=53018

Windows FA® Azure Information Protection 251772 b(C(E. Azure Information Protection iR
HEDIES{LRESTD /O THD Azure RMS, BRUAZTLZZAD AD RMS (CHIGLTE RMS 54
77> & (Rights Managtement Service Client) J>/R—%> A EFENF I . Azure Information
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To enable Rights Management, click activate.
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[® Do you want to activate Rights Management?| EHERA VT —HAFRREINBDT, Xvtz
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Do you want to activate Rights Management?

‘When you activate Rights Management (RMS), your organization can start to protect important
decuments and emails by using Azure RMS.

This information protection selution integrates with applications, Exchange Online and SharePoint
Online, and servers such as Microsoft Exchange and Microsoft SharePoint.

m Eance'

Learn more about activating Rights Management

6. [rights management] R—=(C [@ Rights management is activated] &EFRRESNTULDZE=E
HRU. COR—DITZHUET,

Office 365

rights management
resources

= What is Rights Management?

o nghts management is activated = Rights Management Deployment
roadmap
Rights Management safeguards your email and documents, and helps = Using Rights Management

you securely share this data with your colleagues. = FAQs For Rights Management

To disable Rights Management, click deactivate.
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® Blue Coad ProxySG - Access Log (W3C)

® Barracuda - Web App Firewall (W3C)

® Check Point

® (Cisco ASA Firewall

® (Cisco FWSM

® Cisco IronPort WSA

® Cisco ScanSafe

® (Cisco Meraki - URLs log

® Dell SonicWALL

® Fortiner FortiGate

® Juniper SRX

® Juniper SSG

® McAfee Web Gateway

® Microsoft Forefront Threat Management Gateway (W3C)

® Palo Alto PA Series Firewall

® Sophos SG

® Sophos Cyberoam Web Filter and Firewall log

® Squid (Common)

® Squid (Native)

® Websense Web Security Solutions - Internet Activity log (CEF)
® Websense Web Security Solutions - Investigative detail report (CSV)
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