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Executive Summary 

The ultimate goal of information technology (IT) operations is  to p rovide efficient 

and effective services while increasing the value of IT to the organization. IT 

compliance standards require even more of the IT organization, because they 

increase the need for consistent and accurate processes. Microsoft® System 

Center Service Manager 2010, scheduled for release in 2010, connects the 

Microsoft System Center platform and extends its value by integrating 

information, knowledge, processes, activities, and workflows across the suite of 

products. This white paper discusses how System Center Service Manager and its 

integration with the other products in the System Center family can help IT pros 

provide even more efficient and effective services to their organizations. 
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Introduction 

Todayôs economic concerns are adding to the pressures already facing information 
technology (IT) organizations. IT services continue to become more complex and expand 
into new service offerings, such as application and operating system virtualization. In 
addition, IT organizations must adapt to the ever-changing needs of the business and 
provide effective and efficient delivery of IT services. In particular, IT must address 
challenges such as: 

¶ Improving the user experience and user device management. Users need the 
flexibility to perform their job functions anywhere, anytime, while receiving consistent 
support. IT organizations need to be responsive to user needs while at the same time 
reducing operational costs and ensuring that users comply with organizational policies. 

¶ Optimizing data center management. IT operations needs to improve the service 
levels of and lower costs for their data centers. Such improvements include increased 
reliability, increased compliance management, improved quality of service, and reduced 
time to issue resolution. 

¶ Aligning IT activities and deliverables to business requirements. IT operations 
needs to engage in a partnership with business to identify and optimize the right set of 
IT investments to deliver IT services that add value and are reliable, predictable, cost-
effective, and compliant. 

Providing a more consistent IT experience while increasing the effectiveness of IT 
functions, reducing IT costs, and establishing IT as a strategic business asset is the 
ultimate goal of IT service management.  
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Importance of Service-Management Processes 

The ongoing needs and requirements of the users, data center, and business should not be 
treated in isolation. IT can effectively improve the capabilities across all of these focus 
areas by increasing the coordination, productivity, and effectiveness of the people, 
processes, and technologies in the IT organization. To increase their capabilities, 
organizations often turn to service-management processes, as described in the Microsoft® 
Operations Framework (MOF), IT Infrastructure Library (ITIL), Control Objectives for 
Information and Related Technology (COBIT), and the International Organization for 
Standardization (ISO) 2000. 

However, adopting these processes in an organization can be challenging, as the guidance 
in these frameworks is often not connected to the everyday tools and tasks at hand for 

IT pros. Many IT pros view these processes as a blockerðstanding in the way of getting 
their work done. What IT pros need is a service-management solution that connects these 
frameworks with the organizationôs management tools and knowledge sources as well as 
their responsibilities. Microsoft System Center Service Manager 2010 is that solution. It 
delivers a platform for orchestrating people, process, and technology across the Microsoft 
System Center family of products. 
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Introduction to System Center Service Manager 

System Center Service Manager, currently in beta 1 and scheduled to ship in 2010, is a 
flexible IT automation platform that provides built-in workflows based on industry best 
practices for incident and problem resolution, change control, and asset lifecycle 
management. It can help provide better service management by: 

¶ Reducing the cost and improving the responsiveness of customer service requests by 
combining knowledge, self-service, and the ability to automate requests on the Service 
Manager Self-Service portal. 

¶ Optimizing processes and ensuring their use through templates that effectively guide IT 
analysts through best practices for change and incident management. 

¶ Providing the foundation for informed and cost-effective decision-making to better align 
IT systems and services to the ever-changing needs of the business. 

¶ Reducing resolution times by cutting across organizational silos, ensuring that the right 
information from incident, problem, change, release, or asset records is accessible 
through a single pane. 

¶ Delivering flexible process workflows and templates that IT pros can adapt to their 
organizationôs requirements. 

¶ Extending the value the Microsoft platform delivers by automating the processes and 
activities among System Center products. 

Figure 1 illustrates the architecture of System Center Service Manager and how it interacts 
with various categories, users, other System Center products, and external systems. 
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Figure 1. Architecture of System Center Service Manager 

As shown in Figure 1, System Center Service Manager works with other System Center 
products to provide a desktop-toïdata center perspective for orchestrating processes and 
knowledge. This unified approach helps reduce the effort required for improving the user 
experience as well as the performance and reliability of IT services. 

System Center Service Manager can help the efficiency and productivity of more than just 
the IT operations team, however. Table 1 lists the users affected by or involved in service 
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management and how they can benefit from the features in System Center Service 
Manager. 

Table 1. Users and the Benefits of Deploying System Center Service Manager 

Users How they can benefit from System Center Service Manager features 

Users Users can receive a higher level of service with faster response times and greater 

accountability than before. Users can use the Self-Service portal to: 

Å Resolve incidents they are experiencing by searching the knowledgebase. 

Å Request support and track their incidents. 

Å See IT announcements and reset their passwords. 

Å Request software and other services. 

IT operations IT operations has the relevant information integrated with the processes and activities 

required for their role, including: 

Å Change and incident templates that can be adapted to the organizationôs decisions and 

associated activities to ensure that processes are easily and consistently followed. 

Å A Configuration Management Database (CMDB), knowledgebase, and Data Warehouse 

to help IT operations make informed decisions at the time they are resolving incidents and 

requesting changes. 

Å The ability to track process workflow to understand which activities are assigned to them 

and which activities have been completed. 

IT business analyst IT business analysts need reporting to measure the quality of services being provided. 

Technical and user experience data collected through System Center solutions provides 

meaningful data for performance analysis and to identify opportunities for improvement in IT 

services and processes. 

Independent software 

vendors (ISVs) 

ISVs can extend the functionality and features of System Center Service Manager by 

creating process management packs that deliver additional value in areas such as asset 

management, request fulfillment, and workforce management. 
 

Process management packs contain the necessary workflows, views, forms, templates, 
reports, and process activities to extend System Center Service Manager with the 
information necessary to implement all or part of a service-management process. Table 2 
lists the process management packs included with System Center Service Manager and 
provides a brief description of each. 

Table 2. Process Management Packs Included with System Center Service Manager 

Process management pack Description 

Change Management The goal of change management is to ensure that changes are accurately 

assessed and approved to minimize downtime and risk to the organization. The 

Change Management process management pack does this by: 

Å Accurately creating requests for change (RFCs), including all required details 

such as the reason, priority, and impact of the change as well as links to affected 

configuration items (CIs). 

Å Initiating RFCs directly from incidents using predefined templates to ensure 

accurate and consistent recording. 
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Process management pack Description 

Å Providing flexibility to easily adapt and change review stages in accordance with 

an organizationôs guidelines and policies. 

Å Assigning manual or automated activities. 

Å Extending System Center Service Manager through an authoring tool that can 

create custom activities from predefined code or scripts from Windows 

PowerShellÊ or other scripting tools. 

Incident Management The goal of incident management is to restore services quickly and provide fast 

user response. The Incident Management process management pack does this by 

providing: 

Å Instant access to related configuration and system health information. 

Å The ability to easily define queues, escalation policies, and incident templates to 

meet organizational and business requirements. 

Å Built-in trending reports for tracking incidents and overall progress. 

Å A single, unified search engine designed to help service desk and operations 

analysts find answers quickly and accurately through the System Center Service 

Manager knowledge base and additional outside sources. 

Å Automatic incident creation and routing from alerts that Microsoft System Center 

Operations Manager 2007 generates and configuration error events that 

Microsoft System Center Configuration Manager 2007 generates. 

Problem Management  The goal of problem management is to find the root cause, identify a solution, and 

prevent incidents and problems from occurring. The Problem Management process 

management pack does this by providing: 

Å The ability to easily create a new problem record from an incident or attach an 

incident to an existing problem. 

Å An action log used to capture the actions performed to diagnose and resolve the 

problem. 

Å The capability to mark problem records as known errors to make them more 

visible to other IT analysts trying to resolve incidents. 
 

Table 3 lists the System Center Service Manager components pictured in Figure 1 and 
provides a brief description of each. 

Table 3. Components in System Center Service Manager 

Component Description 

System Center Service 

Manager 

Runs the primary services for managing the CMDB, the workflow engine, interacting with 

the Service Manager console, and running the connectors.  

CMDB The CMDB is the centralized, knowledge-driven repository for all service-management 

information discovered, inventoried, and managed throughout the System Center products. 

The CMDB database schema is an extended version of the database schema in System 

Center Operations Manager, and CMDB stores and manages CIs and the relationships 

between them. The CMDB resides in Microsoft SQL Server®. 

Data Warehouse and The Data Warehouse acts as the long-term repository for the service-management 

information that System Center Service Manager collects. The Data Warehouse is used by 
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Component Description 

reporting  the reporting functionality to generate reports through Microsoft SQL Server Reporting 

Services, which allows IT pros to view reports that show service management effectiveness 

and identify opportunities for improvement. IT pros can view the reports provided in System 

Center Service Manager (such as the incident and change-management reports) or create 

custom reports. The Data Warehouse database is stored in SQL Server. 

Knowledge base This information contains the product and user knowledge that allows IT pros to quickly 

identify and resolve incidents; it resides in the CMDB. Within System Center Service 

Manager, IT pros can create and manage knowledge base articles and allow users to view 

portions of the information. 

Connectors Connectors allow System Center Service Manager to link with other products and 

technologies, such as Active Directory® Domain Services (AD DS), System Center 

Configuration Manager, and System Center Operations Manager. Connectors allow System 

Center Service Manager to populate and synchronize the CMDB with information stored in 

other products and technologies. 

In addition, the System Center Configuration Manager connector automatically generates 

incidents from Desired Configuration Management (DCM) error events, and the System 

Center Operations Manager connector automatically generates incidents from alerts and 

can turn off the alert when the incident is resolved. 

Workflows Workflows allow IT pros to define the activities and the sequence of the activities when 

automating service-management processes. The workflows in the process management 

packs included in System Center Service Manager are based on best practices found in 

MOF and ITIL. IT pros can modify workflows to model the existing processes in their 

organization. Workflows are run by the Windows Workflow Foundation found in the 

Microsoft .NET Framework. 

Templates Templates are forms used to collect information for the process activities required for 

effective incident management and change management (such as creating and approving 

change requests). The predefined templates included in System Center Service Manager 

help minimize the risk of errors and ensure that compliance requirements are met. IT pros 

can easily create additional templates to further meet the needs of their organization without 

custom coding. 

Self-Service portal The Self-Service portal helps reduce calls to the service desk and provides convenient 

support to users. Through the portal, users can see IT announcements, search the 

knowledge base, initiate service requests, and submit incidents. When integrated with 

Microsoft Identity Lifecycle Manager (ILM) 2007, users can automatically reset their 

passwords. 
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Optimizing Data Center Management 

Data centers are the foundation for the applications and services that IT organizations 
provide to their users. Efficient and effective service management in data centers is 
essential because of the mission-critical business applications and the number of 
customers and users potentially affected by any service outages or performance issues in 
the data center. 

Challenges in Optimizing Data  Center Management  

Data center service management presents the IT organization with many challenges. 
System Center Service Manager can help improve the quality of service and reduce the 
effort required to manage data centers and meet data center challenges. The challenges in 
managing data center services include: 

¶ Adhering to compliance standards. Today, most organizations must adhere to some 
number of compliance standards or new internal policies. System Center Service 
Manager can help IT organizations collect and report compliance with these standards 
by ensuring that relevant information, known decision paths, clear roles, and embedded 
processes are in place to effectively and efficiently meet compliance requirements. 

¶ Automating service-management processes, activities, and tasks. As the number 
of applications and services supported in the data center increases, the number of 
administrative tasks grows exponentially. Service-management processes that are 
performed manually create extra effort and frustration for the IT operations team. Also, 
manual processes are prone to the introduction of configuration errors, which can result 
in service outages or data loss. Finally, manual process can be inconsistent and do not 
easily allow transition among IT pros. 

¶ Reducing the risk of unauthorized or inadvertent changes to the data center. An 
unauthorized or inadvertent configuration change in the data center can cause 
disruption of services or even data loss. The appropriate change-management 
processes are necessary to help allow only authorized configuration changes. System 
Center Service Manager can help ensure the appropriate change-management 
processes by using automated workflows and templates. 

¶ Identifying service dependencies for applications and services. Identifying the 
possible failure points in applications and services requires knowledge of all the 
dependencies for those applications and services. For example, Microsoft Exchange 

Server 2007 requires working network infrastructure services (such as name-resolution 
services and Internet Protocol [IP] configuration) and AD DS. A failure in the networking 
infrastructure services or AD DS can cause outages or a total failure of Exchange 
Server. System Center Service Manager can import service maps from System Center 
Operations Manager and extend them to include relevant business information, user 
information, and service information. Service maps in System Center Service Manager 
allow IT to better understand how issues affect services, perform root cause analysis 
faster, and quickly identify the right course for remediation. 
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¶ Responding more rapidly to changes in business requirements. Providing a data 
center that can adapt to ever-changing business requirements is essential to modern IT 
operations. Acting in partnership with IT, an organization wants a predictable, compliant, 
and repeatable process for responding to new requirements. Performing proper change-
management processes requires that IT accurately assess risk by identifying the 
affected IT components, the configuration settings (CIs) to be monitored, the approval 
process for performing changes, and the corresponding activities required to perform 
the change. IT pros can use the predefined templates, integrated CMDB knowledge, 
and service maps in System Center Service Manager to ensure an efficient and 
effective change-management process for the organization. 

Optimizing Data  Center Management Scenarios  

System Center Service Manager can help solve many of the data center service-

management challenges IT operations experiences. The following scenarios provide further 
details of how System Center Service Manager helps solve these management problems. 

Scenario: Automatically Responding to Service Outages 
In this scenario, illustrated in Figure 2, System Center Operations Manager is monitoring a 
line-of-business (LOB) application. System Center Operations Manager is configured to 
generate an alert if the application stops. The connector between System Center Service 
Manager and System Center Operations Manager automatically generates an incident from 
that alert so that IT operations can quickly resolve the incident using the embedded 
knowledge and incident templates in System Center Service Manager. 
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Figure 2. Scenario for automatically responding to service outages 

The sequence of events for responding to service outages using the integration of System 
Center Service Manager and System Center Operations Manager is as follows: 

1. System Center Operations Manager monitors an application. 

2. System Center Operations Manager detects a stopped application and generates an 
alert. 

3. System Center Service Manager receives the alert through the System Center 
Operations Manager connector, automatically generates a new incident based on the 
alert, and automatically assigns that incident to an IT pro. 

4. The IT pro opens the incident ticket and views the information in the knowledge base to 
help identify the root cause. The IT pro makes a change request through the Service 
Manager console. 

5. The change request is approved by the appropriate users as defined in the change-
management process. After the changes are implemented, the state of the application is 
changed to Healthy. 

6. System Center Service Manager receives the change in the state of the application 
through the System Center Operations Manager connector and automatically resolves 
the incident. 
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Scenario: Automatically Responding to Unauthorized Configuration Changes 
In this scenario, illustrated in Figure 3, The DCM feature in System Center Configuration 
Manager is monitoring the configuration of an AD DS domain controller. If the configuration 
of the domain controller deviates from the configuration baseline, System Center 
Configuration Manager generates an event. The connector between System Center 
Service Manager and System Center Configuration Manager allows the System Center 
solutions to automatically exchange information about the compliance state of the domain 
controller. 

 

Figure 3. Scenario for automatically responding to configuration changes 

The sequence of events for responding to configuration changes using the integration of 
System Center Service Manager and System Center Configuration Manager is as follows: 

1. The baseline configuration compliance changes for the domain controller System 
Center Configuration Manager is monitoring. 

2. System Center Configuration Manager detects configuration non-compliance and 
generates an event. 

3. System Center Service Manager receives the event message through the System 
Center Configuration Manager connector and automatically generates a new incident 
based on each event generated when changes in the configuration result in non-
compliance with the configuration baseline. The incident is automatically assigned to an 
IT pro. 
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4. The IT pro diagnoses the issue by opening the incident ticket and viewing the 
information in the knowledge base to help identify the root cause of the problem. The 
IT pro submits a change request through the Service Management console. 

5. The change request is approved by the appropriate users defined in the change-
management process. After the changes are implemented, the domain controller is 
compliant. 
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Improving the User Experience and Managing User Devices 

Todayôs users have increased expectations from IT and their technology solutions. From 
their homes, their mobile devices, the coffee shop, or the workplace, users want flexibility 
and reliable IT systems. To meet user expectations, IT needs to provide flexibility of choice 
while containing cost and ensuring that company policies and compliance requirements are 
met. Challenges in maintaining high user satisfaction while effectively managing their 
devices include: 

¶ Reducing the risk of unauthorized or inadvertent changes to user devices. An 
unauthorized or inadvertent configuration change in user devices can cause 
compatibility issues, disruption of services, or even data loss for that user and potential 
risk for the entire organization. Good change management provides freedom for users 

to install preapproved applications and configuration changes while at the same time 
providing an easy and predictable manner for users to request new software or other 
types of changes. System Center Service Manager enables good change-management 
processes by using automated workflows and templates. In addition, System Center 
Configuration Manager can detect errors in baseline configuration through connectors 
with System Center Service Manager and automatically create incident tickets. 

¶ Reducing the effort required to provide user support. Any incidents or issues that 
cause a significant increase in user support levels also increase the service desk effort. 
Because of the large number of users and their devices, user support is often a large 
percentage of service desk efforts and budgets. Typically, many of the support activities 
are labor intensive. The Self-Service portal in System Center Service Manager can help 
reduce the number of service support calls that service desk personnel must resolve. 
Through the Self-Service portal, users can: 

¶ Search for information in announcements and knowledge base articles to help find 
solutions to their issues. 

¶ Create incident tickets and view the status of their incidents. 

¶ Request software for installation on their devices. 

¶ Reset their passwords. 

Improving the User Experience Using the Self -Service Portal  

In this scenario, illustrated in Figure 4, a user wants to perform a number of tasks to allow 
him or her to resolve a common incident by him- or herself. The user can perform these 
tasks using the Self-Service portal in System Center Service Manager. The Self-Service 
portal is based on a number of Web Parts that can be used in the Self-Service portal that 
comes with System Center Service Manager; alternatively, users can use the Web Parts in 
any other portal running Windows® SharePoint® Services or Microsoft Office SharePoint 
Server 2007. 
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Figure 4. The Self-Service portal in System Center Service Manager 

Table 4 lists the types of self-help a user can perform in the Self-Service portal and 
provides a brief description of each. 

Table 4. Types of Self-help a User Can Perform on the Self-Service Portal 

Type of self-help Description  

View announcements Users can view announcements that the IT organization posts, which allows them to 

learn about upcoming events or news items that affect their services (such as planned 

maintenance outages or a new version of software).  

Search the knowledge base Users can search the knowledge base for answers to issues they might be 

experiencing. The knowledge base articles can contain information from Microsoft, 

other vendors, and the organization. Users can view the top knowledge base articles, 

or they can view all the knowledge base articles. 
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Type of self-help Description  

Perform tasks Users can perform some common administrative tasks. System Center Service 

Manager includes predefined Self-Service portal tasks, and the IT organization can 

add custom tasks to the Self-Service portal. The administrative tasks included with 

System Center Service Manager are: 

Å Resetting their password. This task allows users to reset their passwords without 

requiring interaction with an IT pro (although the process typically requires the 

approval of an IT pro). System Center Service Manager integrates ILM to perform 

the software-reset task. 

Å Installing software. This task allows users to request software installation on their 

computers without requiring an IT pro to install the software for them. However, the 

process typically requires the approval of an IT pro. This task uses System Center 

Configuration Manager. 

Manage their requests Users can create new requests and view the current status of requests they have 

already created. 
 

The advantage of the Self-Service portal for: 

¶ Users in the organization is that they receive immediate access to information and 
services that can help them resolve issuesðregardless of service desk hours of 
operation. 

¶ IT pros is that they spend less time resolving common user issues, which in turn allows 
them to focus on broader issues and new requirements. 

¶ The organization is the reduction of cost for user support. 
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Aligning IT Activities and Deliverables to Business Requirements 

Aside from the technical challenges of managing users, their devices, and data center 
services, IT organizations need to demonstrate the value and compliance of their services 
to their business partners. For example, an organization may mandate that IT provide 
specific service levels to achieve user satisfaction or comply with various service level 
agreements (SLAs) for different divisions or departments in the organization. Also, auditors 
need evidence that process controls are in place, understood, and followed to adhere to 
current compliance requirements. However, collecting and reporting those metrics may be 
time-consuming or even impossible, because the information is not readily available. 

System Center Service Manager can help IT organizations demonstrate and extend their 
service value by: 

¶ Providing ease of reporting. The reporting functionality provided in System Center 
Service Manager is based on SQL Server Reporting Services, which allows for easy 
definition, creation, and distribution of critical information about services provided. The 
flexibility in reporting allows IT pros to customize reports so that they are easily 
consumed by management in an understandable format and layout. 

¶ Adapting to changes in business requirements and managing compliance 
controls. If a management decision requires a change in the service-management 
process or control, IT can easily modify the System Center Service Manager workflows 
and templates to address those changes without the need for custom development. 

¶ Providing a customizable and extensible platform. System Center Service Manager 
allows ISVs or the organization to extend the capabilities and features of System Center 
Service Manager. For example, an ISV could develop an Asset Management process 
management pack to help the business manage its assets. 




