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iv ABOUT THIS REPORT 

 

About this report 
The Microsoft Security Intelligence Report (SIR) focuses on software 

vulnerabilities, software vulnerability exploits, malware, and unwanted software. 

Past reports and related resources are available for download at 

www.microsoft.com/sir. We hope that readers find the data, insights, and 

guidance provided in this report useful in helping them protect their 

organizations, software, and users. 

Reporting period 

This volume of the Microsoft Security Intelligence Report focuses on the third and 

fourth quarters of 2015, with trend data for the last several quarters presented 

on a quarterly basis. Because vulnerability disclosures can be highly inconsistent 

from quarter to quarter and often occur disproportionately at certain times of 

the year, statistics about vulnerability disclosures are presented on a half-yearly 

basis. 

Throughout the report, half-yearly and quarterly time periods are referenced 

using the nHyy or nQyy formats, in which yy indicates the calendar year and n 

indicates the half or quarter. For example, 1H15 represents the first half of 2015 

(January 1 through June 30), and 4Q14 represents the fourth quarter of 2014 

(October 1 through December 31). To avoid confusion, please note the reporting 

period or periods being referenced when considering the statistics in this report. 

Conventions 

This report uses the Microsoft Malware Protection Center (MMPC) naming 

standard for families and variants of malware. For information about this 

standard, see “Appendix A: Theat naming conventions” on page 147 of the full 

report. In this report, any threat or group of threats that share a common unique 

base name is considered a family for the sake of presentation. This consideration 

includes threats that may not otherwise be considered families according to 

common industry practices, such as generic detections. For the purposes of this 

report, a threat is defined as a malware or unwanted software family or variant 

that is detected by the Microsoft Malware Protection Engine. 

http://www.microsoft.com/sir
http://www.microsoft.com/mmpc
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Foreword 
We’ve been publishing threat intelligence reports for our customers, partners 

and the industry for 10 years now. During that time, we’ve published over 12,500 

pages of threat intelligence, 100+ blog posts, many videos, and delivered 

thousands of customer briefings all over the world. Over the years, the feedback 

from customers on the value of the intelligence and guidance that we’ve 

published in the Microsoft Security Intelligence Report has been nothing short of 

overwhelming. 

In the last few years, things have changed dramatically in the threat landscape, 

our visibility into it, and the speed at which we can make adjustments to help 

protect customers. The cloud has been a security game changer and it’s 

becoming more powerful every day. 

A few of the CISOs I have talked to still aren’t leveraging cloud services to help 

them protect their organization. Their current on-premises security strategy has 

them investing in SIEMs to get improved visibility into their IT environment. This 

doesn’t provide them with the intelligence they want on the threats that other 

organizations have had to face, so they augment their data by procuring 

multiple third party threat intelligence feeds. The hope is that combining all of 

this data will enable the organization to better protect, detect and respond to 

threats. 

This approach has certainly benefited many organizations. But security teams 

know it has challenges. Not all threat intelligence feeds are equal; some data 

sets are stale. It can be hard to find meaningful threats in large data sets. More 

data can make this even harder. Attracting and retaining security talent to 

analyze this data is an industry-wide challenge. If organizations can’t identify 

meaningful threats and take action in real time, the result can be more like a 

history lesson than it is helpful. 

This is where the Microsoft cloud can help. Informed by trillions of signals from 

billions of sources, Microsoft creates an intelligent security graph that helps 

protect endpoints, better detect attacks and accelerate our response. The 

intelligent security graph is powered by inputs we receive across our endpoints, 

consumer services, commercial services and on-premises technologies.  

http://blogs.microsoft.com/cybertrust/
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Every day our machine learning systems process more than 10 terabytes of data, 

including information on over 13 billion logins from hundreds of millions of 

Microsoft Account users and Azure Active Directory accounts. We’ve included 

new data in this report that provides insight into how the Microsoft cloud uses 

this massive data and machine learning to literally detect and prevent over a 

million attacks every day. 

The Microsoft cloud has the scale, the threat intelligence, and the security 

capabilities that CISOs are looking for. If you haven’t evaluated or looked at our 

cloud services in a while, it’s time to check out some of the new security 

capabilities. Start with Azure Security Center, Azure Active Directory Identity 

Protection, and Microsoft Cloud App Security. You won’t be disappointed. 

In addition, you’ll see from some of the data in this report that Windows 10 has 

been providing superior protection compared to older operating systems.  

I hope you find the 20th volume of the Microsoft Security Intelligence Report 

valuable. 

Tim Rains 

Director, Security 

Microsoft 

https://azure.microsoft.com/en-us/documentation/articles/security-center-get-started/
https://channel9.msdn.com/Series/Azure-AD-Identity/Azure-AD-and-Identity-Show-Identity-Protection-Preview
https://channel9.msdn.com/Series/Azure-AD-Identity/Azure-AD-and-Identity-Show-Identity-Protection-Preview
http://www.cloudappsecurity.com/
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How to use this report 
The Microsoft Security Intelligence Report has been released twice a year since 

2006. Each volume is based upon data collected from millions of computers all 

over the world, which not only provides valuable insights on the worldwide 

threat landscape, both at home and at work, but also provides detailed 

information about threat profiles faced by computer users in more than a 

hundred individual countries and regions. 

To get the most out of each volume, Microsoft recommends the following: 

Read 

Each volume of the report consists of several parts. The primary report typically 

consists of a worldwide threat assessment, one or more feature articles, 

guidance for mitigating risk, and some supplemental information. A summary of 

the key findings in the report can be downloaded and reviewed separately from 

the full report; it highlights a number of facts and subjects that are likely to be of 

particular interest to readers. The regional threat assessment, available for 

download and in interactive form at www.microsoft.com/security/sir/threat, 

provides individual summaries of threat statistics and security trends for more 

than 100 countries and regions worldwide. 

Reading the volume in its entirety will provide readers with the most benefit and 

context, but the report is designed to provide value in small doses as well. Take 

a few minutes to review the summary information to find the information that 

will be of most interest to you and your organization. Consult the table of 

contents and the index to learn more about particular topics of interest. 

Share 

Microsoft also encourages readers to share each released volume, or its 

download link, with co-workers, peers, and friends with similar interests. The 

Microsoft Security Intelligence Report is written to be useful and accessible to a 

wide range of audiences. Each volume contains thousands of hours of research 

disseminated in easy to understand language, with advanced technical jargon 

kept to a minimum. Each section and article is written and reviewed to provide 

the most value for the time it takes to read. 

https://www.microsoft.com/security/sir/threat/
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Assess your own risk 

Reading about the threats and risks that affect different types of environments 

presents a good opportunity to assess your own risks. Not every computer and 

entity faces the same risk from all threats. Assess your own risks and determine 

which topics and information can help you to best defend against the most 

significant risks. 

The volume and scope of threats facing the typical organization make it 

important to prioritize. The greatest risk to any computer or organization is 

posed by currently and recently active threats. Pay attention to the threats that 

have most commonly affected your region or industry, focusing particularly on 

the most common successful attacks in the wild that cause the most problems. 

Give less consideration to very rare or theoretical-only attacks, unless your 

computers are at particular risk for such threats. 

Educate 

Microsoft strives to make this report one of the most valuable sources of threat 

and mitigation information that you can read and share. We encourage you to 

use the Microsoft Security Intelligence Report as a guide to educate your 

employees, friends, and families about security-related topics. 

Anyone, including a business, may link, point to, or re-use articles in the 

Microsoft Security Intelligence Report for informational purposes, provided the 

material is not used for publication or sale outside of your company and you 

comply with the following terms: You must not alter the materials in any way. 

You must provide a reference to the URL at which the materials were originally 

found. You must include the Microsoft copyright notice followed by “Used with 

permission from Microsoft Corporation.” Please see Use of Microsoft 

Copyrighted Content for further information. 

Ask questions 

Contact your local Microsoft representative with any questions you have about 

the topics and facts presented in this report. We hope that each volume 

provides a good educational summary and helps promote dialog between 

people trying to best secure their computing devices. Thank you for trusting 

Microsoft to be your partner in the fight against malware, hackers, and other 

security threats. 

https://www.microsoft.com/en-us/legal/intellectualproperty/Permissions/default.aspx
https://www.microsoft.com/en-us/legal/intellectualproperty/Permissions/default.aspx
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Protecting identities in the 

cloud: Mitigating password 

attacks 
Azure Active Directory Team 

Protecting identities is foundational to how Microsoft protects 

its customers’ user accounts, devices, apps, and data. In a 

mobile-first, cloud-first world, identity and access management 

is a critical capability that enables secure communication, 

collaboration, and information and resource sharing. Identity is 

the key to controlling access to services, devices, and 

information, as well as to providing visibility and insight into 

where and how data is being used. 

Account compromise is among the most serious cyber risks that consumers and 

organizations face. For consumers, a compromised account could provide an 

attacker with access to their personal information, pictures, videos, financial 

information, and access to their social networks, which could lead to identity 

theft. For organizations, a single compromised identity provides attackers an 

entry point that can be used to further compromise the organization’s 

environment.     

Microsoft is an identity and access provider for both consumers and enterprise 

users, spanning both on-premises infrastructures and cloud services. The scale 

of Microsoft cloud services is such that tremendous insights are gained when 

attackers seek to compromise user accounts of consumers and enterprises. 

Microsoft uses these insights to provide world-class protection. 

This section of the Microsoft Security Intelligence Report focuses on some of the 

things that Microsoft does to prevent account compromise, even in cases where 

attackers have possession of valid account credentials. Two sources provided 

the data for this section: Microsoft Accounts, which are primarily used by 
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consumers, and Azure Active Directory, which is primarily used by organizations 

such as enterprise customers and schools. 

Microsoft Account 

A Microsoft Account, formerly called Windows Live ID, is the combination of a 

user name and a password that customers use to sign into services such as Bing, 

Outlook.com, OneDrive, Windows Phone, Skype, Xbox LIVE, Windows 8.1, 

Windows 10, and others. When a Microsoft Account is set up across a user’s 

devices and services, access to contacts, documents, photos, and settings follow 

them on whatever devices they use, including Windows PCs, tablets, phones, 

Xbox consoles, Macs, iPhones, or Android devices. 

Azure Active Directory 

Azure Active Directory provides single sign-on to thousands of cloud (SaaS) 

apps such as Office 365, Workday, Box, Google Apps and more. It also provides 

access to on-premises web apps. Azure Active Directory features multi-factor 

authentication (MFA), access control based on device health, user location, 

identity, and risk, in addition to holistic security reports, audits, and alerts. 

The following statistics describe how different services are being used by 

organizations, which helps put the scale of Azure Active Directory into context. 

These statistics were obtained at the end of the reporting period for this volume 

of the Security Intelligence Report, December 31, 2015: 

 95 percent of all organizations and 90 percent of the world’s 2,000 largest 

organizations use Active Directory on-premises. 

 There were 8.24 million tenants in Azure Active Directory comprising more 

than 550 million users. 

 Most of these tenants were small businesses with fewer than 500 user 

accounts and were not synchronizing from an on-premises instantiation of 

Active Directory. 

 A minority of these 8.24 million tenants had more than 500 user accounts, 

but because they are comparatively large, they accounted for 91 percent of 

all the identities in Azure Active Directory. 

 At the time these statistics were collected, Azure Active Directory was 

averaging more than 1.3 billion authentications per day. 
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Scale + intelligence = Better protection 

Across the aforementioned services and devices, Microsoft processes more than 

13 billion requests from hundreds of millions of users every day. 

This massive scale enables Microsoft to gather an enormous amount of 

intelligence on malicious behavior, which helps prevent the compromise of 

Microsoft Accounts and block the use of leaked or stolen credentials. These 

efforts help protect consumers who use Microsoft Accounts as well as 

organizations and enterprise customers. 

Mitigating password attacks 

Ever since passwords were first implemented in computer technology, attackers 

have used password-based attacks in their attempts to compromise user 

accounts. Their efforts have been directed at networks, websites, devices, and, 

more recently, cloud services. Over time, attackers have developed extremely 

sophisticated means of compromising accounts; phishing, brute force, social 

engineering, and other types of attacks are used to obtain user passwords. 

When breaches occur on websites and databases across the industry, the 

credentials that are harvested from such attacks are used in future attacks. They 

are sometimes compiled into massive lists of leaked and stolen 

passwords (some of these lists have been found with more than 

a billion passwords) that are sold, traded, and shared on the 

Internet. Because password reuse across accounts is common, 

even a single leaked password can provide an attacker with 

access to every one of a user’s accounts. 

To prevent and mitigate such attacks, Microsoft uses a multi-

layered system of protection mechanisms. The keystone of 

these protection systems is machine learning. Every day, 

Microsoft machine learning systems process more than 10 

terabytes of data, including information on more than 13 billion 

requests from hundreds of millions of Microsoft Account users. These systems 

are powerful tools that enable Microsoft protection systems to aggregate and 

analyze huge data sets to take timely action. Microsoft also uses tools such as 

incorrect password lockout and location-based blocking. Multiple algorithms 

analyze a wide range of data produced by Microsoft systems, working in real-

time to stop attacks before they are successful, and retroactively to swiftly 

To prevent and 

mitigate password 

attacks, Microsoft 

uses a multi-

layered system of 

protection 

mechanisms. 
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remediate compromised accounts and revoke any access that an attacker might 

have obtained.  

The capabilities described in the preceding paragraph are combined with other 

protection algorithms, data feeds from the Microsoft Digital Crimes Unit and the 

Microsoft Security Response Center, phishing attack data from Outlook.com and 

Exchange Online, and information acquired by partnering with academia, law 

enforcement, security researchers, and industry partners around the world to 

create a comprehensive protection system that helps keep customers’ accounts 

safe. 

From all this data gathering and analysis, each day Microsoft’s account 

protection systems automatically detect and prevent more than 10 million 

attacks, from tens of thousands of locations, including millions of attacks where 

the attacker has valid credentials. That’s over 4 billion attacks prevented last year 

alone.  

Microsoft Accounts that are determined to be compromised are automatically 

entered into an account that are determined to be compromised are 

automatically entered into an account recovery process that allows only the 

rightful owner to regain sole access to the account. Microsoft Account users can 

also check the recent sign-in activity for their Microsoft account and report 

suspicious activity, as seen in Figure 1.  

Figure 1. Screen shot of “Check the recent sign-in activity for your Microsoft account” 

 

http://windows.microsoft.com/en-us/windows-10/check-the-recent-sign-in-activity-for-your-microsoft-account
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Similarly, for Azure Active Directory accounts, Microsoft protection systems work 

to help mitigate problems for any accounts that are determined to be 

compromised. Potentially fraudulent login attempts and compromised accounts 

are reported to organizations via Access and Usage reports provided by 

Microsoft Azure Active Directory Premium, as seen in Figure 2. 

Figure 2. Azure Active Directory access and usage reports 

 

In a world in which massive lists of leaked and stolen passwords exist and 

passwords are commonly reused across websites, services, and devices, account 

compromises by attackers who use valid credentials are equally common. 

Microsoft machine learning systems consider the full scope of data described 

earlier to determine when an account login attempt, even with a valid password, 

is likely fraudulent. For Microsoft Accounts, these login attempts are blocked 

until a second authentication factor is provided. For Azure Active Directory, 

Identity Protection allows administrators to create policies that require additional 

authentication or block the attempt outright, based on the risk score of the 

login. An example can be seen in Figure 3.  

http://microsoft.com/identity
https://azure.microsoft.com/en-us/documentation/articles/active-directory-identityprotection/
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Figure 3. Screen shot of Identity Protection, displaying some risky events and possible configuration vulnerabilities and the risk-

based policy console 

 

Figure 4 illustrates how the volume of blocked IP addresses changed from week 

to week in the second half of 2015 when the account password was valid but the 

protection system determined that the login attempt was likely fraudulent. 
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Figure 4. Number of IP addresses blocked from logging into Microsoft consumer cloud services in 2H15 when indicators suggested a 

fraudulent login attempt 

 

The geographic locations of IP addresses that attempt fraudulent login requests 

are unevenly distributed around the world. Figure 5 provides a view into the 

distribution of IP addresses that attempted to log in to Microsoft consumer 

services during the second half of 2015 but were automatically blocked from 

doing so.  
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Figure 5. Number of IP addresses blocked from logging into Microsoft consumer cloud services in 2H15, by region 

 

Figure 6 shows the geographic distribution of blocked IP addresses in the 

second half of 2015 by region. Almost half (49 percent) of these IP addresses 

were located in Asia, while 20 percent were in South America, 14 percent were in 

Europe, 13 percent in North America, and 4 percent in Africa.   

Figure 6. Geographic distribution of IP addresses blocked from logging into Microsoft consumer cloud services 

during 2H15, by region 
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One of the factors that the machine learning system uses to block login 

attempts is whether the location of the login attempt is a familiar location to the 

legitimate user. Compromised login attempts that were blocked during the 

second half of 2015 were attempted from unfamiliar locations almost three 

quarters of the time.  

Consumers and organizations can do a number of things to help mitigate the 

threat of account compromise as a result of password-based attacks. 

 The security of your account is particularly important if your username is an 

email address, because other services may rely on your email address to 

verify your identity. If an attacker takes over your account, they may be able 

to take over your other accounts too (like banking and online shopping) by 

resetting your passwords by email. 

 Tips for creating a strong and unique password: 

 Don’t use a password that is the same or similar to one you use on any 

other website. A cybercriminal who can break into that website can steal 

your password from it and use it to steal your account. 

 Don’t use a single word (e.g. “princess”) or a commonly-used phrase 

(e.g. “Iloveyou”).  

 Do make your password hard to guess even by those who know a lot 

about you (such as the names and birthdays of your friends and family, 

your favorite bands, and phrases you like to use). 

 Two-step verification boosts account security by making it more difficult for 

hackers to sign in—even if they know or guess your password. 

 If you turn on two-step verification and then try to sign in on a device we 

don’t recognize, we’ll ask you for two things:  

 Your password.  

 An extra security code. 

 We can send a new security code to your phone or your alternate email 

address, or you can get one through an authenticator app on your 

smartphone. 

 Organizations should take advantage of Azure Active Directory Identity 

Protection. More information is available at: Azure AD and Identity Show: 

https://channel9.msdn.com/Series/Azure-AD-Identity/Azure-AD-and-Identity-Show-Identity-Protection-Preview
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Identity Protection Preview. Go to www.aka.ms/identityprotection to get 

started with Identity Protection. 

Additional information about holistic protection strategy is available in this 

eBook: Protect Identities, Devices and Your Company Information in Today’s 

Device-Centric World. 

 

 

https://channel9.msdn.com/Series/Azure-AD-Identity/Azure-AD-and-Identity-Show-Identity-Protection-Preview
http://www.aka.ms/identityprotection
https://info.microsoft.com/Vision-Paper-Protecting-and-Empowering-Your-Connected-Organization.html
https://info.microsoft.com/Vision-Paper-Protecting-and-Empowering-Your-Connected-Organization.html
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