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About this report

TheMicrosoftSecurity Intelligence Report (SRuses on software
vulnerabilities, softwareulnerability exploits, and malicious and potentially
unwanted softwarePast reports and related resources are available for
download atwww.microsoft.com/sirWe hope that readers find the data,
insights, andyuidance provided in this report useful in helping them protect
their organizations, software, and users.

Reporting period

This volume of théMlicrosoft Security Intelligence Regdoduses on thehird and
fourth quarters of 2012, with trend data for the last several years presented on a
guarterly basis. Because vulnerability disclosures can be highly inconsistent from
quarter to quarter and often occur disproportionately at certain times of the year,
statistics abut vulnerability disclosures are presented on a hadtrly basis.

Throughout the report, halyearly and quarterly time periods are referenced
using thenHyy or nQyy formats, whereyy indicates the calendar year and
indicates the half or quarter. Fexample, 1H12 represents the first half of 2012
(January through June 30), and 4Q11 represents the fourth quarter of 2011
(October 1 through December 31). To avoid confusion, please note the reporting
period or periods being referenced when consideringgetstatistics in this report.

Conventions

This report uses the Microsoft Malware Protection CeriiddMPQ naming

standard for families and variants ofalware and potentially unwanted

software. For i nf or ma Microsoft Mallwace lProtection i s st andar d, <
Center Naming Standar@d o n t h e MMPhES repod éng thréator

group of threats sharing a common unique base name is considered a family for

the sake of presentation. This includes threats that may not otherwise be

considered families according to common industry practices, such as adware

programs andgeneric detections.

Infection rates are given using a metric callemmputers cleaned per mille
(CCM), which represents the number of computers cleaned for every 1,000
executions othe MSRT For example, the MSRT has 50,000 executions in a
particular location in the first quarter of the year and removes infections from
200 computers, the CCM for that location in the first quarter of the year is 4.0
(200 + 50,000 x 1,000k.0r periods longer than a quarter, the CCM is averdge
for all quarters contained in the period.

JulydDecember 2012 %
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Executive Foreword

Welcome to Volume 14 of th®licrosoft Security Intelligence Rep@ver the

past six and a half year s fpagedolitkreap ubl i shed
intelligence in this reporiCategories of focus continue to include trends and

insights on security vulnerabilities, exploit activity, malware and potentially

unwanted software, spam, phishing, malicious websites, and security trends

from 105+ locations around the world.

Volume 14 contains the latest intelligence with analysis completed, focused on
the second half of 2012 and inclusive of trend data going back a year or more.
To summarize across the findings of hundreds of pages of netadadustry

wide vulnerability disclosures are down, exploit activity has increased in many
parts of the world, several locations with historically high malware infection rates
saw improvements but the worldwide malware infection rate increased slightly,
Windows 8has the lowest malware infection rate of any Windehbased

operating system observed to date, Trojans continue to top the list of malware
threats, spam volumes went up slightly, and phishing levels remainedistant.

Wedve also included some new, previously 1
the report that helps quantify the value of using antimalware software.
Characterizing the value of security software in a way that resonates relative to
other IT investrants persists as a challenge for many organizations; especially
those who have successfully avoided a security crisis for a long period of time.
And, the efficacy of antimalware software is often the source of discussion by
Security professional®ased ortelemetry from hundreds of millions of systems
around the world, Volume 14 returns the data on malware infection rates for
unprotected systems versus systems that run antimalware softwiére verdict

is in: systems that run antimalware software have ificamtly lower malware
infection rates, even in locations with the highest malware infection rates in the
world. This data will likely help many people understand the value of using
antimalware softwar@ which we continue to consider a best practice and
strongly recommend to all of our customers.

I hope you find this volume of thilicrosoft Security Intelligence Repgséful
and enlightening. | also encourage people to visiicrosoft.com/sirwhich
includes a varist of additional information.

Adrienne Hall
General Manager, Trustworthy Computing
Microsoft
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Trustworthy Computing Security
engineering at Microsoft

Amid the increasing complexity of todayds comput
growing sophistication of criminal attacks, enterprise organizations and

governments are more focused than ever on protecting their computing

environments so that they and theioostituents are safer online. With more

than a billion systems using its products and services worldwide, Microsoft

collaborates with partners, industry, and governments to help create a safer,

more trusted Internet.

Mi crosoftds Tr ustnizationfdtysesOrocmregtingtandn g or g a
delivering secure, private, and reliable computing experiences based on sound
business practices. Most of the intelligence provided in this report comes from
Trustworthy Computing security centdrsthe Microsoft Malware Praiction
Center(MMPC), Microsoft Security Response CerildER(, and Microsoft
Security Engineering CentéMSEQR which deliver indepth threat intelligence,
threat response, and security science. Additional information comes from
product groups across Microsband from Microsoft ITMSIT, the group that
manages global IT services for Microsoft. The report is designed to give
Microsoft customers, partners, and the software industry a-nmlinded
understanding of the threat landscape so that they wélin a better position to
protect themselves and their assets from criminal activity.
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Running unprotected:
Measuring the benefits of
realtime security software
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Practicing safe browsing habits, such as using a web browser withibstfety
features and paying attention talerts and warnings encountered while
browsing, is one of the most important steps Internet users can take to protect
themselves from malicious software (malwa¥d)evertheless, it can sometimes
be difficult for even experienced Internet users to avowining into contact

with malware. The cybercriminals who publish and distribute malware devote
significant effort to convincing or tricking Internet users into clicking links that
lead to malware, or that download malicious attachments or applications. Even
familiar and trusted websites can sometimes be exploited by attackers to
distribute malware using tactics such as drive downloads. (See pages for
more information about driveby downloads.)

An antivirus or antimalware product that offers retithe protection is one of the
most crucial defenses a computer user has against these and other malware
distribution tactics. Unfortunately, many computers are not praeetby reat

time antimalware software, either because no such software has been installed,
because it has expired, or because it has been disabled intentionally by the user
or secretly by malware. New data analyzed by Microsoft reveals the magnitude
of the additional risk that such computers and their users face: in the second half
of 2012, computers that did not have re@ne antimalware protection were

more than 5 times as likely to be infected with malware and potentially
unwanted software as computetbat did have protection.

This section of théicrosoft Security Intelligence Repgmavides additional

details about these findings, including statistics that pertain to different countries
and regions and to different operating systems and service dagkls.

Although the figures may vary slightly between different regions and platforms,
the overall message is very clear: using ftale antimalware software from a
reputable vendor and keeping it up to date is one of the most effective steps
individuak and organizations can take to reduce their exposure to malware.

Why go without real-time antimalware protection?

Windowsusers have many options for effective re@ahe antimalware

protection. Enterprise IT departments typicaliye Group Policyo install

security software on client computers and keep it updated. For home users and
others, a number of vendors offer basic refine products that can be

1 Seewww.microsoft.com/securitjor informative tips and advice about staying safe online.
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downloaded or installed inexpensively or at no chargeattdition, all currently
supported versions of Windowisiclude mechanisms for monitoring the state of
security software running on the computer and displaying alerts and other visual
cues to inform the computer user when securityftware is not installed, not
running, or out of date.

Figurel Windowsalerts the user if antimalware software is disabled or not installed

, Turn on virus protection [ X
. %Y virus protection is turned off. Tap or click to turn on
Windows Defender,

| & |43 e G

With so many options and reminders, why would usen®ose to go

unprotected? For some users, it may not be a choice. A number of prevalent
malware and potentially unwanted software famile® capable of disabling
some security products, potentially wiht the user even knowing. Other users
may disable or uninstall security software intentionally because of perceived
performance issues, a belief that protection is not necessary, or a desire to run
programs that would be quarantined or removed by securstyftware. In other
cases, users lose vip-datereatt | me pr ot ecti on when they do
subscriptions for their antimalware software, which may come imstalled with
their computers as limitedime trial software. Whatever the reason, users who
dondt have ttimaanttmalweaneipmotgction @aee kignificantly
greater risk from malware infection than users who do, as the following pages
will reveal.

Realtime protection statistics

TheMicrosoft Security Intelligence Repogasures compur infection rates
with a metric calledomputers cleaned per mil{f€CM), which indicates the
number of computers cleaned by the Microsoft Malicious Software Removal
Tool (MSRT)dr every 1,000 computerscanned by the tool. (See pagefor
more information about the CCM metric.)

Most computers that run the MSRIbtain each monthly release of the tool
automatically through a Microsoftpdate service such as Windows Updaité
executes in the background and automatically removes selected prevalent

4 Microsoft Security Intelligence Report, Volume 14



malware families from the computer. Recent releases of the M&Réct and

report details about the state of redime antimalware software on the

computer, i f the computerds administrator has cfF
to Microsoft. This telemetry makes it possible to analyze security software usage

patterns around the world and correlate them with infection rates.

Figure2. Unprotected computerseach month in 2H12

30%

25%
— —o— —— *— .

20%

15%

10%

Percent of computers that were unprotected

5%

0%
Jul Aug Sep Oct Nov Dec

On average, about 24 percent of computeiscanned by the MSREach month

in 2H12 were not running redgime antimalware software or were running eut
of-date antimalware software at the time they were scaniexferred to as
ounpr odcempg wtder s 6 iAsFiguré3isimwsstleesetcompute)s

were significantly more likely to be infected with malware than computers with
up-to-datereaktime protection( 0 pr ot ect ed computer so)
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Figure3. Infection ratesfor protected and unprotected computers each month in 2H12
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Computers that did not have wto-date reattime antimalwareprotection were
5.5 times more likely on average to report malware infections each month than
computers that did have protection. The CCligk unprotected computers

ranged from 11.6 to 13.6, and the C@&w¥iprotected computers ranged from 1.4
to 3.8.

Operating system statistics

Computers running newer Windowsgersions and service pack levels were
generally more likely to run wpo-date reattime antimalware soWare, as
shown inFigure4.
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Figure4. Unprotected computersn 2H12py operating system version and service paekel

35%
32.3%

30% 28.2%
25% 24.1%
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20%
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15%
10% 8.1%
7.0%
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32 32 64 32 64
0%
SP3 SP1
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Percent of computers that were unprotected

Windows XP Windows Vista Windows 7 Windows 8

32 = 32-bit edition; 64 = 64bit edition. SP = Service Pack. RTM = release to manufacturingrafipg systems with at least 0.05
percent of total MSRE&xecutions in 2Q12 shown.

Computers running Windows8 had the highest rate of protection, with just 8.1
percentof computersrunning the 32bit edition and 7.0 percent of computers
running the @}-bit edition lacking upto-date reattime protection. Windows3
includes realtime antimalware and antispyware protection by defatnthich is
likely a significant factor in the reduced numhErWindows8 computers not
running security software; previous releases of Windolasnot include real
time antimalware software by default. In addition, Windd8wsas only generally
available for slightly more than two months of the hakar period, which
provided less of an opportunity for redlme protection toexpire or tobe
disabled by computer usersr by malware.

Among supported releases of Window#he lowest rate of protection was
observed on computers running the RTM version of Winddiysf which 32.3
percent of computers running the 3dit edition and 28.2 percent of computers
running the 64bit edition lacked upto-date reattime protection. Computers
running Windows7 SP1the most recent service pack available for Windais
were significantly less likely to lack rdiahe protection than computers running
the RTM version.

2 Seewindows.microsoft.com/eAUS/windows8/windows defenderfor more information about antimalware
protection in Windows8.
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Although infectionrates for unprotected computers were significantly higher
than those for protected computers, regardless of operating system version or
service pack level, platforms with greater usage oftopdate security software
also tended to have lower infection &4 in general, as shown kigureb.

Figureb. Infection ratesfor computerswith andwithout up-to-date realtime antimalware protection in 2H12, by operating system
version and service pack level

25.0
= Protected
g 20.4 = Unprotected
)
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Q
c
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0.0 — —_—
32-bit 32-bit 64-bit 32-bit 64-bit 32-bit 64-bit 32-bit 64-bit
Windows XP  Windows Vista SP2 Windows 7 RTM Windows 7 SP1 Windows 8 RTM

SP3
32 = 32bit edition; 64 = 64bit edition. SP = Service Pack. RTM = release to manufacturingrafipg systems with at least 0.05
percent of btal MSRTexecutions in 2Q12 shown.
Of all the currently supported Windowdient operating system and service pack
combinations, WindowXPSP3 had the smallestlativedifference between the
infection rates of protected and unprotected computers, with protected
computers reporting an infection ratd.7 times greater than unprotected
computers More recently released versions of Windofeature a number of
security improvements that are not included in WindoX®8 which means that
even protected computersunning WindowsXPface risks from exploitation and
mal ware infection that dondt apply to mor
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Figure6. Infection ratesfor computers running Window&XPand WindowsVistawith and without upto-date reattime antimalware
protection in 2H12, by month
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4.0 Windows XP SP3
’ d protected

Computers cleaned per 1,000 scanned (CCM)

0.0
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The RTM version of Windows which had the highest percentage of
unprotected computers of any platform (skn inFigure4), also displayed the
highest infection rates for unprotected computers, with a C6M20.4 for the
32-bit edition and 12.5 for the 6+bit edition. This correlatiosuggests that a
larger population of unprotected users within a platforcneates an attractive
target for attackers
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Figure?. Infection ratesfor computers runningWWindows7 and Windows8 with and withoutup-to-date reaktime antimalware
protection in 2H12, ¥ month
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On Windows8, which had the lowest infection rateverall,unprotected
computers have arinfection rate(CCM that is 16.Zimesgreaterthan the
infectionrate for protected users. Thigdifferenceis much higher than average
and suggestghat protected users benefit far more from their protection than
protected users on other platform8ecause Window8 includes realtime
antimalware protection by defaufmany or most unpro¢cted Windows3
computers may lack protection because their users have chosen to disable it.

The threat family most commonly detected by Microsoft security products on
Windows8 computers in 2H12 wad/in32/Keygen a detection for tools that
generate keys for vdous software products that are often distributed by

software pirates to enable users to run software illegally. Such tools are typically
detected as malware or potentially unwanted software by most antimalware
scanners, so some users may choose to disdhkir security software to use the
tools5 As the analysis presented here demonstrates, such users face significantly

3 Seeblogs.msdn.com/b/b8/archive/2011/09/15/protectingou-from-malware.aspxor more information

about this change and other security improvements in Wind@vs

4 As withother Windows releases, many computer vendors ship Windows 8 with a preinstalled trial version of a
different antivirus productThe MMPC wiltontinue tomonitor MSRT telemetry to determine whether

Windows 8 computersend to become unprotected due to éienseexpiration or for other reasons.

5 Microsoft classifies Win32/Keygers potentially unwanted software rather than malware, and therefore does
not include detection signatures for the family in the MSRT

Microsoft Security Intelligence Report, Volume 14
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greater risk from malware than do users who leave +t@le protection
enabled®

S e ©perating system infection ratés o0 n 4%f@ mae information and
statistics about infection rates by operating system.

Geographic statistics

Figure8 and Figure9 show the infection ratelifferences for protected and
unprotected computers in locations around the world tviparticularly high and
low infection rates overall.

Figure8. Infection ratesfor protected and unprotected computers in three locations with high CCM

140.0
< 1200 7 N
3 o S
= 0 - 4
© 1000 — - - Pakistand unprotected
= ’ el — , Georgia d unprotected
o > 4 ~
S 80.0 o 4
- [ 4 e <
o}
o
=]
2 60.0
I
o
o
&
&£ 400
>
Qo
£
[
O
200 Worldwide & unprotected
F___;'%- — = —4—% Pakistand protected
== = j: Georgia d protected
0.0 Worldwide 0 protected
July August September October November December

Pakistarand Georgia which both had significantly more computers without-up
to-date reattime protection than the world as a whole (38.6 percent in Pakistan,
33.5 percent in Georgia) also displayedbager infection rategap between
protected and unprotected computers than the world overall. In Pakistan,
unprotected computers were 11.7 times more likely to be infected than
protected computers, which translates toGCMover 100.0 in 5 out of the 6
months in 2H18 in other words, the MSRfbund that more than 1 of every 10
unprotected computers in Pakistan was infected with malware. In Georgia,

6S e ®eceptive downloads: Software, music, and modieso n  p Mligra@soft Secority Intelligence Report,
Volume 13 (Januadjune 2012pr more information about Keygeand the threats users face from unsecure
software distribution channels.
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12

unprotected computers were 14.0 times more likely to be infected than
protected computers, with CCNigures betveen 75.0 and 95.5 each month,
compared to a range of 4.6 to 6.4 for protected computers in Georgia.

In Korea infection rates for both protected and unprotected computers were
heavily influenced by a steep increase in detections of the roggeurity
softwarefamilyWin32/Onescarand the Trojan downloader family
Win32/Pluzoks which affected both protected and unprotected computers in
similar proportions. Overall, the infection rafier unprotected computers in
Korea in 2H12 was 1.6 times higher than the infectionfaatprotected
comput er s Rbduesecerity s@teade ®@ n 5df@ gae
information.

Figure9. Infection ratedor protected and unprotected computers in three locations wittw CCM
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Unprotected computers in Japamave an infection ratéhat is 10.4imes highe
than the infection ratdor protected compuers. The overall infection raia
Japan for protected users igry low, at 0.2n average. Unprotected users
make up 23.2percentof computers in Japan, which is slightly lower ttie
worldwideaverage.

The infectio ratefor unprotected computersin Finlandis 8.6 times higher than
the infection ratefor protected computers there. Finland also has a significantly
higher adoption rate for reatime security software than the world as a whole,
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with only 14.6 percent of computers in Finland lackipgto-date reaktime
protection.

In Denmark unprotected computers have an infection ratigat is 9.3 times
higher than that of protected computers. The adoption rate for r¢ahe
security softwarén Denmarkis slightly higher than for the world as a wholgth
19.8 percent of computers lackingp-to-date realtime protection, about 4
percentage points lower than the global average.

Guidance Fighting infection with real-time
protection

Although there is no such thing as a perfect security product, the figslin this
section clearly show that using reime security software from a reputable
vendor and keeping it up to date are two of the most important steps individuals
and organizations can take to reduce the risk they face from malware and
potentially tnwanted software. With attackers becoming ever more proficient at
exploiting software vulnerabilities and trusted relationships to spread malware in
unexpected ways, it is dangerous for even expert users to assume that they will
be able to detect threats o their own without the help of redime protection
before being affected by them. Simply installing and using +txale

antimalware software can help individuals and organizations reduce malware
infectionby more than 80 percent. Segww.microsoft.com/windows/antivirus
partnersfor a list of vendors that provide consumer security software solutions
for Windows

Users who believe their security software may hagerbdisabled by malware
should take advantage of a tool like the Microsoft Safety Scanner
(www.microsoft.com/security/scannerbr Windows Defender Offline
(windows.microsoft.com/enUS/windows/whatis-windows defender-offline) to
scan their computers for malware and remove any threats thatfacend.
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Vulnerabilities

Vulnerabilitiesare weaknesses in software that enable an attacker to

compromise the integrity, availality, or @nfidentiality of the software or the

data that itprocesses. Some of the worst vulnerabilities allow attackers to exploit

the compromised system by causing it to run mal.|
knowledge.

Industry-wide vulnerability disclosures

A disclosureas the term is used in thdicrosoft Seaity Intelligence Repqris

the revelation of a software vulnerability to the public at large. Disclosures can
come from a variety of sources, includipgblishers of the affected software
security software vendors, independent security researchers,eash malware
creators.

The information in this section is compiled from vulnerability disclosure data that
is published in the National Vulnerability DatabasB/Q), the US government
repository of standardshased vulnerability management datt nvd.nist.gov

The NVDrepresents all disclosures that have a published CVE (Common
Vulnerabilities and Exposures) identiffer.

FigurelOillustrates the number of vulnerability disclosures across the software
industry foreachhally ear per i od AboutthigrepbrBl1 @ n vp&ge 0
for an explanation of the reporting period nomenclature used in this report.)

7 CVE entries are subject to ongoing revision as software vendors and security researchers publish more
information about vulnerabilities. For this reason, the statispresented here may differ slightly from
comparable statistics published in previous volumes of Kierosoft Security Intelligence Report
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Figure1Q Industrywide vulnerability disclosures, 1HPH12
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1 Vulnerability disclosures across the industry weosvn 7.8 percent from
1H12, primarily because of a decrease in application vulnerability disclosures.
(S eOperabing system, browser, and application vulnerabililieso n 2b a g e
for more information.) Despite this decline, vulnerability disclosuvese up
20.0 percent in 2H12 compared to 2H11, a year prior.

1 Anincreasan application vulnerability disclosures in 1H12 interrupted a
trend of consistent perioebver-period decreases dating back to 2H09. It
remains to be seen whether the decrease in 2H12 marks a return to this
trend. Overall, however, vulnerability disclossiremain significantly lower
than they were prior to 2009, when totals of 3,500 disclosures or more per
half-year period were not uncommon.

For a tenyear view of the industry vulnerability disclosure trend, see the
e n t Trustwarthy ComputingLearning About Threats for Over 10 Years
Part 4(March 15, 2012} the Micro®ft SecurityBlog at
blogs.technet.com/security

Vulnerability severity

The Common Vulnerability Scoring Systé@VSS) is a standardized, platferm
independent scoring system for rating IT vulnerabilities. The QDESE metric
assigns a numeric valuesbveen 0 and 10 to vulnerabilities according to
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severity, with higher scores representing greater severity. {Bdeerability
Severityat the Microsoft Security Intelligence Repaebsite for more
information.)

Figurellindustry-wide winerability disclosures by severity, 1BA012
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Industry-wide vulnerability disclosures

9 The overall decrease in industrwyide vulnerability disclosures shown in
FigurelOwas caused entirely by a decrease in higéverity vulnerabilities,
shown inFigurell which declined 25.1 percent from 1H12. Hégiverity
vulnerabilities accounted for 30.9 percent of total disclosures in 2H12,
compared to 38.0 percent in the previous period.

1 Medium-severity vulnerability disclosures remained stable,éasing 0.1
percent from 1H12. Mediuraeverity vulnerabilities accounted for &8
percent of total disclosures in 2H12.

1 Low-severity vulnerability disclosures increased 19.0 percent from 1H12 but
remained relatively low, accounting for 11.1 percent of @itallosures in
2H12.

1 Mitigating the most severe vulnerabilities first is a security best practice.
Vulnerabilities that sced 9.9 or greater represent 11p2rcent of all
vulnerabilities disclosed iPH12, asigurel2illustratesThese figures ara
slight increase froniH12when vulnerabilitiethat scored9.9or greater
accounted for 9.7ercent of all vulnerabilitied/ulnerabilities that scored
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between 7.0 an®.8 decreased to 19.7 percent in 2H12, down from 29.0
percent in 1H12.

Figure12 Industry-wide vulnerability disclosures iH12, by severity

Low (033.9) | High (9.9 +)

High (759.8)
19.7%

Medium (486.9)
58.0%

Vulnerability complexity

Some vulnerabilities are easier to exploit than others, and vulnerability
complexity is an important factor to consider in determining the magnitude of
the threat that a vulnerability poses. A higleverity vulnerability that cannty

be exploited under very specific and rare circumstances might require less
immediate attention than a loweseverity vulnerability that can be exploited
more easily.

The CVS@ssigns each vulnerability a comegity ranking of Low, Medium, or
High. (See&/ulnerability Complexityt the Microsoft Security Intelligence Report
website for more information about the CV$8mplexity ranking system.)
Figurel3shows complexity trends for vulnerabilities disclosed sibidé0Note
that Low compleiy inFigurel3indicates greater risk, just as High severity
indicates greater risk iRigurell
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Figure13 Industrywide vulnerability disclosures by accessnplexity, 1Hd2H12
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Low complexity indicates the greatest risk; High complexity indicates the least risk.

9 Vulnerability disclosures in each of the three complexity classifins
decreased by a roughly similar amount, as showfrigurel3

9 Disclosures of Loveomplexity vulnerabilitids those that are the easiest to
exploiti accounted br 51.0 percent of all disclosures in 2H12, a slight
increase from 49.4 percent in 1H12.

9 Disclosures of Mediuartomplexity vulnerabilities accounted for 45.4
percent of all disclosures in 2H12, compared to 44.6 percent in 1H12.

1 Disclosures of Higttomplexity vulnerabilities fell to 3.6 percent of all
disclosures in 2H12, down from 6.0 percent in 1H12.

Operating system, browser, and application
vulnerabilities

Comparing operating system vuémabilities to noroperating system
vulnerabilitieghat affect other componentsequires determining whether a
particular program or component should be considered part of an operating
system. This determination is nalways simple and straightforwardivgn the
componentized nature of modern operating systems. Some programs (media
players, for example) ship by default with some operating system software but
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can also be downloaded from the software \
individually. Linuxlistributions, in particular, are often assembled from

components developed by different teams, many of which provide crucial

operating functions such as@uUlor Internet browsing.

To facilitate analysis of operating system and browser vulnerabilities, the
Microsoft Security Intelligence Repdigtinguishes among three different kinds
of vulnerabilities:

9 Operating system vulnerabilitiese those that affect the Linuernel or that
affect components that ship with an operating system produced by
Microsoft, Apple or a proprietary Unixendor, and are defined as part of
the operating system by the vendor, except as described in the next
paragraph.

1 Browser vulnerabilitiesre those that affect components defined as part of a
web browser, including web browsers that ship with operating systems such
as Internet Exploreand Appled s S a f avithithjrd-party brewgers such
as Mozilla Firefox and Googféhrome.

9 Application vulnerabilitieare those that affect all other components,
includingexecutable files, services, and otleemmponents published by
operating system vendors ahother vendors. Vulnerabilities in open source
components that may ship with Linukstributions (such as the X Window
System, the GNOME desktop environment, GIMP, and others) are
considered application vulnerabilities.

Figureldshows industrywide vulnerabilities for operating systems, browsers,
and applications sincéH10
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Figurel4 Industrywide operatingsystem, browser, and apigation vulnerabilities, 1HAZH12
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1 After increasing significantly in 1H12, application vulnerability disclosures
decreased 23.0 percent in 2H12, which accountedearlythe entire
decline in industrywide vulnerability disclages observed for the period.
Application vulnerability disclosures accounted for 70.7 percent of total
disclosures for the period.

1 Operating system vulnerability disclosurésopped to their lowest level
since 2003althoughvulnerabilities in web browssrcontinuel a multiyear
trend upwardsIn previous periods, disclosures of operating system
vulnerabilities routinely outnumbered those of browser vulnerabilities;
however, in 2H12 browser vulnerability disclosures accounted for 16.4
percent of total distosures, compared to just 12.8 percent for operating
system vulnerability disclosures.

Microsoft vulnerability disclosures

Figurel5showsvulnerability disclosures for Microsoft and ndvicrosoft
products sincelH10.
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Figure15 Vulnerability disclosures for Microsoft @dmon-Microsoft products, IHB2H12
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9 Disclosures of vulnerabilities in Microsoft products in 2H12 fell 26.3 percent
to their lowest level since 2005.

9 Overall, disclosures of vulnerabilities in Microsoft products accounted for 3.1
percent of all disclosures across the industry, down fromp&&ent in 1H12.

Guidance: Developing secure software

The Security Development Lifecydigww.microsoft.com/sdlis afree software

development methodology that incorporates security and privacy best practices

throughout all phases of the development process with the goal of protecting

software users. &lng such a methodology can help redutiee number and

severity ofvulnerabilities in the software and help manage vulnerabilities that

might be found after deployment. (For more-depth information about the

SDL and other techniques developers can useéaure their software, see

Protecting Your Software n t he o Managi n dViciesofsSeduritys ect i on
Intelligence Repowebsite.)
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Exploits

An exploitis malicious code that takes advantage of software vulnerabilities to
infect, disrupt, or take control of a computer v
typicallywithout their knowledge. Exploits target vulneraligis in operating
systems, web browsers, applications, or software components that are installed
on the computer. In some scenarios, targeted components are-amfs that are
pre-installed by the computer manufacturer before the computer is sold. A user
may not even use the vulnerable addn or be aware that it is installeth

addition, @me software has no facility for updating itself, so even if the software
vendor publishes an update that fixes the vulnerability, the user may not know
that the update isavailable or how to obtain it and therefore remains vulnerable
to attack®

Software vulnerabilities are enumerated and documented in the Common
Vulnerabilities and Exposures (CViE) cve.mitre.org, a standardized

repository of vulnerability information. Here and throughout this report, exploits
are labeled with the CVE identifirat pertains to the affected vulnerability, if
applicable. In addition, exploithiat affect vulnerabilities in Microsoft software
are labeled with the Microsoft Security Bulletinmber that pertains to the
vulnerability, if applicablé.

Microsoft security products can detect and block exploit atfgswhether the
affected computer is vulnerable to them or not. (For example, @\&=2010
2568vulnerability has never affected Windowsbut if a Windows user

receives a malicious file that attempts to exploit that vulnerability, Windows
Defendershould detect and block it anyway.) Therefore, the statistics presented
here should not be interpreted as evidence of successful exploit attempts, or of
the relative vulnerability of computers to different exploits.

Figurel6shows the prevalence of different types of exploits detected by
Microsoft antimalvare products each quarter from 3Q11 t®42, by nurber of
uni que comput e AppendixfBf Data soardés o(nS&Ppka goe
more information about the products and services that provided data for this
report.)

8 See the Microsoft Security Update Guidewat/w.microsoft.com/security/msrc/whatwedo/securityguide.aspx
for guidance to help protect your IT infrastructure while creating a safer, more secure computing and Internet
environment.

9 Seetechnet.microsoft.com/security/bulletito search and read Microsoft Security Bulletins.
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Figurel6 Unique computers reportig different types of exploits, 3Qa4Q12
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Computers that reporimore than one type of exploit are counted for each
type detected.

Detections of individual exploits often rise and fall significantly from quarter
to quarter as exploit kit distributors add and remove different ones from
their kits. This can also have affieet on the relative prevalence of different
exploit types, as shown irigurela

Detections of Java exploitgew steadily throughout the year, surpassing
HTML/JavaScript exploits in 2H12 Slave exploit§ o n 2®fa ma@e
information.

The number of computersaporting exploits delivered through HTMar
JavaScriptemained high during thesecondhalf of 2012, primarily driven by
the continued prevalence ahe multiplatformexploit familyBlacole (More
information about Blacole is provided in the next section.)

Exploits that target vulnerabilities in document readers and@d rose
sharply in 4Q12, driven by increased detection$\oh32/Pdfjsc See
documentexploit®d o n 31far moee information about these exploits.

After falling slightly for two quarters, detections of operating system exploits
increased by more than a third from 3Q12 to 4Q12,bydCVE201602568
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(MS16046), CVE20101885(MS10042), andUni¥Lotoor.  SGperating
system exploit§ o n 3f@ mae information.

Exploit families

Figurel7lists the exploirelated families that were detected most often during
the secondhalf of 2012.

Figurel7 Quarterly trends for thedp exploit families detected by Migsoft antimalware products int212 by number of unique
computers with detections, shaded according relative prevalence

Platform or technology 1Q12 2Q12 3Q12 40Q12

Win32/Pdfjsc Documents 1,430,44 1,217,3¢ 1,190,1:

CVR012723* Java fi fi 1,300,55

Blacole HTML/JavaScript ----
Malicious Iframe HTML/JavaScript 950,347 812,471 567,01 1,017,3¢t
CVR012568 (MS0a@6) Operating system 726,79 783,01 791,521 1,001,05
CVE201D507* Java 205,61 1,494,07 1,417,8C 940,98¢
CVER012681 Java fi f 323,98 660,29:
CVE201:B544 Java 1,358,26 803,05 521,87!  443,47!
CVR2015076 Java fi fi fi 311,81
CVR201:B402 (MSQ@&7) Operating system 42 24 66 199,64

* This vulnerability is also used by the Bladatethe totals given here for this vulnerability exclude Blacole detections.

1 Detections ofwWin32/Pdfjs¢ a detection forspecially crafted PDfles that
exploit vulnerabilities in Adobe Readand Adobe Acrobaimore than
doubled from 3Q12 to 4Q12. It was the most commonly detected exploit
during the last quarter of tb year and the second most common for the
half-year period overall. Sepage 31for more information about Pdfjsc.

1 BlacoleisMi cr osoftds detection qtalede f or component s
Blackhol&exploit kit whichdelivers malicious software through infected
webpages Blacolewvas the most commonly detected exploit family in the
secondhalf of 2012. Prospective attackers buy or rent the Blacole kit on
hacker forums and through other illegitimate outlets. It consists of a
collection of malicious webpages that contain exploits for vulnerabilities in
versions of Adobe Flash Playéxdobe ReaderMicrosoft Data Access
Components (MDAC), the Oracle Java Runtime Environni@RE, and
other popular products and components. When the attacker loads the
Bl acole kit on a malicious or compromised web
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have the appropriate security updasanstalled are at risk of infection
through a driveby downloadattack. (See pag&8for more information
about drive by download attacks.)

Detections of exploitshat target CVE20113402, a vulnerability in the way
the Windowskernel processes TrueType font files, increased in 4Q12 when
they were added to the sacalled Cool exploit kitSee page34 for more
information.

Java exploits

Figurel8shows the prevalence of different Java exploits by quarter.

Figure18 Trends for the top Java exploits detected and blocked byrbBoft antimalwargproducts in 2412
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CVE20121723accounted for most of the Java exploits detected and
blocked in 4Q12. LikeVE20120507, which was exploited heavily in 2Q12,
CVE20121723 is a typeonfusion vulnerability in the Java Runtime
EnvironmentJRE), which is exploited by tricking @fHnto treating one

type of variable like another type. Oraatenfirmed the existence of the
vulnerability in June 2012 and publishedexurity updatgo address it the
same month. The vulnerability was observed being exploited in the wild
beginningin early July 2012, and exploits for the vulnerability were added to
the Blacoleexploit kit shortly thereafter.
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For more information about this exploit, e t h e The rise of § new
Java vulnerability CVE2012172% ( August 1, 2012) at the Micros
Malware Protection CentgfMMPC) blogat blogs.technet.com/mmpc

1 CVE20120507 which accounted for the largest number of Java exploits
detected and blocked in 3Q12, was detected in much greater numbers
during 2Q12; exploits dhis vulnerability thereclinedsignificantly,
apparently in favor of the more recently discovered G2&L21723 which
was added to the Blacolkit in 2H12Detections of CVE0120507 exploits
continued to declinen 4Q12.

CVE20120507allows an unsigned Java applet to gain elevated permissions
and potentially have unrestricted access to a host system outside its
sandbox environment. Oracle releasedsacurity updaten February 2012 to
address the issue. The CA@D120507 vulnerability is Bbgic error that

allows attackers to run code with the privilegof the current user, which
means that an attacker can use it to perform reliable exploitation on other
platforms that support the JRIhcluding AppleMac OS XLinux VMWare,

and others. On Mac OS X, C\@#D120507 exploits have been observed to
installMacOS_X/Flashback trojanthat gained notoriety in early 2012.

For more information abouAnintefestry vul nerability,
case d JREBandbox breach (CV\R201205076 ( March 20, 2012) at the
MMPCblog.

9 Detections of exploits targetinGVE 2023544 and CVE20100840, two
vulnerabilities with sigficant exploitation in the first half of the year,
declinedin 2H12. Both are crogsatform vulnerabilities that were formerly
targeted by the Blacolé&it but have been removed from more recent
versions of the kit.

HTML and JavaScript exploits

Figure19shows the prevalence different types of HTML and JavaScript
exploits during each of the six most recent quarters.
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Figure1Q Types of HTML and JavaScript exploits detected and blocked byobtiirantimalware products, 3Qd4Q12
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Theuse of malicious JavaScript code designed to exploit one or more-web
enabled technologies declined iBH12 However, these exploitontinued
to account formost ofthe HTML and JavaScript exploits detectading the

period, primarily because of the Blacodxploit kit. (Se@age 27 for more
information about Blacole.)

Detections of exploits that involve malicious HTMline frames (IFrames
continued their multiquarter decline in 3Q12, then nearly doubl&dm

3Q12 t04Q12. These exploits are typically geneiétections of inline frames
that are embedded in webpages and link to other pages that host malicious
web content. These malicious pages use a variety of techniques to exploit
vulnerabilities in browsers and pltigs; the only commonality is that the
attacker uses an inline frame to deliver the exploits to users. The exact
exploit delivered and detected by one of these signatures may be changed
frequently.The increase in detections in 4Q12 may have been caused in part
by spam campaigns that distributed IWIL attachments containing

malicious IFramet recipients in email messages that purported to come
from wellknown organizations, in a manner similar to phishing.

Detections of exploitshat target ActiveX, Internet Exploreand other
browser vulnerabilities remained comparatively low.
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Document exploits

Documentexploitsare exploits that target vulnerabilities in the way a document
editing or viewing application processes, or parses, a particular file format.
Figure20 shows the prevalence of different types of documeniploits during
each of the six most recent quarters.

Figure20. Types of documengxploits detected and blocked by irosoft antimalware products, 3QiQ12
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1 Detections of eploits that affect Adobe Readand Adobe Acrobaimore
than doubled from 3Q12 to 4Q12. Almost all of these exploits were detected
asvariants of the generiexploit familywin32/Pdfjs¢ as shown ifrigure21

Figure21 Top documentexploit families detected by Miosoft antimalware products i4Q12 by number of
unique computers with detections

. Exploit Affectedomponent | Computemsith detections

Win3Zdfjsc PD Adobe Acrobat 2,760,390
2 CVR01®188 PDF Adobe Acrobat 5,813
3 CVR201D097 Office docume Microsoft Office 3,917
4  Win3Ridief PDF Adobe Acrobat 3,719
5 Win32Nordinvoj Office docume Microsoft Word 3,632

Pdfjscis a generidetection for PDFiles that contain malicious JavaScript
designed to exploit vulnerabilities in different versions of Adobe Reamer
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Adobe Acrobat The rise in detections observed in 4Q12 may be caused by
increased use of thitechnique by a number of exploit kits, including Blacole

1 Exploits that affect Microsoft Offi@nd Ichitarqg a Japanesd¢anguageword
processing application pblished by JustSystems, accounted for a small
percentage of exploits detected during the period.

Operating system exploits

Although most operating system exploits detected by Microsoft security
products are designed to affect the platforms on which the security products
run, computer users sometimes download malicious or infected files that affect
other operating systemdrigure22 shows the prevalence of different exploits
against operating system vulnerabilities that were detected and removed by
Microsoft antimalware products during eadf the past six quarters.

Figure22. Exploits against operating system vulnerabilities detected and blocked by Miftrastimalware products, 3Q#1Q12
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1 Detections of exploits that affect Microsoft Windoimsreased 42 percent
from 3Q12 to 4Q12, because of increased detections of exploits that target a
pair of vulnerabilitiesCVE20162568and CVE20113402 SeeFigure23for
more information about thes exploits.

9 Detections of exploits that affect the Andromobile operating system
published by Googleand the Open Handset Alliancaccounted for about
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15percent of operating system exploit detections4@12 Microsoft security
products detect these threats when Android devices or storage cards are
connected to computers runningVindows or when Android users
unknowinglydownload infected or malicious programs to their computers
before transferring the software to their devices. Segge 34 for more
information about these exploits.

For another perspective on these exploits and othétigiure23 shows trend for
the individual exploits most commonly detected and blocked or removed
during each of the past six quarters.

Figure23. Individual operating system exploits detected and blodkey Microsoft antimalware products, 3Q34Q12, by number of
unique computers exposed to the exploit
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9 Detections of &ploits that target CVER20102568, a vulnerability iwindows
Shelljncreased by 26.5 percent from 3Q12 to 4Q12, acdounted for
more than 85 percent of Windowsxploit detections in theecond half of
the year An attacker exploits CVE0102568 by creating a malformed
shortcut file that fores a vulnerable computer to load a malicious file when
the shortcut icon is displayed in Windosplorer Microsoftreleased
Security BulletiMS16046in August 201Qo address this issue.

The vulnerability was first discovered being used by the malware family
Win32/Stuxnetin mid-2010. It has since been exploited by a number of
other malware families, many of which predated the disclosure of the
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vulnerability and were subsequently adapted to attemptexploit i. The
4Q12 increase suggests that attackers have begun to target 200 2568
more aggressively, particularly on computers in Asial-ggire24 shows.

Figure24. Countries and regions with the most detections of exploits targeting @QJEG2568in 4Q12

India 166,567 11  Algeria 18,103
2 Indonesia 120,937 12 Ukraine 18,050
3 Vietnam 115,664 13 Egypt 17,030
4 Pakistan 64,447 14  Russia 16,080
5 Mexico 44,613 15 Colombia 15,704
6 Philippines 35,058 16 Bangladesh 15,049
7 Turkey 32,852 17  United States 11,157
8 Saudi Arabia 23,953 18 Morocco 9,224
9 Thailand 23,164 19  Tunisia 9,160
10 Brazil 18,627 19 Iraq 9,160

91 Detections of exploits that target CYVE 113402, which had numbered less
than 100 in each quarter since the vulnerability was discovered, increased to
nearly 200,000 in 4Q12. CA#D113402 is a vulnerability ithe way the
Windowskernel processes TrueType font files. An attacker exploits the
vulnerability by encouraging a user to open a specially crafted document or
visit a malicious webpage that embeds TrueType font files, which esable
the attacker to run arbitrary code in kernel moddicrosoftreleased
Security BulletidmMS14087in December 2011 to addss this issue.

CVE20113402is targeted by exploits in the scalled Cool exploit kjtwhich

first appeared in October 2012 and is often usedansomwareschemes in
which an attackerlocdk a vi cti mds computer or encryp
demands money to make it available again. Recent versions of the Blacole

kit may also include exploits that target the vulnerability. Together, the Cool

and Blacole kits are likely respsible for most or all of the increase in GVE

20113402 detections.

1 Most detections that affect Androiohvolve a pair of exploits that enable an
attacker or other user to obtain root privileges on vulnerable Android
devices. Device owners sometimes use such exploits intentionally to gain
access to additional functionality (a practice often calledting or
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jailbreaking, but these exploits can also be used by attackers to infect
devices with malware that bypasses many typical security systems.

1 CVE20111823is sometimes called the GingerBreakinerability
because of its use by a popular rootirgpplication of that name
(detected separately aExploit:AndroidOS/GingerBredkit is also used
by AndroidOS/GingerMastera malicious program that can allow a
remote attacker to gain access to the mobile device. GingerMaster may
be bundled with clean applications, and includes an exploit for the-CVE
20111823 vulnerability disguisess an image file. Googleublished a
source code updatén May 2011 that addressed the vulnerability.

9 UnixXLotoor is an exploit family dropped by
TrojanSpy:AndroidOS/DroidDrearA, a malicious program that often
masquerades as a legitimate Androapplication and can allow a
remote attacker to gain access to the deg. Googlepublished a source
code update in March 2011 that addressed the vulnerability.

Adobe Flash Playeexploits

Figure25 shows the prevalence of different Adobe Flash Plagpgrloits by
quarter.

Figure25. Adobe Flash Playexploits detected and blocked by irosoft antimalware products, 3QaQ12, by number of unique
computers exposed to the explpi
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9 Detections of exploits that target Adobe Flash Plaggnained at a relatively
low level hroughout the second half of 2012. No one vulnerability
accounted for most of the exploitsinlikein previous quarters.

1 CVE2007-0071 aninvalid pointer vulnerability in some releases of Adobe
Flash Playeversions 8 and %ccounted for the largest number of Adobe
Flash Player expitation attempts detected in 3Q12 and)12. Adobe
released Security BulletddPSB0811on April 8, 2008 to address the issue.
Detections increased 58.5 percent between 2Q12 and 4Q12, probably
because of the popularity aéxploits for thevulnerability in exploit kits.

1 CVE2011061laccounted for thesecond largest number of Adobe Flash
Playerexplotation attempts detected irPH12CVE20110611 was
discovered in April 2011 when it was observed being exploited in the wild;
Adobe released Security BulletkPSBXD7 on April 15 and Security Bulletin
APSB1D8on April 21 to address the issugetections of CVE20110611
exploitsnearly tripled between 3Q12 and 4Q12, but remained well below
levels observed in earlier quarters

9 Detections of exploits that targ€2VE20102884, the most commonly
targeted vulnerability in 1H12, declined to very low levels in the second half
of the year. CVR20102884 was discovered in the wild in September 2010 as
a zero-day vulnerability, and Adobe released Securityl&ih APSB122
the same montho address the issuelhedecline is likely caused by more
computers receiving the security update combinedith an overall
saturation of exploitable targets.
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Malware and potentially unwanted
software

Except where specified, the information in this section was comphitad
telemetry data that was generated from more tharbillioncomputers

worldwide and some of the busiest servicesn t h e | n AppandixeBt . (See 0
Data sourceé o0 n 8Pfa mare informatian about the telemetry used in this
report.)

Global infection rates

The telemetry data generated by Microsoft security products from computers
whose administrators or users choose to opt in to provide data to Microsoft
includes information about the location of the computer, as determined by IP
geolocation. This data maleat possible to compare infection rates, patterns,
and trends in different locations around the wo#r#l.

Figure26. Trends for he locations with the most computers reporting detections and removals by Microsoft
deskop antimalware products in 2H12

] Counny el sot2 | 2012 | o2 | stz | cro-me

1  United States 9,407,42 12,474,1: 9,647,90 8,959,66 -15.0%
2 Brazil 3,715,1€ 3,333,42 3,528,28 4,458,577 13.3%
3 Korea 2,137,132 2,820,64 2,019,82 3,259,18 6.5%
4  Russia 2,580,67 2,510,589 2,294,43 2,505,556 -5.7%
5  Turkey 1,924,38 1,911,8: 1,92542 1,900,57 -0.3%
6 China 1,889,39 2,000,57 1,917,1C 1,770,26 -5.29%
7  France 1,677,24 1,555,52 1,530,04 1,951,24 7.7%
8 Germany 154477 1,486,30 1,561,07 1,586,73 3.9%
9 India 1,254,37 1,287,94 1,519,08 1,544,00 20.5%
10 UniteKingdom 1,648,80 1,509,48 1,460,01 1,516,07 -5.8%

©YFor more informati on ab DetetminingitheGeofocation af Systems nfeatedt he entry 0
with Malwaré ( November 15, 2011) (blogs.technet.caviisecuritys of t Securi ty Bl og
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1 In absolute terms, the locations with the most computers reporting
detections tend to be ones with large populatioasd large numbers of
computers.

9 Detections in the Unitedt8tesfell 7.1 percent in the fourth quarter, and
ended the year down 4.8 percent from 1Q12. Fewer detections of the trojan
familieswin32/Tracurand Win32/Siefefand the exploit familyBlacolewere
the largest contributors to the decline.

9 Detections in Brazivere up 20.0 percent over 1Q12, primarily because of
detections of the adwaréamilyWin32/DealPlyin the fourth quarter.
Detections of the potentially unwanted software famili&n32/Keygenand
Win32/Protlerdobalso increased significantly through the end of the year.
Protlerdobis a software installer with a PortuguelBmguageuser interface.

It presents itself as a free movie download but bundles with it a number of
potentially unwanted software programs, including DealPly.

Keygenisa detection for tools that generate keys for various software

products. Such tools are often distributed by software pirates to enable

users to run software illegally. Attackers often package Keygen tools into

bundles with malware alongside or insteadmifated software or media.

(S eDecepiive downloads: Software, music, and mogdieson page 1 of
Microsoft Security Intelligence Report, Volume 13 (Jadlamg 201 2pr

more informatbn about Keygen and the threats users face from unsecured
software distribution channels.)

91 Detections in Koreaose 52.5 percent between 1Q12 and 4Q12 because of
increased detections of the rogue security softwéaenily Win32/Onescan
See paged0for more information about the infection rate Korea.

9 Detections in Russiaere down 2.9 percent from 1Q12, after a trend of
declining deections reversed in the fourth quarter because of increased
detections of Keygemand the exploit familyVin32/Pdfjsc

1 A number of adwardamilies including DealPind Win32/Hotbaralong
with the potentally unwanted software famiWin32/Zwangicontributed to
a 16.3 percent rise in detections in Fraficen 1Q12 to 4Q12.

9 Detections increased significantly in Indieginning in the third quarter,
which contributed to a 23.1 percent increase from 1Q12 to 4Qddwth hn
detections ofKeygen the generidamily INFAutorun, andthe virusfamily
Win32/Salityall contributed to the increase.
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For a different perspective on infection patterns worldwig&ure27 shows the
infection rates in locations around the worldéomputers cleaned per mille
(CCM, which represents the number of reported computers cleaned for every
1,000 executions of the Microsoft Malicious Software Removal (MSRT.
Normalizing the data this way makes it possible to compare malware infection
rates of different locations without skewing the data because of differences in
populations and install bases. See tlkicrosoft Seaarity Intelligence Report
websitefor more information about the CCNhetric.

Figure27. Infection rates by contry/region in 3Q12 (top) and@12 (bottom), by CCM
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Detections and removals in individual countries/regions can vary significantly
from quarter to quarter. Increases in the number of computers with detections
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can be caused not only by increased prevalence of malware in that location, but
also by improvements in the ability of Microsoft antimalware solutions to detect
malware. Large numbers of new antimalware product or tool installations in a
location also typically increase the number of computers cleaned in that
location.

The next threeifjures illustrate infection ratieends for specific locations around
the world, relative to the trends for all locations with at least 100,08&™
executions each quarter intH212

Figure28. Trends for the five locations with the higst malware infection rates iH12, by CCM100,000 MSRéxecutions
minimum)
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9 After decreasing from 70.4 in the second quarter to 27.5 in the third quarter,
the CCMin Koreaended the year with an infection ratef 93.0, nearly three
and a half times that of the next highest location. These spikes are mostly
artifacts caused by the addition to the MSBfTdetections for two families
that have been highl prevalent in KoreaNin32/Pluzoksn March 2012 and
Win32/Onescann October. In both cases, detections increased significantly
but temporarily as the MSRdetected and removed infectionthat may
have been resident on some computers for several months or even years.
(S eRegu@security softwate page 52 for more information about
Onescan in Korea.)
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9 Pakistanthe location with the second highest infection ratelH12,
remained in second pice during the second half of the year. However, its
CCMdecreased from 35.3 in 2Q12 to 26.8 in 4Q12, which made it one of the
locations showing the most improvement in 2H12. (page 42 for more
information.)

1 Infection ratedn the Palestinian territorie&eorgia and Egypall increased
slightly in 4Q12 after small decreases from 2Q12 to 3Q12. Thefainilg
Win32/Salitywas the most commonly detected family in all three locations.

Figure29. Trends for locations witlow malware infection rates in 2H12, by CEMO0,000 MSRAaxecutions minimuni}
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1 Trends for the locations with the lowest infection rates in the second half of
the year were consistent with previous periods. Denm&iklandand Japan
(which had the lavest infection rates in 2H12) were also on the list in 1H12,
and Icelandhad the fourth lowest infection ratef the period following a
long period of improvement. The worrfamily Win32/Conficker the
password stealing trojalVin32/Zbot, and the virusamily Win32/Salitywere
among the famiies with the largest detection decreases in Iceland in 2H12.

11Figure29 excludes Chinawhich would otherwise rank among the locations with the lowest infection rates.
Microsoft considers the MSR&lemetry fom China unreliable for a number of reasons, including the relatively
low prevalence of many of the global threats the MSRT monitors compared to the more localized threats that
dominate the malware landscape in Chirfe e t h ®he €hneatiLandscape in China: A Paragox ( Mar c h
11, 2013) on the Microsoft Security Bib@logs.technet.com/security for morefiormation, andsee the

Regional Threat Assessmént s e c t iMicrosofd Secutithletelligence Repaebsitefor a more indepth
perspective on the threat landscape in China
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9 HistoricallyNordic countries such as Norwalyinland and Icelanchave had
some of the lowest malware infection rates in the world. Jaglantypically
experiences a low infection rate

 The CCMn Finlandincreased from 1.1 in 2Q12 to 1.4 in 3Q12, mostly
because of a rise iWin32/Keygerdetections, but declined to 0.8 in 4Q12.

Figure30. Trends for the five locationwith the most significant fection rateimprovements from 1H12 to-212, by CCM100,000
MSRTexecutions minimum per quarter)
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1 Fewer detection®f the virusfamily Win32/Sality the sixth most commonly
detected threat family worldwide in 4Q12, played a part in most of the
declining trends shown ifigure30.

1 The infection raten Pakistardeclined to 26.8 in 4Q12 after peaking at 35.3
in 2Q12. Fewer detections of the vifasnilies Salitand Win32/Chirand the
trojan familyWin32/Ramnitaccounted for pariof the decline.

1 Fewer detections of Saligiso improved the infection rates in Albanias did
a reduction in detections of the backdoor fam\Wyin32/RClot in 4Q12.

1 The infection ratén Turkeyimproved significantly because ééwer
detections of Salitgand the wormfamilyWin32/Helompy, which tends to be
more prevalent on corputers in Turkey than elsewhere.

12Seewww.microsoft.com/download/details.aspx?id=289680r a case study of one Finnish
use of Microsoft security data to remove botnet devices from its network.
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9 Steady reductions in detections of Salitiie wormfamiliesWin32/Vobfus
and Win32/Dorkbot and the password steal&in32/Zbothelped Haiti
improve its infection ratérom 16.4 at the beginning of the yetw 9.1 in the
4th quarter.

1 Chile which began the year with a CCd 13.7 improved each quarter to
close out the year with a CCbf 5.6. A drastic decline in Zbatetections
throughout the year was responsible for much of the improvement.

Operating system infection rates

The features and updates that are available with different versions of the
Windowsoperating system and the differences in the way people and
organizations use each version affect the infectrates for the different

versions and service packsigure31shows the infection ratéor each currently
supported Windowsoperating system/service pack combination that accounted
for at least 0.1 peree of total MSREXxecutions in ©12.

Figure3L1 Infection rate (CCMby operaing system and service pack in 4Q
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9 This data is normalizedhat is,the infection ratefor each version of
Windowsis calculatedby comparing an equal number of computers per
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version (for example, 1,000 WindoX®PSP3computers to 1,000 Windows
RTMcomputers).

9 Asin pevious periods, infection rates for more recently released operating
systems and service packs tend to be lower tlafiection rates foearlier
releases, for both client and server platforms.

 RTMand WindowsServer 2008 R8P have the lowest infection rates on
the chart,and the infection ratefor WindowsXPSP3 is the highest by a
significant margin(The volume of MSR&xecutions on WindowServer
20l12wa s n 0t s uefiable nceaserentent byahe end of 4Q12.)

1 Windows8, which was released to the general public in 4Q12, had the
lowest infection rate of any platform by a significant margin, with a GEM
0.8 for the 32bit edition and 0.2 for the 64it edition. Windows3 includes
a new version of WindowBefenderthat provides reaitime antimalware
protection out of the box, which is probably a significant contributor to this
di f f er e Runmng unpr&excted: Measuring the benefits of raahe
security softwaré o n 1lfpramgamalysis of the infection rate differences
between computers with and withouip-to-date real-time antimalware
protection.)

Figure32. Infection rate (CCMtrends for supported 32bit client versions bWindows 3Q1&4Q12
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9 The infection ratdor WindowsXPSP3 increased significantly in 4Q12
primarily because of increased detection of the rogue security software
familyWin32/Onescanin Korea where Windows<Pretains a larger market
share than in most other large countries and regio(isS eRegu@security
softwared  page 52 for more information about Onescan in Korea.)

1 The infection ratdor WindowsVistahas declined moderately over the past
several periods, which may be because attackers have shifted their efforts to
Windows7 as the newer operating systenelease has gained market share.

Threat categories

The MMPClassifies individual threats into types based on a number of factors,
including how the threat spreads and what it is designed to do. To simplify the
presentation of this information and make it easier to understand,herosoft
Security IntelligenceelRortgroups these types into 10 categories based on
similarities in function and purpose.

Figure33. Detections by threat category, 3Q#12, by percentage of all computers reporting detections
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Round markers indicatemalware categories; square markers indicate potentially unwanted software categories.

9 Totals for each time period may exceed 100 percent because some
computers report more than one category of threat in each time period.
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9 The Miscellaneous Trojamsitegory remained the most commonly detected
threat category in 4Q12, led Bi/in32/Sirefefthe rogue securly software
familyWin32/Onescanand the generialetectionJS/IframeRef

9 Detections of Miscellaneous Potentially Unwanted Softwaoceeased in
4Q12 to nearly equal Miscellaneous Trojawhich was caused primarily by
increased reports of product key generators detectedWmn32/Keygen
The generiadetectionsWin32/Obfuscatorand INFAutorun were also
prevalent threats in this category.

Autorunis a generiaetection for wormshat spread between mounted
volumes using the AutoRufeature of WindowsRecent changes to the
feature in Windows<Pand WindowsVistahave made this technique less
effective, but attackers continue to distribute malware that attempts to
target it and Microsoft anthalware products detect and block these
attempts even when they would not be successful.

9 Adwarereturned to third place in 2H12 because of increased detections of
Win32/Hotbarand a new familyWin32/DealPlyin the 4th quarter.

1 Detections in the Eploits category increased in 4Q12 after two quarters of
small declines because of increased detectionBlaicole Win32/Pdfjs¢ and
Win32/CpLnk

Threat categories by location

Significant differences exist in the types of threats that affect users in different
parts of the world. The spread of malware and its effectiveness are highly
dependent on language and cultural factoes well ashe methods used for
distribution. Some threats are spread using techniques that target people who
speak a particular language or who use online services that are local to a specific
geographic region. @her threats target vulnerabilities or operating system
configurations and applications that are unequally distributed around the globe.

Figure34 shows the relativprevalence of different categories of malware and
potentially unwanted software in sevetlakations around the world in@12.
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Figure34. Threat category prevalence worldwide and in the 10 locations with thetuetections in Q12

Category

Adware 21.2% 20.80/. 9.3%- 11.1% 3.8% 18.8% 14.6% 23.9%

Misc. Potentially 0 0 . . ) )
Unwanted Softwe o 07 20:0% 9.7%[34.1 29.2% 30.5%

Misc. Trojans 34.0% 43.9% 17.1% 37.19

20.0% 34.7% 32.1% 27.2% 34.7% 29.8%

12.5% 6.8%

Worms 17.6% 5.6% 15.7% 17.5% 3.1% 9.4% 9.2%

Trojan Download

10.4% 9.6% 9.1% 9.2% 10.09 7.1% 5.5% 9.5%
& Droppers
Exploits 14.50. 4.8% 14.2% 4.2% 11.7% 9.0% 6.4% 14.69
Viruses 7.7% 2.0% 6.6% 55% 1.4% 1.8% 3.1%

4.8% 3.5% 6.2%

Password Stealel ¢ g,/ * g oop 50% 2.7% 3.5%
Monitoring Tools

Backdoors 3.7% 2.7% 25% 29% 14% 2.4%

2.5% 3.0%

0.2% 0.1% 0.1%

Spyware 0.2% 0.3% 0.0% 0.2% 0.0% 0.1% 0.0%

Totals for each location may exceed 100% because some computers reported threats from more than one category.

1 Within each row ofigure34, a darker color indicates that the category is
more prevalent in the specified location than in the others and a lighter
color indicates that the category Iisss prevalent. As iRigure26 on page
37, the locations in the table are ordered by number of computers reporting
detections in2H12.

1 Exploitswere unusually common in the United Statéise United Kingdom
and Germany withBlacoleand Win32/Pdfjscamong the most common
exploit families detected. Detections of Pdfjacreased 141 percent in
Germany between 3Q12 and 4Q12, and detections of Blacole went up 9.4
percent in the UK.

1 Adwarewas unusually common in Braaihd Francewith adware detected
on more than 40 percent of computers reporting detections in each
location. The most commonly detected family in France in 3Q12 was
Win32/EoRezoan adware program that delivers Fren¢dnguage
advertisements. The Miscellaneous Potentially Unwanted Softeatiegory
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was also unusually pralent in Brazil, withVin32/Keygernthe most
commonly detected threat in the category in 4Q12.

1 Families in the Miscellaneous Trojareegory were detected on 75.6
percent of all computers that reported detections in Koreaostly because
of Win32/Onescan( S eRegu@security softwate o0 n 5fa mae
information about Onescan in Korea.)

1 Asin 1H12he Miscellaneous Potentigl Unwanted Softwareategorywas
especially prevalenit Russialed byKeygenand Win32/PamesegPameseg
is a family of installers that require the user to send a text mesgage
premium number to successfully install certain programs, some of which are
otherwise available for free. Currently, most variants target Russian speakers.

1 Keygenwas detected on almost half of the computers reporting detections
in Chira, making the Miscellaneous Potentially Unwanted Softwaategory
especially prevalent there. Spywaras also unusually prevalent in China,
led byWin32/CnsMin Although Spywaravas the least prevalent category in
China, it was more than six times as prevalent there as in the world averal

1 Wormswere unusually prevalent in Turkeynd Indig led byINFAutorun.

S e Appeéndix C: Worldwide infection ratés o n 8%f@ mare information
about malware around the world.

Threat families

Figure35liststhe top 10 malware and potentially unwanted software families
that were detected on computers by Microsoft antimalware products in the
fourth quarterof 2012, with other quarters included for comparison.
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Figure35. Quarterly trends for the top 10 malware and potentially unwanted software fandétscted by Micosoft antimalware
products in 2H2, shaded ecording to relative prevalence

“Tranty | wossgntcanicategory | 1012 | 2012 | saiz | 4o
satses

1 Win32/Keygen Misc. Potentially Unwanted Sol 4,775,46 4,775,24

2 INF/Autorun Misc. Potentially Unwanted So  3,316,1C 3,510,81 3,293,13 3,604,65
3 Blacole Exploits 3,157,58 2,794,30 2,464,75 2,387,85
4 Win32/OpenCani Adware 1,304,39 1,011,9¢ 3,358,27 1,382,13
5 Win32/DealPly  Adware fi f f 4,454,34
6 Win32/Sality Viruses 2,101,9€¢ 2,097,66 1,911,5¢ 2,093,21
7 Win32/Obfuscatc Misc. Potentially Unwanted So 1,393,14 1,851,3C 1,762,31 2,221,14
8 Win32/Pdfjsc Exploits 1,431,2¢ 1,217,817 1,187,7¢ 2,760,03
9 JS/IframeRef Misc. Trojans 952,11 2,493,83 646,60 3,296,53
10 Win32/Dorkbot  Worms 1,883,64 2,055,24 1,758,24 2,095,79

For a different perspective on some of the changes that have occurred
throughout the year Figure36 shows the detection trends for a number of
families that increastor decreased significantly over the past four quarters.

Figure36. Detection trends for aumber of notablemalware and potentially unwanted softwafamiliesin 2012
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1 Detections oiWin32/Keygen the most commonly detected family overall in
2H12, increased each quarter, from 4.8 million computers in 2Q12 to 6.8
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million in 4Q12. Keygen is a detection for tools that generate keys for various
software products, which may allow users to run the protiillegally.

1 The adwaredetectionWin32/DealPlywhich first appeared in 4Q12, quickly
became the second most common detection of the quarter. DealPly is an
adware programthat displayso f f er s t hat are related to
browsing habits. It has been observed being bundled with certain third
party software installation programs, includimyin32/Protlerdoh

1 Detections of the generitamilyJS/IframeRehcreased fivefold in 4Q12 after
falling off significantly between 2Q12 and 3QlffameRef is a generic
detection for specially formed HTML inline frame (IFranags thatredirect
to remote websiteghat contain malicious contenfThe increased IframeRef
detections in 2Q12 and 4Q12 resulted from the discoverg péir of widely
used new variants in April and November 2012. (In January 2013, these
variants were reclassified dsojan:JS/SeedabutoA and
Trojan:JS/Seedabutor,Bespectively.)

Threat families by platform

Malware does not affect all platforms equally. Some threats are spread by
exploits that are ineffective against one or more operating system versions.
Some threats are more common in parts of the world where specific platforms
are more or less popular thaelsewhere. In other cases, differences between
platforms may be caused by simple random variatiéigure37 demonstrates
how detections othe most prevalent familein 4912 ranked differently on
different operating system/service pack combinations.
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Figure37. The malware and potentially unwanted software familiesst commonly detected by Miasoft antimalware solutions in
4Q12, and how they ranked in prevalence on differpltforms

Family Most significant categor

Misc. Potentially Unwan

1 Win32/Keygen Software 5
2 Win32/DealPly Adware 9
3 INF/Autorun Misc. Potentially Unwan 3 3 14 3
Software
4 JS/IframeRef Misc. Trojans 2 7 8 2
5 Win32/Pdfjsc Exploits 20 4 3 7
6 Blacole Exploits 17 5 6 6
7 Win32/Onescan Misc. Trojans 84 16 24 -
3 Win32/Obfuscat Misc. Potentially Unwani 5 12 12
Software
9 Win32/Dorkbot  Worms 13 8 23 10
10 Win32/Sality Viruses 11 12 41 4
14 Win32/zwangi iS¢ Potentially Unwan' 17 2 35

Software

1 Windows7 is the most widely used consumer operating system worldwide,
and the most prevalent families on WindowsSPlended to be the same
families that were prevalent overall.

1 The rogue security softwafamilyWin32/Onescanwvas the most commonly
detected family on Window¥XPSP3 in 4Q12 but ranked much lower on
other platforms. Detections of Onescan were highly concentrated in Korea
where use of WindowXPremains relatively higher than in the rest of the
world.

1 Microsoft realtime antimalware products detect and block threats that
attempt to infect computers even if thesattempts would not have
succeeded otherwise. The genefamily INFAutorun, which propagates by
using a technique that is ineffective on Windowand Windows8, was
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nevertheless the 3rd most commonly detected threat family on those
platforms in 4Q123

Rogue security software

Rogue security softwateas become one of the most common methods that
attackers use to swindle money from victims. Rogue secuoifiyvare, also

known asscarewareis software that appears to be beneficial from a security
perspective but provides limited or no security, generates erroneous or
misleading alerts, or attempts to lure users into participating in fraudulent
transactionsThese programs typically mimic the general look and feel of
legitimate security software programs and claim to detect a large number of
nonexistent threats while urging users to pay for d®calledo f ul 1 6 vefr si on
the software to remove th@onexistentthreats. Attackers typically install rogue
security software programs through exploits or other malware, or use social
engineeringto trick users into believing the programs are legitimate and useful.
Some versions emulate theppearance of theindowsSecurity Center or
unlawfully use trademarks and icons to misrepresent themselves. (See
www.microsoft.com/security/resources/videosxfor an informative series of
videos designed to educate general audiences about rogue security software.)

Figure38. False branding used by a number of commonly detected rogue security software programs

* Priva cy Protection Windows Attacks Preventor m
! cenigned o protect Jiiidi L
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Figure39 shows detection trends for the most common rogue security software
families detected in 2H12.

E HDDDefragmenter

13Recent changes to WindowsPand WindowsVistg which have been available as automatic updates on
Microsoft updateservices since 2011, make the technique ineffective on those platforms as well. See
support.microsoft.com/kb/97102%r more information.
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Figure39. Trends for the mostommon rogue security softwa families detected in 212, by quarter

Unique computers cleaned
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Detections oWin32/Onescamearly quadrupled in 4Q12 after Microsoft
added detection signatures for the family to the MSIRTOctober 2012.
Onescan is a Korealanguagerogue security software distributed under a
variely of names, brands, and logos. The installer selects the branding
randomly from a defined set, apparently without regard to the operating
system version.
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Figure40. A variant of Win32/OnescaraKoreanlanguagerogue security software program
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As shown irFigure4l, the overwhelming majority of Onescaietections
occurred in Koreawhere Onescan was the most commonly detected family
by a considerable margin. In 4Q12, wheetection signatures for the family
were added to the MSRTnore than 98 percent of Onescan detections were
in Korea.

Figure4l The 5 locations with the most Win32/Onescdatections in 3Q12 (left) and 4Q12 (right)

compuers a1 compuers o

Korea 573763 Korea 229917
China 9180 United States 11071
United States 6,036 China 5665
Canada 1523 Japan 3978
Japan 1402 Australia 2811

1 Win32/Winwebseavas the second most commonly detected rogue security
softwarefamily in the second half of the year despite detections decreasing
by nearly half from 3Q12 to 4Q1®/inwebsec has been distributed undar
variety ofnames, with the user interface and other details varying to reflect
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each wvari ant 0 s;currantyiprevalent rsames maluden d i n g
AVASoft Professional Antivirus, Smart Fortress 2012, Win 8 Security System,
and several othersThese different distributions of the trojarse various
installation methods, with file names and system niditions that can

differ from one variant to the next. The attackers behind Winwebsec are also
believed to be responsible falacOS_X/FakeMalef, the dMac Defendeé

rogue security software program for AppMac OS Xhat first appeared in

May 2011.

9 Detections ofwin32/FakePAVwhich peaked at 1.8 million infected
computers in 2Q12, declined to fewer than 200,000 computers by 4Q12.
FakePAV has also been distributed under manynes, including Windows
Threats Destroyer, Windows Firewall Constructor, Windows Attacks
Preventor, and Windows Basic Antivirus. FakePAV frequently spreads by
masquerading as Microsoft Security Essentmaisnalicious ad
compromised webpages; it presents a graphic that resembles a genuine
Microsoft Security Essentials window and claims to have discovered several
infections on the target computer. Recent variants have included large
amounts of irrelevant text, suchasee r pt s from Wil liam Shakespeare
Romeo and Julietn the installation package in an apparent effort to
obfuscate the files and avoid detection by antimalware software.

Home and enterprise threats

The usage patterns of home users and enterprise users tend to be very different.
Enterprise usergypically use computers to perform business functions while
connected to a network, and may have limitations placed on their Internet and
email usage. Home users are more likely to connect to the Internet directly or
through a home router and to use theioenputers for entertainment purposes,
such as playing games, watching videos, shopping, and communicating with
friends. These different usage patterns mean that home users tend to be
exposed to a different mix of computer threats than enterprise users.

Theinfection telemetry data produced by Microsoft antimalware products and
tools includes information about whether the infected computer belongs to an
Active Directory Domain Service®main. Such domains are usedabst
exclusively in enterprise environments, and computers that do not belong to a
domain are more likely to be used at home or in other nenterprise contexts.
Comparing the threats encountered by domaioeined computers and non
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domain computers can prade insights into the different ways attackers target
enterprise and home users and which threats are more likely to succeed in each
environment.

Figure42 and Figure43 list the top 10 families detected on domajoined and
non-domain computersyespectively, in B12.

Figure42. Quarterly trends for thedp 10 families detectedn domain-joined computers in 2H12Dy percentage of domaifjoined
computers reporting detections

| |Famiy _[caegoy ________1012]2012]3012] 4012

1 JS/lframeRef Misc. Trojans 23% 113% 1.7% 13.6%
2 Win32/Conficker Worrs 12.7% 10.8% 9.7% 9.8%
3 Win32/Keygen Misc. Potentially Unwanted Software  5.5% 5.3% 6.2% 6.9%
4 INFAutorun MiscPotentially Unwanted Software 75% 7.0% 6.2% 6.6%
5 Blacofe Explogt 7.0% 54% 50% 5.1%
6 JS/BlacoleRef Misc. Trojans 33% 4.1% 58% 4.2%
7 Win32/Zbbt Password Stealers & Monitoring Tools 3.5% 3.4% 3.4% 3.7%
8 Win32/Sirefef Misc. Trojans 26% 35% 4.3% 3.5%
9 Win32/Dorkbot Worms 34% 3.2% 26% 3.1%
10 Win3Zdfjst Exploits 08% 406 0686 0.3

*|n the second half of 2012, 7 out of the top 10 threats affecting enterprises were delivered through websites.
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Figure43. Quarterly trends for thedp 10 families detected onon-domain computers in2H12 by percentage ofhon-domain
computers reporting detections

| JFamiy Jcaegoy | 1012] 2012] 3012] 4012]

1 Win32/Keygen Misc. Potentidllgwanted Software 10.2% 10.2% 11.6% 14.6%
2 Win32/DealPly Adware f f f 9.6%
3 INFAutorun Misc. Potentially Unwanted Software  6.9% 7.3% 6.9% 7.5%
4 JS/lIframeRef Misc. Trojans 20% 48% 1.3% 6.5%
5 Win32/Pdfjsc Exploits 3.0% 25% 25% 5.7%
6 Blacole Exploits 6.6% 58% 51% 4.8%
7 Win32/Obfuscator Misc. Potentially Unwanted Software 2.9% 3.9% 3.7% 4.7%
8 Win32/Sality Viruses 45% 45% 4.1% 4.5%
9 Win32/Dorkbot Worms 4.0% 43% 3.7% 4.4%
10 Win32/Hotbar Adware 6.5% 45% 3.0% 3.6%
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9 Sixfamilies are commorto both lists, notably the generiamilies
Win32/Keygenand INFAutorun and the exploit familBlacole Keygen, the
most commonly detected family on neiomain computers in 2H12, was
detected on about twice as many nedomain computes as domairjoined
computers, although it was prevalent enough on the latter to rank third on
the domairtjoined list in both quarters.
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9 Detectionsin the Worms category remained high for domaifjoined
computers led byWin32/Conficker which declined slightly over the course
of the year but remained the second most commonly detected family on
domain-joined computersSee O How Conficker continues
Microsoft Security Intelligence Report, Volume 12500ebember 2011)r
more information.

9 Detections of the exploit famiWin32/Pdfjs¢ which targets a vulnerability in
some versions of Adobe Acroband Adobe Readerincreased significantly
on domain-joined computers in 4Q12. The use of the PDnat to store
and transfer documents is common in many enterprise environments,
although in this case the prevalence of the exploit may have more tovidb
its use by the Blacolexploit kit and others. (See pad® for more
information about Blacole.)

9 Detections of dwareare typically much mare common on nordomain
computers than on domairjoined computersThe adware program
Win32/DealPlywas the second most commonlyedected threat family on
non-domain computers in 4Q, with another adware program,
Win32/Motbar, ranking 10th. By contrast, nonetbe top 10 families
detected on domainjoined computers were adware families.

Guidance: Defending against malware

Effectively protecting users from malware requires an active effort on the part of
organizations and individuals. For-hepth guidance, se®rotecting Against

Malicious and Potentially Unwanted Softwaren t he o0 Mi ti gati ng Ri sk
the Microsoft Security Intelligence Repeebsite.
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Email threats

More than75 percentof the email messages sent over the Internet are

unwant ed. Not only does all this unwanted email
resources of email providers, but it also creates an emrment in which

emailed malware attacks and phishing attempts can proliferate. Email providers,

social networks, and other online communities have made blocking spam,

phishing, and other email threats a top priority.

Spam messages blocked

The informationin this section of théMicrosoft Security Intelligence Repsert
compiled from telemetry data provided by Exchange Online Protectiahich
provides spam, phishing, and malware filtering services for thousands of
Microsoft enterprise customers that process tens of billions of messages each
month.

Figure44. Messages blocked by Exchange Onlin@téction each month in 2012

35

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

1 Blocked mail volumes in 2H12 were up slightly from 1H12, but remain well
below levels seen prior to the end of 2010, as showrigure45. The
dramatic decline in spam observed over the past two years has occurred in
the wake of successful takedowns of a number of large sysanding
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Figure45. Messages licked by Exchange Online Protisen each haKyear botnets, notably CutwaﬂAugust
period, 1HO®2H12
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In 2H12, about 1 in 4 email

messages were delivered to
recipientsd inboxes wi
blocked or filtered, compared to
just 1 in 33 messages in 2010.
Exchange Online Protection

. l l I performs spam filtering in two

1HO09

2H09 1H10 2H10 1H11 2H11 1H12

2H12 stages. Mvst spam is blocked by
servers at the network edge,

which use reputation filtering and other n@aontent-based rules to block spam
or other unwanted messages. Messages that are not blocked at the first stage
are scanned using conterivased rules, which dect and filter many additional
email threats, including attachments that contain malware.

Figure46. Percentage of incoming messages blocked, categorized as bulk email, atideted, Janua@December 2012

Percent of messages received

m Edge blocked = Content filtered

Bulk = Delivered

I Betwea 68.5 and 79.3 percent of incoming messages were blocked at the
network edge each month in 2H12, which means that only 20.7 to 31.5

14For more information about the Cutwail takedowseeMicrosoft Security Intelligence Report, Volume 10
(JulyDecember2010) For mor e i nf or mati on aBatlingtthe Rusteck Fhreatd o ¢ k

available from the Microsoft Download Center
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percent of incoming messages had to be subjected to the more resource
intensive content filtering process. Between 8 ar@percent of the
remaining messages (1.7 Bolpercent of all incoming messages) were
filtered as spam each month.

1 Exchange Online Protectioientifies bulk email messages that some users
consider unwanted buthata r ecatégorized as spam by edge blocks or
content filters. Thesenessagedypically include email newsletters,
advertisements, and marketing messages that users claim they never asked
for, or dondt remember subscribing to. Exchang
these messages as bulk in an incoming header so customersratididual
users can use rules in Microsoft Outlook or Exchange to filter, move, or
deliver them as desired.

Bulk email volumes did not vary significantly from month to montR2i2.
Between 8 ad 11 percent of all delivered messages were categorized as
bulk each month.

Spam types

The Exchange Online Protectimontent filters recognize several different
common types of spam messagdsigure 47 shows the relative prevalence of
the spam types that were detected in 2H12.

Figue 47. Inbound messages blocked by Exchan®nline Protectiorilters in 2412, by category
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1 Advertisements for norsexual pharmaceutical products accounted #3.8

percent of the messages blocked by Exchange Onkmetectioncontent
filters in H12 a slight decrease from 46percent in1H12

Spam messages associated with advaifee fraud(so-called 41%cam3
accounted for 14.3 percent of messages blocked, an increase from 9.1
percent in 1H12. An advandee fraud is a common confidence trick in

which the sender of a message purports to have a claim darge sum of
money but is unable to access it directly for some reason, typically involving
bureaucratic red tape or political corruption. The sender asks the
prospective victim for a temporary loan to be used for bribing officials or
paying fees to get tk full sum released. In exchange, the sender promises
the target a share of the fortune amounting to a much larger sum than the
original loan but does not deliver.

Stockrelated spam which accounted for less than 1 percent o total in
1H12, rose to 7.8 percent in 2H12 because of a large increase beginning in
September. Such messages are typically used htabed pumpand-dump
schemes designed to temporarily increase the share price of apoeed

stock issue in which thggammer owns shares.

Microsoft Security Intelligence Report, Volume 14



Figure48. Inbound messages blocked by Exchange Online Protectiontent filters, 20082012, by category
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1 Advertisements for norsexual pharmaceutical pouctshave accounted for
the largest share of spam for the past several years, increasing from about

one-third of all spam in 2010 to almost offelf in 2012.

9 Other categories that have been trending up include 419 scantgch hae
more than doubled as a percentage of the whole since 2009; spam that
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contains malicious att achmMdalicioss; and phi s
website® b e g i n age6d fpr mone infprmation about phishing.)

1 Spam messages that included images and no fexhich spammers
sometimes send in an effort tevade detection by antispam software, have
decreased significantly since 2009. Other categories that have been
trending down include nonpharmacy product ads, sexually related
pharmaceutical ads, and ads for sexually explicit material or dating services.

Guidance: Defending against threats in email

In addition to using a filtering service such as Exchange Online Protection

organizations can take a number of steps to reduce the risks and inconvenience

of unwanted email. Such steps include implementing email authentication

techniques and observing best practices for sending and receiving email. For in

depth guidance, se&uarding Against Email Threatsn t he o0 Managi ng RIi s
section of theMicrosoft Security Intelligence Repeebsite.
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Malicious vebsites

Attackers often use websites to conduct phishing attacks or distribute malware.
Malicious websites typically appear to be completely legitimate and often
provide no outward indicators of their malicious nature, even to experienced
computer users.n many cases, these sites are legitimate websites that have
been compromised by malware, SQL injection, or other techniques in an effort
by attackers to take advantage of the trust users have invested in them. To help
protect users from malicious webpagddjcrosoft and other browser vendors
have developed filters that keep track of sites that host malware and phishing
attacks and display prominent warnings when users try to navigate to them.

The information in this section is compiled from a variety ¢éiinal and external
sources, including telemetry data produced by SmartScreen RiltedVindows
Internet Explorerersions3 through 10) and the Phishing Filter (in Internet
Explorer 7), from a database of known active phishing and malware hosting sites
reported by users of Internet Explorer and other Microsoft products and
services, and from malware data provided by Microsoft antimalware

t echnol o dppendix B: Dathisarircéd o0 n 8pfa mae information
about the products and services that provided data for this report.)
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Figure49. SmartScreen Filten Internet Exploreblocks reported phishing and malwardsdribution sites to protect user
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e & http:// N £ - & Unsafe.. @ | & Reported Unsafe Website: ...

This website has been reported as unsafe

We recommend that you do not continue to this website.

@ Go to my home page instead

This website has been reported to Microsoft for containing threats to your
computer that might reveal personal or financial information.

® More information

This website has been reported to contain the following threats:
= Phishing threat: This is a phishing website that impersonates a trusted
website to trick you into revealing personal or financial information.

® Learn more about phishing
& Report that this site does not contain threats

&Y Disregard and continue (not recommended)

Phishing sites

Microsoft gathers information about phishing sites and impressirnm

phishing impressionthat aregenerated by users who choose to enable the
Phishing Filter or SmartScreen Filteinternet ExplorerA phishing impression is

a single instance of a user attempting to visit a known phishing site with Internet
Explorer and being blocked, asuiiitrated inFigure50.
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Figure50. How Microsoft tracks phishing impressions

1. The user views a phishing 2. SmartScreen Filter in Internet Explorer 3. Microsoft Reputation Services
message, in email or elsewhere, and checks Microsoft Reputation Services, records the anonymized details
is tricked into clicking a link that determines that the website is malicious, of the incident as a phishing
leads to a malicious website. and blocks it. impression.
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Microsoft Malware Protection Center
http://www.microsoft.com/security/portal

Figure5lcompares the volume of active phishing sites in the Microsoft
Reputation Servicedatabase each month with the volumé phishing
impressiongracked by Internet Explorer

Figure51 Phishing sites and impressiotraicked each month,ulydDecember2012, relative to the monthly average for each
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1 The numbers of active phishing sites and impressiargly correlate
strongly with each other; some types of sites tend to draw many more
impressions per site than othg, as shown ifigure52 and Figure53, and
phishers sometimes engage in campaigns that temporarily drive more traffic
to eachphishing page without necessarily increasing the total number of
active phishing pages they maintain at the same time. Nevertheless, both
sites and impressions were mostly stable throughout 2H12, with both
remaining between 80 and 120 percent of their 2Hiverage each month.

Target institutions

Figure52 and Figure53 show the p&centage of phishing impressiorend active
phishing sites, respectively, recorded by Microsoft during each month from July
to December 2012 for the most frequently targeted types of institutions.

Figure52. Impressiongor each type of phishing site each montluylydDecember2012, as reported by SmartScreen Filter
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Figure53. Active phishing sites tracked each monthlydDecember2012, by type of target
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1 Phishing sites that targeted social networks received the largest number of
impressionseach month in 2H12, and accounted for most of the impiess
recorded each month except Auguddespite the number of impressions,
sites that targeted social networks only accounted for between 5.3 and 8.3
percent of active phishing sites each month. Most social networking activity
involves a small number of we popular websites, so phishers can target
large numbers of victims without having to maintain many different phishing
sites.

9 Sites that targeted financial institutions accounted for between 64.2 and
74.6 percent of active phishing sites each month in 2H1Inlike social
networks, inancial institutions targeted by phishers can number in the
hundreds and customized phishing approaches are required for each one.
Still, the potential for direct illicit access
financial istitutions remain perennially popular phishing targets, and they
received thesecondlargest number of impressions each mondluring the
period.

Global distribution of phish ing sites

Phishing sites are hosted all over the world on free hosting sites, on
compromised web servers, and in numerous other contexts. Performing
geographic lookups of IP addresses in the database of reported phishing sites
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makes it possible to create aps that show the geographic distribution of sites
and to analyze patterns.

To provide a more accurate perspective on the phishing and malwersting
landscape, the methodology used to calculate the number of Internet hosts in
each country or region hasden revised. For this reason, the statistics presented
here should not be directly compared to findings in previous volumes.

Figure54. Phishing sites per 1,000 Internet hostslémations around the world in 3Q12 (top) an®42 (bottom)
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\Q’ Microsoft Malware Protection Center
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