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Agenda

* Forberedelser

* Design scenario

* Krav och rekommendationer
* Sakerhetsaspekter

* Tips & Tricks

ul\ll—_\/ll\ll\l

intelligent se

\\||l

\

\
Q‘&Ilhﬂ‘



Forberedelser
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e Sitt upp klara och definierade mal e 43&
. . . ‘Q :\ '/! \
For pilot | \\k ol
— For komplett installation (6ver tid) @

* Bestam design
 Genomfor sarbarhetsanalys och hantera riskerna
 Dokumentera
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"VPN” - Direct Access

IPSEC (Encryption & Integrity)
Computer authentication

| Interr#l't \

Microsoft*

B
- Forefront
Unified Access

Infrastructure tunnel
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Intranettunnel

IPSEC (Encryption & Integrity)
User & Computer authentication

Internal Clients

Plain text
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"End-to-End” - Direct Access

PR Microsoft®
Forefront
nified Access Gatewa

IPSEC (Encryption & Integrity) Internal Clients
e
User & Computer authentication
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“Pilot”- Direct Access

Plain text

% Microsoft®
2 Forefront

Unified Access Gateway
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Applications &

IPSEC (Integrity)
User & Computer

Internal Clients
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NAP integration

Plain text

Microsoft®
? Forefront
Unified Access Gateway
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i pplicatior'i's &

Internal Clients

IPSEC (Integrity)
User & Computer
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Design Strategier

* |IPv6 kommunikation o6ver Internet?

* |IPv6 kommunikation 6ver intranatet?

e Fjarrstyrning & uppdatering av DA klienter?

e Var och hur sker konfiguration och administration?
« Webtrafik fran DA klienter? 7
e Certifikatshantering!!!! "
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Design strategier

IP6to4
Teredo
IPHTTPs

AD, DNS  NLS

% Microsoft®
2 Forefront

s &

~ (SCCM, AV etc)

ISATAP
NAT64
DNS64

Internal Clients
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Redundans

IP6to4
Teredo
IPHTTPs

AD, DNS  NLS

% Microsoft®
2 Forefront

= (SCCM, AV etc)

ISATAP
NAT64
DNS64 - -

Internal Clients
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Sakerhetsaspekter

IP6to4
Teredo
IPHTTPs

AD, DNS  NLS

% Microsoft®
2 Forefront

Unified Access Gateway

AT
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~(SCCM, AV etc)

ISATAP
NAT64
DNS64

Internal Clients
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Felsokning

e Event viewer

* Tracing
— Network
— Windows FW

e Command line
— Netsh

— Certutil ' 4
— Nltest, Nslookup, etc.... & AL
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Kom ihag

NRPT

ISATAP

GPO & Netsh

AD certificate services
Force tunneling
Teredo vs IPHTTPs
Remote management
Befintlig VPN
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CLAES KRUSE

claes.kruse@onevinn.se
0705 - 186345
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