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Abstract

This book provides information about planning for deploying Microsoft SharePoint Server 2010.
Subjects include site security, governance, and enterprise content management. The audiences for this
book are business application specialists, line-of-business specialists, information architects, IT
generalists, program managers, and infrastructure specialists who are planning a solution based on
SharePoint Server 2010. This book is part of a set of four planning guides that provide comprehensive
IT planning information for SharePoint Server.

For further information about planning for site and solutions created by using SharePoint Server, see
Planning guide for sites and solutions for Microsoft SharePoint Server 2010, part 2
(http://go.microsoft.com/fwlink/?Linkld=208024). Subjects in Part 2 include web content management,
site creation, business intelligence, business data, and enterprise search.

For information about planning the architecture of a SharePoint Server 2010 deployment, see Planning
guide for server farms and environments for Microsoft SharePoint Server 2010
(http://go.microsoft.com/fwlink/?LinkID=189513).

For information about planning for capacity and performance in SharePoint Server 2010, see Capacity
planning for Microsoft SharePoint Server 2010 (http://go.microsoft.com/fwlink/?LinkID=208221).

The content in this book is a copy of selected content in the SharePoint Server 2010 technical library
(http://go.microsoft.com/fwlink/?Linkld=181463) as of the publication date. For the most current content,
see the technical library on the Web.
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Getting help

Every effort has been made to ensure the accuracy of this book. This content is also available online in
the Office System TechNet Library, so if you run into problems you can check for updates at:

http://technet.microsoft.com/office

If you do not find your answer in our online content, you can send an e-mail message to the Microsoft
Office System and Servers content team at:

itspdocs@microsoft.com

If your question is about Microsoft Office products, and not about the content of this book, please
search the Microsoft Help and Support Center or the Microsoft Knowledge Base at:

http://support.microsoft.com



Technical diagrams (SharePoint Server 2010)

Many of these resources are visual representations of recommended solutions. They include poster-
sized documents available in formats including Microsoft Office Visio 2007 or Microsoft Visio 2010 files
(.vsd), PDF files, and XPS files. You might need extra software to view these files. See the following

table for information about opening these files.

File type

Software

.vsd

Office Visio 2007, Microsoft Visio 2010, or the free
(http://go.microsoft.com/fwlink/?Linkld=118761)

If you use the Visio viewer, right-click the VSD link,
click Save Target As, save the file to your
computer, and then open the file from your
computer.

pdf

Any PDF viewer, such as Adobe Reader
(http://go.microsoft.com/fwlink/?Linkld=134751)

Xps

Windows 7, Windows Vista, Windows XP with
NET Framework 3.0, or XPS Essentials Pack
(http://go.microsoft.com/fwlink/?Linkld=134750)

Models

Models are 34-by-44-inch posters that detail a specific technical area. These models are intended to be
used with corresponding articles on TechNet. These models are created by using Office Visio 2007.
You can modify the Visio files to illustrate how you plan to incorporate Microsoft SharePoint 2010

Products in your own environment.

Title

Description

Design Sample: Corporate Portal with Classic
Authentication

lllustrate a typical corporate
deployment, with the most common
types of sites represented. The two
samples differ only in the mode of
authentication that is implemented.

Use these design samples with the
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http://go.microsoft.com/fwlink/?LinkId=134750&clcid=0x409

Title

Description

Deuign Sample: Corporate Portal with Classi: Acthanbeation
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Visio (http://go.microsoft.com/fwlink/?Linkld=196969)
PDEF (http://go.microsoft.com/fwlink/?Linkld=196970)
XPS (http://go.microsoft.com/fwlink/?Linkld=196971)

Design Sample: Corporate Portal with Claims-based
Authentication

Dewign Sampie: Corporate Portal with Caima-based Asthentication
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Visio (http://go.microsoft.com/fwlink/?Linkld=196972)
PDE (http://go.microsoft.com/fwlink/?Linkld=196973)
XPS (http://go.microsoft.com/fwlink/?Linkld=196974)

following article: Design sample:
Corporate deployment (SharePoint

Server 2010)

SharePoint 2010 Products Deployment

Presents such deployment-related
information as the different deployment
stages and environments, plus a
flowchart that illustrates the steps for
installing and configuring SharePoint
2010 Products.
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Title

Description
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ShargPoint 2010 Products: Deployment

Dnpbryrman sy 5ad dervirorananiy Prstalisian pad (oefigeriion

Visio (http://go.microsoft.com/fwlink/?Linkld=183024)
PDE (http://go.microsoft.com/fwlink/?Linkld=183025)
XPS (http://go.microsoft.com/fwlink/?Linkld=183026)

Services in SharePoint 2010 Products
Services In Shu-r\e_Pvu-In't 2010 Products

nd nnrvicen inliawn

Visio (http://go.microsoft.com/fwlink/?LinkID=167090)
PDE (http://go.microsoft.com/fwlink/?LinkID=167092)
XPS (http://go.microsoft.com/fwlink/?LinkID=167091)

Describes and illustrates the services
architecture, including common ways to
deploy services in your overall solution
design.

Use this diagram with the following
articles:

1 Services architecture planning
(SharePoint Foundation 2010)

1 Services architecture planning
(SharePoint Server 2010)

Cross-farm Services in SharePoint 2010 Products

Crogs-larm Serdcsd in SharePoint 2010 Products

Sawm Taree. wewvin e Dapryrg srvlan s e

lllustrates how to deploy services
across farms to provide centralized
administration of services.

Use this diagram with the following
articles:

1 Services architecture planning
(SharePoint Foundation 2010)

1 Services architecture planning
(SharePoint Server 2010)
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Title

Description

Visio (http://go.microsoft.com/fwlink/?LinkID=167093)
PDE (http://go.microsoft.com/fwlink/?LinkID=167095)
XPS (http://go.microsoft.com/fwlink/?LinkID=167094)

Topologies for SharePoint Server 2010

Topologies for SharePoint Server 2010
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Visio (http://go.microsoft.com/fwlink/?LinkID=167087)
PDF (http://go.microsoft.com/fwlink/?LinkID=167089)
XPS (http://go.microsoft.com/fwlink/?LinkID=167088)

Describes common ways to build and
scale farm topologies, including
planning which servers to start services
on.

Extranet Topologies for SharePoint 2010 Products

Visio (http://go.microsoft.com/fwlink/?Linkld=187987)
PDF (http://go.microsoft.com/fwlink/?Linkld=187988)
XPS (http://go.microsoft.com/fwlink/?Linkld=187986)

lllustrates the specific extranet
topologies that have been tested with
SharePoint 2010 Products. Provides a
comparison of ISA Server, Forefront
TMG, Forefront UAG when used as a
firewall or gateway product with
SharePoint 2010 Products.

Hosting Environments in SharePoint 2010 Products

Summarizes the support for hosting
environments and illustrates common
hosting architectures.

For more information on designing and
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Visio (http://go.microsoft.com/fwlink/?LinkID=167084)
PDE (http://go.microsoft.com/fwlink/?LinkID=167086)
XPS (http://go.microsoft.com/fwlink/?LinkID=167085)

deploying hosting environments, see
the following: White paper: SharePoint
2010 for hosters (SharePoint Server

2010).

Search Technologies for SharePoint 2010 Products

Search Technobogies for SharePoint 2000 Products

Nrars bl bmragas

Visio (http://go.microsoft.com/fwlink/?LinkID=167731)
PDE (http://go.microsoft.com/fwlink/?LinkID=167733)
XPS (http://go.microsoft.com/fwlink/?LinkID=167732)

Compares and contrasts the search
technologies that work with SharePoint
Products 2010:

1 SharePoint Foundation 2010
Search Server 2010 Express
Search Server 2010
SharePoint Server 2010

FAST Search Server 2010 for
SharePoint

= =4 =4 =

Search Environment Planning for Microsoft SharePoint
Server 2010

Walks through primary architecture
design decisions for search
environments.
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B L T L

I R —

=

oty |

[ P ———

Visio (http://go.microsoft.com/fwlink/?LinkID=167734)
PDEF (http://go.microsoft.com/fwlink/?LinkID=167736)
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Search Architectures for Microsoft SharePoint Server
2010

Foarch Archiitecturoe for Microvolt SharePoint Sorver 3000
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Visio (http://go.microsoft.com/fwlink/?LinkID=167737)
PDE (http://go.microsoft.com/fwlink/?LinkID=167739)
XPS (http://go.microsoft.com/fwlink/?LinkID=167738)

Details the physical and logical
architecture components that make up a
search system and illustrates common
search architectures.

Design Search Architectures for Microsoft SharePoint
Server 2010

Walks through the initial design steps to
determine a basic design for a
SharePoint Server 2010 search
architecture.
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features in Microsoft SharePoint Server
2010 and Microsoft SharePoint
Foundation 2010 that support
integrating data from external systems
into solutions based on Microsoft
SharePoint Server and Microsoft
SharePoint Foundation. This model
poster describes the architecture of
Microsoft Business Connectivity
Services in SharePoint Server 2010 and
provides information about how to
create solutions that are based on the
service.

Use this model with the following article:
Business Connectivity Services
overview (SharePoint Server 2010)

Content Deployment in SharePoint Server 2010

Describes the content deployment
feature in SharePoint Server 2010. It
includes information about the following:

1 Overview of content deployment

1 Description of content deployment
paths and jobs
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Title

Description

Content Deployment in SharePoint Server 2010

Visio

(http://go.microsoft.com/fwlink/?LinkID=179391&clcid=0x409)

PDF

(http://go.microsoft.com/fwlink/?LinkID=179523&clcid=0x409)

XPS

(http://go.microsoft.com/fwlink/?LinkID=179524&clcid=0x409)

1 When to use content deployment
1 Alternatives to content deployment

9 llustrates common content
deployment farm topologies

1 llustrates and explains the overall
content deployment process

Microsoft SharePoint Server 2010 Upgrade Planning
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Visio (http://go.microsoft.com/fwlink/?Linkld=167098)
PDF (http://go.microsoft.com/fwlink/?Linkld=167099)
XPS (http://go.microsoft.com/fwlink/?Linkld=167100)

Covers planning for an upgrade from
Microsoft Office SharePoint Server
2007 to SharePoint Server 2010. It
includes information about the following:

1 Upgrade requirements: Hardware,
operating system, and database

1 Upgrade process: specific steps to
follow before, during, and after the
upgrade

Use this model with the following article:
Upgrading to SharePoint Server 2010

Microsoft SharePoint Server 2010 Upgrade Approaches

Helps you understand the in-place,
database attach, and hybrid approaches
to upgrading from Office SharePoint
Server 2007 to SharePoint Server 2010.

1 See the farm topologies before,
during, and after upgrade
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Visio (http://go.microsoft.com/fwlink/?Linkld=167101)
PDF (http://go.microsoft.com/fwlink/?Linkld=167102)
XPS (http://go.microsoft.com/fwlink/?Linkld=167103)

1 Compare the advantages of each
type of upgrade approach

Use this model with the following
articles:

1 Determine upgrade approach
(SharePoint Server 2010)

1 Upgrade process overview
(SharePoint Server 2010)

Microsoft SharePoint Server 2010 8 Test Your Upgrade
Process

Visio (http://go.microsoft.com/fwlink/?Linkld=167104)
PDE (http://go.microsoft.com/fwlink/?Linkld=167105)
XPS (http://go.microsoft.com/fwlink/?Linkld=167106)

Explains the methodology for testing the
upgrade process before upgrading from
Office SharePoint Server 2007 to
SharePoint Server 2010.

1 Understand the goals for testing
your upgrade process:
customizations, hardware, timing,
planning

1 See specific steps to follow for
testing your upgrade process

Use this model with the following article:
Use a trial upgrade to find potential
issues (SharePoint Server 2010)

Microsoft SharePoint Server 2010 8 Services Upgrade

Covers upgrading services from Office

SharePoint Server 2007 to SharePoint

Server 2010.

1 Considerations for specific services:
Personalization, Search, InfoPath
Forms, Excel, Business Data
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Visio (http://go.microsoft.com/fwlink/?Linkld=167107)
PDEF (http://go.microsoft.com/fwlink/?Linkld=167108)
XPS (http://go.microsoft.com/fwlink/?Linkld=167109)

1 Database attach upgrade with
services

Microsoft SharePoint Server 2010 8 Upgrading Parent
and Child Farms

Visio (http://go.microsoft.com/fwlink/?Linkld=190984)
PDE (http://go.microsoft.com/fwlink/?Linkld=190985)
XPS (http://go.microsoft.com/fwlink/?Linkld=190986)

Covers the process for and
considerations to keep in mind when
you upgrade farms that share services
(parent and child farms).

Getting started with business intelligence in SharePoint
Server 2010

Covers an overview of business
intelligence in SharePoint Server and
provides you with the following
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Gl i et information.
R — e 1 An overview of each business
- intelligence service and when you
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o 1% — 1 Architecture for application of the

Visio (http://go.microsoft.com/fwlink/?Linkld=167409)
PDE (http://go.microsoft.com/fwlink/?Linkld=167170)
XPS (http://go.microsoft.com/fwlink/?Linkld=167171)

business intelligence services and
how they work together in a
topology.

1 Alist of possible data sources for
each business intelligence service.

Databases That Support SharePoint 2010 Products
Databases That Support SharePoint 2010 Products
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Visio (http://go.microsoft.com/fwlink/?Linkld=187970)
PDE (http://go.microsoft.com/fwlink/?Linkld=187969)
XPS (http://go.microsoft.com/fwlink/?Linkld=187971)

Describes the Microsoft SQL Server
databases on which SharePoint Server
2010 runs.

SharePoint 2010 Products: Virtualization Process

Provides guidance related to
virtualization and the various stages of
deployment, as well as requirements
and examples.

Use this diagram with the articles in the
following chapters:

1 Virtualization planning (SharePoint
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Foundation 2010)
9 Virtualization planning (SharePoint

Server 2010)

Governance for SharePoint Server 2010

[G-_w::rnnnct — Sharefoint Server 2010

Visio (http://go.microsoft.com/fwlink/?Linkld=200532)
PDE (http://go.microsoft.com/fwlink/?Linkld=200533)
XPS (http://go.microsoft.com/fwlink/?Linkld=200534)

lllustrates how to develop a governance
plan that includes IT governance,
information management governance,
and application management
governance.

Use this diagram with the following

articles:

1 Governance overview (SharePoint
Server 2010)

1 Governance features (SharePoint

Server 2010)

Duet Enterprise for Microsoft SharePoint and SAP
Poster

lllustrates Duet Enterprise architecture
for both the SAP and Microsoft
environments, with detailed
explanations of each area.
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Visio

(http://go.microsoft.com/fwlink/?LinkID=208107&clcid=0x409)

PDF

(http://go.microsoft.com/fwlink/?LinkID=208108&clcid=0x409)

XPS
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Tips for printing posters

If you have a plotter, you can print these posters in their full size. If you don't have plotter, use the
following steps to print on smaller paper.

= print posters on smaller paper

1.
2.
3.

Open the poster in Visio.
On the File menu, click Page Setup.

On the Print Setup tab, in the Printer paper section, select the size of paper you want to print
on.

On the Print Setup tab, in the Print zoom section, click Fit to, and then enter 1 sheet across
by 1 sheet down.

On the Page Size tab, click Size to fit drawing contents, and then click OK.
On the File menu, click Print.

If you want to create posters that use the same symbols as these posters, you can download Visio
stencils for posters (http://www.microsoft.com/downloads/en/details.aspx?FamilylD=88e03d22-8f42-

4c9d-94ef-d8e48322d677).
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Plan for sites and solutions (SharePoint Server
2010)

This section contains articles that will help you plan your Microsoft SharePoint Server 2010 site and
solution components.

il

Fundamental site planning (SharePoint Server 2010)

The articles in this section will guide you in planning sites that use SharePoint Server 2010
features.

Security planning for sites and content (SharePoint Server 2010)

The articles in this section will help you plan permissions that control access to your sites and
content.

Site and solution governance (SharePoint Server 2010)

The articles in this section will help you plan how to set up your environment to host IT services and
sandboxed solutions, and how to define the most appropriate information architecture for your
business needs.

M Plan for sandboxed solutions (SharePoint Server 2010)

The articles in this section will help you plan sandboxed solutions that run in restricted
execution environments within your enterprise.

1 Governance overview (SharePoint Server 2010)

Introduces governance as an essential part of a successful Microsoft SharePoint Server 2010
deployment and explains why both information architecture and IT services are key
components of a governance plan.

Plan for social computing and collaboration (SharePoint Server 2010)

The articles in this section will guide you in planning solutions that implement social computing and
collaboration capabilities in your enterprise.

Enterprise content management planning (SharePoint Server 2010)

The articles in this section cover conceptual information about document management, records
management, and managing digital assets.

1 Document management planning (SharePoint Server 2010)

The articles in this section will help you plan document management solutions for your
organization.

1 Records management planning (SharePoint Server 2010)

The articles in this section describe records management in SharePoint Server 2010 and
provide guidelines for planning your records management solution.

1 Plan digital asset libraries (SharePoint Server 2010)




The articles in this section will guide you in planning solutions for sites that include digital
assets such as video, audio, and images.

1 Plan Web content management (SharePoint Server 2010)

The articles in this section will guide you in planning Web content management sites by using
SharePoint Server 2010 features.

1 Plan managed metadata (SharePoint Server 2010)

The articles in this section explain key concepts about managed metadata and provide guidance
about how to use managed metadata in your SharePoint solution.

1 Business intelligence planning

The articles in this section will guide you in planning Business Intelligence solutions on your
enterprise data.

9 Business intelligence basics

The articles in this section provide basic overview information about business intelligence
capabilities in SharePoint Server 2010.

9 Plan for PerformancePoint Services (SharePoint Server 2010)

The articles in this section help you plan your implementation of PerformancePoint Services
and Bl Dashboards.

1 Excel Services overview (SharePoint Server 2010)

The articles in this section help you plan your implementation of Excel Services in your
enterprise environment.

1 Plan for Visio Services (SharePoint Server 2010)
The articles in this section help you plan your implementation of Visio Services.

M Business data and processes planning (SharePoint Server 2010)

The articles in this section will guide you in planning solutions that implement business processes
on your enterprisebs dat a.

M Plan for Business Connectivity Services (SharePoint Server 2010)

The articles in this sectionwil hel p you plan solutions that connec
data to information workers who use SharePoint Web sites and Office 2010 applications.

M Plan InfoPath Forms Services (SharePoint Server 2010)

The articles in this section will help you plan solutions that use InfoPath forms to collect,
customize, and validate business data used by workers to improve key business processes.

1 Plan workflows (SharePoint Server 2010)

The articles in this section will help you plan and implement business processes in your
SharePoint solutions.

M Access Services planning

The articles in this section help you plan your implementation of Access Services.

1 Plan site creation and maintenance (SharePoint Server 2010)
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The articles in this section contain guidance about how to create, maintain, and delete sites, as well
as how to determine settings for quota templates and recycle bins.

1 Plan e-mail integration (SharePoint Server 2010)

The articles in this section explain how to implement incoming e-mail and features that rely on
outgoing e-mail.

See Also
Plan for server farms and environments (SharePoint Server 2010)
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Fundamental site planning (SharePoint Server
2010)

This section provides information that helps IT pros plan sites that use Microsoft SharePoint Server
2010 features.

The effectiveness of a site or a group of sites depends on many factors, but one of the most important
factors is the ability to predictably locate the site and the content that you need within the site. The
structure of a site or a group of sites and the navigation inside and among sites are important for
helping users find and share information and work together.

In this section:

9 Sites and site collections overview (SharePoint Server 2010) describes site collections and sites,
and it contains information about the site templates that are used to create sites in SharePoint
Server 2010.

1 Plan sites and site collections (SharePoint Server 2010) describes the process and important
considerations for planning SharePoint Server 2010 sites and site collections.

91 Site navigation overview (SharePoint Server 2010) provides an overview of the types of navigation
that are available in a site.

Plan site navigation (SharePoint Server 2010) helps you design the navigation for your site.

Themes overview (SharePoint Server 2010) provides an overview of themes and how they work.

1 Plan for using themes (SharePoint Server 2010) discusses how to plan for using themes across
your sites, and it includes important steps to plan how to use themes for your sites.

1 Plan for multilingual sites (SharePoint Server 2010) discusses how to plan for multilingual
SharePoint Server 2010 sites.

1 Multilingual user interface overview (SharePoint Server 2010) describes the multilingual user
interface in SharePoint Server 2010.

91 Plan for the multilingual user interface (SharePoint Server 2010) describes how to plan for using
the multilingual user interface in your SharePoint Server 2010 site solution.




Sites and site collections overview (SharePoint
Server 2010)

A Microsoft SharePoint Server 2010 site collection is a hierarchical site structure that is made up of one
top-level site and any sites below it. This article describes site collections and sites and contains
information about the site templates that are used to create sites in SharePoint Server 2010.

In this article:

I Site collections overview

I Sites overview

I Site templates included in SharePoint Server 2010

Site collections overview

The sites in a site collection have shared administration settings, common navigation, and other
common features and elements. Each site collection contains a top-level site and (usually) one or more
sites below it in a hierarchical structure.

You must group your site's content and features into a site collection. This provides the following
benefits:

91 For site designers, a site collection's galleries and libraries (such as the master page gallery or the
site collection images library) provide a means for creating a unified, branded user experience
across all sites in the site collection.

1 For site collection administrators, a site collection provides a unified mechanism and scope for
administration. For example, security, policies, and features can be managed for a whole site
collection; Site Collection Web Analytics Reports, audit log reports, and other data can help
administrators track site collection security and performance.

1 For farm administrators, site collections provide scalability for growth based on how much content
is stored. Because each site collection can use a unique content database, administrators can
easily move them to separate servers.

1 For site authors, a site collection's shared site columns, content types, Web Parts, authoring
resources, workflows, and other features provide a consistent authoring environment.

91 For site users, a site collection's unified navigation, branding, and search tools provide a unified
Web site experience.

The following list includes some examples of solutions that benefit from being implemented as site

collections:

1 Team site A site collection to support authoring and collaboration tasks for people in your
organization who are working together to produce content useful for your organizational goals.



Often, this kind of site includes collaborative content that is not published but only used internally,
and content intended for publication to an outside audience.

Publishing site A site collection configured to let site members view, author, and interact with the
site's content. Publishing sites are often implemented as two site collections 8 a production site
collection and an authoring site collection. The production site collection is the published site that
the content audience uses. The authoring site collection is a mirror of the production site, and it is
used by the authoring team to create and view site content and test site features. SharePoint
Server 2010 includes a content deployment feature that copies content from an authoring site
collection to a production site collection. For information about content deployment, see Content
deployment overview (SharePoint Server 2010)

Sites overview

A site collection consists of a top-level site and one or more sites below it. Each top-level site and any
sites below it in the site structure are based on a site template and can have other unique settings and
unique content. Partition your site collection content into separate sites to obtain finer control of the
appearance, content, and features of the various pages in your site collection. The following list
includes site features that you can configure uniquely:

1

Templates You can make each site have a unique template. For more information, see Site
templates included in SharePoint Server 2010

Language If language packs have been installed on the Web server, you can select a language-
specific site template when you create a new site. Text that appears on the site is displayed in the
site templatebs | anguag ®eploFlanguages packe (SharePonmtrSereet i

2010).

Security You can define unique user groups and permissions for each site.

Navigation You can fine-tune your site's navigation experience by configuring unique navigation
links in each part of your site's hierarchy. Site navigation reflects the relationships among the sites
in a site collection. Therefore, planning navigation and planning sites structures are closely related
activities. For more information, see Site navigation overview (SharePoint Server 2010).

Web pages You can make each site have a unique welcome page and other pages. For more
information, see Plan Web pages.

Site layouts You can make unique layouts or master pages available in a site. For more
information, see Plan Web pages.

Themes You can change colors and fonts on a site. For more information, see Plan for using
themes (SharePoint Server 2010).

Regional settings You can change the regional settings, such as locale, time zone, sort order,
time format and calendar type.

Search You can make each site have unique search settings. For example, you can specify that a
particular site never appears in search results.
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1 Content types You can make each site have unique content types and site columns. For more
information, see Content type and workflow planning (SharePoint Server 2010).

1 Workflows You can make each site have unique workflows. For more information, see Plan
workflows (SharePoint Server 2010).

Site templates included in SharePoint Server 2010

The following section contains information about the site templates that are included in SharePoint

Server 2010. Although you can use a site template with its default configuration, you can also change

the sitebs default settings by using the site admini st
template. In addition, you can modify a template's design and features by using Microsoft SharePoint

Designer 2010 or Microsoft Visual Studio 2010.

The following table lists every site template, describes the purpose of each, and indicates whether the

template is available at the site collection level, site level, or both. The category that is used to group

the templates might be different, depending on the level at which a site is created.

Template Purpose Category in Site Category in Site
Collection
< Select template later> | An empty site for which Custom N/A
you can select a template
later.
Assets Web Database An assets database to N/A Web Databases

keep track of assets,
including asset details and

owners.
Basic Meeting A site on which you can Meetings Meetings
Workspace plan, organize, and

capture the results of a
meeting. It provides lists
for managing the agenda,
meeting attendees, and
documents.

Basic Search Center A site that provides the Enterprise Search
search functionality. The
site includes pages for
search results and
advanced searches.

Blank Meeting A blank meeting site that | Meetings Meetings
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Template

Purpose

Category in Site
Collection

Category in Site

Workspace

you can customize based
on your requirements.

Blank Site

A blank site that you can
customize based on your
requirements.

Collaboration

Blank & Custom

Blog

A site on which a person
or team can post ideas,
observations, and
expertise that site visitors
can comment on.

Collaboration

Content

Business Intelligence

Center

A site for presenting

business intelligence data.

It provides document
libraries for storing
documents, images, data
connections, and
dashboard Web Parts. It
also provides lists for
linking content from
PerformancePoint
Services in Microsoft
SharePoint Server 2010.

Enterprise

Data

Charitable Contributions

Web Database

A database to track
information about
fundraising campaigns
including donations made
by contributors,
campaign-related events,
and pending tasks.

N/A

Web Databases

Contacts Web Database

A contacts database to
manage information about
people that your team
works with, such as
customers and partners.

N/A

Web Databases

Decision Meeting
Workspace

A site on which you can
track status or make
decisions at meetings. It

Meetings

Meetings




Template Purpose Category in Site Category in Site
Collection
provides lists to create
tasks, store documents,
and record decisions.
Document Center A site on which you can Enterprise Content

centrally manage
documents in your
enterprise.

Document Workspace

A site on which
colleagues can work
together on a document. It
provides a document
library for storing the
primary document and
supporting files, a tasks
list for assigning to-do
items, and a links list to
point to resources that are
related to the document.

Collaboration

Collaboration, Content

Enterprise Search
Center

A site that provides the
search functionality. The
welcome page includes a
search box that has two
tabs: one for general
searches and another for
searches for information
about people. You can
add and customize tabs to
focus on other search
scopes or result types.

Enterprise

Search

Enterprise Wiki

A site on which you can
publish knowledge that
you capture and want to
share across the
enterprise. It provides an
easy content editing
experience in a single
location for co-authoring
content, for discussions,

Publishing

Collaboration, Content




Template

Purpose

Category in Site
Collection

Category in Site

and for managing
projects.

FAST Search Center

A site for delivering the
FAST search experience.
The welcome page
includes a search box with
two tabs: one for general
searches and another for
searches for information
about people. You can
add and customize tabs to
focus on other search
scopes or result types.

Search

Group Work Site

This template provides a
groupware solution that
teams can use to create,
organize, and share
information. It includes the
Group Calendar,
Circulation, Phone-Call
Memo, the document
library and the other basic
lists.

Collaboration

Collaboration

Issues Web Database

An issues database to
manage a set of issues or
problems. You can
assign, prioritize, and
follow the progress of
issues from start to finish.

N/A

Web Databases

Microsoft Project Site

A site that supports team
collaboration on projects.
This site includes Project
Documents, Project
Issues, Project Risks, and
Project Deliverables lists
that might be linked to
tasks in Microsoft Project

Collaboration

Tracking




Template

Purpose

Category in Site
Collection

Category in Site

Server 2010.

Multipage Meeting
Workspace

A site on which you can
plan a meeting and
capture the meeting's
decisions and other
results. It provides lists for
managing the agenda and
meeting attendees. It also
provides two blank pages
that you can customize
based on your
requirements.

Meetings

Meetings

My Site Host

A site that hosts personal
sites (My Sites) and the
public People Profile
page. This template has
to be provisioned only
once per User Profile
Service Application.

This template is available
only at the site collection
level.

Enterprise

N/A

Personalization Site

A site for delivering
personalized views, data,
and navigation from this
site collection to My Site.
It includes Web Parts that
are specific to
personalization and
navigation that is
optimized for My Site
sites.

This template is available
only at the site level.

N/A

Blank & Custom

PowerPoint Broadcast
Center

A site for hosting
Microsoft PowerPoint
2010 broadcasts.

Enterprise

N/A




Template

Purpose

Category in Site
Collection

Category in Site

Presenters can connect to
the site and create a link
for remote viewers to
watch a slide show in a
Web browser.

Projects Web Database

A project tracking
database to track multiple
projects, and assign tasks
to different people.

N/A

Web Databases

Publishing Portal

A starter site hierarchy
that you can use for an
Internet site or a large
intranet portal. You can
use distinctive branding to
customize this site. It
includes a home page, a
sample press releases
site, a Search Center, and
a logon page. Typically,
this site has many more
readers than contributors,
and it is used to publish
the Web pages by using
approval workflows.

This site enables content
approval workflows, by
default, for a more formal
and controlled publishing
process. It also restricts
the rights of anonymous
users so that they can see
only content pages, and
they cannot see
SharePoint Server 2010
application pages.

This template is available
only at the site collection
level.

Enterprise

N/A




Template

Purpose

Category in Site
Collection

Category in Site

Publishing Site

A blank site for expanding
your Web site and quickly
publishing Web pages.
Contributors can work on
draft versions of pages
and publish them to make
them visible to readers.
This site includes
document and image
libraries for storing Web
publishing assets.

N/A

Content

Publishing Site with
Workflow

A site for publishing Web
pages on a schedule by
using approval workflows.
It includes document and
image libraries for storing
Web publishing assets. By
default, only sites that
have this template can be
created under this site.

This template is available
only at the site level when
the Publishing Portal
template is used to create
the top-level site.

N/A

Content

Records Center

A site that is designed for
records management.
Records managers can
configure the routing table
to direct incoming files to
specific locations. The site
also enables you to
manage whether records
can be deleted or
modified after they are
added to the repository.

Enterprise

Data

Social Meeting

A site on which you can
plan social occasions. It

Meetings

Meetings




Template Purpose Category in Site Category in Site
Collection
Workspace provides lists for tracking
attendees, providing
directions, and storing
pictures of the event.
Team Site A site on which a team Collaboration Collaboration

can organize, author, and
share information. It
provides a document
library, and lists for
managing
announcements, calendar
items, tasks, and
discussions.

Visio Process
Repository

A site on which teams can
view, share, and store
Visio process diagrams. It
provides a versioned
document library for
storing process diagrams,
and lists for managing
announcements, tasks,
and review discussions.

Collaboration

Content

Some Microsoft Office SharePoint Server 2007 site templates, such as the site directory, news, and
collaboration portal templates, are not available as an option in SharePoint Server 2010. These
templates can still be accessed and used programmatically by developers. These templates are also
still available as options in the Ul if the SharePoint Server 2010 farm is upgraded from SharePoint
Server 2007. Otherwise use the social tagging features in SharePoint Server 2010 to get much of the
functionality provided in these templates.

See Also

Plan sites and site collections (SharePoint Server 2010)

Site navigation overview (SharePoint Server 2010)

Plan site navigation (SharePoint Server 2010)




Plan sites and site collections (SharePoint
Server 2010)

Microsoft SharePoint Server 2010 sites are made up of a site collection, which is a hierarchical
structure that includes one top-level site and any sites below it. This article describes the process and
important considerations for planning SharePoint Server 2010 sites and site collections, and it
recommends a method for recording your site structure decisions. For information about sites and site
collections, and the site templates that are used to create sites in SharePoint Server 2010, see Sites
and site collections overview (SharePoint Server 2010).

In this article:

 About planning sites and site collections

1 Determine types of sites

Plan sites by organizational hierarchy

Plan application sites

Plan Internet presence sites

Plan publishing sites

= =4 =4 A =

Plan other sites

I Determine site collections

1 Site planning data worksheet

About planning sites and site collections

In general, you plan your sites and site collections in the following order:

1 Determine the number and types of top-level sites and any sites below them in the hierarchy that
are needed.

9 Determine the number and types of site collections into which the sites will be organized.

Determine types of sites

The first step in planning a solution that is based on SharePoint Server 2010 is to determine the types
of sites your organization and its customers need. Determining the types of sites affects later planning
decisions, such as where the sites will be implemented in your server topology, what features to plan
for each site, how processes that span multiple sites are implemented, and how information is made
available across one or more sites. This section contains information about how to plan different kinds
of sites.
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Plan sites by organizational hierarchy

Plan the basic sites that you need based on the scale and structure of your organization. Each of these
sites can contain information that is needed for a project or division within your larger organization, and
each will link to collaboration sites that are relevant to that project or division. Some sites for larger
divisions or projects will also aggregate information that is found on all the smaller sites that are
devoted to smaller divisions or projects.

Use the following guidelines when you plan sites that are based on your organizational structure:

Divisional or team sites Plan to create one site for a small organization or one site for every division
or project of 501 100 people in a medium to large organization. In large organizations, there might be
several levels of sites, with each site focusing on the content that is created and managed at its level of
the organization.

You can design a site for members of your organization to collaborate on content related to your
business or organizational goals. These can be self-contained or they can work with other sites as part
of a publishing process. Often, these sites will have a mixture of collaborative content that is used
internally and content that is intended for publication to an audience.

Rollup sites A rollup site contains general cross-organization content. It makes it possible for users
across divisions to find information, experts, and access to organization-wide processes. It often
contains sites that are related to the overall organizational information architecture and that are usually
mapped to the structure of the divisional or project sites. For each organization, plan to create a
centralized rollup site that uses an aggregated view of all related sites.

Plan application sites

An application site organizes team processes and provides mechanisms for running them. Application

sites often include digital dashboards and other features to view and manipulate data that is related to

the siteds purpose. The infor mat éusuallytdmastfrom diverger esent ed
sources, such as databases or other SharePoint sites.

For example, the human resources organization in an organization could design an application site to
provide employees with:

1 Access to general information, such as employee handbooks and career opportunities.
1 Ways to do common tasks, such as submitting timecards and expense reports.
9 Dashboards to view personalized information, such as an employee's salary and benefits history.

As another example, the internal technical support group in an organization could design a Help Desk
application site to provide technical support to members of the organization. Features of the application
site could include the following:

1 Access to a knowledge base of past support incidents and best-practices documentation.

1 Ways to do common tasks, such as starting a support incident or reviewing the status of an
ongoing incident.
1 Integration with communications features that support online meetings and discussions.



1 Personalized views of data. For example, support managers could view dashboards that provide
views of their team members' productivity and customer satisfaction ratings. Support engineers
could view their current unresolved incidents.

Plan Internet presence sites

Internet presence sites are customer-facing sites. They are usually branded and are characterized by
consistent stylistic elements, such as colors, fonts, and logos in addition to structural elements such as
navigation features and the structure of site pages. Although the appearance of an Internet presence
site is tightly controlled, the content of the site can be dynamic and can frequently change.

For example, a corporate Internet presence site communicates important company information to
customers, partners, investors, and potential employees. This includes descriptions of products and
services, company news, annual reports, public filings, and job openings. As another example, an
online news Internet site provides frequently updated information, together with interactive features
such as stock tickers and blogs.

Because an Internet presence site represents your organization to an external audience, you might
stage and test the site and then publish it & either based on a schedule or as needed 8 to its public
"production” location. A staging site is a mirror of the authoring site that you use to test content before it
is published to the production site. By using a staging site, you help ensure that published content
meets strict standards. Staging sites also make it possible for content authors to work on servers that
are located on your company's intranet while Internet users are using production servers in your
perimeter network. A built-in content deployment feature makes it easy to move content from the
authoring server to the staging server and then to the production server. For more information about
content deployment, see Content deployment overview (SharePoint Server 2010).

Plan publishing sites

By using a publishing site, authors can create and modify content in the form of Web pages and
documents, and they can use an approval process to make the content available to users who have the
appropriate levels of viewing permissions. The publishing process involves creating content and then
submitting it for approval. After content is approved, it is made available, or published, to the Web site
for readers. This publishing occurs according to either a default schedule or a customized schedule,
based on the needs of the project. Publishing sites can be used as intranet, extranet, or Internet sites,
depending on the audience.

For example, you might use a publishing site for an Internet-facing site that publishes press releases.
The public relations team creates press releases, uses the publishing workflow to approve new content,
and specifies when it should be made available to consumers. As another example, you might use a
publishing site for a corporate intranet site, where company news is made available to employees.
Page authors can specify the target audience for their content, which makes the content viewable by
only the members of the designated groups.

Like Internet presence sites, you can also use the built-in content deployment feature to move content
from a staging site to a production site. The production site might be an Internet-facing site, or it might
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be another intranet site within your organization, depending on the size of your organization and the
complexity of your publishing needs.

Plan other sites

You can plan to make it possible for site users to create additional sites. For example, you can plan to
give a My Site to each team member who uses a site. A My Site is a team site that is based on
Microsoft SharePoint Foundation 2010 and has public and private views. You can also make it possible
for team members to create other sites, such as Document Workspace sites, when they collaborate on
documents and other projects. Similarly, you can give users of an Internet site access to collaboration
sites as part of a Web-based service. For example, you can give them permissions to create Meeting
Workspace sites and participate in online meetings as part of their experience of using your site.

For information about the kinds of sites you can create, see Sites and site collections overview
(SharePoint Server 2010).

Determine site collections

After you determine what types of sites your solution requires, the next step is to plan how these sites
are implemented across site collections. A site collection is a hierarchical set of sites that can be
managed together. Sites in a site collection have common features, such as shared permissions,
galleries for templates, content types, and Web Parts, and they often share a common navigation. A
site is often implemented as a site collection with the top-level site as the home page of the site
collection.

In general, when you plan a solution that is based on SharePoint Server 2010, put the following kinds of
sites in separate site collections:

Internet sites (staging)

Internet sites (production)

All team sites related to a divisional site or Internet site
Document Center sites
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Records Center sites

All sites in a site collection are stored together in the same SQL database. This can potentially affect
site and server performance, depending on how your site collections and sites are structured, and
depending on the purpose of the sites. Be aware of the following limits when you plan how to allocate
your content across one or more site collections:

1 Keep extremely active sites in separate site collections. For example, a knowledge base site on the
Internet that allows anonymous browsing could generate lots of database activity. If other sites use
the same database, their performance could be affected. By putting the knowledge base site in a
separate site collection with its own database, you can make resources available for other sites that
no longer have to compete with it for database resources.



1 Because all content in a site collection is stored in the same content database, the performance of
database operations & such as backing up and restoring content 8 will depend on the amount of
content across the site collection; the size of the database; the speed of the servers hosting the
database; and other factors. Depending on the amount of content and the configuration of the
database, you might have to divide a site collection into multiple site collections to meet service-
level agreements for backing up and restoring, throughput, or other requirements. It is beyond the
scope of this article to provide prescriptive guidance about how to manage the size and
performance of databases.

1 Creating too many sites below a top-level site in a site collection might affect performance and
usability. Limit the number of sites of any top-level site to a maximum of 2,000.

1 If you plan to use content deployment to move content between an authoring site collection and a
production site collection, the site collections must be either in separate Web applications, or they
must use separate content databases within the same Web application. For information about
content deployment, see Content deployment overview (SharePoint Server 2010).

Site planning data worksheet

Download an Excel version of the Site planning data
worksheet(http://go.microsoft.com/fwlink/?LinkID=167837&clcid=0x409). Use this worksheet to record
your site structure.

See Also
Sites and site collections overview (SharePoint Server 2010)

Site navigation overview (SharePoint Server 2010)

Plan site navigation (SharePoint Server 2010)
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Site navigation overview (SharePoint Server
2010)

Site navigation provides the primary interface for site users to move around on the sites and pages on
your site. Microsoft SharePoint Server 2010 includes a set of customizable and extensible navigation
features that help orient users of your site so they can move around on its sites and pages. This article
describes the navigation controls that are available in SharePoint Server 2010. It does not explain how
to add navigation controls to Web pages, how to configure navigation controls, or how to create custom
navigation controls.

In this article:

f Navigation controls overview

f Navigation controls on master pages

 Top link bar navigation

Quick Launch navigation

Breadcrumb navigation

Tree view navigation
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Metadata navigation

f Navigation controls on page layouts

Summary Links
I Table of C ontents

9 Content Query
 Navigation Web Parts

Navigation controls overview

Navigation controls can be displayed on master pages, page layouts, andd by using Web Part zonesd
directly in a page's content.

SharePoint Server 2010 bases its navigation model on the hierarchical structure of the site collection.
By using the navigation features, you can link to the following:

1 Sites below the current site

I Asite's peer sites

9 Sites higher in the site structure

1 Web pages in a site

Additionally, you can create links to arbitrary locations, such as to an external Web site.



Navigation links in SharePoint Server 2010 are security-sensitive. If a site user does not have
permissions to a SharePoint Server 2010 site or page that is linked from the site navigation, the user
cannot see the link. Other content which has had links manually added to the navigation are still visible
to users. Also, pages, sites, and links that are manually added to navigation can be configured to be
available only to members of a particular audience. Users who are not members of that audience
cannot see links to sites and pages that are targeted to that audience.

SharePoint Server 2010 navigation is based on the ASP.NET features in the .NET Framework version
3.5, which you can use to customize the following:

1 The site map provider.
1 The data source, which anchors and filters the structure that is provided by the site map provider.

1 The menus, which control the visual appearance of the navigation elements and how deep a
hierarchy to display.

Navigation controls on master pages

A master page defines the outer frame of the Web pages in a site. Master pages contain the elements
that you want all pages in your site to share, such as branding information; common commands, such
as Search; and navigation elements that you want to be available throughout the site. This includes top
link bar navigation, and Quick Launch navigation.

Master pages also provide the menu style of the navigation controls. You can configure master-page
menu style by using Microsoft SharePoint Designer 2010 or Microsoft Visual Studio 2010.

Top link bar navigation

The top link bar is a navigation menu which typically links to the sites that are one level below the
current site in a site hierarchy. It is common for the top link bar to appear at the top of each page in a
site. By default, all sites that are one level below the current site are added to the top link bar, and each
site has its own unique top link bar for navigation. Site administrators can customize the navigation for a
specific site by removing a site from the top link bar. They can also configure the top link bar so that
only the home page link is shown and no other sites in the site hierarchy are displayed.

Site administrators can choose to inherit the top link bar from the parent site. This approach allows
users to switch from one site to another from anywhere within the site collection, by allowing the top link
bar to stay the same in all the sites in the site collection. For example, an Internet site that is used to
market an organization's products could have a site for each line of its products. By displaying each
product's site in the top link bar of each site, site designers can make it possible for users to easily
switch from one site to another without having to return to the site home page.

Other top link bar configuration features include the following:
1 Linking to the Web pages of all the top-level sites.
1 Linking to specified external sites.

1 Linking to specified sites or pages that are anywhere in the site.



1 Organizing links under headings.

1 Manually sorting the items on the top link bar.

1 Restricting the maximum number of items to show at the global navigation level.

All top link bar features, such as linking to external, can be defined uniquely for each site.

By using SharePoint Designer 2010 or Visual Studio 2010, you can additionally customize the
appearance and functionality of the top link bar. For example, you can do the following:

1 Customize the cascading style sheets to change the appearance of the top link bar.

1 Modify the data source, for example to decrease the number of sites that are displayed in the top
link bar.

1 Modify the menu style of the navigation. For example, you can select submenus or specify how
many levels of the site hierarchy to display in the navigation.

Quick Launch navigation

The Quick Launch navigation typically highlights the important content in the current site, such as lists
and libraries. It is common for Quick Launch navigation to appear on the left of each page in a site.

Quick Launch navigation configuration features include the following:

Linking to sites that are on the same level of the site hierarchy as the current site.
Linking to specific external sites or to pages in the current site.

Organizing links under headings.

Manually sorting the items in the Quick Launch navigation.

=A =4 =4 4 A

Restricting the maximum number of items to show at the Quick Launch navigation level.

Just as you customize the top link bar, you can also customize the appearance and functionality of
Quick Launch navigation by using SharePoint Designer 2010 or Visual Studio 2010.

Breadcrumb navigation

Breadcrumb navigation displays a dynamically generated set of links at the top of Web pages, to show
users their current position in the site hierarchy. By using SharePoint Designer 2010 or Visual Studio
2010, you can configure the breadcrumb navigation control. For example, you can specify a custom
navigation provider, and you can remove breadcrumb navigation from a page layout.

Tree view navigation

Tree view navigation displays site content, such as lists, libraries, and sites that are below the current
site, in a hierarchical structure. It is common for tree view navigation to appear on the left of each page
in a site.

By default, tree view navigation is turned off. Site administrators can add tree view navigation to a site
by using the Tree View page.



Metadata navigation

Metadata navigation displays metadata about library and list content in tree view navigation, and makes
it possible for users to filter library or list content based on specified fields. Site administrators can
configure metadata navigation by using the Metadata Navigation Settings page for a list or library to
configure the navigation hierarchies and key filters that are available to users. Metadata navigation is
displayed only when a user views the list or library for which metadata navigation has been configured.

Navigation controls on page layouts

A page layout defines a layout for a Web page by providing Microsoft ASP.NET controls in which the
contents of pages are displayed. You can add navigation controls to a page layout to support navigation
links in Web pages by using SharePoint Designer 2010 or Visual Studio 2010.

When a navigation control is inserted on a page layout, Web pages that use that page layout display
the control together with the content of the page. For example, you can define a page layout that
includes a Summary Links navigation control so that a set of links to relevant pages and sites always
appears when a page is displayed. For more information, see Summary Links .

SharePoint Server 2010 includes the following navigation controls that can be added to page layouts:
T Summary Links

1 Table of Contents

1 Content Query

Summary Links

You can use the Summary Links control to add a set of links to a page. You can control the
appearance, organization, and presentation of the links that you add to a Summary Link control.

You can add a Summary Link control to a page layout in three ways:
1 You can add the control directly to the page layout and configure the links. When you do this, any
page that uses the page layout displays the links.

1 You can add the control as a field control on the page layout. When you do this, you can choose to
configure the links, and you can also choose to allow authors to modify the links and add new ones.

I You can add the control as a Web Part to a Web Part zone. When you do this, authors can modify
the links, add new ones, and delete the Summary Link control.

For example, in a site in which you publish topics from a technical support knowledge base, you can
add a Summary Link control to the page layouts that are used for articles, to provide links to related
sites that contain relevant information, and you can give authors the ability to add links to content that is
related to a particular page's content.



Table of Contents

You can use the Table of Contents control to add a table of contents of all or part of your site to a page
layout so that top link bar and Quick Launch navigation is included in the master pages of the site.
When you add a Table of Contents control to a page layout, you specify which part of your site
collection the control should display, how the links are presented, and how they are organized.

You can add a Table of Contents control to a page layout in two ways:

1 You can add the control directly to the page layout and configure it. When you do this, any page
that uses the page layout displays the table of contents.

1 You can add the control as a Web Part to a Web Part zone. When you do this, authors can modify
the scope of the Table of Contents control.

For example, if you are presenting a set of articles in an online news site, you can add a Table of
Contents control directly to the layout of the article pages so that users can switch from one article to
another from any article page.

Content Query

You can use a Content Query control to link to pages or other items that are displayed based on a
query that you design. For example, if you are presenting articles in an online news site, you could add
a Content Query control to the Welcome Page layout of your site so that new articles are highlighted on
that page. You can build complex queries by using the Content Query control. For example, you can
specify which sites in your site collection to query, which lists to use, and what audience to target. You
can also filter queries that are based on items in a library or list.

You can add a Content Query control to a page layout in two ways:

1 You can add the control directly to the page layout and configure it. When you do this, any page
that uses the page layout displays the results of the query.

1 You can add the control as a Web Part to a Web Part zone. When you do this, authors can modify
the query or delete the Content Query control.

Navigation Web Parts

A Web Part is a control that authors can insert into a Web Part zone on a page and configure. The
Summary Links, Table of Contents, and Content Query controls each have Web Part counterparts that
page authors can insert into Web Part zones on pages. The Web Parts have the same configuration
features and the same functionality as their related controls, but they can be configured when the writer
inserts them on the page instead of when the site designer inserts them on the layout of the page. To
make navigation Web Parts available for page authors to insert on a page, you can include one or more
Web Part zones on a page layout, or you can include a Rich Text Editor control on a page, which will
allow users to add Web Parts directly to the Rich Text Editor Web part.

The following navigation Web parts are available only for non-Publishing sites:

1 Categories Displays categories from the Site Directory.



1 Site Aggregator Displays sites of your choice.

1 Sitein Category Displays sites from the Site Directory within a specific category.

1 Tag Cloud Displays the most popular subjects being tagged inside your organization.
The following navigation Web parts are available only on Publishing sites:

1 Summary Links Allows authors to create links that can be grouped and styled.

1 Table of Contents Displays the navigation hierarchy of your site.

If you make it possible for authors to insert navigation Web Parts on pages, you reduce the control that
you have over your site's navigation because authors can then control part of the navigation experience
of site users. This might be appropriate in a loosely controlled environment, such as a collaboration site
in an organization, where individual authors have to be able to point users to content that is related to
the author's work. It is less appropriate in a more tightly controlled environment, such as an Internet
presence site, in which the navigation experience is planned and implemented in a consistent,
controlled way by the designers and planners of the site.

If you want to include Web Part zones on page layouts but prevent authors from inserting
navigation Web Parts into these zones, you can change the permissions that are required to
use navigation Web Parts in the Web Parts gallery of your site to make those Web Parts
unavailable to authors based on their permission level.

See Also
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Plan site navigation (SharePoint Server 2010)

Site navigation provides the primary interface for site users to move around the sites and pages in your
site. Microsoft SharePoint Server 2010 includes a set of navigation features that can be customized and
extended to help orient the users of your site so they can move around its sites and pages. This article
contains general guidance about how to plan site navigation for your SharePoint Server 2010 sites.
This article does not describe the types of navigation controls that are available in SharePoint Server
2010, nor does it explain how to add navigation controls to Web pages, how to configure navigation
controls, or how to create custom navigation controls. For information about site navigation controls,
see Site navigation overview (SharePoint Server 2010).

In this article:

About planning navigation

Plan the user experience

1
 Plan navigation on pag es
1

Site planning data worksheet

About planning navigation

Navigation planning includes planning the user experience that you want to create in your site and
deciding whether authors will be able to insert navigation elements directly onto their pages.

Pages in sites that are based on SharePoint Server 2010 are composed of three elements: master
pages, page layouts, and page content. When you plan your site's navigation, you can make decisions
about all these elements:

1 You configure global (top link bar) navigation elements and site-level (Quick Launch) navigation
elements on master pages.

1 You can add navigation elements that provide tables of contents, dynamic access to content based
on a query, or authored links to page layouts.

1 You can allow page content to contain tables of contents, dynamic access to content based on a
query, or authored links. Be aware that if you allow authors to add navigation elements to page
content, site designers will have less control of a site's navigation experience.

1 You can use breadcrumbs to display a set of links that show the site hierarchy, starting from the
current page up to the top-level site.

Plan the user experience

Your navigation decisions are closely related to your decisions about the structure of sites in your site
hierarchy. For each site in your site hierarchy, you can choose to have it inherit the top link bar or the
Quick Launch navigation from its parent site, or you can plan unique settings.



The decisions that you make about your site's navigation reflect its unique purpose and structure. When
you plan navigation, consider the tradeoff between having too many navigation links, which could make
your site confusing, and having too few, which could make it difficult for site users to locate important
information. Also remember the following:

1 Inheriting the parent site's navigation can place the current site in a larger context. In an intranet
site, this inheritance can help information workers use the other sites in the site collection to
complete their tasks. If site users do not have to use other sites to complete their tasks, consider
defining a unique top link bar at the site so that site users are not distracted by irrelevant navigation
links. For example, records managers who are using a Records Center site might not have to go
outside the Records Center to accomplish their tasks and so would not benefit from a set of
inherited top link bar navigation links.

1 Displaying peer sites on the Quick Launch navigation can imply that the peer sites have a purpose
that is similar to that of the current site. For example, in an Internet site that markets a set of
products, peer sites on the Quick Launch navigation can help site users find descriptions of related
products and services. However, if site users are unlikely to want to visit peer sites, consider not
displaying them in the current navigation. For example, a university's Internet site that has sites for
each graduate school could omit peer links from the current navigation of each parent site because
students who are interested in a particular graduate school, such as Business Administration, are
unlikely to want to visit sites related to other graduate schools, such as Nursing.

Plan navigation on pages

If you are using the publishing feature, you can add navigation controls to page layouts. You can also
add Web Part zones to page layouts and give authors the ability to add navigation Web Parts to these
zones. As with other page element planning decisions, you should plan navigation on pages based on
how much control you want to have over the page-viewing experience:

1 To tightly control site navigation, you can put navigation controls directly on page layouts and
eliminate Web Part zones from page layouts, or restrict the use of navigation Web Parts in those
zones. For example, in a corporate Internet presence site that has millions of site users, you might
decide to restrict authors from inserting navigation controls.

1 You can provide a more varied site navigation by putting Web Part zones on page layouts, and by
giving authors the ability to insert navigation Web Parts onto their pages. For example, in an
intranet site in which authors and site users are part of the same workgroup, you might decide to
give authors the ability to control the navigation experience of their content by adding navigation
Web Parts to their pages. For more information, see Plan Web pages.

Site planning data worksheet

Download an Excel version of the Site planning data worksheet
(http://go.microsoft.com/fwlink/?LinkID=167837&clcid=0x409). Use this worksheet to help record your
decisions about site navigation.
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Themes overview (SharePoint Server 2010)

Themes provide a quick and easy way to apply colors and fonts to sites in Microsoft SharePoint Server
2010. When a theme is applied to a site, the color of most page elements 8 such as background
images, text, and hyperlinks & changes. The fonts used for some page elements, such as titles, also
change. Themes can be used with the standard SharePoint Server 2010 site templates, or with custom
master pages, and then themes can be created that site owners can apply to their sites. This article
includes an overview of themes and how they work. This article does not describe how to create
custom themes by using Microsoft Office 2010 applications, or how to upload and manage themes in a
theme library. It also does not discuss how to plan for the overall branding of sites by using master
pages or cascading style sheets. For more information, see Web Content Management and Branding.

In this article:

 About using themes

f Ways to use themes

About using themes

Themes enable lightweight branding of a SharePoint Server 2010 site by allowing a site owner or a
user with designer rights to make changes to the colors and fonts of user interface elements of a site.
Themes are applied and customized directly in the user interface, and do not require knowledge of
cascading style sheets or master pages.

An advantage of using themes is that developer resources are not needed for site owners and users
with designer rights to make basic changes to a site. Themes are a simple method of branding a site;
they do not affect the layout of a site.

By default, a theme is only applied to the site for which a specific theme is selected. If the site is a
publishing site 8 or if the publishing feature was enabled for a site &8 when configuring the theme for a
site, you can choose to either inherit the theme from the parent site, or specify a theme that will be used
by the site and all sites that inherit from it. When an alternate theme is selected and applied to a site,
you can choose to apply the theme only to that site, or to that site and all sites below it in the site
hierarchy. This will override any unique themes that those sites may have applied.

Themes in SharePoint Server 2010 have been redesigned to simplify the process of generating
themes. Themes created in Microsoft Office SharePoint Server 2007 are not compatible with
SharePoint Server 2010. If you are upgrading from SharePoint Server 2007 to SharePoint
Server 2010, you can use Visual Upgrade to continue to use sites in the old user interface.
However, we recommend that you use the new user interface in SharePoint Server 2010 to
create themes and apply them to your sites.


http://go.microsoft.com/fwlink/?LinkID=201008&clcid=0x409

Ways to use themes

There are three ways to use themes on a site:

1 Use a preinstalled theme.

1 Modify a preinstalled theme.

1 Upload a custom theme to the theme library.

Using a preinstalled theme

SharePoint Server 2010 comes with preinstalled themes, including the default SharePoint theme. When
a new site is created, it will use the default SharePoint theme. If you want the site to use the theme of
the parent site, configure the theme to inherit from the parent site.

Modifying a preinstalled theme

When a preinstalled theme is modified, a new theme called Custom is created automatically after the
theme changes have been applied. There can only be one Custom theme for a site. SharePoint Server
2010 does not provide a way to save themes within the user interface. If you modify a preinstalled
theme, apply the changes (thereby creating a new theme called Custom), and then modify a second
preinstalled theme, the second preinstalled theme becomes the Custom theme when the settings are
applied. To have multiple custom themes, you must create and upload your own custom themes to the
theme gallery for the site collection.

Uploading your own custom themes to the theme gallery

You can create custom themes by modifying styles in an Office 2010 application, such as Microsoft
PowerPoint 2010, and saving the theme. This creates a .thmx file that you can upload to the theme
gallery for a site collection. Customized themes in the theme gallery are available to all sites in that site
collection.

See Also
Plan for using themes (SharePoint Server 2010)




Plan for using themes (SharePoint Server 2010)

Themes provide a quick and easy way to apply colors and fonts to sites in Microsoft SharePoint Server
2010. When a theme is applied to a site, the color of most page elements 8 such as background
images, text, and hyperlinks & changes. The fonts used for some page elements, such as titles, also
change. Themes can be used with the standard SharePoint Server 2010 site templates, or with custom
master pages, and then themes can be created that site owners can apply to their sites. For more
information, see Themes overview (SharePoint Server 2010).

This article discusses how to plan for using themes across your SharePoint Server 2010 sites, and
includes key steps in planning to use themes for your sites. This article does not describe how to create
custom themes by using Microsoft Office 2010 applications, or how to upload and manage themes in a
theme library. It also does not discuss how to plan for the overall branding of sites by using master
pages or cascading style sheets. For more information, see Web Content Management and Branding.

Before reading this article, be sure to read the article Plan sites and site collections (SharePoint Server
2010).

In this article:

9 About planning for using themes

Decide whether to use themes

Determine how many themes are needed

Decide who makes the themes
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Site planning data worksheet

About planning for using themes

There are three primary decisions to make as you plan to use themes:

1 Decide whether or not to use themes.

91 If you are going to use themes, determine how many themes are needed.
1 Decide who will make the custom themes.

The remainder of this article will explain these decisions and describe additional planning
considerations.

Decide whether to use themes

The first step to planning for using themes is to decide whether or not themes are the appropriate
option for your scenario. Other options for customizing a site include using an alternate CSS file and
creating custom master pages. These options require the skills of either a designer or a developer to
implement, and so they may not be appropriate for your scenario.
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To decide whether or not to use themes, determine how much change to the existing look and feel is
needed for your sites, and then choose the option that most closely fits what you want to do. You can
use a combination of one or more of these options, depending on the customization that you want to do
for your sites. The following table describes different levels of customization and recommends the
option best suited for each level.

If you want to Then use

Allow site owners to change colors and fonts Themes

Make changes to other design elements such as Cascading style sheets
font size and spacing

Completely change the page structure and design | Master Pages

If you decide to use themes, continue reading the rest of this article.

Determine how many themes are needed

After deciding to use themes, you must determine how many themes are needed for your sites.
Consider whether the themes that are installed with SharePoint Server 2010 are sufficient for your
purposes, or if you will need to create custom themes to be used across sites. If you will be creating
custom themes, you must also determine how many themes will be needed and decide which sites will
use which themes.

Use the site planning data worksheet to record which sites should use a theme, and to determine how
many unigue themes are needed.

Decide who makes the themes

If you will be using custom themes, you must determine who will be responsible for creating the *.thmx
files. Because custom themes are created in an Office 2010 application such as PowerPoint, you do not
need a graphic designer to make a theme; however, you may want to include a graphic designer during
the planning phase to provide guidance on color values and font styles that will be used in the themes.

You must also decide who will be responsible for uploading the themes to the theme gallery. Will the
person who creates the themes also be responsible for uploading the *.thmx files to the theme gallery,
or will they save the theme files to a directory for a site collection administrator to upload? A user must
have either administrator or designer privileges for the site collection that contains the theme gallery in
order to upload *.thmx files to the gallery.




Site planning data worksheet

Download an Excel version of the Site planning data worksheet
(http://go.microsoft.com/fwlink/?LinkID=167837&clcid=0x409). Use this worksheet to help record your

decisions about themes.

See Also
Themes overview (SharePoint Server 2010)
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Plan for multilingual sites (SharePoint Server
2010)

Microsoft SharePoint Server 2010 has several features that enable you to support users in different
regions or users who speak different languages. You can use these features to create Web sites in
different languages and configure site variation settings that make it easy to track site updates and

changes across several duplicate sites.

This article discusses how to plan for multilingual SharePoint Server 2010 sites. This article does not
describe how to create multilingual sites or how to install language packs. For information about
creating multilingual sites, see Create sites in different languages from the default language. For
information about language packs, see Deploy language packs (SharePoint Server 2010).

In this article:

 About planning multilingual sites

Determine language and local e requirements

Determine whether to use site variations

Determine language pack requirements
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Determine requirements for word breakers and stemmers

About planning multilingual sites

If your organization has to support users in different regions or users who speak different languages,
you must determine what your multilingual requirements are and plan for multilingual site deployment
when you plan your overall site structure and navigation.

To determine your multilingual requirements, you must:
1 Determine the languages and locales that you have to support.
9 Determine whether you want to use the site variations feature.

To plan for multilingual site deployment, you must determine which language features and components
to install or configure on your servers. These can include:

1 Language packs.
1 Word breaker support.

Although Microsoft Office SharePoint Server 2007 supported internationalized domain names
(IDNs), SharePoint Server 2010 does not. If you currently use IDNs with SharePoint Server
2007 and you plan to upgrade or migrate to SharePoint Server 2010, you must stop using
IDNs, delete any IDN settings, and set up a non-IDN environment before you upgrade or
migrate to SharePoint Server 2010.


http://go.microsoft.com/fwlink/?LinkID=198972&clcid=0x409
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Determine language and locale requirements

You might have to create sites in multiple languages for any of the following reasons:
1 You want to provide Web site content to users in different regions.

1 You are required by government regulation or organizational policy to provide Web site content in
more than one language.

Be sure to consult all potential site owners when you determine your language requirements, and be
sure to list all languages that you might have to support in the future. It is easier to install language
support during initial deployment instead of waiting to install language support when your servers are
running in a full production environment. After a site has been created for a specific language, the
default language of the site cannot be changed. However, a user who is logged on to the site can use
the multilingual user interface to select an alternative language in which to display the site. This
changes the way the site user interface is displayed to the user, but it does not change the site content.
For example, if the site was provisioned in French, and the Spanish language pack has also been
installed on the server, a site user can change the language to Spanish so that when they view the site,
the user interface will be in Spanish. This changes the user interface for that user only and does not
affect how the site is displayed to other users. Also, any content that was created in French will still be
displayed in French. For more information about the multilingual user interface, see Multilingual user
interface overview (SharePoint Server 2010).

If a user changes their personal site settings to display the site in an alternative language,
some site elements, such as column names, might still be displayed in the default site
language.

Do not assume that you have to create a Web site or a site collection in multiple languages only
because a document library contains documents in multiple languages. A document library can contain
documents in multiple languages without requiring you to create Web sites or site collections in multiple
languages. For example, the document library for an English site collection can contain documents that
are written in French and documents that are written in Japanese. For publishing sites, content can be
created in any language. You do not have to create a Web site in specific language in order to display
pages that contain content in other languages.

When you are planning multilingual sites, you should also consider what locales are necessary to
support your sites. Locale is a regional setting that specifies the way numbers, dates and times are
displayed on a site. However, locale does not change the language in which the site is displayed. For
example, selecting the Thai locale changes the default sort order of list items and uses the Buddhist
calendar instead of the default calendar. The locale is a setting that is configured independently of the
language specified when a site is created, but unlike the language, the locale can be changed at any
time. For more information about translation of the user interface, see Determine language pack

requirements .




Determine whether to use site variations

The SharePoint Server 2010 variations feature enables site administrators to make the same
information available to specific audiences across different sites by maintaining customizable copies of
the content from the source variation in each target variation. A variation consists of a set of labels that
is used to create a set of sites in a site collection. For example, if you want four language variations of
your site, you must create four labels, one for each language. The variations feature will create four
sites, one for each label. The site administrator selects one label to be the source label. The
corresponding source site is where most of the new content enters the system. The remaining labels
are the target labels, which the variations feature creates as target sites. For a multilingual site, you
might want to use the primary language of your organization as the source label. There can be only one
source label, and after the source label has been specified, it cannot be changed. For more information
about variations, see Variations overview.

To ensure seamless synchronization, when a change is made to a page within the source site, you can
configure the variations feature so that the updated page is copied either manually or automatically to
the target sites. The change can be as minor as correcting a spelling error or as major as a complete
rewrite of the content. The copy appears as a new draft item on the target site; it does not replace the
existing content. The content owner on the target site makes the decision to accept the change as is,
translate the change, or ignore the change. The same applies if a user on the source site creates a new
site below the source site or publishes a new page. Site administrators can decide to create a
variation's corresponding site and pages either automatically or manually.

When you plan for multilingual sites, consider whether you have to create content that will be shared
across sites, but must be modified to meet regional requirements or translated to meet language
requirements. For more information, see Plan variations.

Determine language pack requirements

Based on the language requirements of your Web site, determine the language packs that have to be
installed on your front-end Web servers. Language packs enable you to create sites and site collections
in multiple languages without requiring separate installations of SharePoint Server 2010. Language
packs are installed on the front-end Web servers in your server farm and contain language-specific site
templates. When you create a site or a site collection that is based on a language-specific site template,
the user interface text that appears on the site or the site collection is displayed in the language of the
specified site template. For example, when you decide to create a site in French, the toolbars,
navigation bars, lists, and column headings for that site will appear in French. Likewise, if you decide to
create a site in Arabic, the toolbars, navigation bars, lists, and column headings for that site will appear
in Arabic, and the default left-to-right orientation of the site changes to a right-to-left orientation to
properly display Arabic text.

If your site will have users who cannot work in the default language that you plan to use for the site, you

should also install language packs that will enable users to work in their chosen language by using the
multilingual user interface. If you do not provide support for additional languages, users might find it


http://technet.microsoft.com/library/3f8ea55b-e483-478c-8b35-a0ef4c6890f4(Office.14).aspx
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difficult to use site features in their non-native language. Language packs provide language-specific
translation of user interface elements such as the following:

Ribbon elements

List and site column headers

Site settings interface

Templates for new lists, document libraries, and sites
Managed metadata tagging.

=A =4 =4 4 -4 -4

Relevant search indexing of content that is not in the default language of the site.

.j Note:

Language packs provide translation only of the user interface. They do not translate content
that is created and displayed in content pages or Web Parts.

The list of available languages that you can use to create a site or site collection, and which users can
select in the multilingual user interface, is generated by the language packs that are installed on the
front-end Web servers of your server farm. By default, sites and site collections are created in the
language in which SharePoint Server 2010 was installed. For example, if you install the Spanish
version of SharePoint Server 2010, the default language for sites, site collections, and Web pages is
Spanish. If you have to create sites, site collections, or Web pages in a language other than the default
SharePoint Server 2010 language, you must first install the language pack for that other language on
the front-end Web servers before you can select another language in which to create a site. For
example, if you are running the French version of SharePoint Server 2010 and you want to create sites
in French, English, and Spanish, then you must install the English and Spanish language packs on the
front-end Web servers before you can create the English and Spanish sites.

Language packs for SharePoint Server 2010 are not bundled or grouped into multilingual installation
packages: you must install a specific language pack for each language that you want to support. Also,
language packs must be installed on every front-end Web server in the server farm to ensure that each
Web server can render content in the specified language. For information about what language packs
are available, see Language packs (SharePoint Server 2010). For information about how to deploy
language packs, see Deploy language packs (SharePoint Server 2010).

Even though you specify a language for a site, some user interface elements such as error messages,
notifications, or dialog boxes might not appear in the language that you choose. This is because
SharePoint Server 2010 relies on several supporting technologies & such as the .NET Framework,
Microsoft Windows Workflow Foundation, ASP.NET, and Microsoft SQL Server 8 and some of these
supporting technologies are localized into only a limited number of languages. If a user interface
element is generated by one of the supporting technologies, and if the supporting technology is not
localized into the language that the site administrator specified for the site, the user interface element
appears in English.

In addition, some text might originate from the original installation language, which can create a mixed-
language experience. This type of mixed-language experience is typically seen only by content creators
or site administrators and is not seen by site users.


http://technet.microsoft.com/library/e318ac04-1b3c-478a-957c-4684ee5c7965(Office.14).aspx
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Error logs that SharePoint Server 2010 stores on the server are always in English.

For more information about installing language packs, see Deploy language packs (SharePoint Server

2010).

Determine requirements for word breakers and
stemmers

Word breakers and stemmers are components that are part of the indexing and querying processes. A
word breaker is a component that is used to break strings of text into individual words during the
indexing and querying processes. A stemmer is a component that finds the root word of a term and can
also generate variations of that term. The rules for word breaking and stemming differ for different
languages, and you can specify different rules for different languages. Word breakers for each
language enable the resulting terms to be more accurate for that language. Where there is a word
breaker for a language family, but not for a specific sub-language, the major language is used. For
example, the French word breaker is used to handle text that is French Canadian. If no word breaker is
available for a particular language, the neutral word breaker is used. With the neutral word breaker,
words are broken at neutral characters such as spaces and punctuation marks.

If you install any language packs or supplemental language support, we recommend that you install the
appropriate word breaker and stemmer for each of the languages that you have to support. Word
breakers and stemmers must be installed on all servers that are running the Search service. For a list of
the languages for which SharePoint Server 2010 provides word breakers and stemmers, see
Languages for word breakers and stemmers (SharePoint Server 2010).

See Also
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Plan for the multilingual user interface (SharePoint Server 2010)
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Multilingual user interface overview (SharePoint
Server 2010)

This article discusses the new multilingual user interface feature in Microsoft SharePoint Server 2010.
Previously, in Microsoft Office SharePoint Server 2007, when you created a site collection or site, if
language packs were installed on the server, you could also choose the language in which to display
the site user interface. However, after the language for a site had been set, it could not be changed.
The multilingual user interface feature introduces the concept of secondary languages that users can
select. This feature is used to display the site user interface in a secondary language that the user
selects and that is different from the primary language that was chosen when the site was created.

This article describes the multilingual user interface in SharePoint Server 2010. This article does not
describe how to deploy the language packs that are required to use the multilingual user interface or
how to configure site settings to enable users to set their preferred language. It also does not discuss
how to plan for using the multilingual user interface in your site solution. For information about how to
let individual users change the language that is used to display their site's user interface, see Make
multiple languages available for your site's user interface. For more information about planning to use
the multilingual user interface, see Plan for the multilingual user interface (SharePoint Server 2010).

In this article:
Use and benefits of the multilingual user interface

How the multilingual user interface works

What is supported by the multilingual user interface

Adding and modifying application content

Exporting and importing translated content

Using the multilingual user interface with managed metadata
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Limitations of the multilingual user interface

Use and benefits of the multilingual user interface

The multilingual user interface enables users to collaborate in a single site by using their selected
secondary language, regardless of which language was selected when the site was created. When you
create a new site, if language packs have been installed on the server, you can specify the primary
language for the site. The site will use that primary language to display the site user interface, such as
site navigation and administrative pages. If you want site users to be able to view the site user interface
in a secondary language, you can specify which languages are available to users by using the
Language Settings page. A user who is logged on to the site can use the Select Display Language
option on the user menu to select a secondary language in which to display the site user interface. After
the user selects a language, all sites within that domain name are displayed in their preferred language.
However, this does not change the default, primary language of the site. Other users who view the site
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still see the site user interface displayed in the primary language. The site user interface is changed
only for those users who have selected a different, secondary language in which to display the site.

By using the multilingual user interface, team members can work on documents and projects in a
shared, common language, while they are viewing the site and performing tasks in their preferred
language. In addition to team collaboration, the multilingual user interface enables farm and site
administrators to perform administrative tasks in their preferred language. For example, farm
administrators can change the primary language of the Central Administration Web site so that the
administrative links and instructions are displayed in their preferred language.

The multilingual user interface displays only site user interface elements in another language. It
does not translate or display content such as documents or list items in another language.

In addition to letting users change the primary language for a site, the multilingual user interface also
enables users to make changes to new and existing application content, such as list or library titles and
descriptions, and it enables users to have those changes be reflected in the user interface for other
users of other languages. For example, a team member who uses English as the preferred language
creates a new document library named "Team Reports."” Another team member who has the preferred
language set to German, logs on to the site and changes the library title to "Mannschaftsberichte.” The
next time that a user, who has the preferred language set to German, logs on to the site, the name of
the document library is displayed as "Mannschaftsberichte.” However, a user who has the preferred
language set to English still sees the document library name displayed as "Team Reports.”

SharePoint Server 2010 provides three methods that you can use to translate certain application
content, such as list or library titles and descriptions: by using the user interface, by exporting and
importing translations for a site, and by using the object model.

How the multilingual user interface works

By default, when a new site is created, it is created in the default language of the SharePoint Server
2010 installation on the server. A farm administrator must install language packs on the server before
sites can be created in languages other than the default language. For more information, see Deploy
language packs (SharePoint Server 2010).

After language packs have been installed on the server, the Language Settings link is added to the
Site Settings page. Site administrators use the Language Settings page to specify which secondary
languages the site will support. After the site administrator has enabled secondary languages for a site,
users can log on to the site and use the Select Display Language option on the user menu to change
the display language when they browse to any page in the site collection. When a user changes the
display language of a page, the new display language becomes the user's preferred language for the
whole site collection.

SharePoint Server 2010 selects the language in which to display pages of a site collection by using the
first of the following rules that applies:
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1. Does the user have a preferred language for this site collection on this computer? If so, use the
user's preferred language.

2. Is the language preference that is specified in the Web browser one of the supported languages for
the page? If so, use the preferred language of the browser.

3. Otherwise, use the default language for the site collection.

SharePoint Server 2010 provides three methods that you can use to modify certain application content,
such as list or library titles and descriptions: by using the user interface, by exporting and importing
translations for a site, and by using the SPUserResource class in the Microsoft.SharePoint namespace.
Not all user interface elements can be changed directly in the user interface. For example, user actions
and commands can be changed only by using the SPUserResource class. For more information, see
SPUserResource class.

What is supported by the multilingual user interface

When a user views a site in a secondary language, certain elements of the user interface are provided
in the preferred language. The following list includes examples of items that are supported by the
multilingual user interface:

1 Settings pages, such as those in the _layouts and the _admin virtual directories.
1 Help.

91 Application content, such as menus, controls, site actions, site title and description, list or library
tittes and descriptions, top link bar links, Quick Launch links, local breadcrumbs, site and list
content types, and site and list columns.

1 Developer content, such as features, and solutions.

However, not all user interface elements are translated. The following list includes examples of items
that are not supported by the multilingual user interface:

1 Web Parts (except those that are linked to lists or libraries).
1 Global breadcrumbs.

1 User created content, such as list item data, documents and Web pages in libraries, permissions
levels, groups, views, and Web Parts.

Although most site templates are supported by the multilingual user interface, the following site
templates are not supported:

1 The Blog template.
1 Any of the meeting workspace templates.
1 Any of the Web database templates.
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Adding and modifying application content

A user can add or modify application content, such as list titles or column names and descriptions, in
one of two ways: by adding or modifying content in the primary language or by adding or modifying
content in one or more secondary languages.

When a user views a site by using the primary language of the site, any new application content that is
created is displayed in the primary language, even when the site is viewed in a secondary language.
For example, if the primary language for a site is English, when a user views the site in the primary
language and creates a new document library called "Team Documents", the library title is still
displayed as "Team Documents” when a user views the site in any secondary language. To translate
new user interface strings into a secondary language, a user must change the user preferences to
display the site in a secondary language and then make the change to the user interface element.

When a user views a site by using a secondary language, any new application content that is created is
displayed in that language even when the site is viewed in the primary language or in any other
secondary language. For example, if the primary language for a site is English, and a user views the
site in German and adds a document library called "Mannschaftsdokumente”, the library title is
displayed as "Mannschaftsdokumente" even when the site is viewed in English. To translate new user
interface strings into the primary language or to other secondary languages, the user must change the
user preferences to display the site in the required language and then make the change to the user
interface. The Language Settings page contains an Overwrite Translations option that affects how
changes to existing application content are made to other languages for the site. If the Overwrite
Translations option is enabled, any changes that are made to the user interface in the primary
language overwrite any changes that have been made to user interface elements in secondary
languages.

By default, when a user views a site by using the primary language of the site, any changes that are
made to existing application content are changed for that language only. The strings that are associated
with that user interface element in the secondary languages remain unchanged. However, if the
Overwrite Translations option is enabled, the strings that are associated with that user interface
element for every language are replaced with the new primary language string. For example, if the
primary language for a site is English, and a user changes the title of the "Shared Documents" library to
"Team Documents”, by default, the title is changed only for the primary language of the site. However, if
the Overwrite Translations option is enabled, the title is changed to "Team Documents" for every
secondary language, and it must be retranslated.

When a user views a site by using a secondary language, any changes that are made to existing
application content are changed for that language only. The strings that are associated with that user
interface element in the primary language and other secondary languages remain unchanged. To
translate user interface strings into the primary language, or to other secondary languages, the user
must change the user preferences to display the site in the required language and then make the
change to the user interface.



Exporting and importing translated content

The multilingual user interface feature lets you export and import application content for bulk translation.
Instead of translating application content one item at a time, you can export the strings for any new or
modified application content in the primary language or in one of the secondary languages. To export
content, you use the Export Translations link on the Site Settings page. When you export application
content for a secondary language, you can decide to export all content or only content that has not
been translated.

When the application content is exported, it is saved as a .resx file, which can be opened by using a
text editor or any third-party tool that can open resource files. For more information, see Resources in
.Resx File Format. After the resource strings have been translated, you use the Import Translations link
on the Site Settings page to import the .resx file.

Using the multilingual user interface with managed
metadata

You can create multilingual managed metadata for use with a SharePoint Server 2010 solution. By
using the Term Store Management Tool, you can create a term set, and associate multiple labels, one
for each language that you want to support, with each term in the set. When a user changes the
preferred language for a site, the terms are displayed using the labels that correspond to the selected
language. For more information about how to use multilingual managed metadata with a site, see
Multilingual term sets (SharePoint Server 2010).

Limitations of the multilingual user interface

As mentioned previously, not all user interface elements are supported by the multilingual user
interface. The following list describes additional limitations that apply when you use the multilingual user
interface:

1 Search Search indexes content in the default language of the SharePoint installation. Even if
content is provided in secondary languages, that content is only searchable by using the default
language of the site. For example, if your preferred language is German, but the primary language
for the site is English, a search for "Freigegebene Dokumente" does not return any search results.
However, a search for "Shared Documents” does return search results.

1 Web Parts Web Part titles and descriptions do not change in the user interface, unless a Web
Part is a list-based Web Part. For example, the title and description for Web Parts that display list
and library data, such as Announcements and Shared Documents, are displayed in a user's
preferred language, whereas the title and description for other Web Parts, such as the Content
Editor and the Content Query Web Parts, are displayed only in the primary site language.

See Also

Plan for the multilingual user interface (SharePoint Server 2010)
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Plan for the multilingual user interface
(SharePoint Server 2010)

The new multilingual user interface feature in Microsoft SharePoint Server 2010 introduces the concept
of a secondary language that the user can select. This feature displays the site user interface in a
secondary language that the user selects and that is different from the primary language that was
chosen when the site was created.

This article describes how to plan for using the multilingual user interface in your SharePoint Server
2010 site solution. This article does not describe how to deploy the language packs that are required to
use the multilingual user interface or how to configure site settings to enable users to set their preferred
language. For information about how to let individual users change the language that is used to display
their site's user interface, see Make multiple languages available for your site's user interface. For more
information about the multilingual user interface, see Multilingual user interface overview (SharePoint

Server 2010).

In this article:

9 Determine language requirements for your sites

9 Plan for translating content

1 Plan for installing service packs

Determine language requirements for your sites

Before you can use the multilingual user interface in your SharePoint sites, the farm administrator must
deploy language packs to the server so that they are available for use on sites. Decide which language
packs are needed and when they will be deployed to the server. Site administrators must configure the
language settings for individual sites to make specific languages available to site users. You should
decide which languages are needed for each site and plan to have the site administrators enable
specific languages for the sites they manage. For information about planning multilingual sites, see
Plan for multilingual sites (SharePoint Server 2010). For information about deploying language packs,
see Deploy language packs (SharePoint Server 2010).

Plan for translating content

If you will enable the multilingual user interface on your site to provide users a way to collaborate while
they are using their preferred language, you must decide whether using the default multilingual user
interface will be sufficient or whether application content will have to be translated. If you have
application content that has to be translated, you should consider the following questions:

1 How will new and existing application content be translated? Will individual team members
translate application content directly in the user interface as it becomes necessary, or will you
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export resource files in the languages that are needed for the site and have them all translated at
once? If users create new application content in a secondary language, you must plan for who will
translate that content into the primary language of the site and for the other secondary languages. If
you plan to create complex pages, such as new menu pages, or develop custom solutions, such as
features that create lists, you must plan to use the object model to provide translations in secondary
languages.

1 Who will translate the application content? Will the translation of resource files be done by
someone within your organization, or will you need to have a third-party translate them for you?

1 How will updates to the application content be handled? Will changes to the user interface be
translated as changes are made, or will changes be made on a periodic schedule? This might
depend on the size and scale of the sites and the content that is included.

1 How should translation overwrites be handled? Do you want changes in the primary language
to overwrite string values in secondary languages? If so, then you must enable the Overwrite
Translations option on the Language Settings page.

1 What column names must be changed? What column names must be translated, and for which
languages? Will the column names be at the list level or at the site level?

Plan for installing service packs

If language packs are updated as part of a service pack release for SharePoint, you must update the
language packs on the server when the service pack is installed. You should plan to coordinate with the
farm administrator to monitor the release of service packs and any associated language packs so that
you are aware of updated language packs that need to be installed for your users.

See Also
Multilingual user interface overview (SharePoint Server 2010)

Plan for multilingual sites (SharePoint Server 2010)




Security planning for sites and content
(SharePoint Server 2010)

Some of the sites in your enterprise probably contain content that should not be available to all users.
For example, proprietary technical information should be accessible only on a need-to-know basis. An
intranet portal for employee benefits should be available only to full-time employees, whereas the home
page of an Internet Web site is accessible by anonymous clients.

Permissions control access to your sites and site content. You can manage permissions by using
Microsoft SharePoint Server 2010 groups, which control membership, and fine-grained permissions,
which help to secure content at the item and document level. This section describes permissions for
sites and site content and provides considerations for choosing permissions.

In this section:
1 Plan site permissions (SharePoint Server 2010)

Helps you understand how permissions are assigned and helps you choose the appropriate
permissions to use in your site collection or subsite.

9 Determine permission levels and groups (SharePoint Server 2010)

Reviews the available permission levels and groups, and helps you determine whether you need
additional permission levels or groups.

9 Choose security groups (SharePoint Server 2010)

Helps you determine which Microsoft Windows security groups and user accounts to use to grant
access to sites, decide whether to use the Authenticated Users group, and decide whether to allow
anonymous access.

 Choose administrators and owners for the administration hierarchy (SharePoint Server 2010)

Defines the levels of administration from the server level to the subsite level and helps you choose
administrators for each level.

9 Best practices for using fine-grained permissions (white paper) (SharePoint Server 2010) provides
guidance for using fine-grained permissions in SharePoint 2010 Products.




Plan site permissions (SharePoint Server 2010)

This article helps you plan access control at the site collection, site, subsite, and site content (list or
library, folder, item or document) levels. This article also describes the concepts about permission
inheritance and fine-grained permissions.

This article does not address planning the security of your entire server or server farm. For more
information about planning other aspects of security, such as authentication methods and
authentication modes, see Plan authentication methods (SharePoint Server 2010).

In this article:

 About site permissi _ons

About permission inheritance

1
 Plan for site permissions
1

Plan for permission inheritance

Introduction

You can control access to site and site content by assigning permissions to users or groups for a
specific site or site content at the following levels within a site collection:

i Site
91 Library or list
1 Folder

1 Document or item
Before developing your plan for site and content access, you should consider the following questions:

I To what granularity do you want to control permissions for the site or site content? For example,
you might want to control access at the site level, or you might need more restrictive security
settings for a specific list, folder, or item.

1 How do you want to categorize and manage your users by using SharePoint groups? Groups do
not have any permission until they are assigned a permission level for a specific site or for specific
site content. When you assign permission levels to SharePoint groups at the site collection level, by
default, all sites and site content inherit those permission levels.

For more information about using groups to help manage permissions, see Choose security groups
(SharePoint Server 2010).

About site permissions

You should understand the following concepts before designing your permissions plan.
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1 Permissions Permissions grant a user the ability to perform specific actions. For example, the
View Items permission allows a user to view items in a list or folder, but not to add or remove items.
Permissions can be granted to individual users at site or site content levels.

For information about available permissions, see User permissions and permission levels
(SharePoint Server 2010).

1 Fine-grained permissions Fine-grained permissions are unique permissions on securable
objects that are at a lower level in a site hierarchy, such as permissions on a list or library, folder, or
item or document. Fine-grained permissions allow for greater granularity and customization of user
permissions in a site collection.

1 Permission level Permission levels are collections of permissions that allow users to perform a
set of related tasks. For example, the Read permission level includes the View Items, Open Items,
View Pages, and View Versions permissions (among others), all of which are needed to view
pages, documents, and items in a SharePoint site. Permissions can be included in more than one
permission level.

Permission levels are defined at the site collection level and can be customized by any user or
group whose permission level includes the Manage Permissions permission. For more information
about customizing permission levels, see Configure custom permissions (SharePoint Server 2010).

The default permission levels are Limited Access, Read, Contribute, Design, and Full Control. For
information about default permission levels and the permissions included in each level, see User
permissions and permission levels (SharePoint Server 2010).

1 SharePoint group A SharePoint group is a group of users that are defined at site collection level
for easy management of permissions. Each SharePoint group is assigned a default permission
level. For example, the default SharePoint groups are Owners, Visitors, and Members, with Full
Control, Read, and Contribute as their default permission levels respectively. Anyone with Full
Control permission can create custom groups.

1 User A user can be a person with a user account from any authentication provider supported by
the Web application. We recommend that you assign permissions to groups rather than users,
although you can directly grant individual users permissions to a site or specific content. Because it
is inefficient to maintain individual user accounts, you should assign permissions on a per-user
basis only as an exception.

I Securable object A securable object is a site, list, library, folder, document, or item for which
permissions levels can be assigned to users or groups. By default, all lists and libraries within a site
inherit permissions from the site. You can use list-level, folder-level, and item-level permissions to
further control which users can view or interact with site content. You must first break the
permission inheritance before you change or assign permissions for that securable object. You can
resume inheriting permissions from the parent list or site at any time.

You can assign a user or group permissions for a specific securable object. Individual users or groups
can have different permissions for different securable objects. The following diagram illustrates the
relationships among permissions, users and groups, and securable objects.
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Securable Objects

About permission inheritance

Permissions on securable objects within a site are inherited from the parent object by default. You can
break inheritance and use fine-grained permissions 8 unigue permissions on the list or library, folder,
or item or document level & to gain more control of the actions users can take on your site. For more
information about the best practices for using fine-grained permissions, see Best practices for using
fine-grained permissions

Stopping inheriting permissions copies the groups, users, and permission levels from the parent object
to the child object, and then breaks the inheritance. When permission inheritance is broken, all
permissions are explicit and any changes to parent object do not affect the child object. If you restore
inherited permissions, the child object will inherit its users, groups, and permission levels from the
parent again, and you will lose any users, groups, or permission levels that were unique to the child
object.

For ease of management, use permission inheritance wherever possible.
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g Tip:

If you choose to break inheritance and use fine-grained permissions, you should use groups to
avoid having to track individual users. Because people move in and out of teams and change
responsibilities frequently, tracking those changes and updating the permissions for uniquely
secured objects would be time-consuming and error-prone.

Plan for site permissions

When you create permissions, you must balance the ease of administration and performance against
the need to control access to individual items. If you use fine-grained permissions extensively, you will
spend more time managing the permissions, and users may experience slower performance when they
try to access site content.

Use the following guidelines to plan site permissions:

1. Follow the principle of least privilege: Users should have only the permission levels or individual
permissions they need to perform their assigned tasks.

2. Use standard groups (such as Members, Visitors, and Owners) and control permissions at the site
level.

1 Make most users members of the Members or Visitors groups. By default, users in the
Members group can contribute to the site by adding or removing items or documents, but
cannot change the structure, site settings, or appearance of the site. The Visitors group has
read-only access to the site, which means that they can see pages and items, and open items
and documents, but cannot add or remove pages, items, or documents.

9 Limit the number of people in the Owners group. Only those users you trust to change the
structure, settings, or appearance of the site should be in the Owners group.

3. Use permission levels rather than assign individual permissions.

A Note

1. You can create additional SharePoint groups and permission levels if you need more control over
the actions that your users can take. For example, if you do not want the Read permission level on
a specific subsite to include the Create Alerts permission, break the inheritance and customize the
Read permission level for that subsite.

2. Microsoft SharePoint Foundation 2010 and SharePoint Server 2010 use Check Permissions to
determine a user or groupb6s permissions onfindl | resot
both the user's directly assigned permissions and the permissions assigned to any groups of which
the user is a member by checking permissions for a specific site or site content.

Plan for permission inheritance

It is much easier to manage permissions when there is a clear hierarchy of permissions and inherited
permissions. It becomes more difficult when some lists within a site have fine-grained permissions



applied, and when some sites have subsites with unique permissions and others with inherited
permissions. As much as possible, arrange sites and subsites, and lists and libraries so they can share
most permissions. Separate sensitive data into their own lists, libraries, or subsites.

For example, it's much easier to manage a site that has permission inheritance as described in the

following table.

Securable object Description Unique or inherited permissions
SiteA Group home page Unique

SiteA/SubsiteA Sensitive group Unique

SiteA/Subsite A/ListA Sensitive data Unique
SiteA/SubsiteA/LibraryA Sensitive documents Unique

SiteA/SubsiteB Group shared project Inherited

information

SiteA/SubsiteB/ListB Non-sensitive data Inherited
SiteA/SubsiteB/LibraryB Non-sensitive documents Inherited

However, it is not as easy to manage a site that has permission inheritance as shown in the following

table.

Securable object Description Unique or inherited permissions
SiteA Group home page Unique
SiteA/SubsiteA Sensitive group Unique
SiteA/SubsiteA/ListA Non-sensitive data Unique, but same permissions
as SiteA
SiteA/SubsiteA/LibraryA Non-sensitive documents, but | Inherited, with unique
with one or two sensitive permissions at the document
documents level
SiteA/SubsiteB Group shared project Inherited
information
SiteA/SubsiteB/ListB Non-sensitive data, but with Inherited, with unique
one or two sensitive items permissions at the item level
SiteA/SubsiteB/LibraryB Non-sensitive documents, but | Inherited, with unique

with a special folder containing

permissions at the folder and




Securable object

Description

Unique or inherited permissions

sensitive documents

document level




Determine permission levels and groups
(SharePoint Server 2010)

A SharePoint group is a set of users that can be managed together. A permission level is a set of
permissions that can be assigned to a specific group for a specific securable object. SharePoint groups
and permission levels are defined at the site collection level and are inherited from the parent object by
default. This article describes default groups and permission levels and helps you decide whether to
use them as they are, customize them, or create different groups and permission levels.

In this article:

f Review available default groups

f Review available permission levels

I Determine whether you need custom permission levels or groups

The most important decision about your site and content security in Microsoft SharePoint Server 2010
is how to group your users and which permission levels to assign.

Review available default groups

SharePoint groups enable you to manage sets of users instead of individual users. These groups can
contain many individual users, or they can include the contents of any corporate identity system,
including Active Directory Domain Services (AD DS), LDAPv3-based directories, application-specific
databases and new user-centric identity models, such as Windows Live ID. SharePoint groups do not
confer specific rights to the site; they are a way to designate a set of users. You can organize yours
users into any number of groups, depending on the size and complexity of your organization or Web
site. SharePoint groups cannot be nested.

The following table displays default groups that are created for team sites in SharePoint Server 2010.
Each default group is assigned a default permission level.

Group name Default permission level Description

Visitors Read Use this group to grant people
Read permissions to the
SharePoint site.

Members Contribute Use this group to grant people
Contribute permissions to the
SharePoint site.

Owners Full Control Use this group to grant people
Full Control permissions to the




Group name

Default permission level

Description

SharePoint site.

If you use a site template other than the team site template, you will see a different list of default
SharePoint groups. For example, the following table shows the additional groups provided by a

publishing site template.

Group name

Default permission level

Description

Restricted Readers

Restricted Read to the site,

plus Limited Access to specific

lists

Members of this group can view
pages and documents, but cannot
view historical versions or review
user rights information.

Style Resource Readers

Read to the Master Page

Gallery and Restricted Read to

the Style Library.

Members of this group are given
Read permission to the Master
Page Gallery and Restricted Read
permission to the Style Library. By
default, all authenticated users are a
member of this group.

13 Note:

Do not remove all
authenticated users from
this group. Because Master
Page Gallery and Style
Library are shared across
all sites in the site collection
and must be accessible to
all users of all sites. If you
remove all authenticated
users from the group,
anyone with this permission
level on a subsite will not be
able to render the site.
SharePoint will not
automatically add or
remove users of subsites to
or from this group as
needed.

Quick Deploy Users

Contribute to the Quick Deploy

Members of this group can schedule




Group name Default permission level Description
Items library, plus Limited Quick Deploy jobs.
Access to the rest of the site
Approvers Approve, plus Limited Access Members of this group can edit and
approve pages, list items, and
documents.
Hierarchy Managers Manage Hierarchy, plus Members of this group can create
Limited Access sites, lists, list items, and
documents.
4 Note

The Limited Access permission level is used to give groups access to a specific list, library,
folder, document, or item, without giving them access to the entire site. Do not remove this
permission level from the groups listed above. If this permission level is removed, the groups
might not be able to navigate through the site to get the specific items with which they need to
interact.

Make most users members of the Visitors or Members groups. By default, users in the Members group
can contribute to the site by adding or removing items or documents, but cannot change the structure,
site settings, or appearance of the site. The Visitors group has read-only access to the site, which
means that they can see pages and items, and open items and documents, but cannot add or remove
pages, items, or documents.

If the default groups do not map to the exact user groups in your organization, you can create custom
groups. For more information about how to determine whether you need additional groups, see
Determine whether you need custom permission levels or groups

Besides the above SharePoint groups, there are also administrator groups for higher-level
administration tasks. They are Windows administrators, SharePoint farm administrators, and site
collection administrators.

For more information, see Choose administrators and owners for the administration hierarchy
(SharePoint Server 2010).

Review available permission levels

The ability to view, change, or manage a site is determined by the permission level that you assign to a

user or group. This permission level controls all permissions for the site and the child objects that inherit

the sitedbs permissions. Without the appropriate per mi :
perform their tasks, or they might be able to perform tasks that you did not want them to perform.

By default, the following permission levels are available:



1 Limited Access Includes permissions that enable users to view specific lists, document libraries,
list items, folders, or documents, without giving access to all the elements of a site. You cannot edit
this permission level directly.

If this permission level is removed, group members might be unable to navigate the site to
access items, even if they have the correct permissions for an item within the site.

Read Includes permissions that enable users to view items on the site pages.

Contribute Includes permissions that enable users to add or change items on the site pages or in
lists and document libraries.

1 Design Includes permissions that enable users to change the layout of site pages by using the
browser or Microsoft SharePoint Designer 2010.

1 Full Control Includes all permissions.

For more information about permissions that are included in the default permission levels, see User
permissions and permission levels (SharePoint Server 2010).

The following additional permission levels are provided with the publishing template by default:

1 View Only Includes permissions that enable users to view pages, list items, and documents.
1 Approve Includes permissions to edit and approve pages, list items, and documents.

i Manage Hierarchy Includes permissions to sites and edit pages, list items, and documents.
1

Restricted Read Includes permissions to view pages and documents, but not historical versions
or user rights information.

Determine whether you need custom permission
levels or groups

The default groups and permission levels provide a general framework for permissions, covering many
different organization types and roles within those organizations. However, they might not map exactly
to how your users are organized or to the variety of tasks that your users perform on your sites. If the
default groups and permission levels do not suit your organization, you can create custom groups,
change the permissions included in specific permission levels, or create custom permission levels.

Do you need custom groups?

The decision to create custom groups is fairly straightforward and has little effect on your site's security.

You should create custom groups instead of using the default groups if either of the following situations

applies:

1 You have more (or fewer) user roles within your organization than are apparent in the default
groups. For example, if in addition to Approvers, Designers, and Hierarchy Managers, you have a
set of people who are tasked with publishing content to the site, you might want to create a
Publishers group.
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1 There are well-known names for unique roles within your organization that perform very different
tasks in the sites. For example, if you are creating a public site to sell your organization's products,
you might want to create a Customers group that replaces Visitors or Viewers.

1 You want to preserve a one-to-one relationship between Windows security groups and the
SharePoint groups. For example, if your organization has a security group called Web Site
Managers, you might want to use that name as a group name for easy identification when
managing the site.

1  You prefer other group names.

Do you need custom permission levels?

The decision to customize permission levels is less straightforward than the decision to customize
SharePoint groups. If you customize the permissions assigned to a permission level, you must keep
track of that change, verify that it works for all groups and sites affected by the change, and ensure that
the change does not negatively affect your security or your server capacity or performance.

For example, if you customize the Contribute permission level to include the Create Subsites
permission that is typically part of the Full Control permission level, members of the Contributors group
can create and own subsites, and can potentially invite malicious users to their subsites or post
unapproved content. If you customize the Read permission level to include the View Usage Data
permission that is typically part of the Full Control permission level, all members of the Visitors group
can see usage data, which might cause performance issues.

You should customize the default permission levels if either of the following situations applies:

1 A default permission level includes all permissions except one that your users need to do their jobs,
and you want to add that permission.

1 A default permission level includes a permission that your users do not need.

Do not customize the default permission levels if your organization has security or other
concerns about a specific permission that is part of the permission level. If you want to
make that permission unavailable for all users assigned to the permission level or levels
that include that permission, turn off the permission for all Web applications in your server
farm, rather than change all of the permission levels. To manage permissions for a Web
application, see Manage permissions for a Web application (SharePoint Server 2010).

If you need to make several changes to a permission level, create a custom permission level that
includes all of the permissions you need.

You might want to create additional permission levels if either of the following conditions applies:
1 You want to exclude several permissions from a specific permission level.
1 You want to define a unique set of permissions for a new permission level.

To create a permission level, you can create a permission level and then select the permissions that
you want to include.
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For more information about how to configure custom permissions, see Configure custom permissions
(SharePoint Server 2010).

Some permissions depend on other permissions. If you clear a permission that another
permission depends on, the other permission is also cleared.
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Choose security groups (SharePoint Server
2010)

This article describes the security and distribution groups that comprise the Active Directory® Domain
Services (ADDS). This article also provides recommendations for using those groups to organize the
users of your SharePoint sites.

In this article:

I Decide whether to add security groups

Determine which security g roups to use for granting access to sites

1
 Decide whether to allow access for all authenticated users
1

Decide whether to allow access for anonymous users

Introduction

Managing users of SharePoint sites is easier if you assign permission levels to groups rather than to
individual users. SharePoint group is a set of individual users and can also include Active Directory
groups. In Active Directory Domain Services (ADDS), the following groups are commonly used to
organize users:

9 Distribution group A group that is used only for e-mail distribution and that is not security-
enabled. Distribution groups cannot be listed in discretionary access control lists (DACLS), which
are used to define permissions on resources and objects.

1 Security group A group that can be listed in DACLSs. A security group can also be used as an e-
mail entity.
You can use security groups to control permissions for your site by adding security groups to
SharePoint groups and granting permissions to the SharePoint groups. You cannot add distribution
groups to SharePoint groups, but you can expand a distribution group and add the individual members
to a SharePoint group. If you use this method, you must manually keep the SharePoint group
synchronized with the distribution group. If you use security groups, you do not need to manage the
individual users in the SharePoint application. Because you included the security group instead of the
individual members of the group, ADDS manages the users for you.

For ease of security management, the following items are not recommended in managing
Active Directory groups.

91 Assign permission levels directly to Active Directory groups.

Adding security groups that contain nested security groups, contacts, or distribution lists.



Decide whether to add security groups

Adding security groups to SharePoint groups provides centralized management of groups and security.
The security group is the only place where you manage individual users. Once you add the security
group to a SharePoint group, you do not have to manage security group members in that SharePoint
group. If a user is removed from the security group, the user will be automatically removed from the
SharePoint group.

However, using security groups in SharePoint sites does not provide full visibility of what is happening.

For example, when a security group is added to a SharePoint group for a specific site, the site will not

appear in the usersé My Sites. The User Information Li
contributed to the site. In addition, security groups with deep nested structure might break SharePoint

sites.

Considering the previous advantages and disadvantages, here are the recommendations:

91 Forintranet sites that are broadly accessed by your users, use security groups because you do not
care about the individual users who accessed the intranet site home page.

9 For collaboration sites that are accessed by a small group of users, add users directly to
SharePoint groups. In this case, there is more of a need to know who is a member so the group
member s know emafdddresseb and hidw to eontact each other.

Determine which security groups to use for granting
access to sites

Each organization sets up its security groups differently. For easier permission management, security
groups should be:

1 Large and stable enough that you are not continually adding additional security groups to your
SharePoint sites.
1 Small enough that you can assign appropriate permissions.

For example, a security group called "all users in building 2" is probably not small enough to assign
permissions, unless all users in building 2 have the same job function, such as accounts receivable
clerks. This is rarely the case, so you should look for a smaller, more specific set of users, such as
AAccounts Receivabl eo.

Decide whether to allow access for all authenticated
users

If you want all users within your domain to be able to view content on your site, consider granting
access to all authenticated users (the Domain Users Windows security group). This special group
allows all members of your domain to access a Web site (at the permission level you choose), without
your having to enable anonymous access.



Decide whether to allow access for anonymous users

You can enable anonymous access to allow users to view pages anonymously. Most Internet Web sites
allow anonymous viewing of a site, but might ask for authentication when someone wants to edit the
site or buy an item on a shopping site. Anonymous access is disabled by default and must be granted
at the Web application level at the time that the Web application is created.

If anonymous access is allowed for the Web application, site administrators can decide whether to grant
anonymous access to a site or any of the content on that site.

Anonymous access relies on the anonymous user account on the Web server. This account is created
and maintained by Microsoft Internet Information Services (IIS), not by your SharePoint site. By default
in IS, the anonymous user account is IUSR. When you enable anonymous access, you are in effect
granting that account access to the SharePoint site. Allowing access to a site, or to lists and libraries,
grants the View Iltems permission to the anonymous user account. Even with the View Items
permission, however, there are restrictions to what anonymous users can do. Anonymous users
cannot:

1 Open sites for editing in Microsoft Office SharePoint Designer.
1 View sites in My Network Places.
1 Upload or edit documents in document libraries, including wiki libraries.

@ Important:
To improve security for sites, lists, or libraries, do not enable anonymous access. Enabling
anonymous access allows users to contribute to lists, discussions, and surveys, which will
possibly use up server disk space and other resources. Anonymous access also allows
anonymous users to discover site information, including user e-mail addresses and any
content posted to lists, and libraries, and discussions.

Permission policies provide a centralized way to configure and manage a set of permissions that
applies to only a subset of users or groups in a Web application. You can manage permission policy for
anonymous users by enabling or disabling anonymous access for a Web application. If you enable
anonymous access for a Web application, site administrators can then grant or deny anonymous
access at the site collection, site, or item level. If anonymous access is disabled for a Web application,
no sites within that Web application can be accessed by anonymous users.

1 None No policy. This is the default option. No additional permission restrictions or additions are
applied to site anonymous users.

1 Deny Write Anonymous users cannot write content, even if the site administrator specifically
attempts to grant the anonymous user account that permission.

1 Deny All Anonymous users cannot have any access, even if site administrators specifically
attempt to grant the anonymous user account access to their sites.

For more information about permission policies, see Manage permission policies for a Web application
(SharePoint Server 2010).
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Choose administrators and owners for the
administration hierarchy (SharePoint Server
2010)

This article describes the administrator roles that correspond to the Microsoft SharePoint Server 2010
server and site hierarchy. Many people can be involved in managing SharePoint Server 2010.
Administration of Microsoft SharePoint Server occurs at the following levels:

Windows server or SharePoint server farm
Shared services

Web application

Sites

Document library or list

=A =4 =4 A4 A -

Individual items
In this article:

 Levels of administration

Levels of administration

Most levels of the server and site hierarchy have a corresponding administration group. The
administration groups who have administrative permissions at different levels are described in the
following list:

1 Windows server or server farm level

1 Farm Administrators group Members of the Farm Administrators group have Full Control
permissions to and responsibility for all servers in the server farm. Members can perform all
administrative tasks in Central Administration for the server or server farm. They can assign
administrators to manage service applications, which are instances of shared services. This
group does not have access to individual sites or their content.

1 Windows Administrators group Members of the Windows Administrators group on the local
server can perform all farm administrator actions. Administrators on the local server can
perform additional tasks, such as installing new products or applications, deploying Web Parts
and new features to the global assembly cache, creating new Web applications and new
Internet Information Services (11S) Web sites, and starting services. Like farm administrators,
members of this group on the local server have no access to site content, by default.

Farm administrators and members of the local Administrators group can take
ownership of specific site collections if necessary. For example, if a site administrator



leaves the organization and a new administrator must be added, the farm administrator
or a member of the local Administrators group can take ownership of the site collection
to make the change. To take ownership, they can add themselves as the site collection
administrator on the Application Management page.

Shared services level

1 Service application administrators These administrators are designated by the farm
administrator. They can configure settings for a specific service application within a farm.
However, these administrators cannot create service applications, access any other service
applications in the farm, or perform any farm-level operations, including topology changes. For
example, the service application administrator for a Search service application in a farm can
configure settings for that Search service application only.

1 Feature administrators A feature administrator is associated with a specific feature or
features of a service application. These administrators can manage a subset of service
application settings, but not the entire service application. For example, a Feature administrator
might manage the Audiences feature of the User Profile service application.

Web application level

1 The Web application level does not have a unique administrator group, but farm administrators
have control over the Web applications within their scope. Members of the Farm Administrators
group and members of the Administrators group on the local server can define a policy to grant
individual users permissions at the Web application level. For more information about policy,
see "Policy for Web applications” in the Logical architecture components (SharePoint Server
2010) article.

Site level

9 Site collection administrators These administrators have the Full Control permission level
on all Web sites within a site collection. They have Full Control access to all site content in that
site collection, even if they do not have explicit permissions on that site. They can audit all site
content and receive any administrative alert. A primary and a secondary site collection
administrator can be specified during the creation of a site collection.

1 Site owners By default, members of the Owners group for a site have the Full Control
permission level on that site. They can perform administrative tasks on the site, and on any list
or library within that site. They receive e-mail notifications for events, such as the pending
automatic deletion of inactive sites and requests for site access.
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Best practices for using fine-grained
permissions (white paper) (SharePoint Server

2010)

This white paper describes best practices for fine-grained permissions (FGP) and how to use them
within your organization when implementing Microsoft SharePoint Server 2010.

Download the white paper from the following link: http://go.microsoft.com/fwlink/?Linkld=201596



http://go.microsoft.com/fwlink/?LinkId=201596

Site and solution governance (SharePoint
Server 2010)

This section provides information about governing sites and solutions for both production and
sandboxed Microsoft SharePoint Server 2010 environments.

Governance is the set of policies, roles, responsibilities, and processes that guide, direct, and control
how an organization's business divisions and IT teams cooperate to achieve business goals.

Sandboxed solutions restrict access to network and local resources to provide greater security and
stability. You can use sandboxed solutions for load balancing solutions, for solutions that have not been
fully tested, and for deploying user solutions in a hosted environment. Sandboxed solutions run in a
separate worker thread so that they cannot access resources that belong to other solutions, and they
have limited access to local and network resources.

In this section:
1 Governance overview (SharePoint Server 2010)

This article introduces governance as an essential part of a successful SharePoint Server 2010
deployment and explains the various components of an enterprise governance plan.

9 Governance features (SharePoint Server 2010)

This article reviews a set of SharePoint Server 2010 features that an organization can use to help
govern an IT service, information management, and information architecture.

9 Establishing and governing a SharePoint service (SharePoint Server 2010)

Learn about key factors in governing a SharePoint service and what to include in a service-level
agreement.

M Implementing and governing information architecture (SharePoint Server 2010)

Learn how to plan an effective information architecture to ensure that your solution meets your
business needs.

M Plan for sandboxed solutions (SharePoint Server 2010)

This article explains how to plan to use sandboxed solutions in a SharePoint environment.
1 Book excerpt: SharePoint Development and Governance Using COBIT 4.1: A Practical Approach

These book excerpts are from "SharePoint Deployment and Governance Using COBIT® 4.1: A
Practical Approach."

9 SharePoint 2010 Governance Planning (white paper)

This white paper focuses on the ffithebudinessasgestofof t he
governance - the areas that effect business users. It uses a fictitious company to provide guidance
for the necessary governance planning and implementation of SharePoint Server 2010.

1 Implementing Governance in SharePoint 2010 (white paper)



http://technet.microsoft.com/en-us/library/ff758651.aspx

Thiswhite paper focuses on the fAback theteahricalof Shar ePoi nt
implementation. It provides high-level guidance on the many configuration options that SharePoint
Server 2010 provides to enable you to manage the environment for the benefit of all.



Governance overview (SharePoint Server 2010)

This article introduces governance as an essential part of a successful Microsoft SharePoint Server
2010 deployment and explains why both information architecture and IT services are key components
of a governance plan.

The articles in this section emphasize the need for governance of SharePoint Server 2010
deployments. These articles also provide general guidance and examples of the SharePoint Server
activities and processes your organization should consider governing.

In this article:

About governance

What should be governed?

1
Who should determine governance policies?
1

How should governance be implemented?

About governance

Governance is the set of policies, roles, responsibilities, and processes that guide, direct, and control
how an organization's business divisions and IT teams cooperate to achieve business goals. A
comprehensive governance plan can benefit your organization by:

1 Streamlining the deployment of products and technologies, such as SharePoint Server 2010.
1 Helping protect your enterprise from security threats or noncompliance liability.

1 Helping ensure the best return on your investment in technologies, for example, by enforcing best
practices in content management or information architecture.

What should be governed?

Every organization has unique needs and goals that influence its approach to governance. For
example, larger organizations will probably require more 8 and more detailed 8 governance than
smaller organizations.

A successful SharePoint Server 2010 deployment requires the following elements:
1 Information architecture

The goal of information architecture is to create a system that helps users collect, store, retrieve,

and use the information that is needed to achieve bu
architecture determines how the information in that site 8 its Web pages, documents, lists, and

datad i s organized and presented to the sitebds users.

A comprehensive assessment of your organization's information architecture can help you identify
potential inefficiencies, such as the following:



il

Inconsistent use of metadata that can make it difficult to search for and compare related data or
content.

Poorly designed and managed storage of content that can result in multiple versions of
documents with no way to identify the authoritative version.

Poorly catalogued and managed storage of data that can cause decision-makers to find and
rely on the wrong data.

Poorly designed navigation or poorly presented information that can make it difficult to find
important sites and information.

IT Service hosting SharePoint Server

SharePoint Server 2010 includes many new features that should be addressed by a
comprehensive governance plan. Some of these features are as follows:

il

A new service application architecture, built into Microsoft SharePoint Foundation 2010, that
replaces the SSP model.

Backup and restore improvements.

Multitenancy, which creates a true hosting environment and makes it possible to share service
resources across customers (tenants) while partitioning data based on site subscriptions.

Managed accounts that automate password changes.

Windows PowerShell, the new command-line interface and scripting language that was
designed specifically for system administrators.

Unless you have a governance plan, the rapid and uncontrolled growth of individually managed
Web servers running SharePoint Server 2010 can have unanticipated results. These include the
following:

il

Isolated servers hosting a loosely organized group of sites that do not have a common search
index, navigation, or security scheme. If you want to support self-service site creation, you
should have a plan that covers content disposition and site archival.

Servers hosting applications that are not secure, which may compromise the integrity of your
content.

Requests for technical support for local servers that are running SharePoint Server 2010
without the support team's knowledge.

Critical activities, such as regulatory compliance, that may be administered inconsistently
across servers.

Regular maintenance activities, such as backing up and restoring data or installing product
updates, that may not be performed correctly because of poor training or inconsistent server
configuration.

Changes in site ownership that raise questions about content ownership or cause sites to be
locked.



As the use of SharePoint Server 2010 increases in your enterprise, your IT department should
implement a set of well-governed hosting services that makes SharePoint Server 2010 available
and establishes control over its use and configuration.

For effective and manageable SharePoint Server 2010 solutions, your organization should consider
governing one or more of the following additional areas:

1 Customization policy

SharePoint Server 2010 includes customizable features and capabilities that span multiple product
areas, such as business intelligence, forms, workflow, and content management. Customization
introduces risks to the stability, maintenance, and security of the SharePoint Server 2010
environment. To support customization while controlling its scope, you should develop a
customization policy that addresses the following considerations:

1 Approved customization tools. For example, you should decide whether to allow the use of
Microsoft SharePoint Designer 2010 and specify which site elements can be customized, and
by whom.

1 Ways to manage source code, such as a source control system, and standards for
documenting the code.

1 Development standards, such as coding best practices.
Testing and verification standards.

Required packaging and installation methods. You should control the use of sandboxing, which
enables site owners to host custom solutions in a partially trusted context so they do not affect
the rest of your SharePoint implementation.

1 The kinds of customizations supported. For example, you might want to allow the use of Web
parts to integrate Microsoft Silverlight 3 applications together with SharePoint sites.

For more information about processes for managing customizations, see the white paper
SharePoint Products and Technologies customization policy
(http://go.microsoft.com/fwlink/?linkid=92311).

1 Branding

If you are designing an information architecture and a set of sites for use across an enterprise,
consider including branding in your governance plan. A formal set of branding policies helps ensure
that sites consistently use enterprise imagery, fonts, themes, and other design elements. For
example, in SharePoint Server 2010, you can import a Microsoft PowerPoint 2010 theme directly
into a SharePoint site, which automatically applies the theme to all subsites.

I Training
Although SharePoint Server 2010 has an intuitive, Web-based interface and includes online help,
using and especially administering sites based on SharePoint Server 2010 can be a challenge for
some users. Additionally, the set of governance policies your IT and business divisions implement
may require explanation. By training your user community appropriately, you can increase
satisfaction with your implementation of SharePoint Server 2010 and reduce support costs.
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Who should determine governance policies?

A successful deployment of SharePoint Server 2010 requires ongoing communication and partnership
among business managers, IT professionals, and information workers. When you create a governance
committee, you should include representatives from as many of the following groups and roles as
possible:

Your organization might not have an equivalent role, or might use a different title.

1 Executive stakeholders: Key executives should define the overall goals of the governance
committee, provide it with authority, and periodically evaluate the success of the implemented
practices and policies.

1 Financial stakeholders: Financial officers should ensure that governance rules and processes help
increase the return on the enterprise's investment in SharePoint products and technologies.

1 IT leaders: IT leaders must help develop their service offerings and determine how to achieve their
IT responsibilities (for example, improving security and maintaining reliability) while they support the
features required by the business teams.

1 Business division leaders: Business leaders represent the teams that do the primary work of the
enterprise and drive the architectural and functional requirements of the SharePoint Server 2010
deployment. They must work with information architects to determine the enterprise's information
architecture and organizational taxonomy standards. Business leaders must also work with IT
leaders to create service-level agreements and other support policies.

1 Information architects or taxonomists: Members of these groups have extensive experience in
planning and designing information systems and taxonomies. Based on their analysis of the
information needs of the audience, they develop plans that support organizational objectives and
define site architecture and navigation.

1 Compliance officers: Governance includes making sure that an enterprise meets its regulatory and
legal requirements and manages its corporate knowledge. If your enterprise has roles that are
responsible for compliance or legal oversight, include representatives from those disciplines in your
governance committee.

1 Development leaders: Leaders in your software development organization should help determine
which customization tools are approved, how to verify code security, and other code-related best
practices.

1 Information workers: The members of your organization who do the day-to-day work should help
ensure that the SharePoint Server 2010 services and information architecture meet their needs.

1 Trainers: Instructional experts should be responsible for developing a training plan and conducting
all appropriate training and education.



How should governance be implemented?

An effective governance plan anticipates the needs and goals of your organization's business divisions
and IT teams. Because every enterprise is unique, you must determine the best way to implement a
governance plan that is tailored to your environment.

Consider the following suggested stages of a governance implementation for your organization:

1. Determine initial principles and goals.
The governance committee should develop a governance vision, policies, and standards that can
be measured to track compliance and to quantify the benefit to the enterprise. For example, the
plan should identify service delivery requirements for both technical and business aspects of the
SharePoint Server 2010 deployment.

2. Classify the business information/content.
Organize your information according to an existing taxonomy, or create a custom taxonomy that
includes all content required to support your business solution. After your information is organized,
design an information architecture to manage your enterprise content. Then, determine the most
appropriate IT services to support the information architecture.

3. Develop an education strategy.
The human element is, after the governance plan itself, the most important ingredient in the
success or failure of a SharePoint Server 2010 deployment. A comprehensive training plan should
show how to use SharePoint Server 2010 according to the standards and practices that you are
implementing and explain why those standards and practices are important. The plan should cover
the kinds of training required for specific user groups and describe appropriate training tools. For
example, your IT department might maintain a frequently asked questions (FAQ) page about its
SharePoint Server 2010 service offerings, or your business division might provide online training
that shows how to set up and use a new document management process.

4. Develop an ongoing plan.
Successful governance is an iterative process. The governance committee should meet regularly to
consider incorporating new requirements in the governance plan, reevaluate and adjust
governance principles, or resolve conflicts among business divisions for IT resources. The
committee should provide regular reports to its executive sponsors to promote accountability and to
help enforce compliance across the enterprise. Consider that, although this process seems
complicated, its goals are to increase the return on your investment in SharePoint Server 2010,
take full advantage of the usefulness of your SharePoint Server 2010 solution, and improve the
productivity of your enterprise.

See Also

Governance Resource Center (http://go.microsoft.com/fwlink/?Linkld=133502)
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Governance features (SharePoint Server 2010)

Microsoft SharePoint Server 2010 includes features that an organization can use to help govern a

SharePoint Server 2010 IT service, an enterprise’'sinformat i on management, or
information architecture. Links to related articles can help you plan and use each feature.
4 Note

Governance is the set of policies, roles, responsibilities, and processes that guide, direct, and
control how an organization's business divisions and IT teams cooperate to achieve business
goals. For information, see Governance overview (SharePoint Server 2010).

In this article:

I Managing SharePoint installation in an enterprise

IT service features

Information management
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Information architecture features

Managing SharePoint installation in an enterprise

Because SharePoint deployments are managed at the farm level, a single SharePoint deployment has
no information about other SharePoint deployments that might exist in the same enterprise.
Administrators need this information to manage and control all deployments in the enterprise. For
example, administrators need to know whether a deployment was configured according to
organizational requirements, or how many unauthorized deployments exist in the enterprise. Microsoft
SharePoint 2010 Products provides the following ways to lock down, track, and even block random
installations of SharePoint Server 2010

1 The following Group Policy object disables the installation of SharePoint Server 2010 and related
products:

HKLM\Software\Policies\Microsoft\Shared Tools\Web Server Extensions\14.0\
SharePoint\DWORD Disablelnstall

To block installation, set DWORD Disablelnstall=00000001.

When this registry key is set, users who try to install SharePoint Server 2010 receive the following
error message: SharePoint installation is blocked in your organization. Please contact your
network administrator for more details.

1 An Active Directory Domain Services (AD DS) Marker identifies the SharePoint servers in an
organization. By default, the marker contains the URL for the topology service application.

For more information about setting the group policy object and the AD DS marker, see Track or block
SharePoint Server 2010 installations.

an

ent e


http://technet.microsoft.com/library/c8dfb182-2cd9-45f2-9e42-baa522a9c33d(Office.14).aspx
http://technet.microsoft.com/library/c8dfb182-2cd9-45f2-9e42-baa522a9c33d(Office.14).aspx

IT service features

A SharePoint service is an IT service that offers hosted sites and portals based on SharePoint Server
2010. An IT service can include the following components:

Sites and portals at a scope, such as site collection, Web application, or server farm
Backup and restoration

Content storage

Support for customizations

Security
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Services levels that are based on speed or availability

This section describes features in SharePoint Server 2010 that are useful in maintaining and governing
a SharePoint Server 2010 service.

Site templates

Site templates are a set of customizations that are applied to a site definition. By using a site template,
a SharePoint Server 2010 service can promote consistent branding, site structure, and layout in the
sites that users create. You can create customized site templates for provisioning sites and use them
instead of the templates that are included in SharePoint Server 2010 as part of a SharePoint Server
2010 service.

For more information, see Working with site templates and definitions
(http://go.microsoft.com/fwlink/?LinkID=184756).

Quotas

A quota specifies limits to the amount of storage that a site collection can use. This process prevents
users from adding content when the limit is reached. For more information, see Plan quota
management (SharePoint Server 2010).

Locks

Locks prevent users from either adding content to a site collection or using the site collection. For
example, you can lock a site that violates a usage policy or exceeds a quota. For more information, see
Lock or unlock site collections (SharePoint Server 2010).

Workflows

Workflows are programs that implement business processes for users of a SharePoint Server 2010
site. They are associated with items in the site, such as documents, forms, or list items. Workflows have
many applications as part of an IT service. For example, you can use a workflow to provision a new
site, track a support issue, or take action when a site collection's quota is exceeded. For more
information, see Plan workflows (SharePoint Server 2010).



http://go.microsoft.com/fwlink/?LinkID=184756&clcid=0x409
http://technet.microsoft.com/library/881d7f85-23e1-4721-97bd-80440a62433e(Office.14).aspx
http://technet.microsoft.com/library/881d7f85-23e1-4721-97bd-80440a62433e(Office.14).aspx
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Features

A feature, which is a container for various defined extensions for SharePoint Server 2010 and
SharePoint Foundation 2010, is composed of a set of XML files that are deployed to Web servers. You
can deploy a feature as a part of a site definition or a solution package, and you can individually
activate a feature.

A site administrator can transform a SharePoint site's functionality by toggling a feature on or off in the
user interface. Features make it easier to activate or deactivate functionality in the course of a
deployment, and help administrators to easily transform the template or definition of a site. Features
can be hidden, which prevents site users from manually deactivating them.

When you implement new site functionality as features, you make it easier for administrators to control
sites and enforce a governance plan. A technique named feature stapling enables you to attach a
feature to all new instances of sites that use a given site definition without modifying the site definition.
This lets you control the features that users of your service can access. For more information, see
Using Features (http://go.microsoft.com/fwlink/?LinkID=183450.

Self-service site creation

You can enable users to create their own site collections by using the Self-Service Site Creation
feature. A key decision in governing self-service site creation is to determine the level of service that
supports self-service site creation. By default, this permission is enabled in SharePoint Server 2010 for
all authenticated users.

For more information, see Turn on or turn off self-service site creation (SharePoint Server 2010).

Web application permissions and policies

Permissions for a Web application are comprehensive settings that apply to all users and groups for all
site collections within a Web application. You can control user actions by enabling or disabling the
associated permission on the Web application. For example, if you do not want users to be able to add
pages to a Web site, you can disable the Add and Customize Pages permission that is one of the site-
related permissions. After you disable a specific permission for a Web application, the permission
cannot be granted to any user of a site on the Web application. You can control access to a specific
URL or zone. You can also specify the level of access that you want for anonymous users. For more
information, see Manage permissions for a Web application (SharePoint Server 2010).

Permission policies provide a centralized way to configure and manage a set of permissions that
applies to only a subset of users or groups in a Web application. For example, you might want to create
a permission policy level for users of a site collection who will be allowed to add items to a list, edit
items in a list, delete items from a list, open a list, view items, view lists, or view pages. However, you
might want to prevent the same users from creating or deleting lists, which would require the Manage
Lists permission. For more information, see Manage permission policies for a Web application
(SharePoint Server 2010).



http://go.microsoft.com/fwlink/?LinkID=183450&clcid=0x409
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SharePoint Designer

You can manage how Microsoft SharePoint Designer 2010 is used in an organization at either the Web
application level or the site collection level. You can control the following types of access to SharePoint
Designer 2010:

1 Enable or disable SharePoint Designer 2010 use for an entire application or site collection.

If you want to ensure that all designers and owners within a specific site collection can use
SharePoint Designer 2010, enable this setting at the site collection level.

1 Enable or disable the ability to detach pages from the site definition.

If you want to preserve the branding for all sites in a site collection, you should not allow users to
make changes that would result in detaching the page from the site definition.

1 Enable or disable master pages and page layouts in SharePoint Designer 2010.

If you do not want users to see the master pages and page layouts for a site, you should disable
this setting.

1 Enable or disable the site URL structure and its contents.
If you do not want users to view and edit any file on the site, you should disable this setting.

Sandboxing

A sandbox is a restricted execution environment that enables programs to access only certain
resources, and that keeps problems that occur in the sandbox from affecting the rest of the server
environment. Solutions that you deploy in a sandbox are called sandboxed solutions. Code Access
Security (CAS) limits the operations that these solutions can perform.

A member of the Farm Administrators group must implement the sandboxed environment before any
sandboxed solutions can be uploaded. Site collection administrators can upload and activate
sandboxed solutions. If the solution does not contain an assembly, a user who has full control at the
root of the site collection can also activate the solution.

You can increase isolation by using remote load balancing and by running the sandboxing service on
only specific servers. In a production environment, we recommend that you use remote load balancing
and dedicate a separate server to running sandboxed solutions. Only members of the Farm
Administrators group can block sandboxed solutions, configure load balancing, and reset exceeded
quotas.

For more information, see Plan sandboxed solutions (SharePoint Server 2010).

Site collection auto-deletion

Automatic deletion helps to control the number of unused Web sites on a server without requiring any
administrative intervention and without any backup mechanism. By default, site confirmation is
automatically enabled. Automatic site deletion can be set at the server and server farm level or at the
Web application level.



Policies for user profiles and My Site Web sites

Policies are sets of rules that administrators of the User Profile service assign to users or groups.
These rules enable administrators to specify user profile properties that control both the site content
that users can see and how users can interact with that content.

By default, most user profile properties are visible to everyone, but sensitive information can be
configured to have limited visibility. Policies that are less restrictive allow more users to view public
profiles more frequently, which affects how often you must update user profiles and compile audiences.
In organizations that have many users, frequent updating could affect performance and capacity
planning. For more information, see Plan policies for user profiles (SharePoint Server 2010).

By default, all authenticated users can create a My Site Web site. We recommend that you use security
groups to manage permissions for My Site Web sites. My Site features store or use personally
identifiable information. Before you deploy My Site Web sites, make sure that you have planned how to
control the behavior of these features & or turn off the features 6 to help protect the security of this
information.

By default, all authenticated users can add ratings and social tags to documents, to other SharePoint
Server items, and to other items, such as external Web pages and blog posts. Users can also leave
impromptu notes on profile pages of a My Site Web site or any SharePoint Server page. You can use
one or more security groups to grant the Use Social Features permission to a subset of users in an
organization.

By default, all authenticated users can edit their profiles, add or edit colleagues, and add or edit
memberships. You can use one or more security groups to grant the User Personal Features
permission to a subset of users in an organization.

Although e-mail analysis can be enabled for all users in Outlook or just for specific groups by using
group policy, users can opt out of this feature. If e-mail analysis is disabled for all users, individual users
can still opt in.

Information management

Information management in SharePoint Server 2010 comprises organizing, retrieving, acquiring, and
maintaining information.

This section describes SharePoint Server 2010 features that are useful for managing documents,
records, and digital assets, and for planning eDiscovery.

Document management

Document management controls the lifecycle of documents in an organization 8 how they are created,
reviewed, and published, and how they are ultimately disposed of or retained. It includes policies that
implement auditing, document retention, labeling, and barcodes (to ensure that printed content can be
correlated with corresponding electronic versions). Policies can be implemented to help an organization
comply with legally mandated requirements, such as the need to retain records. For more information,
see Information management policy planning (SharePoint Server 2010).




An organization that uses the Microsoft Office system client applications and SharePoint Server 2010
can enforce policies both on the server and in the client applications.

Content approval

The content approval process gives site members who have approver permissions control of the
publication of content. An owner of a document library can enable content approval for a document
library or Web pages library and can optionally associate a workflow with the library to run the approval
process.

Use content approval to formalize and control the process of making content available to an audience.
For example, an enterprise that publishes content might require a legal review and approval before
publishing the content.

For more information, see Versioning, content approval, and check-out planning (SharePoint Server

2010).

Versioning

Versioning is the method by which successive iterations of a document are numbered and saved in
SharePoint Server 2010. As a governance tool, versioning prevents users with read permissions from
viewing drafts of documents.

For more information, see Versioning, content approval, and check-out planning (SharePoint Server

2010).

Records management

Records management is the process by which an organization determines the types of information that
should be considered records, how records should be managed while they are active, and for how long
each type of record should be retained. Records management includes the performance of records-
related tasks such as disposing of expired records, or locating and protecting records that are related to
external events such as lawsuits.

Records management enables you to do the following:
1 Use arecords archive to manage records or manage records in-place.
1 Create workflows to move documents to a records archive.

1 Determine whether you will manage e-mail within SharePoint Server 2010 or within an e-mail
application.

1 Determine how to translate social content such as blogs, wikis, or My Site Web sites into records.

For more information, see Records management planning (SharePoint Server 2010).

Digital asset library

The digital asset library feature in SharePoint Server 2010 provides a specialized repository for storing
and managing digital assets, for example, images, audio files, or video files. A centralized repository for



managing digital assets enables an organization to exert tighter control over brand-sensitive content,
and helps to ensure that only approved assets for products are made available to the appropriate users.
For more information, see Versioning, content approval, and check-out planning (SharePoint Server

2010).

eDiscovery

Electronic discovery, or eDiscovery, is the process of locating and producing electronic information to
support events such as litigation, audits, or investigations. If you use Microsoft SharePoint Server 2010
to manage any electronic information, you should consider eDiscovery when you plan your SharePoint
Server solution. Auditing, expiration policies, and search considerations should be part of your planning
process, which should be completed before the need to use eDiscovery arises.

We recommend that you enable the auditing policy in all site collections that contain active document

libraries. You should also consider implementing an expiration policy to delete documents automatically
when they are no longer needed. For more information, see Planning for eDiscovery (SharePoint

Server 2010).

Information management policies

An information management policy is a set of rules for a type of content, or for a location where content
is stored. Each rule in a policy is a policy feature. For example, an information management policy
feature could specify how long a type of content should be retained, or it could provide document
auditing. Information management policies enable you to control who can access organizational
information, what they can do with it, and how long the information should be retained. You can
associate a policy with a list, document library, or content type.

When you configure an information management policy, you can optionally write a policy statement that
is displayed in Microsoft Office 2010 client programs to inform document authors about the policies that
are enforced on a document. This is a recommended best practice.

SharePoint Server 2010 includes the following information management policy features:

1 The Auditing policy feature logs events and operations that are performed on documents and list
items. You can configure Auditing to log events such as editing documents, viewing them, or
changing a document's permissions level.

1 The Expiration policy feature helps dispose of content in a consistent way that can be tracked and
managed. For example, the policy can delete a document, or define a workflow task to have
SharePoint Server 2010 route the document for permission to destroy it.

1 The Labeling policy feature specifies a label to associate with a type of document or list item.
Labels are searchable text areas that SharePoint Server 2010 generates based on metadata
properties and formatting that you specify.

1 The Barcode policy feature enables you to track a physical copy of a document. You create a
unique identifier value for a document and then insert a barcode image of that value in the
document. By default, barcodes are compliant with the common Code 39 standard (ANSI/AIM BC1-



1995, Code 39), and you can use the object model of the policies to plug in other barcode
providers.

Information management policy reports help you monitor how consistently your organization uses
policies. Because information management policies are often implemented to help an organization
comply with regulations, frequent monitoring of policy usage can help you ensure that an organization is
compliant. For more general information about information management policies, see Information
management policy planning (SharePoint Server 2010).

Information architecture features

Information architecture in SharePoint Server 2010 is the organization of information in an enterprise o
its documents, lists, Web sites, and Web pages 8 to maximize the information's usability and
manageability.

A portal Web site's information architecture determines how the information in that site 8 its subsites,
Web pages, documents, lists, and data d is organized and presented. An enterprise can increase the
return on its portal investment by creating a governance body that develops and enforces information
architecture standards and policies. A well-governed architecture makes information in the enterprise
easy to find, share, and use.

This section describes SharePoint Server 2010 features that govern the usage of an enterprise's
information architecture.

Content types

Content types enable enterprises to organize, manage, and handle content in a consistent way. They
define the attributes of a type of list item, document, or folder. Each content type can specify metadata
properties to associate with items of its type, available workflows, templates, and information
management policies. Use content types to encourage consistent information management policies,
metadata requirements, and other policies. To govern content types, consider associating event
receivers and workflows with the forms that are used to modify the content types.

For more information, see Content type and workflow planning (SharePoint Server 2010).

Site Content and Structure page

The Site Content and Structure page in the top-level site of a site collection manages the content and
structure of a SharePoint site collection. Because site navigation in SharePoint Server 2010 is based by
default on the hierarchy of sites and subsites, this feature can also be used to configure site navigation.
When porting a Web site to SharePoint Server 2010, you can use the Site Content and Structure page
to restructure the site to match your enterprise's needs.



Information rights management

Information Rights Management (IRM) enables content creators to control and protect their documents.
The contents of documents that use IRM are encrypted and supplied with an issuance license that
imposes restrictions on users.

SharePoint Server 2010 supports IRM for documents that are stored in document libraries. File formats
of documents that can use IRM in SharePoint Server 2010 include the following:

Microsoft InfoPath
Microsoft Word
Microsoft Excel
Microsoft PowerPoint
Word Open XML
Excel Open XML
PowerPoint Open XML

To add other file types, an administrator must install protectors 8 programs that control the encryption
and decryption of documents that use rights management 8 for each new type of file.

Blocked file types

You can restrict files from being uploaded or downloaded to a server by basing the restriction on their
file name extension. For example, you can block files that have the .exe extension, because such files
can be run on a client computer and may contain malicious software.

By default, many file types are blocked, including file types treated as executable by Windows Explorer.
For a complete list of the default blocked file types, see Manage blocked file types (SharePoint Server

2010).

Web content management (publishing sites)

In most content deployment scenarios, the source site collection, from which content is being deployed,
is in a server farm that is separate from the destination site collection. Typically, the destination server
farm (the "production” farm) has stricter security to minimize the actions that can be performed in the
production environment. It is not expected that authoring will be done on the production server,
because changes to content on the production server might be overwritten by a content deployment
job. In most content deployment scenarios, the source server farm and the production server farm are
in independent AD DS domains. For information about content deployment topologies, see Design
content deployment topology.

Content deployment is a one-way process: content is deployed from a source site collection to a
destination site collection. The content deployment feature does not support synchronization from
source to destination and back again. Creating new content or changing existing content on the
destination site collection can cause content deployment jobs to fail. Because of this, you should
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