Knowledge Driven Health

Connected Health Framework
Architecture and Design Blueprint

A Stable Foundation for Agile Health and Social Care

Summary

Second Edition Published March 2009




Contents
[Nl 018 o 1 [0 N PP PPPPPPPPPPPPTRRN 3
THEVISION- 0 EAMLESSHEALTH ANBOCIALCARE . ...1vtttvttttteeeeeeeeesssaaimeeaessssasssssssssssssssssesamsssssssseereeeeeaaaeassssssssins 4
EHEALTH AND-EARE] SCOPE ANDYPES OBDLUTIONS. ...ttt eetietitt e e ettt e e e e ettt e e e ee ettt s e e e eeea s e e aeeebba s e eaaeesnnneeeennnnnsd A
EHEALTH AND-EARE AMATURITIAODEL . ...t iiieitti e e ettt e e ettt e et ettt e e e et eea e e et e et ba s e e e eeeeban s e aaesba e eeeeeenaan e eeeas )
AN OVERVIEW OF TEBNNECTEBIEALTHFRAMEWORK ARCHITEGRE ANMDESIGNBLUEPRINT ... .ccvvvtiiivieeeerieesieeeeens 7
TENKEYHEALTH ANBOCIAICARHSSUES ADDRESSEIHECHHF ... .cooi et e ta
BUSINESERAMEWORE O EAMLESFSINTEGRATION. ..11eettttttteeeeeitttteeeesesesssseeeesaassssseessaaassssseessaassssseessassssneseessansnsssees 8
TECHNICAERRAMEWORRE Gl OMIED UPINTEROPERABILITY ....vvtteeiiiteteeeessasastaeseeesassssseeesassssssnsseesassssssseessssssssseeseanssnes 10
APPLYING THERCHITECTUBEUEPRINGUIDANCE ... e tttttttaeaeeetttuaeaeeetttaaaeaeeesaaa s aaaeesaa e aaaeessaanaeaeessnanneaansnnnaaaaeeses 14
REALIZING THEENEFITS CEEAMLESBIEALTH ANISOCIALCARE .. ..ouiiitieeiii e eiee et e e eee e e et e eae e e e e e e e esn st eean e ennnans 14
MICROSOFIONNE CTEBEALTHPLATFORM ....uuiiittietitt e eeettt e ettt eeett e eeett e eeeta e eseaaee st eeetaaeestaeesetaaenneesetnearennaeerrens 14
THEMICROSORIALUEPROPOSITION FEOIBALTH ANBOCIALCARE . .....iiieiitieeee ettt s s seesti s e e e e eetbta s e e e e eesbnseeeeastan e eaeeesneans 15

Figures

Figure 1. Phases of Maturity and Types Of SOIULIONS...........ouuiiiiiii e e e e e e e e e s 6
Figure 2. A Business Pattern for HEAtNCALE. .............uueeiii e ern s e e e e e e e e e e eearrnnas 9
Figure 3. Reference Architecture for Health andi@@aZare............oooooi i eee s 11
Figure 4Connected Health Framework JOIRBI AFCHITECTUIE. .........uuueiiiiiiiiiiieie ettt 12
Figure 5Connected Health Framework Architectur8table Foundation for Agile Health and Social Care....................... 13

The information contained in this document (a) represents the current view of Microsoft Corporation on the issues discussed as of the date of
publication and is subject to change at any time without notice to you, and (b) should not be interpreted as an offer or commitment on the part of

Microsoft. The informM&iSboangdr Misenbedf hedeessndt guarantee the accuracy
liability arising from your use of the information. MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, IN THIS

DOCUMENT.

It is the userdés responsibility to comply with all a partofthisadbclimentmaype r i g h

reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying,
recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation. Microsoft may have patents, patent
applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document. Except as expressly provided in
any written license agreement from Microsoft, the this document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property. Unless otherwise noted, the example companies, organizations, products, domain names, e-mail addresses, logos, people,
places, and events depicted herein are fictitious, and no association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred. The descri pti ons of other companieso6 product s
convenience to you. Any such references should not be considered an endorsement or support by Microsoft. Microsoft cannot guarantee their
accuracy, and the products may change over time. Also, the descriptions are intended as brief highlights to aid understanding, rather than as
thorough coverage. For authoritative descriptions of these products, please consult their respective manufacturers. Microsoft, Active Directory,
BizTalk, Windows, Windows Server, and Windows Server System are either registered trademarks or trademarks of Microsoft Corporation in the
United States and/or other countries. All other trademarks are property of their respective owner.

© 2009 Microsoft Corporation. All rights reserved.

Part #098106614




Introduction

Health and Social Carea<Complex Adaptive Systehlike many systems with a strong sodimtus.These systems
operate in a mixed environment of public and private services, with a variety of business models that make the
design, implementation and operation of integrated headtid sociatare systems both difficult and costly.
Information tednology for healthand sociatare has developed around independent entities and functions that are
not coordinated. Government agencies, hospitals, clinics, laboratories, doctors' piffic@sance companiesnd

other payershave all invested in informain technology to organize and expedite work, yet each entity tends to
implement its own processesid delivery channels. Patients and citizeriee end consumers of healthcare
servicesand social care clientsmustdeal with several departments that i@ no apparent commonality in the way
they work or appear teustomers

Eachentity takes its own approach to controlling information flow and access, such as keeping an individual's date
private. This results im collection of isolated islands of autation, using disparate technical platforms and
standards that make it extremely difficult to access the rightrmation at the right time. The lack of integration
among services offered by multiple organizations, either public or private, is a refiedtibe fact that these
organizations themselves are in most cases unable to efficiently and effectively integrate thatetingir own
confines.Prior investments keep health and social care entities working within the restrictiotheflegacy
technologies and offer minimal usdriendliness as they require use of rigid, fgtetermined business processes.
These limitations must be overcome for doctors, patients, administrators and others to embHeadth and e

Care solutions that have the potdral to transform health and sociabkre delivery.

With the advancing capability for technology to work in seamless, integrated ways, health and social care and
delivery entities are ré¢hinking the ways they use technology. Increasingly, they are lod&ingays to make

lasting investments in solutions that help manage the enormous complexity of¢aaje health and social care
systems, assist health and social care workergerform their jobs more effectively, and manage the sensitive and
private dda for each individual in the system in a way that improves setrvice.

Microsoft hasanalyzechealthand sociatare businesprocessesnd systems, andasdeveloped a vision for health
and sociaknabling itgransformation. Microsoft's broad vision is to:

Enable the transformation of health and social care delivery through innovative technology and
partnerships that advance public health programshgblingconnected citizen care, improving
guality of caie and safety, and reducing the health and social care cost burden.

To realizehat vision, Microsoft has developed the Connected Health Framework Architecture and Design Blueprir
for software solutions. Its recommendations are based on a thorouglysisabf the requirements for-elealth and
e-Caretransformation and the technology designs that will help fulfill those requirements in a praetichl,

effective manner.

! For abrief description of Complex Adaptive Systems Isiye: //www.trojanmice.com/articles/complexadaptivesystems.htm



http://www.trojanmice.com/articles/complexadaptivesystems.htm

The Vision-n Seaml essodo Heal th and S

Healthand Social Care professiosaand increasingly the citizeyntoo, require complete, readily accessible and
reliableaccesgo care records and treatment information. Yet basic informatiosuch as medical records that

span prescribed medications, laboratory results, allergies amdly historyt is often unavailable in an ea$y-
access and reliable format. The key to increasing the quality of Health and Social Care while reducing cost is to
provide care professionals with the right information at the right timeso that they carensure the best possible
provision of Health and Social Care. Further providing the patient or client with access to that information helps
them be aware of the process of which they are the central focus. With access to their ownsyexdsjct to the
appropriate safety controls, patients and clients can provide a wider context to their carers, point out errors and
guide the professional to information that might not be immediately obvious.

Microsoft believes that the effective use of Information Teclugy (IT) has a central role to play in helping to
transform and improve Health and Social Care delivery and the operation of our Health and Social Care systems.
effective IT strategy can help reduce operational inefficiencies and deliver cost s&riagbng Health and Social

Care providers to enhance the ways in which they deliver care. A truly integrated environment will help authorizec
professional staff access timely patient clinical information and case data, reliably and secumedyway thanot
2yfe o0Saild NBFESOGa GKS OAGAT SyQa OANDdzvraidl yOSasz o d:
Our aim is to help Health and Social Catekeholdergo address their most pressing objectives while enabling a
considered migration process to be implementtering a potentially rapid return on investment. By providing an
approach that can help integrate the existing facilities and investments of a care providing organization by using
open industry standards, provides us with a powerful vision of how I'helpndeliver on Health and Social Care
policy objectives and a set of standa#ioiased tools to deliver on that vision.

e-Health and e-Care i Scope and Types of Solutions

Health and Social Care, by its nature, involves constant and repeated communiagtticeen government and care
F3SyOASAT AyadaNI yOS O2YLI yASa YR FTdzyRAYy3 2NEHFYAT |
facilities; clinicians, allied healthcare professionals, social workers and carers; and the wiietrer patient or

social care client. The population in general and various community groups and voluntary organizations within the
population are also deeply involved.

The delivery of care, whether medical or social, is frequently organized through a vaisefyanhte health and

care facilities and their constituent departments, which often have no regular or formal connection with each othel
in the way their services are delivered. Each department or organizational unit tends to implement its own
processes amhdelivery channels. Citizens, who are the end consumers of care services, often have to deal with
several departments, units or individuals that have no apparent commonality in the way that they, woskven in

the way that they appear to the client patient.

With the technology of the Internet, mobile communications, and powerful yet affordable computers now being
commonplace, there is an opportunity to redesign the way many of these services are delivered. The overall aim |
to move Health and Sociefre towards a series of easily available, interconnected, reliable and efficient service

Almost every country in the world has made, and is making, major efforts to improve the delivery of appropriate
care at the right time and in the most effectiaad efficient way Information systems and technology usually are at
the heart of these efforts. We can detect three distinct types of solutions which roughly are in chronological
sequence:
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essentially stangilone applications, possibly quite old and often with papased inputs and interfaces.
Nevertheless, they perform a vital function. Therefien some small scale interoperability or integiat based

2y t20FGA2y 2NJ o6& adGlyRINRATAY3 2y | LI NIAOdzZ I NI @S
business process is usually limited to the scope of a single application or two and the execution sequence of
process steps iypicallycontrolled by manual triggers and human interpretation of events and situations. Data
Ad dzadzr fte& ai2NBR Ay Gaiatzaé¢s 2F0Sy Ay senddBchaddA S NB
synchronizatiorproblems.

Levellca 2 YSGAYSa OFfftSR I SHfGK mMmdnéx AYy 6KAOK &GNBydz
involves creating larger, more @mbracing applications that more comprehensively address specific functional
areas and enabliteroperabilitybetween functional areas. Attempts are made to merge the data silos

involving much effort to resolve semantic differences and implement a standsasksd data exchange

capabilityc these often foresee large, multierabyte databases that are difficult to seeuand protect.

Essentially these are BZBusiness to businessapproaches in which the patient or client is the subject of a
transaction rather than the focus of a lomgnning process.

Level2ca 2 YSGAYSa OFffSR &l St editKnfamdiiod Systems Ko thé grovidekts F2 O
the consumer i.e. from Businesgo-BusinesgB2B pattern to aBusinesgo-ConsumefB2G pattern.

Consumers, by which we mean patients, clients, care professionals and administrators, are starting tb connec
with virtual healthcare communities and turning to online sources of health information. This is achieved

through patient, clinical and management portals, unified communication systems, mobile devices and facilities,
YR GKS LINE @A & jp2 serviges. Adubher trerti&iS golv Evidént idithat patients and clients

have become dissatisfied with their records being fragmented across islands of automation and multiple data
silos which are inaccessible to their carers and are starting tgdertheir own integrated records. This is

LI NI A Odzf F NI @ S@ARSYy(d Ay 02 dzy (i NentBeisystérislarid datedabe3 i ThiK | &S
presents issues of accuracy and trust but some countries are encouraging the trend and praciatitrglled

mears of consumer access to care information.

The jump to Health 2.0 cannot happen overnight since there is a need to form a sound foundation (i.e. a percepti
I SIFfGK mdn az2ftdziAz2zyov | yRI 200A2dzaf & sorBatigh3aReR place LINB

e-Health and e-Care i A Maturity Model

The evolution of eHealth and eCare systems is similar to that of generddesiness offeringg from basic Internet
presence and publishing of information; through development of new intewachannels and online transactions;
to transformation of the underlying business processes. In the U.S., this transformation is being driven by
commercial health interests; in the European Union, governments play a greater role.

The evolution of informt@on systems is often divided into four distinct phases that indicate the progression and
maturity of electronic interactions between service providers, customers and consumers:

1 Presencesuch as nointeractive Web sites where the main intent is to disseate information.

1 Interaction, where limited online features are available, such as searching for information, senrndiai e
messages, and possibly viewing data dynamically.

1 Transaction where the user can take advantage of one or more serg@eshapsmaking appointments, or
renewing prescriptions for medication.




1 Transformation where services become integrated, and perhaps even expose portals tailored to specific
sections of the community where the appropriate services combine and are orchestratetthéogFor
example, when a patient makes an appointment with a healthcare provider for a particular medical
examination, the required scanning equipment is booked, specialist staff scheduled, laboratory time is
reserved and the supervising clinician is'edd to oversee the process and counsel the patient.

The phases of maturity move towards providing better value to the communities that use the online services as til
goes by and as complexity increases. The costs involved in providing the online $ecvaase at each phase, but
they can often be offset by the savings over traditional Healthcare services.

However, it is at the trigger point that the real changes appear. A huge leap in the value to the user communities |
e-Health applications become Bbto provide wider and deeper interaction with the core services of Healthcare
balances the increases in cost and complexity. In addition, as more and more services integrate into the system, |
savings in traditional processing and transaction effiogfenitl increase dramatically.

The main thrust of the CHF Architecture and Design guidance is to help bridge the gap between Level 1 (the
Baseline) and Level 3 (Health 2.0) by emgpthat Level 2 (Integration) is effectively and efficiently implemented. By
R2AYy3a a2 6S 0StASOS GKIFIG GKS ¢NAIISNIt2AyG Attt 0S8
of health and social care information systems.

Benefits
HIGH
REVOLUTI(\N ® Service delivery
through partnership
Level 2 - Health 2.0 with private seclor
THE TRIGGER POINT
TRANSFORMATION » Seamless integration of
services across agencies
| Level 1 - Integration |
TRANSACTION ® Suppon financial and
legal transactions
Level 0 — The baseline

INTERACTION Interact with databases

& and/or staff

PRESENCE Delivery of public information Service
@ Maturity
LOW HIGH

Figurel. Phases of Maturity and Types of Solutisn




An Overview of the Connected Health Framework 1
Architecture and Design Blueprint

The cornerstone of this vision for seamless Health and Social Care is an efficient, effective ITdifrasBeyond
simple connectivity, this demandsat systems interoperate with each other seamlessly to reduce duplication,
errors, wait times and management overheads. Such a holistic environment would enable efficient planning and
maximize resources. Thdicrosoft Connected Health Framework is a model on which such solutions can be built.
The overall aim is to move Health and Social Care towards a series of easily available, interconnected, reliable, a
efficient services.

To support the common businepsocesses and technical architecture, Microsoft has devel@etipublishedhe
Connected Health FramewatkArchitecture and Design BluepAmbnsisting othe followingdocuments

Part 1¢ Introduction and Overview

Part 2¢ Business Framework

Part 3¢ Technical Framework

Part 4¢ Using theConnected Health Framework
Part 5¢ References and Further Information

This guidance will continue tbelp move Health and Social Care towards a series of easily available, interconnecte
reliable, and efficient serviceMicrosoft is involved in projestaround the world, including in the United States,
United Kingdom, New Zealand, Australia, Germany, Israel, Singapore and Canada, that share goals that the
Connected Health Framework addresggscluding patient safety and improved health, and produtyiand

service delivery reform.

Health and Social Care applications, built by Independent Software Vendors and often implemented by System
Integration partners, can fully leverage the Connected Health Framework to support their legacy applications and
development of future solutions.

aAONR&2F(GQa FfSEAOGfST F3IAES FNFYSE2N] A& odaafld 2y
platforms and vendors and helps ensure that systems are highly scalable and secure. Additionally, the entire
framework is modular, allowing Health and Social Care organizations and partners to select the pieces of the
solution relevant to their needs.

The online electronic delivery of Health and Social Care services can act as an enabler for broader reach and
improved quality and effectiveness of services. With architectures based on Connected Health Framework, Healtt
and Social Care providers may be better positioned to offer convenient, easy access to information and services
through various electronic channelsa@d f f OSYiSNBR® LYy FRRAGAZ2YI GKS& 47
reduce the cost and resources required for traditional delivery mechanisms, such as letter writing, processing pag
forms, data entry, paper filing systems, and the staffingecgption offices.

2 Available fromhttp://www.microsoft.com/HealthI T
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Ten Key Health and Social Care Issues addressed by the CHF

A number of important themes that run through the Connected Health Framework has been identified and
consolidated into ten key issues.

Ten Key Issues in Healthand Social Care Systems
T 126 G2 RSFAYS FyYyR ONBFGS | /AGAT SyQa |

1 How to build a lifelong history for a Citizen from information held in multiple, diverse
systems

1 How to identify Citizens or Health and Social Care professionajsely and reliably

1 How to manage Citizen Consents and Professional Authorities to ensure Privacy and
Confidentiality

T 126 G2 ONBIFGS | a{SIYfSaaé dzaSNI SELISNR
126 (2 a22Ay dzZLlJ¥ RAGSNES adeaidSvya 2y RA
interoperate

=

How to manage Business Processes that span multiple systems and multiple domains
How to enable Legacy Systems to participate in new, wider, integrated scenarios

How to achieve Flexibility and Agility to cope with rapid change

=A =/ = =1

How to achievd®erformance and Scalability as user populations, transaction numbers g
data volumes grow

The Connected Health Framework Architecture and Design Blueprint addresses both the businessrécal tech
aspects of Health and Social Care systems focusing on the ten issues above.

Business FrameworkiT i Seaml esso0 | ntegration

The Connected Health Framewofkchitecture Bluepring Business Framewor&ddresses application integration

and is based on a service oriented approach focused on defining a set of business components each addressing
YI22N) 4dz0 2S0G I NBF FyR 2FFSNAyYy3 | aSi 2F aSNIDweoda
healthcare business processes. Wherever possible, existing sources of functionality and data are used. A set of
business components and service definitions for citizentric care is offered and this constitutes our Business

Connected Health Framework.

Patterns are useful in that they describe generic solutions to recurring problems, within a defined context. The ba
premise of patterns is that, if something has been done sudcelgé t @ 06 SF2NBZI R2y Qi G NBA:
and implementing a Service Oriented Architecture is amenable to a pat@sed approach. Patterns are available

to address the business, integration and technical aspects of SOA.




There are two possibldédut complementary, ways to look at thi®ne is to use the CHF Business Pattern as a guide
for analyzing and defining the business components appropriate for the specific context and requirethents
resulting specificationare likely to be very similar twith thoselisted. The other is to use the specifications
provided in the CHF Business Pattern as a starting point, and modify as appropriate.

Communications
Operations Management

‘ Business Processes ‘

[ Data Access Logic Components ]

3

Figure2. A Business Pattern for Healthcare

For Patientcentric Health and Social Care, we have defined a common set of business components and services.
These were derived from retife and proofof-conceptprojects and include:

1 Persons and Identities Component 1 Processes and ProtasoComponent

1 Personal Affiliations and Entitlements 1 Organizations, Care Providers and Services
Component Component

9 Patient and Client Groups Component 1 Care Facilities and Schedules Component

1 Personal Health and Care Status Compont 1 Waiting Lists Component

f Personal Consents Component 1 /I NB tNRFSaarzyltaqQ |/

i Patient and Client Journeys Component 9 Professional Roles and Teams Component

1 Personal Care Records Component 1 Clinical and Care Data Management Compone




Patient and Client Management Componel

Costs and Rees Component

Assessments and Care Plans Component Clinical Coding and Datasets Component

Health and Care Classifications Componer Social Care Coding and Datasets Component

Medications and Treatments Component Current Clients, Patients and Care Relationshi

Component

= =4 4 4

Rules Engine Component
1 Investigations, Orders, Tests and Results

1 Care Pathways Component Component

This list forms a basioventory of componentsieededfor a patientcentric care record system.

ABusiness Patterdescribes a reisable approach to the solution of a particular business problem, usually scoped
by a business process. It offers a solution based on previous success in defitiogstiithe same, or similar,
0dzaAySaa LINRPofSYad ! odzaAySaa LI GGSNY YIe 0SS oSaoON
The componentefinitionsare platform and technology independent and each is also functionally independent and
unA [j dzSt e a2éyaé Ada RIGEFE® LYRAOIGAGS O2yiSyida oFdzyO
made available via definegkrvices. These services have been identified. The component based approach provide:
highly modular Integration Bmework and, besides providing a development specification, provides means of
evaluating the content, coverage and fit of third party and legacy derived components.

The formation of this Business Pattern is described in detail in Part 2 of the Connected Health Framework
Architecture and Design Blueprint.

Technical Frameworki A J oi ned umebilitynt er o

The Connected Health Framewofkchitecture Blueprintg Technical Frameworkddresses the issue tdchnical
connectivity andnteroperability in Health and Social Care at the infrastructure level. The Connected Health
Framework TechnicaFramework describes the many issues involved in achieving successful Health and Social
Careoriented interoperability programeg together with the tools, technologies and standards that help make
G22AYSR dzLJ¢ aeaidSvya LRaairofsSo
It provides guidance for addssing thecommon architectural challenges

1 Flexibility and Agility
User Experience and Acceptance
Support forMultiplicity of Platform, Location, Language, Capability and Credentials
Handling Health Data
Identity and Access
Interoperability
Secunng the Saution
Scalabilityand Performance

Availability,Resilience and Disaster Recovery

=A =4 =4 4 4 4 -4 - -

Realizing the Value of Common Infrastructure




enterprise to regional to national and creagency systems.

Communications
d Operations Management
E@ o
S [

[ Service Publication and Discovery Services ]
Electronic Care Care Domain Registry
Record Services Services Services

Integration Services

‘ ‘ Service Interfaces | 1
Business Components

Data Services J

System Management Services ]

{ Communication Services ]

Figure3. Reference Architecture for Health and Social Care

It introduces theconceptof a generic eHealth Nodearchitectureproviding a common infrastructure that can be
shared by multiplee-Healthproviders, and discusses tiygicalservicegshat may be provided:
1 Identity Management Services 1 Health Domain Services
Authentication and Authorization Services Health Registry Sepgs

Data Services

1 1
9 Service Publication and Discovery Service: 1 Integration Services
1 e-Health Business Services i
1 1

Electronic Health Record Services Communication Services




These are described in detail in Part 3 of @@nnectedHealth Framework Architecture and Design Blueprint, which
alsoprovidesarchitectural guidancen the following topics:

1 Deployment Optiong various deployment models to be considered when implementing thiealth
reference architecture against varying jurisdictional requirements and constraints

1 Securing the System pointing to generic guidance on the subject availabtewhere, and focusing on
some aspects specific for largeale eHealth systems

1 Performance and Scalability, which looks at the issues involved in creating a solution that meets the criter
for availability, robustness, and performance. Technigques irctiagbacity planning, and implementing a
scalable hardware and software architecture

The Business Pattern and the Reference Architedtres on different aspects of the system and represent distinct

schematic, aligned around the Connected Health Senvicds

Figure4. Connected Health Framework Joineg Architecture




