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The Vision 

Health and Social Care Is a Complex Business 

Why is Health and Social Care so difficult in the systems sense? Designing and implementing Health and Social Care 
systems involves much more than just creating the necessary infrastructure, important though that is. The main 
problem is that Health and Social Care is a Complex Adaptive System1 like many systems with a strong social focus. 

άComplex adaptive systemsέ is a term applied to system environments in which the processes followed are highly 
variable and constantly changing and the outcomes are hard to predict. A frequently used analogy is to compare the 
flight of a bird with the flight of a stone thrown through the air. The flight of the bird is quite unpredictable, being 
influenced by winds, weather, feeding needs, predatory threats, and the presence of other birds, among many other 
factors. The destination is also unpredictable, although eventually some locations can be forecast. On the other 
hand, the flight and destination of the stone is completely predictable and can be calculated from a known set of 
parameters. Bird flight and other phenomena such as the weather and many social and biological systems are 
complex adaptive systems, as is Health and Social Care and perhaps sporting contests too. 

It is very difficult, if not impossible, to specify a complex adaptive system in anything like its entirety. Not only is the 
functionality difficult to describe in the first place, but the requirements are constantly changing as new features are 
thought up. Thus any Health and Social Care system specified as a set of user-oriented requirements is going to be 
expensive in development cost (as functionality is understood) and slow to implement (as requirements change). A 
ŎƻƳƳƻƴƭȅ ƻōǎŜǊǾŜŘ ǇƘŜƴƻƳŜƴƻƴ ƛǎ ǘƘŜ ŦŀƛƭǳǊŜ ǘƻ ŀŎƘƛŜǾŜ ǳǎŜǊ άōǳȅ ƛƴέΦ ¢ƘŜ care professional sometimes finds it 
difficult to envisage the application of the software to his or her immediate set of problems and hesitates at the 
ŜŦŦƻǊǘ ǊŜǉǳƛǊŜŘ ǘƻ ƛƳǇƭŜƳŜƴǘΣ ǇŀǊǘƛŎǳƭŀǊƭȅ ƛƴ ǘŜǊƳǎ ƻŦ Řŀǘŀ ŎŀǇǘǳǊŜΦ ¢ƘŜ άƴƻǘ ƛƴǾŜƴǘŜŘ ƘŜǊŜέ ǎȅƴŘǊƻƳŜ ƛǎ ŎƻƳƳƻƴΦ  

Furthermore, care professionals usually insist on a system that is 
άǳǎŜǊ-friendlyέ, by which they mean that it can be used naturally 
and unobtrusively in a personal consultation and does not involve 
ŜȄǘŜƴǎƛǾŜ άōŀŎƪ ƻŦŦƛŎŜέ ƻǇŜǊŀǘƛƻƴǎΦ  This usually means that the 
workflow to be followed must be intuitive and adaptable to their 
own individual way of working and that the user interface is clean 
and clear with all relevant data (and no more) shown or just a click 
away. 

Lƴ ŀǇǇǊƻŀŎƘƛƴƎ ǘƘŜ άŘŜǎƛƎƴέ ƻŦ ŀ ŎƻƳǇƭŜȄ ŀŘŀǇtive system, we 
suggest that there are two key principles to be observed (there are 
many more, but two will do for now).  

The first principle is to understand the stable and agile aspects of 
ǘƘŜ ǎȅǎǘŜƳΦ ¢ƘŜ ά{ǘŀōƭŜέ ŀǎǇŜŎǘǎ ƛƴŎƭǳŘŜ ǘƘŜ fundamental data 
created and used, such as patient data, and the core business 
functions performed using the data, such as patient registration. 
¢ƘŜ ά!ƎƛƭŜέ ŀǎǇŜŎǘǎ ƛƴŎƭǳŘŜ ǘƘŜ ǾŀǊƛŀōƭŜΣ ŀŘŀǇǘƛǾŜ ŦŜŀǘǳǊŜǎ ƻŦ ǘƘŜ 
system, such as business processes or workflows and user 
interfaces and device-dependent procedures. This division into stable and agile provides a starting point for complex 
adaptive system design. Complexity is addressed by establishing the fundamental building blocks from which 

                                                 
1
 For a brief description of Complex Adaptive Systems see http://www.trojanmice.com/articles/complexadaptivesystems.htm  

!ƴ !ǊŎƘƛǘŜŎǘΩǎ ±ƛŜǿǇƻƛƴǘ 

Architects are used to dealing with 
complexity. This usually takes the form 
ƻŦ ŘŜŀƭƛƴƎ ǿƛǘƘ άƳǳƭǘƛǇƭƛŎƛǘȅέ ς multiple 
users, multiple requirements, multiple 
formats, multiple interfaces, multiple 
platforms, multiple applications, 
multiple standards, and so on.  

The way through this jungle is to 
establish the constant or stable parts of 
the systems environment ς such as 
basic functions and fundamental data - 
and build on them using this 
foundation to support the variability 
and volatility of the domain. 

http://www.trojanmice.com/articles/complexadaptivesystems.htm
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solutions can be assembled, while adaptive behavior is achieved by enabling multiple, dynamic linking of these 
building blocks. 

The second principle is to define the building blocks such that they are as self-contained and independent of each 
other as possible, ȅŜǘ ǊŜƳŀƛƴ άǇƭǳƎ ŎƻƳǇŀǘƛōƭŜέΦ  This allows a mix-and-match approach to the assembly of overall 
solutions and also the flexibility to reuse and replace building blocks as the need arises. 

We believe that the stable building blocks are best realized by using a component-based approach while agility, 
including the plug and play capability, is best achieved using a service-oriented, message-based approach, which 
ŜƴŀōƭŜǎ ŀ ƘƛƎƘƭȅ ŦƭŜȄƛōƭŜ άƻǊŎƘŜǎǘǊŀǘƛƻƴέ ƻŦ ǎǘŀōƭŜ ŦǳƴŎǘƛƻƴǎ ŀƴŘ Řŀǘŀ ǘƻ ƳŜŜǘ ƛƴŘƛǾƛŘǳŀƭΣ ōǳǘ ŎƘŀƴƎŜŀōƭŜΣ 
requirements and preferences. 

In this part of the CHF Architecture Blueprint, we address these issues and describe our approach to Health and 
Social Care system design and implementation, concentrating for the moment on the business aspects, such as the 
άǿƘŀǘέ ǊŀǘƘŜǊ ǘƘŀƴ ǘƘŜ άƘƻwέΦ 

First, we describe our view of some of the key Health and Social Care application concepts of a citizen-centric e-
Health and e-Care system focused on the building, maintenance, and presentation of electronic health records 
(eHR).  

Second, we describe some of the key architectural concepts of a citizen-centric, lifelong e-Health and e-Care system. 
We discuss the essential features of an enterprise-level service-oriented architecture as an approach to achieving 
ǎŜŀƳƭŜǎǎΣ άƧƻƛƴŜŘ-ǳǇέ ǎȅǎǘŜƳǎΦ  

We cover the following: 

¶ The definitions of a Service, a Service-Oriented Architecture (SOA), and Web Services, showing their 

complementary roles 

¶ The structure of a service-oriented application describing the various types of components used 

¶ A process for defining business services, showing a typical Business Component Specification and the means 

of exposing services for consumption by agile business processes 

¶ An example of Application Dynamic Behavior in which we trace the execution of a business process using 

components and services 

ThirdΣ ǿŜ ƻŦŦŜǊ ŀ άBusiness Pattern for Health and Social Careέ ƛƴŘƛŎŀǘƛƴƎ ŀ ǇƻǎǎƛōƭŜ ǎǘǊǳŎǘǳǊŜ ōŀǎŜŘ ƻƴ ǎŜǊǾƛŎŜ 
ƻǊƛŜƴǘŀǘƛƻƴ ŀƴŘ ǳǎŜ ƻŦ ǘƘŜ ά/ƻƴƴŜŎǘŜŘ IŜŀƭǘƘ Services Hubέ.   

FinallyΣ ǿŜ ŘƛǎŎǳǎǎ ǘƘŜ ƛǎǎǳŜ ƻŦ ά[ƛōŜǊŀǘƛƴƎ [ŜƎŀŎȅέ ŀƴŘ ǘƘŜ use of application packages. 
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Connected Health and Social Care ï The Vision 

The Microsoft vision for Health and Social Care is to enable the transformation of Health and Social Care delivery 
through innovative technology and partnerships that advance public health programs by enabling connected citizen 
care, improving quality of care and safety, and reducing the Health and Social Care cost burden. 

 

ñSeamlessò or Just ñJoined Upò? 

ά{ŜŀƳƭŜǎǎέ ƛǎ ōŜŎƻƳƛƴƎ ŀ ƘŜŀǾƛƭȅ ǳǎŜŘ ǿƻǊŘΦ Lǘ ƛǎ ōŜƛƴƎ ǳǎŜŘ ƛƴ Ƴŀƴȅ ǎƛǘǳations to indicate that transitions in a 
process from one state to another are, or might be, imperceptible to the user.  

A current example is the hybrid powered car, which uses both a conventional internal combustion (IC) engine and 
an electric motor.2 In situations where more power is required, the drive is provided by a petrol or diesel engine, but 
in coasting situations power is provided by one or more electric motors. The batteries for the electric motor are 
charged when the engine is running.  From the ŘǊƛǾŜǊΩǎ Ǉƻƛƴǘ ƻŦ ǾƛŜǿ ǘƘŜ ŎƘŀƴƎŜ ŦǊƻƳ L/ ŜƴƎƛƴŜ ǘƻ ŜƭŜŎǘǊƛŎ 
propulsion and back again is imperceptible. However the underlying technology is formidable, requiring a complex 
control system. 

²Ŝ ǳǎŜ ǘƘƛǎ ŜȄŀƳǇƭŜ ǘƻ ŜȄǇƭŀƛƴ ǘƘŜ ŘƛŦŦŜǊŜƴŎŜ ōŜǘǿŜŜƴ άǎŜŀƳƭŜǎǎέ ƛƴǘŜƎǊŀǘƛƻƴ ŀƴŘ άƧƻƛƴŜŘ-ǳǇέ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅΦ ¢ƘŜ 
ŘǊƛǾŜǊΩǎ ŜȄǇŜǊƛŜƴŎŜ ƛǎ ǎŜŀƳƭŜǎǎτhe or she is unaware that any change has taken place and does nothing to effect 
the change other than to accelerate or brake, which are standard operations. On the other hand the IC engine and 
the electric motor are interoperableτǘƘŜȅ ŀǊŜ άƧƻƛƴŜŘ ǳǇέ ǳƴŘŜǊ ǘƘŜ ŘƛǊŜŎǘƛƻƴ ƻŦ ŎƻƳǇƭŜȄ ŎƻƴǘǊƻƭ ƭƻƎƛŎΦ Lƴ ƻǊŘŜǊ ǘƻ 
have a seamless experience, the component parts must be interoperable and have a controller.  

In a Health and Social Care context, we want the user, a care professional, to have a seamless user experience in 
which he or she interacts with a variety of relevant applications without any need to switch applications manually or 
even know that there has been a switch of application. This means that several important things have to happen: 

1. There must be logic to control the execution of the business process, bearing in mind that the process spans 
a number of applications. 

2. There must be a reliable mechanism for switching from one application to another and back again. This 
means that when a switch of application occurs, the application context (for example, current patient, 
disease, and professional information) must be passed to the second application and transaction status 
preserved in the first application. 

3. There should be no major change of look and feel in the user display and function of the primary controls. 
Screens may change in terms of the detail they contain, but the general layout should be maintained with 
key information displayed consistently and any action requests behaving fully as expected. 

We will explore how this is done later. 

An illustration of Seamless Healthcare is provided in Figure 1. This shows part of a major healthcare facility and 
depicts a vision of a hospital with its departments and facilities all operating smoothly and autonomously, each 
equipped with IT facilities. These are being used in both administrative and front-line clinical situations. 

 

                                                 
2
 For a fuller description of hybrid technology see  http://www.lexus.com/models/hybrid/how_they_work.html  

http://www.lexus.com/models/hybrid/how_they_work.html
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Figure 1. Seamless Healthcare 

 

In Figure 2, ǘƘŜ ǳǇǇŜǊ άǇƭŀƴŜέ depicts this vision of an automated hospital providing seamless healthcare. The lower 
άǇƭŀƴŜέ ŘŜǇƛŎǘǎ ǘƘŜ ǇƭŀǘŦƻǊƳ ƴŜŜŘŜŘ ǘƻ ŜƴŀōƭŜ ǘƘŜ ǎŜŀƳƭŜǎǎ ƻǇŜǊŀǘƛƻƴ ς ŀ ǊŀƴƎŜ ƻŦ ƛƴǘŜǊƭƻŎƪƛƴƎΣ άƧƻƛƴŜŘ-ǳǇέΣ 
ŎŀǇŀōƛƭƛǘƛŜǎ ǎǳŎƘ ŀǎ ŀǇǇƭƛŎŀǘƛƻƴǎΣ ōǳǎƛƴŜǎǎ ǎŜǊǾƛŎŜǎΣ ǎŜŎǳǊƛǘȅΣ ŘŀǘŀΣ ŀƴŘ ǎȅǎǘŜƳǎ ƳŀƴŀƎŜƳŜƴǘΦ ¢ƘŜ ƳƛŘŘƭŜ άǇƭŀƴŜέ ƛǎ 
the enabling integration layer providing capabilities such as business process management, messaging, integration 
services, identity management, privacy controls, collaboration services, record location, and metadata directories. 
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The Microsoft Connected Health Framework 
(CHF) is designed to enable the creation of 
Health and Social Care systems that are seamless 
and joined up. It provides the seamless 
experience through flexible user interfaces, 
driving dynamic, orchestrated business 
ǇǊƻŎŜǎǎŜǎΦ Lǘ ǇǊƻǾƛŘŜǎ ǘƘŜ άƧƻƛƴŜŘ-ǳǇέ 
environment by linking applications using open 
standards for communication, data 
representation, and process control. 

Our hybrid car analogy still has some more 
mileage to run. Since it has two or more 
motorsτthe IC engine and electric motorsτif 
both provide propulsion at the same time, the 
performance of the car is increased. So we might 
ŜȄǇŜŎǘ ǘƘŜ ƻǾŜǊŀƭƭ ǇŜǊŦƻǊƳŀƴŎŜ ƻŦ ŀ άƧƻined-ǳǇέ 
IT system to be better than that of a set of 
disparate applications, for example by carrying 
out tasks in parallel rather than serially. 

Further, the IC engine and the electric motors in 
the hybrid car are probably existing and proven 
conventional units. However, to incorporate 
them into the hybrid car, some modifications are 
required. For example, the IC engine needs to be 
able to start and shut down quickly as drive is 
transferred to and from the electric motors. This 
operation is initiated by the control unit rather 
than the driver. In other words, the interfaces 
between the components and the overall 
control mechanism need to be rethought.  The 
control unit is the heart of the system, of course, 
and we need to consider carefully each and 
every operational scenario, and its associated 
processes, to ensure that efficient, effective, and 
safe control mechanisms are devised.   

In the hybrid car, all the components usually 
come from one manufacturer and the 
mechanisms for integration and operational 
control are proprietary. This is not often the case 
in Health and Social Care where, typically, many 
manufacturers are involved in any integration 
scenario that involves more than a single 
department. Thus universally agreed standards 
are needed to define interfaces, transmit and 
understand commands, and transport meaningful 
data between system components. Fortunately 

Figure 2. Seamless Integration 
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such standards exist in the form of XML, Web Services, HL7, and the various Internet standards.  The Connected 
Health Services Hub is based on the use of these standards.   

There is now a danger of stretching the analogy too far, but we think there are still some points of similarity 
between our hybrid car and our seamless Health and Social Care system. 

Both are complex systems in that they adapt their functions to usage. However, Health and Social Care systems have 
variable and ever-changing processes and often have unpredictable outcomes, whereas the hybrid car has 
consistent, repeatable processes with predictable outcomes given competent driving. A key requirement of Health 
and Social Care system design, therefore, is to build in adaptability and flexibility and provide the ability to 
reconfigure components as needs change. 

The major components of the hybrid car are usually existing unitsτfor example the engines and the motorsτ
modified for hybrid use. Other components such as the braking system or the interior furnishings are common with 
non-hybrid vehicles.  

In the Health and Social Care domain, there is an imperative to reuse existing systems and software, and most if not 
all applications need some modification to function within the seamless environment. Modifications may be 
άƛƴǾŀǎƛǾŜέ ς they actually change the way an existing application operates by re-engineering some of its capabilities. 
!ƭǘŜǊƴŀǘƛǾŜƭȅΣ ƳƻŘƛŦƛŎŀǘƛƻƴǎ Ƴŀȅ ōŜ άƴƻƴ-ƛƴǾŀǎƛǾŜέ ς the operation of an application being changed by adding 
additional features that provide other capabilities or by adjusting the way the application behaves or is invoked. 

Some characteristics may not be compromisedτreliability and safety, for example. They may of course be enhanced 
by design. The vehicle manufacturer will claim greater reliability because there are two propulsion methods. 
However, safety may be reduced because the vehicle is heavier and may not handle as well. Both are somewhat 
tenuous arguments.  

The cost/benefit equations for the hybrid car are interesting. The vehicle is more expensive to buy but cheaper to 
run. There is the intangible benefit of being more environmentally friendly offset by a feeling that the vehicle might 
be more difficult to maintain because it is more complex.  

¢ƘŜǎŜ ǎƻǊǘǎ ƻŦ ŀǊƎǳƳŜƴǘ ŀƭǎƻ ŀǇǇƭȅ ǘƻ άǎŜŀƳƭŜǎǎέΣ άƧƻƛƴŜŘ-ǳǇέ Health and Social Care systems. 

Besides these points of similarity, there are important points of difference between our hybrid car and seamless 
Health and Social Care. 

The first of these is that the scope of a patient-centric Health and Social Care system is much deeper than that of a 
hybrid car and the system boundaries are much wider. Both have significant hardware and software content, but 
the car is essentially a physical entity that behaves in a predictable way whereas our Health and Social Care system 
ƛǎ ŜǎǎŜƴǘƛŀƭƭȅ άǎƻŦǘέ ǿƛǘƘ ŀ ǳǎŀƎŜ ǇŀǘǘŜǊƴ ǘƘŀǘ Ŏŀƴ ōŜ ǳƴǇǊŜŘƛŎǘŀōƭŜ ŀƴŘ ŜǾŜƴ ǎŜƭŦ-modifying.   

The second difference is that Health and Social Care presents unique requirements in terms of security, privacy, and 
confidentiality. All processes and use of data is subject to strict control and may only be accessed by those 
specifically authorized to do so. 

At the beginning of this discussion, we mentioned three important things needed to realize seamless, joined-up 
operations. To recap, these are as follows: 

Logic to control the execution of the business process 

¢ƘŜ άŎƻƴǘǊƻƭ ǳƴƛǘέ ŦƻǊ {ŜŀƳƭŜǎǎ IŜŀƭǘƘŎŀǊŜ ƛǎ ǾƛǘŀƭΦ Lƴ ǘƘŜ /IC ǿŜ Ŏŀƭƭ ƛǘ ǘƘŜ ά/ƻƴƴŜŎǘŜŘ IŜŀƭǘƘ {ŜǊǾƛŎŜǎ 
IǳōέΦ Lǘ ŀŎǘǎ ŀǎ ǘƘŜ άƛƴǘŜƭƭƛƎŜƴǘ ƎƭǳŜέ ōŜǘǿŜŜƴ ǘƘŜ ŎŀǊŜ ǇǊƻŦŜǎǎƛƻƴŀƭΩǎ ǎŜŀƳƭŜǎǎ ƛƴǘŜǊŦŀŎŜ ŀƴŘ ǘƘŜ ƧƻƛƴŜŘ-up 
systems under the covers. Its broad function is to enable the seamless experience by providing the 
underlying application integration. More specifically, this involves providing the capabilities to understand 
user requests, establish communication with the appropriate system components, pass instructions and 



 

 
© 2009 Microsoft Corporation 12 

| Knowledge Driven Health 

data to the actuators of each system component, monitor the initiation and execution of requested actions, 
manage the flow of data to and from the user and each system component, communicate status and 
operational parameters back to the user, and last but by no means least, manage the end-to-end process 
without user intervention. 

A reliable mechanism for switching from one application to another and back again 

This is a two-level mechanism depending on whether the user (the driver) wants to make the switch or 
whether the business process (the car) requires it. (Bear in mind that the hybrid car may not give the driver 
a choice.)  

This is a function of the Connected Health Services Hub and is achieved by using business-focused service 
orientation coupled with orchestration of the business process. Essentially the user invokes the switch by his 
or her actions, either explicit or implicit.  

¢ƘŜ ƳŜŎƘŀƴƛǎƳ ǿƻǳƭŘ ƛƴǾƻƭǾŜ άǊŜƳŜƳōŜǊƛƴƎέ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ŀǇǇƭƛŎŀǘƛƻƴ A and transferring key parameters 
to application B, which allow it to respond quickly and accurately, presenting its capabilities in the context of 
the transaction in progress, for example by presenting data for the specific patient, the relevant clinical 
condition, and the specific user. Having performed its function, application B returns the appropriate 
parameters and data to application A. 

¢Ƙƛǎ ŀƭƭ ƘŀǇǇŜƴǎ άǳƴŘŜǊ ǘƘŜ ŎƻǾŜǊǎέ ŀƴŘ ƛǎ ŀŎƘƛŜǾŜŘ ōȅ ƳŜŀƴǎ ƻŦ ǊŜǉǳŜǎǘκǊŜǎǇƻƴǎŜ ƳŜŎƘŀƴƛǎƳǎ ŜƳǇƭƻȅƛƴƎ 
business-oriented services. A set of such services has been defined in the CHF Business Framework.   

No change in the look and feel of the user display and function of the primary controls 

This is a function of the user interface and the user process. The user interface is all that the user really sees; 
everything else is under the covers. It is here that the seamless experience manifests itself most in that the 
process the user followǎ Ŧƭƻǿǎ ŜŦŦƛŎƛŜƴǘƭȅ ǿƛǘƘƻǳǘ ǘƘŜ ƴŜŜŘ ŦƻǊ ǳǎŜǊ ƛƴǘŜǊǾŜƴǘƛƻƴ ƻǊ άǎǘŜŜǊƛƴƎέΦ ¢ƘŜ άƭƻƻƪ ŀƴŘ 
ŦŜŜƭέ ƻŦ ǘƘŜ ǎŎǊŜŜƴǎ ƛǎ ŎƻƴǎƛǎǘŜƴǘ ŀƴŘ ǘƘŜ ŎƻƴǘǊƻƭǎ ŀǊŜ ŦŀƳƛƭƛŀǊ ŀƴŘ άǳǎŜǊ-ŦǊƛŜƴŘƭȅέ ŀƴŘ ƻǇŜǊŀǘŜ ƛƴ ŀ ǎǘŀƴŘŀǊŘ 
way. For example, data is presented in a consistent format and on-screen buttons and controls behave in 
the same way irrespective of the application that is being used.   

This is achieved by careful design with attention to ergonomic factors in the creation of the human-
computer interface. 

Users may use a variety of devicesτdesktop computers, laptops, tablet PCs, PDAs, or Smartphones. In each 
case user dialogues are created that optimize the use of the device and make the user experience as 
efficient and effective as it can be. 

A set of guidelines and tools for user interface design, the Microsoft Health Common User Interface (CUI)3, 
enable the seamless user experience. 

In a typical Health and Social Care IT organization, many manufacturers are involved in an integration scenario that 
involves more than a single department. Thus, universally accepted standards are needed to define interfaces, 
transmit and understand commands, and transfer meaningful data between system components. Fortunately, such 
standards exist in the form of XML, Web Services, Health and Social Care industry standards, and the various 
Internet standards.  The Connected Health and Social Care Services Hub is based on the use of these standards.   

                                                 
3
  Available from http://www.microsoft.com/industry/healthcare/technology/solutions.mspx#UserInterfacehttp://mscui.net and

3
  

http://mscui.net   

http://www.microsoft.com/industry/healthcare/technology/solutions.mspx#UserInterface
http://mscui.net/
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In addition, Health and Social Care systems have variable and ever-changing processes and often have unpredictable 
outcomes. Therefore, a key requirement of Health and Social Care system design is to build in adaptability and 
flexibility and provide the ability to reconfigure components as needs change. 

Seamless and Interoperable 

In Part 1 ς Introduction and Overview of the CHF Architecture Blueprint we outlined the characteristics of the 
Microsoft Connected Health Framework and highlighted the need to achieve integration on two major levels: 
Application Integration in which systems and applications can talk to each other in mutually understandable terms, 
and Technical Interoperability, where systems can be securely and reliably interconnected.   

In this section, we describe Application Integration achieved by means of a Service Oriented Architecture, focused 
on the unique and complex needs of Health and Social Care. First, we describe the characteristics of enterprise-level 
service orientation; second, we suggest a way of defining business services working from business requirements; 
third, we look at some Health and Social Care business components and services required for a patient-centric 
health records system; and finally, we consider how to service-enable existing applications. 

Application Integration or ñJoined-Upò Systems 

It has been noticeable over a number of years that attempts at Health and Social Care system integration very often 
result in a tangle of specially crafted interfaces and connectors. There are issues with the definition of data and 
more subtle problems with mismatches in semantic meaning. Further, there can be problems with the timing of 
operations and the synchronization of records across a large and complex estate.  All this has made the provision of 
IT application support for the rapidly evolving business processes of Health and Social Care both difficult and 
expensive. 

A Service-Oriented Architecture (SOA) offers a clean and elegant solution to these issues. Based on standards such 
as XML, SOAP, and the Web Services stack, an SOA provides a means of achieving the necessary agility and flexibility 
to support rapidly evolving business processes and changing business objectives and goals.  

The design and development of an SOA requires the application of a number of techniquesτstemming from 
disciplines such as Enterprise Architecture, Business Process Modeling, Component-Based Development, and 
Object-Oriented Methodsτto produce modular, reusable, and replaceable software applications. Further, most of 
the building blocks in the SOA will be in existence in the form of legacy applications. However, these will usually 
need reengineering to provide access to their functionality and data from a wider population of consumers. 

The implementation of an SOA requires the building of a platform-independent networked environment spanning 
both in-house and Internet operations with the associated security, privacy, and performance issues. There is the 
need to establish a reliable, transparent middleware tier in the application environment that connects internal and 
external applications and services effectively and efficiently. These are non-trivial activities and there are also subtle 
problems of governance and operational control to be solved. We consider these in the next section of this 
guideline. 

The earliest attempts in the early 1970s at Structured Programming and later at Structured Analysis and Design 
identified the benefits of loose coupling and tight cohesion.  The recommendation was that a module of code should 
only address topics that are closely and intimately related to each other (tight cohesion), whereas different 
modules, even though they might work together, should not address the same topics or depend on each other for 
their internal functioning (loose coupling). Attempts at application integration have not always done this and have 
resulted in integration schemes that are too inflexible, costly, and non-responsive because they rely on complex 
interactions between the member applications.  
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The current trend in application integration is to move away from tightly coupled monolithic systems and towards 
systems of loosely coupled, dynamically bound components. Such a strategy is offered by SOA and might be termed 
άǎŜǊǾƛŎŜ ƛƴǘŜƎǊŀǘƛƻƴέ ǊŀǘƘŜǊ ǘƘŀƴ άŀǇǇƭƛŎŀǘƛƻƴ ƛƴǘŜƎǊŀǘƛƻƴέ. The key drivers will be flexibility and lower cost, although 
there will still be challenges with performance. 

Service integration is becoming the norm for Web-based applications, and we believe that it offers advantages for 
in-house integration too, because most internal system integration uses tight coupling around transaction-based 
systems and large complex databases. With these, a simple system change can ripple through the integration 
scheme causing, at a minimum, disproportionate maintenance activity and, at worst, operational disruption.  

The Microsoft Value Proposition for Health and Social Care 

Our vision of seamless Health and Social Care based on joined-up systems is implicit in the Microsoft Value 
Proposition for Health and Social Care. The key features of the proposition, realized using the Connected Health 
Framework, are as follows: 

¶ Connected ς Interoperable by design 

o Open architectures built on industry standards that facilitate the flow of patient information and 
clinical knowledge seamlessly through the care continuum and across agencies 

o Leverage legacy application and infrastructure investment 

¶ Productive ς Familiar tools to automate the way you work 

o Let clinicians be clinicians: improve adoption 

o Enable delivery of public health services in a standardized, replicable manner 

¶ Best Economics ς Driving down the cost of Health and Social Care technology  

o Create ROI faster than traditional investments 

o An integrated platform that lowers TCO overall 

o Local delivery model 

o Scalable from single providers to county-wide programs 

¶ Dependable ς Proven and robustRobust 

o Applications that support 24/7/365 Health and Social Care operations 

o Financially stable 

¶ Extensive partner ecosystem gives decision-makers a choice 
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The Business Environment  

In this chapter, we describe the Health and Social Care domain in general architectural terms. We list ten key issues 
that we address in the CHF ADB, describe some important business concepts in simple terms, and outline a Business 
Architecture model that can be used as the basis for defining systems, processes, and organizational structures to 
meet the business goals and objectives of the enterprise and address the ten key issues.   

Our experience of defining and developing citizen-centric Health and Social Care systems suggests the following ten 
key issues. These arise repeatedly from country to country and situation to situation. 

 

 

 

These factors are usually highlighted in specifications of user requirements. Some 
are of a business nature, some are more technical, and a significant number have 
both business and technical dimensions. We will consider the business aspects of 
these in the following sections, and the technical aspects in Part 3. 

 

Key Issue 

When we address one of 
these ten key issues in 
the following guidance, 
we will highlight the 
particular issue and our 
recommendation in a 
text box like this.  

Ten Key Issues in Health and Social Care Systems 

1. Iƻǿ ǘƻ ŘŜŦƛƴŜ ŀƴŘ ŎǊŜŀǘŜ ŀ ŎƛǘƛȊŜƴΩǎ IŜŀƭǘƘ ŀƴŘ {ƻŎƛŀƭ /ŀǊŜ ǊŜŎƻǊŘ 

2. How to build a lifelong history for a citizen from information held in multiple, diverse systems 

3. How to identify citizens or Health and Social Care professionals uniquely and reliably 

4. How to manage citizen consents and professional authorities to ensure privacy and 
confidentiality  

5. Iƻǿ ǘƻ ŎǊŜŀǘŜ ŀ άǎŜŀƳƭŜǎǎέ ǳǎŜǊ ŜȄǇŜǊƛŜƴŎŜ   

6. Iƻǿ ǘƻ άƧƻƛƴ ǳǇέ ŘƛǾŜǊǎŜ ǎȅǎǘŜƳǎ ƻƴ ŘƛǾŜǊǎŜ ǇƭŀǘŦƻǊƳǎ ǿƛǘƘ ŘƛǾŜǊǎŜ Řŀǘŀ ŀƴŘ ƳŀƪŜ ǘƘŜƳ 
interoperate 

7. How to manage business processes that span multiple systems and multiple domains 

8. How to enable legacy systems to participate in new, wider, integrated scenarios  

9. How to achieve flexibility and agility to cope with rapid change 

10. How to achieve performance and scalability as user populations, transaction numbers, and 
data volumes grow 
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Health and Social Care Domain Concepts 

The concepts we present are couched in non-technical terms and are technology neutral. They might seem a little 
simplistic at first sight, but they are important. We are trying to address some of the key e-Health design issues and 
present them at a conceptual level before becoming embroiled in the complexities of implementation.   

What Is a Care Record? 

A Care Record contains a lifelong history of a personΩǎ ƘŜŀƭǘƘ and well-being, including all relevant identification 
information, all permanent medical and social information, and all medical and social care events that have taken 
ǇƭŀŎŜ ƛƴ ǘƘŜ ǇŀǘƛŜƴǘΩǎ ƭƛŦŜǘƛƳŜΦ 

A Care Record (EHR or ECR) may be regarded as having four main parts: 
identification, standing medical and social care information, consents information, 
and the care record itself.  

The identification portion would contain the primary identifierτpatient or client 
numberτand include demographic items such as name, address, and date of 
birth. 

The standing medical information portion would contain details such as blood type and allergies and other 
information as might be useful in an emergency situation. Furthermore, it might contain, or point to, information on 
current medication and indications of relevant prevailing medical conditions such as diabetes or asthma. 

The standing social care information portion would contain details such as a specific disability or difficulty such as 
blindness or deafness, status of those in care, and special needs information. Of course, some of this information is 
particularly sensitive and confidential and would be subject to stringent access controls as now described.  

The consents portion would contain details of the areas of the Care Record to which the patient or client wishes to 
restrict access. A number of criteria could be envisaged such as permitting access only by nominated care 
professionals, restricting access to particular health subjects, limiting viewable data to certain care events, and 
applying time limits and date range restrictions to the lifelong record. It should be noted that with some conditions 
such as certain mental health problems, the patient should not have access to the Care Record that is under the 
guardianship of nominated care professionals.  

The care record itself contains details of each and every contact and treatment the 
person has received in his or her lifetime or a significant portion thereof. The EHR 
may be recorded to varying levels of granularity. The finest grained entry is usually 
ŀǘ ǘƘŜ ƭŜǾŜƭ ƻŦ ŀƴ άŜƴŎƻǳƴǘŜǊέΣ which is a consultation, examination, or treatment 
provided by a care professional typically at a single session or appointment. The 
EHR may be held at a higher level of summarization. For example, a number of 
ŜƴŎƻǳƴǘŜǊǎ Ƴŀȅ ōŜ ǎǳƳƳŀǊƛȊŜŘ ƛƴǘƻ ŀƴ άŜǇƛǎƻŘŜ ƻŦ ŎŀǊŜέ ǿƘƛŎƘ ŎƻǾŜǊǎ ŀ ǎǇŜŎƛŦƛŎ ŎƻƴŘƛǘƛƻƴ ŀƴŘ Ƙŀǎ ŀ ŎƭŜŀǊ ǎǘŀǊǘ ŀƴŘ 
finish. In tǳǊƴΣ ŀ ǎŜǊƛŜǎ ƻŦ ŜǇƛǎƻŘŜǎ ƻŦ ŎŀǊŜ Ƴŀȅ ōŜ ǎǳƳƳŀǊƛȊŜŘ ƛƴǘƻ ŀƴ άŜǾŜƴǘέ, which covers the complete 
treatment for a particular condition or illness. An event might last for many months or years or, in the case of a 
chronic condition, the event might be lifelongΦ CƛƴŀƭƭȅΣ ŀǘ ǘƘŜ ƘƛƎƘŜǎǘ ƭŜǾŜƭ ƻŦ ǎǳƳƳŀǊƛȊŀǘƛƻƴΣ ǿŜ Ƴŀȅ ƘŀǾŜ άǎǇŜƭƭǎ ƻŦ 
ŎŀǊŜέ ǿƘƛŎƘ Ƴŀȅ ōŜ ƻŦ ƭƻƴƎ ŘǳǊŀǘƛƻƴ ŀƴŘ ƘŀǾŜ Ƴŀƴȅ ŜǾŜƴǘǎ ŘǳǊƛƴƎ ǘƘŜƛǊ ŎǳǊǊŜƴŎȅΦ The Care Record is a virtual 
concept. Although it may be held as one large, physical, centralized record, it is more likely to be a collection of 
references or pointers to records held in a number of locations in a distributed system.  

Addresses Key Issue #1 

Contents of a Health and 
Social Care Record 

Addresses Key Issue #2 

Formation of a Lifelong 
Health and Social Care 
Record 
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Another concept that might be of use is that of a patient or client άǇǊƻōƭŜƳέΦ ¢Ƙƛǎ ƛǎ ŀǘ ŀƴ ŜǾŜƴ ƘƛƎƘŜǊ ƭŜǾŜƭ ƻŦ 
ŀōǎǘǊŀŎǘƛƻƴ ŀƴŘ ŘŜǎŎǊƛōŜǎ ǎƻƳŜ ǇŜǊƳŀƴŜƴǘ ƻǊ άŎƘǊƻƴƛŎ ŎƻƴŘƛǘƛƻƴέ (diabetes, hypertension, or deafness might be 
examples) that is a ƪŜȅ ŦŀŎǘƻǊ ƛƴ ƳŀƴŀƎƛƴƎ ǘƘŜ ǇŀǘƛŜƴǘΩǎ ƘŜŀƭǘƘ and well-being.  

What Are Health and Care Subjects? 

We define a Health and Care Subject as a high-level, general classification of a medical or social condition. Health 
Subjects are more coarse-grained than clinical codes such as SNOMED-CT or ICD. Examples might be cancer, heart 
disease, maternity, mental health, and so on. The notion is useful in organizing large numbers of medical events, 
and their constituent lower levels, into orderable and analyzable groups. 
Care Subjects are similar in granularity to Health Subjects and might 
include topics such as elderly residential care, physical disabilities, 
sensory impairment, learning disabilities, mental health needs, cƘƛƭŘǊŜƴΩǎ 
residential care, and fostering. 

This allows patient and client Care Records to be constructed from the 
many diverse encounters and episodes in the care program and to 
contain many parallel streams of care. A further use is to allow the citizen 
to grant or deny access to portions of his or her Care Record. For 
example, a person may wish to deny access to his mental health record 
or a woman may wish to deny access to her maternity record to all other 
than her gynecologist.  Within the Health or Care Subject, there would be 
many more detailed codes that define particular medical or social 
conditions and procedures. 

What are Care Pathways? 

A Care Pathway is a generic program of care designed to treat a specified medical condition or recognized social 
situation. The care pathway embodies best Health and Social Care practice and specifies the treatments and 
activities required. Care Pathways can be long, perhaps lasting for years, and are typically divided into sections, or 
phases, which are separated by planned review points at which progress 
is assessed.  

To illustrate, we show a portion of a generic Care Pathway (somewhat 
simplified) for Colorectal Cancer in Figure 3. The diagram for the full Care 
Pathway is large and is included as an appendix in Part 5 ς References of 
the CHF Architecture and Design Blueprint. We have also included there 
subsidiary diagrams showing the individual phases of the Care Pathway. 

This Care Pathway has been constructed to illustrate the care process for 
colorectal cancer and is based on professional advice. We have 
structured the Care Pathway into a longitudinal, step-by-step process and 
ƎǊƻǳǇŜŘ ǘƘŜǎŜ ǎǘŜǇǎ ƛƴǘƻ ƳŜŀƴƛƴƎŦǳƭ άōƭƻŎƪǎέΦ ²Ŝ ƘŀǾŜ ŀƴŀƭȅȊŜŘ ǘƘŜ 

process into four    phases    (in pink): Examination, Treatment, Post-

Operative Treatment, and Follow-Up.  Each of these phases comprises a 

number of  activities   (in green), each activity involves the carrying out of 

ŀ άŎƭƛƴƛŎŀƭ ǇǊƻŎŜǎǎέΣ ŀƴŘ ŜŀŎƘ clinical process  (in white) comprises a 

number of Actions. Each activity within the Care Pathway equates to a 
Patient Episode and each Phase equates to a Patient Event.  

!ƴ !ǊŎƘƛǘŜŎǘΩǎ ±ƛŜǿǇƻƛƴǘ 

Health and Care subjects are course 
grained notions. We want to have an 
overarching categorization scheme that 
is usable by patients and clients and 
administrative people to group their 
data. The more fine grained clinical 
codes are vital too, but their use is 
focused on the care professional. In a 
sense we are separating 
άƳŀƴŀƎŜƳŜƴǘέ ŦǊƻƳ άŜƴƎƛƴŜŜǊƛƴƎέΦ 

!ƴ !ǊŎƘƛǘŜŎǘΩǎ ±ƛŜǿǇƻƛƴǘ 

We continue the management/ 
engineering separation with Care 
Pathways and Clinical and Caring 
Processes. The Care Pathway is a 
generic workflow analogous to the 
άǊƻǳǘƛƴƎέ ŦƻǳƴŘ ƛƴ the manufacturing 
industry. Routings form the basis for 
activities such as capacity planning and 
scheduling. The Clinical or Care Process 
ƛǎ ŀƴŀƭƻƎƻǳǎ ǘƻ ǘƘŜ άƻǇŜǊŀǘƛƻƴŀƭ 
ƛƴǎǘǊǳŎǘƛƻƴǎέ ǘƘŀǘ ŘŜǎŎǊƛōŜ ŜŀŎƘ ǎǘŀƎŜ 
of the manufacturing process. These 
can vary in detail depending on the 
preference of the operative and the 
equipment to be used.   
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Figure 3. Care Pathway Phase - Treatment Part 1 
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What is a Clinical or Caring Process? 

A Clinical or Caring Process and its subsidiary actions are typically carried out by a care professional or a team and 
generate data, also defined to a standard. A Clinical Process, for example Oncology Planning, might be carried out in 
different ways by different professionals but has the same entry and exit conditions. Similarly, a Caring Process 
might be a procedure such as carrying out a capability assessment on a client. In terms of the EHR or ECR, a Clinical 
Process equates to a potential Patient Encounter and a Caring Process equates to a Care Encounter for inclusion on 
the Care Record.  

What Is a Patient or Client Journey? 

The Care Pathway is generic in that it is designed as a standard process. 
Each and every patient or client will experience variations from the 
pathway depending on his or her individual needs and situation. These 
variations are pre-planned either before commencement of treatment 
or at each review point between phases. The patient-specific pathway is 
called the Patient Journey in Health or the Client Journey in Social Care. 
The Journey can be viewed as the forward-looking portion of the Care 
Record and is used to plan future care.  

Sometimes a patient or client can be traveling more than one Journey at a time, such as for chronic heart disease 
and diabetes. In such a case the Journeys may be merged in order to minimize the number of required consultations 
and tests and optimize the use of scarce resources.  However it would not be common to merge a Health Journey 
and a Caring Journey because these usually involve different professionals and resources. 

 

What Are Consents and Permissions? 

A potential issue with joined-up Health and Social Care is the question of the 
confidentiality of person-specific information. Information that is held by a Health and 
Social Care provider is subject to the stewardship of that provider and is usually 
ŎƻƴǘŀƛƴŜŘ ǿƛǘƘƛƴ ǘƘŜ ǇǊƻǾƛŘŜǊΩǎ ǎŜŎǳǊƛǘȅ ŀƴŘ ŎƻƴŦƛŘŜƴǘƛŀƭƛǘȅ άŜƴǾŜƭƻǇŜέΦ Any plan to 
share that data on a wider interdepartmental basis will require the formation of a 
largŜǊ ŎƻƴŦƛŘŜƴǘƛŀƭƛǘȅ άŜƴǾŜƭƻǇŜέΣ an action which may well require the patient or 
ŎƭƛŜƴǘΩǎ ǎǇŜŎƛŦƛŎ ƪƴƻǿƭŜŘƎŜ ŀƴŘ ŎƻƴǎŜƴǘΦ  

The key driver here is Data Protection legislation that broadly lays down that information gathered for one purpose 
may not be used for ŀƴƻǘƘŜǊ ǿƛǘƘƻǳǘ ǘƘŜ ǎǳōƧŜŎǘΩǎ ƪƴƻǿƭŜŘƎŜ ŀƴŘ ŎƻƴǎŜƴǘΦ  ¢Ƙǳǎ ǿŜ ōŜƭƛŜǾŜ ǘƘŀǘ ǘƘŜ ǇŀǘƛŜƴǘ ƻǊ 
client will require assurance that his or her information will not be misused or revealed to parties beyond those with 
whom authority rests or to whom specific permission has been granted. 

With regard to Care Professionals, they will of course have continuing permission to access information within their 
sphere of authority. There is one very clear overriding constraint: a care professional is only allowed to access the 
records of his or her own patients or clients, and then only within his or her role. 

However, we assume that specific authority, or permission, could be granted to professionals to access information 
held outside their role and patient relationships and, furthermore, that this permission is required on an individual 
patient basis.  

Addresses Key Issue #4 

Taking and managing 
Citizen Consents and 
assigning Professional 
Permissions 

!ƴ !ǊŎƘƛǘŜŎǘΩǎ ±ƛŜǿǇƻƛƴǘ 

The Patient Journey is the 
specialization of a care pathway for a 
specific patient. It is analogous to a 
ά/ǳǎǘƻƳŜǊ hǊŘŜǊέ ƛƴ ƳŀƴǳŦŀŎǘǳǊƛƴƎΦ 
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Consents and permissions are not blanket authority to join up information from different sources. Usually the 
patient or client will want to apply differential criteria to the integration, specifying which data may be joined to 
which other data.  The granularity of information to be joined will vary from full patient or client records to a much 
ŦƛƴŜǊ ƭŜǾŜƭΦ {ƻƳŜǘƛƳŜǎ ǘƘƛǎ ǿƛƭƭ ōŜ ŀǘ άŜƴŎƻǳƴǘŜǊ ƭŜǾŜƭέΦ ±ŜǊȅ ƻŦǘŜƴ ƛǘ ǿƛƭƭ ōŜ ŀǘ ǘhe level of Health or Care Subject. 

We would expect that the consent-taking process would form part of the enrollment process for joined-up Health or 
Social Care and it must be straightforward, yet comprehensive. We also expect that the consent-taking process 
would be different for Health as distinct to Social Care because different organizations and professionals are 
involved. Furthermore, consent taking in Social Care can present particular difficulties in situations where the client 
is not a voluntary participant in the care process. 

At a minimum the process must be able to attach consent to a patient or client event, or more likely the converse, 
namely to block access to a patient or client event. Further, the blocking may only apply to a particular category of 
care professional; for exampleΣ άL ŘƻƴΩǘ ǿŀƴǘ ŀ ǿŀǊŘ ƴǳǊǎŜ ƛƴ ƻǊǘƘƻǇŜŘƛŎǎ ǘƻ ǎŜŜ Ƴȅ ǎŜȄǳŀƭ ƘŜŀƭǘƘ ǊŜŎƻǊŘ.έ 

Facilities are needed to control access to the electronic Patient Record and apply the defined level of confidentiality 
ǘƻ ǘƘŜ ǇŀǘƛŜƴǘΩǎ ǊŜŎƻǊŘǎΦ ¢ƘŜ ǇǊƛƴŎƛǇƭŜ ƛǎ ǎǘǊŀƛƎƘǘŦƻǊǿŀǊŘ: the patient owns his or her records (with certain defined 
ŜȄŎŜǇǘƛƻƴǎύ ŀƴŘ ƎǊŀƴǘǎ ŀŎŎŜǎǎ άŎƻƴǎŜƴǘέ ǘƻ ǘƘƻǎŜ ǇǊƻŦŜǎǎƛƻƴŀƭǎ ǿƛǘƘ ŀ άƴŜŜŘ ǘƻ ƪƴƻǿέΦ  We expect that most 
patients will impose no special restrictions and a set of default values, set in line with current good practice, will be 
appropriate. However, procedures to apply the wishes of the minority of patients who want to set specific 
confidentiality restrictions are required and must be completely reliable and rapid in their application. 

In a situation where a professional has a valid, legal reason to see joined-up data for a patient or client, for example 
in an emergency situation, and the patient has withheld consent, the professional can override access restrictions; 
however, ǎǳŎƘ ƻǾŜǊǊƛŘŜǎ ǿƻǳƭŘ ǘǊƛƎƎŜǊ ŀƴ άƻǾŜǊǊƛŘŜ ǊŜǇƻǊǘƛƴƎ ǇǊƻŎŜǎǎέΦ  

!ƴ ƛǎǎǳŜ ŀƭǎƻ ŀǊƛǎŜǎ ǿƛǘƘ άŎǊƻǎǎ-ŘƻƳŀƛƴέ ǊŜŎƻǊŘ ŀŎŎŜǎǎΣ such as a health professional requiring access to a Social 
Care Record or vice versa, or perhaps to records in another domain such as law and order. This can arise in complex 
situations such as child protection and access should be rapid and comprehensive. This can usually be authorized on 
an explicit basis at a senior professional level and would be subject to a reporting process. A problem can arise in 
knowing that such records actually exist in another domain and that they contain valid, pertinent information. (We 
want to avoid browsing and trawling for interesting information.)  For example, a recent high-profile case of child 
abuse in the United Kingdom has led to suggestions that Accident and Emergency staff should routinely check 
whether any child entering their care is listed on the child protection registerτa situation that crosses domain 
boundaries and has privacy and confidentiality implications.  Additionally, an effective system for matching 
identities would be needed.  




