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. NVGRE & [ ?

o IR >mMiEE ( Packet) Z GRE ( Generic Routmg Encapsulation ) ZJOKJJLT
HTIEL. Y18 Network T(EAHTIEUTZIARE ( GRE Packet ) TlE{EZITD.
BHTILARD bR Ui

o hIRIL (BTIL) DERBIIC(E 24bit o Virtual Subnet ID (VSID ) %/{EFE

Hyper-V Host #001 1 [ Hyper-V Host #002
'd ™
VM#01 VM#02 VM#03 VM#04 AttFNetwork \
(10.10.1.1/24) (10.10.1.2/24) (10.10.1.3/24) (10.10.1.4/24) VSID:5001 PR
N J FIFHB]EER
e T
v A VM#B VM#C VM#D4 Bt FANetwork ;1'7\ BV |\ 'j - 0 ’;'5&
(10.1| |1/24) (10.10.1.2/24) (10.10.1.3/ ) (10.10.1.4/24) VSID:6001
U Sl O S A ) B St AN [ I I R Sobthobing 0 A O S A I e T
' | Y
V [a VM#B VM#y VM#3 Ct+tHNetwork 1~1 6/ 777/ 21 5
(192.1 B.1/24 (192.168.3.2/24) (192.168.3.7 #) D2.168.3.4/24) VSID: 7001

= =0 r—
{ Iy = M
& NVAIP :
172 16 10 = E B L T W B W o B Y W LW

o 7IOTRAXAwYF (Hyper-VAREBIXAvF) THIT@WULIIEZITSAR, REYZ > (&
Ry hDJ—D%% < Sk U0 6



. NVGRE D7 > ~

e |2 over L3

» GRE T L2 JL—LZNTIUELTUERDSEB. AUSFILETZECERNEND
—{BU. GRE (3ATTIULT BT THD. Packet DIFSAE(IITHOIR

> HTIUEDA—)N—~wv R(E 42byte
> Layer3 TOHTIUETHDE. WAN HINESH

e 24 bit @ Virtual Subnet ID ( VSID )
> 1-16,777,215 EFTOARE>RY KN D —THEEE I EE
> Packet Capture 93 & Flow ID ( 8bit) EDfHASEHOHET. 32 bit (4byte ) D Key &EUTER

e [FlowIDJ &(&?

> WILFIR Ry NDO— O TEEDEZEITD B0 NVGRE BEDEE
> NVGRE ¥iis Router THNIFE. HIRRILF/CR (ECMP ) NS> 3> Ja]ke



. BT RS> ( TechNet & D)
NVGRE

RT—ZEUT A [CBNTVDESH., FEALEDSTFIUA « RERTE. 10Gbps ZEE T DIREBYS 2 IRED

(CHELZ 2/ DA N>R FUAICELTLD

BIEDOHRY ND—DA> TS A NS OFvI\— RO 7 E

BN H 5 % NVGRE it/ \— RO T ZHAHIRSNBIETEHFTRLE
1/ RAKMCIDE 1L DD IP PRURATEDA. A1TVYFD WDAFIRIRS U A ZABTE

=YEpaN (A

ZHEN—R: RFC 2784 KU 2890 &LEARAH/R— b
— NVGRE RS b RFC OH[EHERE:

Arista, Broadcom, Dell, Emulex, HP, Intel
TE2/E MAC N\w4 — EBRSRIIE VSID ¥ —F> (KD,
NIVFTF>2 DS T v IO0H. X—=FU> 0, Hlil
MHR— hkansd
NVGRE X35t/ \— R 1 J7(% IP Rewrite & [EfEE D
IND AN RZiHET S

SC2012 VMM SP1 TlERB/R— b

X http://technet.microsoft.com/ja-jp/library/jj134174.aspx
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. NVGRE /04

v NEIS

Outer Ethernet Header ( VLAN Tag oD - 18byte / VLAN Tag 72U - 14byte )

IX{E5E IX{E7T VLAN 572 Ethertype
MAC Address | MAC Address
( 48bit ) ( 48bit ) ( 32bit ) ( 16bit ) >
Outer IPv4 Header ( 20byte )
Version | IHL ToS Total ID Flags | Fragment| TTL | Protocol | Header ES=haw IX{E5E
Length Offset Ox2F Checksum | IP Address IP Address
( 4bit ) | (4bit) | ( 8bit) | (16bit) | ( 16bit) | (3bit) | ( 13bit) | ( 8bit) | ( 8bit) | ( 16bit) ( 32bit ) ( 32bit )
GRE Header ( 8byte) : f
Flags and Protocol Type VSID FlowID .
Version Ox6558 Ox2F = GRE
( 16bit ) ( 16bit ) ( 24bit) | ( 8bit) >
Inner Ethernet Header :
IX(E5E IX{E7T Ethertype
MAC Address | MAC Address
( 48bit ) ( 48bit ) (16bit) | *"""""""




II|M@

RE /J\ovw hvTF v

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

S EEXLSE AT L

Filter:

Mo.

Frame 18: 212 bytes on wire (1696 bits), 212
Ethernet II, Src: Intel B8 e

Time Source Destination
17 56.1327540192.168.1.104 192.168.
18 56.1333320192.168.1.106 192.168.
19 56.1335880192.168.1.104 192.168.
20 56.1341380192.168.1.1086 192.168.

¥ (68:05:ca:l

.106
104
.106
104

-

P

BE aQaB #Emii 8

Expression... Clear Apply Save

Protocol Length Info

SMB2 201 sessionsetup Response, Unknown message Type
SMBE2 212 TreeConnect Request Tree: %,192.168.1.104IPCS
SMB2 180 TreeConnect Response

SMB2 258 IToct] Request DFS Function:0x00685, File: %

———

B e T | [ L — = P LA SR PPN

bytes captured (1696 bits) on interface 0
B ¥, Dst: Cisco @ B % (00:18:10::E R )

E Internet Protocol Version 4, Src: 10.1.2.107 (10.1.2.107), Dst: 10.1.1.143 (10.1.1.143)

version: 4
Header Tength: 20 bytes

Differentiated services Field: Ox00 (DSCP Ox00: Default;

Total Length: 198
Identification: O0x0700 (1792)
Flags: 0x02 (Don't Fragment)
Fragment offset: 0O

Time to live: 128

Protocol: GRE (47)

Header checksum: OxdbOd [correct]
Source: 10.1.2.107 (10.1.2.107)
Destination: 10.1.1.143 ({10.1.1.143)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]

W

ECMN: 0Ox00: NOT-ECT (Notr

Key: Oxlbblce7l

~

VSID
-~ (1814990)

FlowID

J

= Generic Routing Encapsulation (Transpa eTg)

Flags and version: 0x2000

ot oss ] T aANs D grnet bridging (0x6558)

erne , arc: Microsof_b7:1c:16 (00:1d:d8:b7:1c:16), Dst: Microsof_b7:1c:12 (00:1d:d8:b7:1c:12)
M Trtarmnt Oeatracal Woecaoan A Crere A07 180 4 ANE AN A0 1 ANREN Net+ 107 180 1 AnNA A0 168 1 AnAN w7
0010 00 c6& 07 00 40 00 80 2f db Od 0a 01 02 6b 0a 01 I T k &
0020 01 8f 20 00 65 58 (INENEEE] 00 1d d8 b7 1c 12 el .. ..
0030 00 1d d8 b7 1c 16 08B 00 45 00 00 9c 00 af 40 00O ........ E..... @.
0040 80 06 75 8a c0 a8 01 6a c0 a8 01 68 cO 05 01 bd T PR R |
0050 14 aa 63 16 c7 7d 27 0a 50 18 01 fe 47 1le 00 00 .C..1 . P...G... v

© ¥ | The Key field contains a four octet num--

Packets: 119 Displayed: 119 Marke--- | Profile: Default
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. NVGRE /0w NMES - 5155

Mo, Time Source Diestination Protocol Length Info ) ﬂ
77 2012-032-12 19:57:02.2798%2000 192.168.1.106 192.168.1.104 TCP 108 49157 = microsoft-ds [SYN] Seq

Frame 77: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on inter EEF: []'K-ElElhhlEE

Ethernet II, Src: Intel_ Bes® (68:05:ca: Mas™, Dst: Cisco " -
Internet Protocol version 4, Ssrc: 10.1.2.107 (10.1.2.107), Do =T10. 1N\
= Generic Routing Encapsulation (Transparent Etherps i
Flags and version: O0x2000
crotocol] Type: Transpare z oridging (0x6558)
kKey: OxaBlbblce
[ ECTHIErTie Microsof_b7:1c:16 (00:1d:d8:b7:1c:16), Dst: Microsof_b7:1c:12 (00:1d:d8:b7:1c:12)
# Internet Protm:o'l version 4, src: 192.168.1.106 (192.168.1.106), Dst: 192.168.1.104 (192.168.1.104)

KB2779768 EHHI

MNo. Time Source Destination Protocol Length Info "
17 2013-03-12 21:16:04.091083000 192.168.1.104 192.168.1.106 SMBE2 201 sessionSetup Response, Unknown
18 2013-03-12 21:16:04.091661000 192.168.1.106 192.168.1.104 SMB2

A M T T AT AT T LA S LS S S TR AR AT A4S 4 A N T —————

Key: Oxlbblcerl

Frame 18: 212 bytes on wire (1696 bits), 212 bytes captured (1696 bits)

Ethernet II, src: Intel_ =¥ (68:05:ca:Bl o @), Dst: Ciscg
Internet Protocol version 4, Src: 10.1.2.107 (10.1. 2 43}
= Generic Routing Encapsulation (Transpare er-Taging)
Flags and wersion: 0x2000 -
orotocn] Type: ansg ernet bridging (0x6558)
ETTTEr TS Microsof_b7:1c:16 (00:1d:d8:b7:1c:16), Dst: Microsof_b7:1c:12 (00:1d:d8:b7:1c:12)

Internet Prntm:n'l version 4, src: 192.168.1.106 (192.168.1.1068), Dst: 192.168.1.104 (192.168.1.104)

KB2779768 ERR

11



. KB2779768 DA > ~

e KB2779768 ZiEH I D&, GRE Header ( 8byte ) D Format H' RFC Draft ZE#LICESE

SNET

> KB2779768 (& 2012/12/15 (C Windows Update -1 MMIEERIN/ZEER

> [ Wnv.sys] [ Wnvapidll ] EWDT7AILOEFISNET

> KB2779768 TIEIEESNTERENMNENNIZ KB (FRDMDFEFATUE

> KB2779768 TESHNHD I 71ILDU X b — http://support.microsoft.com/kb/2791465

e KB2779768 HEAFEMRA b &EKiE

7R A MEITTIE NVGRE @40

> icmp Type3 Codel0 ( Destination host administratively prohibited ) AYBXIEH. BEAT]

Internet Control Message Protocol
Type: 3 (Destination unreachab]

Checksum: 0xb02a [correct]

Code: 10 (Host administratively prohibited)

e)

o NN SIRIIZRIGT DIZE. 3™ Party 323&® NVGRE Xftikds L iEHilbiz 9 Dima.

w9 BADI\Y FE2BERAUTHSEIEL

TLEEW
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. =3 (L FIEDEIPH S

CustomerAddress IRAE~= >0 IP Address .
(CA) 573> @ IP Address &6,

ProviderAddress N>k > @EDFRIE IP Address .
( PA) S—~1t>A—AD IP Address &H.

VirtualSubnetID Network Virtualization (CHIFTDRE—1T A > bO&SHE ( Virtual Subnet )
( VSID ) Zw&9 ID .

5 URFC Draft ( Ver.00 ) Tl(& [ Tenant Network ID | &FRESNTLND,

RoutingDomainID

L= >2008lgE (J\Ow RRIMan]ER) 7R&iHEZx9 ID .
VirtualSubnetID H'&272> TL\TH. RoutingDomainID H'E—THNILE
(ECIEE

E— Network ([E—®d 7> k) MBI TD ID VWX BDEHEEE
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7’ —F72F v — ( TechNet LKD)

WM RA BRI —Fra i

WNVNICOTO) T+

FIUT—2az - i -
HROAE
¥ Intel{R) Gigabit CT Desktop Adapter #2

15— VM ZAwF

TCP I
L EEEEZ 1 -l

Ip 0 ==
o ShEd
CA, « IP dmitik

B

TR OEEREALES(O):

e Mlirrmanft S B —AEASA Tk
B windows FutD—AEBIEILA— F51)—
T IR I0s o AT oL
O] = Microsoft S0 —A 71 LE U oe—Ha
i Hyper-y 3538 RE{RIE 1w
O =0 [ - Microsoft Nebwark Adapter Multiplexor Protocol
VM NIC Pﬂl M= [ . Link-Layer Topology Discovery Mapper 1f0 Driver

o
ﬂﬁll {'_|| ! = ;i|. . | >

Gz
I NIC JoE1—4—4 Microsoft Faw D —4 E DY -z P 2T E&F .

e PowerShell TOFF)EE
e SC2012 VMM SP1 TOHOHEEIZESRE
— Software Defined Networking ( SDN )

oK FroATl

X http://technet.microsoft.com/ja-jp/library/jj134174.aspx
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(%] SDN ZfIE(C (1)

e Software Defined Networking (D&
> XY NDO—DDWRZTO0S A (=VIRITY) TEEITD. EVWSBE MR

> ey ND—OERTENTNZI>2 I 0L —2329F 2D TIFRL, Ry D —T2KRDOER/®
NS D4 woOIJO-ZFE—=NZT OIS LAFETER / BELTULESD EWLWDHHEM

o BAANIRERFIELTIE. mIBERR [ OpenFlow |
> {BL. SDN (FHIZ=THD. OpenFlow (IEED—HRETH DAL I—)LTIFRL)

e NVGRE ZHU\C. SC2012 VMM T Ix=v hDJ—07%] VI DT I78I(C]
[EZETESD] MT. NVGRE + SC2012 VMM (& SDN DFEFED—DOTHD
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(%] SDN ZfIE(C (2)

e SDN (C(&E [HA—/)\—=L 8] & /Ry T)\A7Ry TB] DOBENHDD

e [RWITI)INARwTBR] ORFRFIN [ OpenFlow |
> [RwT)INA Ry TR (FRPFREED Router / Switch (CEDELTD Network #23h XiH L TWL\DIMENH D
— OpenFlow TULYD &, Network #25METH OpenFlow ZIENB3MHENH D
—> BATBICE BF#EEDUTL—X (BELLEHIE 0S ADANER) HwE

> RlE. BDI L BELEL

e Windows Server 2012 @ Network Virtualization (& IA—/\—L 18

> [A—)\—L 8] TlE NVE ( Network Virtualization Endpoint ) T Network Virtualization (b7 tJ)L1k)
MTHN3A. EFEEE NVGRE (C Twa3 UB] MU TWLWBIRERL
S>YIHELUTWWUE. ECMP O K SRE{Thnskee h \F ] g8
—HERD L3 Network (CZDEFEMNIL hA > T]EE

> TRy TRy T8 ch~t. KX B TCEATfE
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. PowerShell TDOEZE (1)

e PowerShell TOEZE(F., K=< DFTT4 AFvT

1. CA & PA | {RIEY=>0D MAC Address . VSID MDfHAENEZEER.
Frz. FRIUEARTNZIEE

e FEAHIOY> R : New-NetVirtualizationLookupRecord
o N> RERH :

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001" -CustomerAddress "192.168.1.101" -ProviderAddress

"10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodEncap" -VMName "hv3-blue01"

e RM>b: [-Rulel] Thr>oXRILARZIEE
v' -Rule "TranslationMethodEncap” = NVGRE
v -Rule "TranslationMethodNat” = IP Rewrite

e N>k : [ -UseVmMACAddress $True | ZIEEE 9 D&, IP Rewrite THREYZ > D MAC Address Z{ERA]&E

18



. PowerShell TDOEE (2)

2. RoutingDomain Z1 L/T [@— RoutingDomain @ VSID & CA MXEFLXTZITI A b

V RLUADMBHENDEZTE
e [FHIOVY>R: New—NetVirtualizationCustomerRoute

o N> R{ERAA :

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}“
-VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001 }“
-VirtualSubnetID "5001" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.1.250" -Metric 255

o MRAK:{RETI>OBEKLREUT. BIZIA> & ( DestinationPrefix ) BEAI T,
£7T® Route ( Default Route &) % itik,

I RoutingDomainID J (& UUID F2XTIEE L. E—¥IE Network P TEENEELUIRVWLDSER

19



. PowerShellCDZEZ (3)

3. Hyper-V O¥)IE NIC ({RIEX-(wF) & PA DD ZEERR. F/e. PA 73\‘
BT TRy MIFEET DIHE(C(E PA @ Routing ( Default Route ) &iE

o {FAHAIY>R: New-NetVirtualizationProviderAddress
New-NetVirtualizationProviderRoute

o N> R{ERAA :

$iface = Get-NetAdapter WNVNIC

New-NetVirtualizationProviderAddress -Interfacelndex $iface.InterfaceIndex -ProviderAddress "10.1.1.20"
-PrefixLength 24

New-NetVirtualizationProviderRoute -InterfaceIndex $iface.InterfaceIndex -DestinationPrefix "0.0.0.0/0“
-NextHop "10.1.1.1"

e RA1>b: PADYIRY YR UE [ PrefixLength | TIBEI D, CIDR FERX TRUVLEISER.
PA @ Routing ( Default Route ) Zi8E 9 D% E(d CIDR N THIHICER

20



. PowerShell CD3xE

4. Hyper-V O)%fﬁ NIC (RIERXRAwvTF) E{REYS > D MAC Address . VSID @

HAHAENDEZIE

e FARIOVR: Set—VMNetworkAdapter
o N> RfERAA :

$cred = Get-Credential "dob1l¥administrator"

Invoke-Command -ComputerName "ml110g6-01" -Credential $cred {

Get-VMNetworkAdapter "hv3-blue01" | where {$_.MacAddress -eq "00155D011404"} | Set-VMNetworkAdapter
-VirtualSubnetID 5001;

b

o MNA> b ETICEREBIERENMNNELRA. H5HMU8 [ Get- Credentlal 1 O<> RLw M TERIGERZEE
FETE MAC Address HMEHSNTZARIE Switch D/k— b (?) (S LT, VSID ZENDHTIRIA A2

21



. PowerShell CDER (FE5)

ey EHEE: Windows PowerShell
PS Ci¥lsers¥administrator.DOB1> Get-MetVirtual izat iorlookupRecord

X EEE Windows PowerShell
P Cr¥llsers¥administ rator.DOBT> Get-MNetlirtual izat ionCustomerRoute

Customerdddress @ 192.7658.71.109
VirtualSubnet 1D 0 36312494
MACAdd ress » 001dd8b 7106
Froviderdddress @ 10.1.1.117
Customer[D : {CO3ERAT3-C106-4C41-9B20-EDF79E34EA9F |

Rout irelomainlD @ [43277961-6F08-45E6-BIBS-9AEZATF3ART0]

Context © SCYMM-MAMAGED Wirtual Subnet [D [EEREN
. Translat iorMethodErcap Dest inat ionPrefix @ 192.168.1.0/24
b3 redl] Mext Hop : 0.0.0.0
: False Metric 2 0

. 1921881 111 Rout ineDomainID  : [CE7AQUE?-A052-4461-A6D2-AE103E4CE0AT]

WirtualSubnet [0 2 36312599 VirtualSubnet [0 0 1872518

MACAdd ress : 1M dd8h?1c0e Dest inat ionFPrefix @ 192 165.102.0/24
Providerdddress @ 10.1.7.117 HextHOD » 0.0.0.0

Customer [ : [CO3ERAT3-CI1DB-4C41-9B20-EDF7IE34ELIF ] 2 0

Cortext s SCYMM-MANAGED

Fule : Translat iorMet hodEncap
Whhzme : hw3-redl?
UselmMAChddress @ False

EEE: Windows PowerShell

Customerdddress @ 192.168.1.1 : )

VirtualSubnet 1D @ 1814990 e reelfess & [plllolel
, + 005056000001 Pref ixlength 2 0

Froviderdddress @ 1.1.1.1 D . 0

Customer D : [4327796871-6F08-45ER-BIBS -9AEZ ATF3AR10] )

Context . SOVMM-MANAGED bddressState : Preferred

: Translat iorMethodEncar

FProviderbddress :

1
UselinhACAddress : :é
W | an [ : 0
AddressState : F 22



. NVGRE(CEIT 3L\ < DH\DEERS

e NVGRE (& GRE TAY=F)LD Packet #=HTI)ALIT D AR THD,

o WX DMDzER] -+,

> ERR(C Network (CRND/\Tw b XX ? Inner Frame £'1518 byte packet /2o725 ?
> {38 Network T VLAN (E {ERATEZ3® ? Inner Frame (C VLAN Tag (33F85ENs?

> VSID W' E7/35{R1E Network I CIBEULRZVMEEEEDTD ?

> {48 Network N Broadcast (FMEX D ?

23



. NVGRE & Packet Size

RAEY S > RIDBIE(E NVGRE THIT LT D5, AIBAIBZEITHIRTNE
WIIE Network LE(C71N D Packet Size (& 1518byte + 42byte = 1560byte THDIET

% Wireshark T Packet F+TJFvZEEdTDE. L2 Frame OFREZICIEAETND
FCS ( Frame Check Sequence : 4byte ) ZF v+ TF v TCERVA. FvTFviERE(S 4byteDEEMNHET,

LW, L2 Frame ZX.C EHTIET DD THNIL. Outer Frame (CE FCS D<K (ET
JRDT. P8 Network _E£ITHEND Packet Size (& 1564byte TRV

138 Network € 802.1q ( VLAN Tag ) DERNFFESNDIDTHNUL. =5(C 4byte H
EINENDET .

WINNICE K. 1522byte ZHB X BDiHE. £ Network T Jumbo Frame DEENNE TH D
(I3

EERDODEZAEEDTRDM?

24



. NVGRE TD FCS D%\

Internet-Draft HVGEE February 2013

The inner Ethernet frame comprises of an
- Virtual Subnet ID (V5ID): The first 24 bits are used for V5ID |nner Ethernet header fo”owed by the |nner IP

as shown in Figure 1.

— FlowID: The last & bits of the Eey field are (optional) h d f Il d b th IP | d
FlowID, which can be u=sed to add per-flow entropy within the ea er, O Owe y e pay Oa "
zame V5ID, where the entire Key field (32-bit) i=s used for
ECHP purposes by switches or routers in the physical network

infrastructure. If a FlowlID is not generated, the FlowlID field The Inner fra me COUld be any Ethernet data

MUST kbe set to all zero.

o The protocol type field in the GRE header is set to 0x6558 frame nOt JUSt IP'

(transparent Ethernet bridging) [ETHTYPES].

fhe innes hesdece (headers of the GRE ayiead) / Note that the inner Ethernet frame's FCS is
i ittt edwilslegiiestejoglr iyl bttt not encapsulated.

g The inner Ethernet frame comprises of an inner Ethernet header I
I followed by the inner IP header, followed by the IP payload. The |
1 inner frame could be any Ethernet data frame not just IP. Hote that i

the inner Ethernet frame's FC5 1= not encapsulated. |

o Inmner VLAN tag: The inner Ethernet header of NVGRE SHOULD NOT
contain inner VLAN Tag. When an HVE performs HVGRE encapsulation, it
SHOULD remove any existing VLAN Tag before encapsulating NVGRE
headers. If a VLAN-tagged frame arrives encapsulated in HVGRE, then
the decapsulating NVE SHOULD drop the frame.

2013/02 hir ( Ver.02)

o [A>F—A—YH—RvEIL—AD FCS (FHTIUtENRWEITTFREL TS IEEU]
EDFBEZTELDECANS. FCS MM EnNEIREETHT )L iEE=NZE T,
DFED. 1514byte @ L2 Frame AT @R ERDFET,

25



. NVGRE T® 802.1q

Internet-Draft HVGEE February 2013

— WVirtual Subnet ID (V5ID): The first 24 kbits are used for V5ID
as shown in Figure 1.

— FlowID: The la=st B bitsz of the EKey field are (optional)
FlowID, which can be u=sed to add per-flow entropy within the
zame V5ID, where the entire Key field (32-bit) i=s used for
ECHP purposes by switches or routers in the physical network
infrastructure. If a FlowlID is not generated, the FlowlID field
MOST be set to all zero.

o The protocol type field in the GRE header is set to 0x6558
(transparent Ethernet bridging) [ETHTYPES].

The inner headers (headers of the GRE payload):

g The inner Ethernet frame comprises of an inner Ethernet header
followed by the inner IP header, followed by the IP payload. The
inner frame could be any Ethernet data frame not just IP. Hote tha
the inner Ethernet frame's FC5 i=s not encapsulated.
—————————————————————————————————
I o Inmner VLAN tag: The inner Ethernet header of NVGRE SHOULD NOT
| contain inner VLAN Tag. When an HVE performs HVEEE encapsulation, it
| SHOULD remove any existing VLAN Tag before encapsulating HVGRE
| headers. If a VLAN-tagged frame arrives encapsulated in HVGRE, then
| the decapsulating NVE SHOULD drop the frame.

2013/02 hir ( Ver.02)

e VLAN Tag OERIEAHE],

€5 T. |=K 1514byte @ L2 Frame AT ZIUEIRICIADET,

(VLAN Tag) OD#RL\

Inner VLAN tag : The inner Ethernet header of
NVGRE SHOULD NOT contain inner VLAN Tag.
- >F— VLAN 5% NVGRE DA >F—+1 —H—Ry hbAw ST —
[CEDRBRNTL RS0,

When an NVE performs NVGRE encapsulation,
it SHOULD remove any existing VLAN Tag
before encapsulating NVGRE headers.

T> RRA> MT NVGRE BT E%ZE T B, NVGRE w5 —
THTIETBEIIC. £TD VLAN Z0%HIBRTDRETT,

If a VLAN-tagged frame arrives encapsulated
in NVGRE, then the decapsulating NVE
SHOULD drop the frame.

HU. AT EENZ VLAN A0 T — AN REE LRSS,
o) =R UIERIC. ©TDTIL— A@M%?A%T?
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. NVGRE @ Packet Size : #z875 %

o IRABYS > FTHTILLERID Packet ZERELZE I, H/W ATO—

KT NRNKDIC, IRIEY S > D Network Adapter TA I O— K3

FhE Eﬁiﬂiéﬁilf“ﬁﬂﬁhléﬁﬂ] I File Edit Wiew Go Capture Analyee  Statistice  Telephony  Tools  Internals  Help

UBEAN
E%jj (L_ L/ a~ a_o

Microsoft Hyper-V &z -2 P315— 22070854 = 7 Microsoft Gorporation: ¥Device¥NPF_[20FB8810-23DB-45AA-SF 16_ACGI0FCID283] W _ ol x|

s =0 FAFR-T RO AT EFIRATES T, EUTEEIEI0/4T% B ol @ 8 @
A AL TG, BETEOERERLTE .

I EEXE2E8 A ¢ *»*»FLIEBEE QQa B # -

Filter: w | Expresszion. Clear Spply  Save
FOHT(E {E: _ — =
Feec A00—F r—yn Mo, |Time |S|:-L¢r|:e |Destination |Protacal | |Lereth  [Bfo :l
IF‘v-i Ohecksum Ciffload 43 4.,74053400192.168.101.104 192.168.101.105% TCP 54 BO0O1 > 49165 [ACK]

Laree Se il 0 Offlaad Version 2 (Pv4]

45 4.74730000192.168.101.104 192.168.101.105
Receive Eluffer Size 46 4.74742600192.168.101.105 192.168.101.104

send Buffer Size 47 4.74920700192.168.101.104 192.168.101.105
TGP Checkzsum Offload (IPvd)
TGP Checksum Offload (IPwE)
UDP Checksum Offload (IPwd)

UDP Checksum Offload (IPvE) 50 4.74996500192.168.101.104 192.168.101.105
FubI=0 FELA

TcP | 54 p001 > 49165 [ACK]
TCP 7144 19165 > 5001 [PSH, ACK

TCP | 54 p001 > 49165 [ACK]

TcP | 54 F001 = 49165 [ACK]

70— RBRIDIHED Packet BFR<

o B—MDHA=27T Hyper-V Host M#PIE NIC H &SN TLVD Switch Port Z@:@9 3

Packet Z#&#Ht =11/ Switch @ SPAN Port 75 Capture & 3EhtE U 3

SCR

o IEZRI DIBIE(X http 181E (80 / tcp ) C. DF bit =1 ( Don’t Fragment ) hEEESINT

L&,
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. NVGRE & Packet Size

o IRIEX= > LT Packet ZWERIDE. B—HITRY M LEDBETHBICEENST,
Type3 / Code4 @ ICMP Packet T MTU B XDf&

(EES

IEZIRKOSNTULNBE

PAP%F 1472 (1458 + 14 ) byte Packet X TiE{EUTCL\ET,

13 Z1:159134.0/0435000 192, 108,
16 21:59:34.074801000 192.168.1.101 192.168.
17 21:59:34.283312000 192.168.1.102 192.168.1.101 TCP

L.1ulL 1YL 1ol. L
1 1
1 1
18 21:59:35.733719000 192.168.1.102 192.168.1.101 TCP
1 1
1 1

Lo 1CP

19 21:59:35.733729000 192.168.1.102 192.168.1.101
20021:59:35.733921000 192.168.1.101 192.168.1.102

. 240735000
23 21:59:36. 240784000 192.168.1.102 192.168.1.101 TCP
24 21:59:36.240792000 192.168.1.102 192.168.1.101 TCP

1

.102 HTTP

il nvgre.pcap a EEE-”
File Edit -!iew Go Capture Anabze Statistics Telephony Tools Internals Help —

Do DEXEE Ae»oT2/[EE QAR @D% % B

Filter: |ZI Expression... Clear Apply

No. Time Source Destination Protocolf Lengt! fo o

Yls/ > NTTP [ALK] S80=1 ACK=L WIf=L314UU Len=u i
ET /testdata.txt HTTP/1.1

tp > 49157 [ACK] Seg=1 Ack=263 win=131328 Len=0
TCP segment of a reassembled PDU]

TCP segment of a reassembled PDU]

estination unreachable (Fragmentation needed)

9157 > http [ACK] 5eg=263 Ack=1419 Win=129980 Len-
TCP segment of a reassembled PDU]
TCP segment of a reassembled PDU]

Internet Control Message Protocol

| = Frame 20: 590 bytes on wire (4720 bits), 590 bytes captured (4720 bits)
Ethernet II, sSrc: M'lcrosof _01:14:04 (00:15:5d:01:14:04), Dst: Microsof_01:1e:04 (00:15:5d:01:1e:04)
il i g * 68.1.101 (192.168.1.101), Dst: 192.168.1.102 (192.168.1.102)

=

a%ﬁﬁnlb\o

Type: 3 (Destination unreachable)
Code: 4 (Fragmentation needed)

Checksum: Oxd4edc [correct]
MTU of next hop: 1458

Transmission Control Protocol, src Port: http (80),
Hypertext Transfer Protocol

Line-based text data: text/plain

0020 01 66 03 04 46 dc 00 00 [EME 45 00 05 dc 00 4b .T.
0030 40 00 80 06 70 b5 c0O a8 01 66 cO0 a8 01 65 00 50 @
0040 cO 05 af c7 72 17 eb 5c 4e be 50 10 02 01 2d 186

0060 4b Od 0a 43 6f 6e 74 65 6e 74 2d 54 79 70 65 3a

Type:
Code:

Checksum: Oxdédc [correct]

- Internet Control Message Protocol
3 (Destination unreachable)
4 (Fragmentation needed)

s MTU of next hop: 1458
0050 00 00 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f o H

0070 20 74 65 78 74 2f 70 6c 61 69 6e Od Oa 4c 61 73

text/p'l ain.

X FCS&E%9

Las b

Profile: Default

()| MTU of next hop (icmp.mtu}, 2 bytes Packets 283 Displayed: 283 Marked: 0 Load time: 0:00.080
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. NVGRE & Packet Size

o YPIE Network _EC Packet =R 9 D&,

{R28 Switch (RIEBIEDT 1 ILF—ERSA)(—=7?) M ICMP ZiRUTWLD EHERIENE

(EES

ICMP Packet (ZRNTWLRWDT. Hyper-V @

3_0

m@g

[ nvare.pcapng [Wireshark 1.6.1 (SVN Rev 38096 from /trunk-1.6)]
Fie Edit View Go Capture Analyze Statistics Telephony Took Internals Help
EN Sy BEXEE Ae+»aTLI([EE @aa
Filter: EI Expression... Clear Apply
No. Time Source Destination Protocol§ Length
32 21:59:34,465622000 §192.168.1.101 192.168.1.102 HTTP 358
33 21:59:34, 678571000 §192.168.1.102 192.168.1.101 TCP 96
4 0:36.422047000 19 68 0 g 68 0 2 4
I 35 21:59:36.631710000 §192.168.1.101 192.168.1.102 TCP 96
I 21:59:36.631976000 192.168.1.102 192.168.1.101 TCP 1514
1
2 21:59:36.633141000 192.168.1.101 192.168.1.102 TCP 108
3 21:59:36.633142000 192.168.1.101 192.168.1.102 TCP 108

4 . FA L Ars SAATACAAA AAm asa A anm Amm asn a4 s —

e

~ TR

nfo o

e a Prm e Lesmre s - saman o mmarr e s e

ET /testdata TXT HTTP/1.1 =
tp > 49157 [ACK] Seq=1 Ack=263 win=131328 Len=0
F e = O d 2 d = 0 e F [

9157 = http [ACK] Seq=263 Ack=1419 Win=129980 Len-

segment of a reassembled PDU]

9157 > http [ACK] Seg= 400 Len=

9157 > http [AC

e

I

4 bytes captured (12112 bits)

I'=ll B, Dst: IntelCor_
L .1.1.30), pst: 10.1.1.20 (10.1.1.20)
K= (ZEROEFME) DOFEE  frims
— 1:1e:04), Dst: Microsof_01:14:04 (00:15:5d:01

(192.168.1.102),

= Y =

N &l (00:1b:21 R

Dst: 192.168.1.101 (192.168.\
(80), Dst Port: 49157 (49157), Seqg: 1, Ack: 263,

ICMP Packet (FEFEIE=NT .
Packet Size (& 1514byte X

Len: 1418

SFEE U TLVRLVRER

| source port: http (80)
l Destination port: 49157 (49157)
Ll [stream index: 1]
| sequence number: 1 (relative sequence number)
[Next sequence number: 1419 (relative seguence number)]
Acknowledgement number: 263 (relative ack number)
I Header length: 20 bytes
0000 00 1b 21 E
i EERE LTI, WIE Net 2
loo2o o1 14 20 I8 etwor dCKe
'loo3o 00 15 5d I:InHH A
. N 0040 BO 06 70 wu ww av wai ww QU Wi W ww aw v o
X FCS&5Z%E9 0050 af ¢7 72 17 eb 5c 4e be 50 10 02 01 9b bc 00 00 TN N -
- .O|— N N T 1 u |Packet5 313 Displayed: 313 Marked: 0 Load time: 0:00.062 |Proﬁle: Default

\ ,



. NVGRE O Packet Size : iBhIfER

o A—MDIRIET, UDP BEZMHER L THFTLUIZ,

e iperf.exe (CC detagram 1470byte . DF bit = 0 ® UDP > 2J 4w J%ZFA
RIS > ERUWIIE Network ETHEERUE UTz.

SRR
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. NVGRE & Packet Size

RAEY= > D Packet .

MTU B X%

HEE /3E| ( 1466byte + 80byte %) U CEREUTWBIEGIHESR LS

SENILEES

icmp ( Path MTU Discovery ) 2. RD Packet 5

I'I

KU TS,

o PP Network £T% 1508byte + 122byte ( NVGRE A—/\{—A~w K 42byte ) Packet X

“B{E LU TULNBE

l

=7 s

(211 W L/ (&

XU,

El 20121213 udp02.pcapng [Wireshark 1.8.2 [SVN Rev 44520 from /trunk-1.8)]

mﬁlg

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
= X228 ae»aTFT2EEaan #aB®% B
Filter: IZI Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
1 0.00000000Microsof_01:1e: Broadcast ARP 42 who has 192.168.100.1037 Tell 192.14
2 0.00017900 Microsof_01:14: Microsof_0l:1e:04 ARP 42 192.168.100.103 is at 00:15:5d:01:14
3 0.00019100192.168.100.102 192.168.100.103 uDP 1512 source port: 51167 Destination port
4 0.00026200192.168.100.103 192.168.100.102 ICMP 590 Destination unreachable (Fragmentatig
5 0.01828500192.168.100.102 192.168.100.103 IPv4 agmented IP protocol (proto=UDP 17
I 6 0.01829500192.168.100.102 192.168.100.103 UDP urce port: 51167 Destination port
7 0.03368800192.168.100.102 192.168.100.103 IPv4 agmented IP protocol (proto=UDP 17
| 8 0.03369500192.168.100.102 192.168.100.103 UDP urce port: 51167 Destination port
9 0.04926800192.168.100.102 192.168.100.103 IPv4 agmented IP protocol (proto=UDP 17
| 10 0.04927500192.168.100.102 192.168.100.103 UDP urce port: 51167 Destination port
11 0.05074300192.168.100.102 192.168.100.103 IPv4d agmented IP protocol (proto=UDP 17
| 12 0.050?5000192.163.100.102 192.163.100.103 UDP urce port: 51167 Destination port |
o‘l — — B— — B— . e —
i . : -
Frame 4: 590 bytes on wire (4720 bits), 590 bytes captured (4720 bits) on interface 0
Ethernet II, Src: M'lcrosof 01:14:04 (00:15:5d:01:14:04), Dst: Microsof_0l1:1e:04 (00:15:5d:01:1e:04)
L St armar Geotoco = o & e 00.103 (192.168.100.103), Dst: 192.168.100.102 (192.168.100.

m

# User Datagram PFDtDCD],

Type:
Code:
Checksum:

Internet Control Message Protocol

3 (pestination unreachable)

4 (Fragmentation needed)
0x25F8 [correct]
MTU of next hop: 1458

X FCS&E%9

s5rc Port:

#5.100.102 (192.168.100.102), Dst: 192.168.100.103 (192.168.10(
51167 (51167), Dst Port:

5001 (5001)

Il 20121213 ud ]
File

S o &

EEREEEEREE

[wi

o
o

Edit View Go Capture Analyze

X228 A

Statistics Telephony Tools

CP DTS Raan #®Emx 8

]

Internals  Help

Filter: EI Expression... Clear Apply Save

Mo, Time Source Destination Protocol §fo
1 0.00000000192.168.100.102 192.168.100.103 IPvd 1508 Hragmented IP protocol (proto=uUDP 17, off=0, ID=
2 0.00002200 Intel_O6:da:62 Broadcast ARP 60 Wwho has 10.1.2.2507 Tell 10.1.2.101
3 0.00050800 Cisco_df:9f:95 Intel_06:da:62 ARP 60 §0.1.2.250 s at 00:18:19:df:9f:95
4 0.00072900192.168.100.102 192.168.100.103 uppP 122 Jource port: 51167 Destination port: 5001
5 0.01535800192.168.100.102 192.168.100.103 IPvd 1508 Hragmented IP protocol (proto=uUDP 17, off=0, ID=
0 0.01538300192.168.100.102 192.168.100.103 upP 122 urce port: 51167 Destination port: 5001
7 0.03095200192.168.100.102 192.168.100.103 IPvd 1508 Hragmented IP protocol (proto=UDP 17, off=0, ID=
& 0.03097200192.168.100.102 192.168.100.103 upP 122 urce port: 51167 Destination port: 5001
9 0.03240500192.168.100.102 192.168.100.103 IPvd 1508 Hragmented IP protocol (proto=UDP 17, off=0, ID=
10 0.032416000192.168.100.102 192.168.100.103 upP 122 urce port: 51167 Destination port: 5001
11 0.04212700192.168.100.102 192.168.100.103 IPvd 1508 Hragmented IP protocol (proto=UDP 17, off=0, ID=
12 0.04214300192.168.100.102 192.163.1{}0.103 upP 122 urce port: 51167 Destination port: 5001

r e o oo oot == . - . - e

Frame 4: 122 bytes on wire (976 bits), 122
Ethernet II, Src:
Internet Protocol version 4, src:
Generic Routing Encapsulation (Transparent
Ethernet II, 5rc:
Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port:
Data (1470 bytes)

bytes captured (976 bits) on interface 0

Ethernet bridging)

Dst Port: 5001 (5001)

Intel_06:da:62 (68:05:ca:06:da:62), Dst: Cisco_df:9f:95 (00:18:19:df:9f:95)
10.1.2.102 (10.1.2.102), Dst: 10.1.1.107 (10.1.1.107)

Microsof_01:1e:04 (00:15:5d:01:1e:04), Dst: Microsof_01:14:04 (00:15:5d:01:14:04)
192.168.100.102 (192.168.100.102), Dst: 192.168.100.103 (192.168.100.103)
51167 (51167),
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=745 VSID fEdiEE ( Routing )

e VSID W'E/2D VM Network TH > TH. Routing Domain ID Hh'EI—THILEER]IEE.
e Routing (FMRFE Switch H\ZEfE., €d Subnet M Gateway Address (&

I New-NetVirtualizationLookupRecord ]| T&E =N /cARE MAC Address KO
{RA8 IP Address &1DE T,

E1EE: Windows PowerShell EEE: Windows PowerShell

Jout ingDomainlD @ [82B741DB-806E-411C-8F01-4747CL91FF42] Customerdddress @ 0.0.0.0
firtualSubret]D ¢ 14132563 Vi rtual Subnet [D ¢ 4378131 Network @ Default Gateway
Jestinat iorPrefix @ 192,165.100.0/24 MACAdd ress ! ODcafedec0c0
Jext Hop : 0.0.0.0 Froviderbdddress = 10.1.1.200
detric : 206 CustomerlD : {33FBCYT4-9770-47E5-A3AC-35CERA3DT170E]
Context : GATEWAY-MANAGED
tout inglomainID @ [82B7410B-80RE-411C-8F01-4747CA9TFF42] . . Fule : Translat ionMethodEncap
firtualSubret 1D : 9554512 Routing Domain ID e :
JestirationPrefix @ 10,254,254 0/29 3 Q l=eVmhiChddress : False
texctHop . 0.0.0.0 HERDABEREAD]
detric : 256 Customerbddress @ 192.168.7.102
VirtualSubret [D @ 12971665
tout inglomainlD @ {82B7410B-306E-411C-8F01-4747CARTFF42 } MACAdd ress ;007 dedBlby1end
firtualSubnet [0 ¢ 9004572 FProviderdddress @ 10.1.2.101
Jest imat ionFrefix : 0.0,0.0/0 CustomerlD : {33FBCYT4-9770-47E5-A3AC-35CERA3DT170E]
et Hop 2 10,254,204, 2 Context : GATEWAY-MANAGED
detric : 206 Rule : Translat ionMethodEncar
tout ingDomainlD @ [33FBCAT4-9770-47E5-A3AC-35CERA3DT70E] l=eVmhiChddress : False
irtuzalSubnet [0 @ 510845
Jest inat ionPrefix @ 192.168.2.0/24 Customerdddress @ 192.168.2.1
et Hop : 0.0.0.0 VirtualSubret [D @ 510845 SUbnet a) Gateway Address
etric : 256 MACAdd ress : Dalalicbidin
Providerbddress @ 169,254 254 254
Rout inglomainlD @ {33FBCA14-9770-47ER-A3AC-35CERA3D70E ] CustomerlD : {33FBCYT4-9770-47E5-A3AC-35CERA3DT70E]
irtualSubnet D : 12911665 Context : GATEWAY-MANAGED
lest inat ionPrefix @ 192.163.1.0/24 Fule : Tranzlat iorMethodEncar 32
et Hop : 0.0.0.0 hihame :
eiric :Ahh =eVnMACAdd ress @ False




. NVGRE T® Broadcast O\

Broadcast =%l

192770 —>23 > %)

- B—7RAMLDOE—
- ERDIRANLDOBE

U COREEZEM., U TFOBRERDFIUE,
{RFEINetwork(CiEfi SN CL\BIZSI(L. Broadcast {£RBIEE
(. BE—{RAE Network T% Broadcast {EBA0],

COOFEEREHNS. E—YHERX ;M _EDR—{RAE Network fE(E NVGRE (C KD LT ULIEITH
NTULVRUVVEERTY (IR%E Switch TIHFDIRUIEE ?)

- E—¥ERX ~ EDRIEY S

1518byte TUJz,
FiQDYIERA M EDOIRETYS > B Broadcast i@{E(CB U TlEZ. RFC R= T Tl

Multicast Z#]

S REIDBIETERASIND L2 Frame Size =R U E A,

; L/TL'fl:lj naizéﬂ CUL\E

- BU. U TFOXDICHEBEREH ANTULET
For interoperability reasons, future version of this draft will specify a standard way to map VSID
to IP multicast address.

EQDYIE R b EOIRIENYS > D ARP (&, REBIET 1)L — RSA)\—THRIEILE
LEY. ([ Get-NetVirtualizationLookupRecord | TESNB3T—TJILICEDWTYUIRES

Nn=E9)

SR
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. PowerShell(C K B3FFE8ERFODRRE

o £WNERA MIXWULT. PowerShell (CXKBNEZENIT DNEND D,
- PA. CA. Mac AddressODfEHEN B ZRIENY S > EHAITRTE I DdNEHD,
- {RIEN S AENOEE. FEICTEMRE S DdNEHD D,

e Live Migration (CEENEMRE TE/RLVA. Migration & PowerShell (CKBDBRTEENTT I
F CIRIEN = > (a8 EAT],

o VNIE/RA MZHBIEFIITDE. TOYIIE/RA MMIFHTE YL TLYZ Network Virtualization (C
B9 RRENECYEHMEESNTULEDS,
—- BEZE(C PowerShell (CXDBEHETENNE,
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System Center 2012
Virtual Machine Manager SP1

Network Virtualization ZHl\(C

35



. SC2012 VMM SP1 C® Network Virtualization

e SC2012 VMM SP1 sSHRh—

e VM Networks EfiI T Network 7z imiEs |
> VM Networks H'&27823 &, RoutingDomainID H&E73 3
> E723D VM Networks dDiFE. [E— Cloud Tdh > CHIREAT]
> [@—®d VM Networks (C@9 D VMSubnet THNIL, BRED]EE

e SC2012 VMM SP1 Tld. NVGRE OHHHR—
> CTP2 D5 IP Rewrite BEARBIEETCUE (&ULVDhH. Default £ IP Rewrite )
> PowerShell Cmdlet ( New-SCVMSubnet ) 55 IP Rewrite ZiRE I DADA TS a>MERXFELE

> TechNet Document X D 2012/12/21 RZ=H#Es29 D E. [ In this release, you can virtualize the
IP address of a virtual machine by using Network Virtualization with Generic Routing Encapsulation

(NVGRE) . I &g CTWVET
> FE/z. [ Not all of the capabilities of network virtualization in Windows Server 2012 are supported in
this release. | &EELRENTLET

e StaticIP T VM ZER I Bdi5a(E. T>TL — b SOERNWE
> BIfF VM #Z Cloud (C&hHl=t. Network Virtualization (CEIIUEHESE(E. DHCP dOMFEHTIEE

36
X http://technet.microsoft.com/en-us/library/gg671825.aspx#BKMK_NetworkVirtualization



BiRRY/R SC2012 VMM SP1 Rvw N —U5S5E

- X
3 EIP T-IOHEH: u? 3 !:? @ Al [F= & Powershell = [
miﬁﬁw}#ﬂﬁ Hac j_JMEE1 Ty ;;E YY—Z0EM }"%ﬂ; gz B/ Iy HZ BEY-Z0EE | HE | TOG
11— QVIP =7, g ! i Jut RED JF I wadp -2 ﬂ?ﬁlf‘ .EF"RD - AT 3 JO0T
{ERR 1=l T 4 TFEE kg J0)F
T s < BBy bRI—4E P T (3)
4 & FyhI—b . d
IR T £ | 4Tzt ESISTELR | #TFELA | BFEEIERTELA | DIP TS~ | VIP LLTEAE -
W MAC FELA T—IL = rfrDC Switch
K83 O—F J{5oH— L Provider Address_o1 10.1.1.0/24 10.1.1.101 10.1.1.200 97 a7 0
= VIP 7L~ vt DCSwitch
B M o J :-
O IJ7IUwvT - swmiBExRy D — /J_C PA Pool Z{ERk @
PR 3 PowerShell
bA" | = L) 2 @ B B | L Bl 57
H—EZOHER J'f Foll ¥ HFIFOHER  ARF T WM 71~'~L>'I“ H39F0ENET BE VM H-F3 VM Fulk _
= OAERS, ~ —TOFER, I—HOFER; 7-4 EFPRO
{ERE; h39aF = EEiR,
VM ¢H—ER < VM 3y hI—SE 1P T—)(3)
B FFub d R
Py £ ~ | #Fsh | ERERERTELA
& Red Cloud B <k Customer Metwork
i Customer Address Pool_01 192.168.1.0/24 a7
= VM Fyb-5 Uil Customer Address Pool_02 192.168.2.0/24 100
g = =L DCSwitch
. <L WM Switch
4 [ gATOmARE <
\Y
@ VM %z N —72JT CA Pool ZER
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BXRY7 SC2012 VMM SP1 Rv N —J5%

Gl hv3-CentOS6_template MJ0/(F4
i bl AR TRE(S) | FRER: o TAN(1) & 7ob7—4 PETH—(K) =
. R Jotw A m eI FETE- 1 N=Fv)l I3 OFER 1T
N—FITPHERL 2 (@ ottt
mm XT Hix
0S &AL 2045 MB T | O EEENTVWERAE)
H :’D'ﬂfE— F\i"rj () A — '
S TR sFnars. | || [© VM AT RS — N=Foll 72 B
7 oM 1 VM #yP7-0:  |CustomerNetwork || SE(B).. Fi—Fell 7B IO ROBAEREN ST
SQL Server QiEA 4 O B8] IP(M) e ’
QL Server "1 com 2 - EhE IP(M) - DHCP m A0 PETE- 1
) Bl @ 509 IP (369 1P F-LHS)(A | )l 2 OB
I]R"?IA :n:” f:"'-f L E—j—"jf F.?‘:f;?— = :n:l . ¥hyper—\;¥ W -*\"_‘5' }"':.“—'f] Customer Metwork
L N EFEDET S TH. P DM/ —Z22(0): & FXL—T AT LIEEE VM TR | Custamer MetworkSubnet 011 |v|
=E 2 JiAMEE [1Pv4 0 — It Pyd TR 2 2364
5 & IDEFIAA L MAS bR Static IP p PvB 7ELA: i)
EEE TRt o MAG PR 2364
A ., hva-CentO... () M H TRy b TPyt 7 KL,
RS- 12700 GB. .. ® EFH(C): - . : FELA F-bar [ CustomerAddressPool 01 (192.168.10/24) ] o=
GUFID | e e ® 2 T V=R
FPhi, AT AT v e Vi Fll DR T A IP TR AE):
< ?E?I{%‘?g;ﬂ A=(L): | ¥ hvieentas.vhd IPv4 address fram beical netwark
2 :M;; PHTE— [ {REAA 7 BB EENTS(Z) H ok 10110724
Hol9-0 7. [] MAC PFLADRT-F4>5ERMT(E) VLAN ’
TR =LA | Provider Address 01 (10.1.1.101- 10.1.1.200) 1~ o=
a CEEm IP PELAE:
: MAG FE
THTHMFERVY OK | | Fr il

- @'ﬂilu

'f}ilu\?//

N2>DF>TL— NCERE

> 7L — MNERED
BANEETE

D MAG PELA 7=l (0 1D:D&BT:1G00 - 0E1D:08 [+ | g

o=
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VMM SP1(CHITSD

smiE~Y N J—2TO& VM Rwv NI —TDRE*%
RDid:0001 j / RDid:1001 ‘ ' RDid:0001 \ /— RDid:1001 j

bluevm11 bluevm12 redvmi11 bluevm23 redvm22 redvm23

VM Fw bI—f¢ 1P T (3)
I

E L Blue Corp VM Nebwork

iy Blue Corp CA Pool_01

iy Blue Carp CA Pool_02

Bl JdLRed Corp WM ork
4z Red Corp CA Pool_
wiy Red Corp CA Pool_02
bl WM Switch —

~ ‘
\ Virtual Swi ytual Switch
2Ezy NI 52 IP T (3) ~~ k—‘—)
|
28 - Bz ErL |
= Ay DC Switch
| iliprovider Address_01 10.1.1.0/24 10.1.1.101 |/
iy DCSwitch
i VM Switch

PAlZ., E—/RX NN T3> TH. Routing Domain IDEAI TERICI7H 1 > =D,
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. SC2012 VMM SP1 T DHCP =i

e SC2012 VMM SP1 h5HR—
e DHCP Extensions ( Filter Driver ) (CCZE3&E. /€2 C. Windows Server 2012 DX

o ﬂiu\?//b\bd) DHCP Discover %= DHCP Extensions " w2 U. SC2012 VMM &

EI:E L/t IP Add reSS %__’_:-EIJ D ét%*ﬁ*% o ERE: v F Yo7k

> DHCP Server @ Address (& [ 10.0.0.1 [
ERTRIND

> IP Pool Ti&E U= IP Address ./

DNS Server Address 72 EHY DHCP &S - Ce e
(CEIDZHToJge A—tFw b THEFE— O—HIl
> —EFRTE N/ IP Address (4. Tﬁm@ T

RElease / ReneW LJTE'EJ L\\/ Address 73\\ EEﬁ e e e e e e oo sy Microsott Heper-Y =
2D HTONDRIKICH. VM Subnet D YIET LA, . . . . . . ... . :00-10-D8-B7-1C-01
NEZEEITDEEMD IP Address HY e

FDHTHEN, FZB/EITDINESHLD

A r' 1 . T
DHCF6 "? SA4F R DUID. .. L. L 1-01-00-01-17-E4-FO-FE-00-10-D8-E7
]I II]




File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

I.---\.I - @&
X288 Q¢+ T L EE Qaaafl d®mMsx O
Filter: ~ | Expression... Clear Apply Save
Mo. Time Source Destination Protocol Length Info -
17 264.7046730.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID OxechOeZaa F
18 264.71318210.0.0.1 192.168.100.102 DHCP 328 DHCP offer - Transaction ID OxecbOeZaa
19 264.7136070.0.0.0 255.255.255. 255 DHCP 358 DHCP Request - Transaction ID OxechOeZaa
20 264.71404410.0.0.1 192.168.100.102 DHCP 328 DHCP ACK - Transaction ID Oxecb0eZaa 18

4 1] | b

# Frame 18: 328 bytes on wire (2624 bits), 328 bytes captured (2624 bits) on interface 0
|E Ethernet II, 5rc: 12:34:56:78:90:ab (12:34:56:78:90:ab), Dst: Microsof_0l:1e:04 (00:15:5d:01:1e:04)
G Destination: Microsof 01:1e:04 (00:15%:5d:01:1e:04)
# Source: 12:34:56:78:90:ab (12:34:56:78:90:ab)
Type: IP (0xX0800
+ Internet Protoc
+ User Datagram
| # BoOTLsTrap Pr

ersion 4,|5rc: 10.0.0.1 (10.0.0.1),|Dst: 192.168.100.102 (192.168.100.102)
col, src ; C: bootpc (68)

Network RICETE L7RL)
IP Address

F1E£ UX /30 MAC Address ]
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. M T 2w NMERRD VM 22y N — S0

e —DMD VM Rv FNIJ—=TWR(CEHDT IRy bZEIBR UTZEE. I xRw MeEldD
Routing (FJMRIER AW FHERUET .

VM 2y FI—=4E 1P 7= (3)
[ 2]

& | #T Ryt | EAEINERT LA
B < Customer Network
wiy Customer Address Pool_01 192.168.1.0/24 a7
L.‘J.icustamer Address Pool_02 192.168.2.0/24 100
ol DCSwitch
o WM Switch

e CDIZpAE. YT XY hdD Gateway Address (& SC2012 VMM HBEENRIICVER L.

ZHTJxw D Host Address 1 ] hMERRESNET

> LEflDza T 192.168.1.1 ] [192.168.2.1 ] ' Gateway @ Address (CIaDET
> BEIEIDHTOAE. BEATD]

o IFRIEZRITIDBREICE, ETRNVE
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BEIEE: Windows PowerShell

Windows PowerShel |
Copwright (C) 2012 Microsoft Corporation. All rights reserved.

P> C:¥lzers¥adninist rator. DOB1> Get -Met'irtual izat ionCustomerBoute

: {DOCFFFER-3424-480E-BC19-DI9E071082FA]

Fout inglomainlD

Wirtualsubnet [D ¢ 1122034 Wi rtua | Subnet 1D
UestinationPrefix @ 192, 168.10.0/24 MACAdd ress
: 0.0.0.0 Froviderdddress :
: 0 CustomerD

Cortext
Fule

Rout ingDomainlD @ {DOCFFFED-3424-480E-BC19-DISEOTT1082FA]L

MACAddress
P5 Ci¥lsers¥adninistrator . DOB1> Customer D
Cortext
Fule

Whiklame

Customer [0

B IRy MERKRD VM v N —DUDFER

YirtualSubnet [0 ¢ 7696967 Whiklame
DestinationPrefix @ 192.168.1.0/24 |l=eVmMiChdd ress -
MextHop : 0.0.0.0

Metric 2 0 Customerdddress

VirtualSubnet [0 :
: D0&R05E000000
Providerdddress @ 1.7.1.
: {DOCFFFES-3424-480E-BC19-DI9ENTT1082FA
: SCVMM-MANAGED

: Translat iorMethodEncar

G

UzeVmiChddress -

2 192.168.10.51
: 1122534
: 001dd8h 7107

10.7.1.54

: [DOCFFFES-3424-480E-BC19-DI9E071082FA]
: SCYMM-MANAGED
: Translat iorMethodEncap

: hviE-redd?

False

192.168.10.1
1122534

1.1.1.1

False

: 192.168.1.54
: TE96957T

: 007dd8k 7100
Providerdddress :

: {DOCFFFED-3424-480E-BC19-DI9E0T 1082FA]

10.7.1.55
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Network Virtualization
with SC2012 VMM SP1




IS

MGNT MGNT MGNT
ml110g6-01 ml110g6-02 ml115g5-01
o hv3-blue01 hv3-red01 hv3-green01 hv3-blue02 hv3-red04 hv3-red02 hv3-green02
AD DS 192.168.101.104 192.168.1.116 192.168.1.104 192.168.101.107 192.168.2.110 192.168.2.112 192.168.1.105
SC2012 VMM SP1 ‘ ‘ ‘ ‘ ‘ ‘ ‘
Virtual Switch Virtual Switch Virtual Switch
WNVNIC WNVNIC WNVNIC
Hyper-V Cluster

10.10.1.0/24 10.10.2.0/24
/ >55 Router >55 /
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Network Virtualization Gateway
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. Network Virtualization Gateway

o {78 Network 48 Network DiEfim

e NVGRE OAOTtzU > TR L, IR Network AD Routing Z s
> VPN Gateway 1> NAT Router & U CENME

e Gateway MULVRULVE. AREE Network (33837 Uz Network & U TEINE BZFRLNDT,
Network Virtualization Z& X 3 LT Gateway (IFFE(CEERI>NR—F> b

Virtual Network A (10) Virtual Network B (20)

192.168.1.0/24 192.168.1.0/24

At
—E =~ @

Virtual Network C (30) Virtual Network D (40) -

INMual Networ Irua etwor L

10.1.1.0/24 172.16.0.0/16 = @

. b & & © D B B o & -
¥

VvSID =30) [N

et By RS, K
Gateway D
(VSID =40)

Datacenter Network 172.16.0.0
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. Network Virtualization Gateway & SC2012 VMM

e SC2012 VMM T® Network Virtualization T(&. Gateway (& [ Gateway Provider |
Dty N TEREND,

e [ Gateway Provider ] (& SC2012 VMM Server(CEA 1. SC2012 VMM &E#EL T,
Gateway (X U TwERERTE ( VSID {° Customer Address / Provider Address .
VM Network @ Routing Table &) %ZiX{E /% EZ==ENE
> Provider (. Gateway O 45 —hSigf
> Provider (& SC2012 VMM (CEA L. VM Subnet 7 0/\F 1 —ATHRE

e Gateway HE U T, EHE(C 2 Ethernet 7MRENY S > = #m /&L CH. SC2012 VMM
MS(EXEDIRIENYS >N [ Gateway ADARIENY> > ] EUTERETCETIRVA., ERAT]

> Gateway ( Software 33,/ Hardware E&EZfE109) Z SC2012 VMM (CEE =B DA,
[ Gateway Provider ] H'\wE

e 3 Party SiRHFE.

48



=)



e,

Network Virtualization (FIEE (C{EF)XHEEET I

Private Cloud . multi-tenant ZS&UTZiRET2 9 D55 (C(E. HENDHEED—DTY
SEOPEAIDCFRAEN CEEZIEHA L. MMIEN(C(EE/RD Network & ULTZL. F4

—

dinl

NVGRETI(& Packet® Fragment M REEUFERIH. FERFITERELFTE A
7T —2 3 > OBEMERRDER(E. FBERAITEFRUTHER L TIZEUN,
xJ/C. 77')7_/3 /tUDP%__f'fﬁl . L/_C(/\éi (c_(i 4%((./1,:373\’/[4‘%?3_

Provider Network ( Address ) %5t(d. BHETOIVHUNWBIIREREK T,

XIeRmDIBIRIE. DR !
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NVGRE draft RFC
http://tools.ietf.org/html/draft-sridharan-virtualization-nvgre-02

Hyper-V v 8D —2O{REILOHIE
http://technet.microsoft.com/ja-jp/library/jj134230.aspx

Simple Hyper-V Network Virtualization Demo
http://gallery.technet.microsoft.com/scriptcenter/Simple-Hyper-V-Network-d3efb3b8

Simple Hyper-V Network Virtualization Script with Gateway
http://gallery.technet.microsoft.com/scriptcenter/Simple-Hyper-V-Network-6928e91b

Microsoft System Center Virtual Machine Manager 2012 J 7 —X NLw D X5V IT)I\A X5V T A R
http://technet.microsoft.com/ja-jp/virtualization/hh529164







Appendix A :
IP Rewrite &(3 ? (82<)
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. IP Rewrite MKk >

e S—A17> 45— IP Address &EARIE~= > IP Address @ 1 %f 1 NAT
> RAO—RE8H, —HTOEEZTHI (C. MAC Address / IP Address ZE&=FX
> DTTIULETDRVA. )y hA—/t—Aw RiE—72 0L
> TCP ATJ0O— R&ED H/W IBHLEEN T) L EARIEE

e Network #FI ETHOFEIRXMILFICR (ECMP) NS> 206, &Y NDIJ—THZRD
s E xR E I DB < EFoIEE

o 7IOTRARAXAWYF (Hyper-VAREXAwvF) T NAT UIBZITDE. IRIEYZ (&
REBERY N DJ—D%Z 2 < EH LRV
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— S ———
i@ hv3-bluedl.pcapng [Wireshark 1.6.1 (SVN Rev 38096 from /trunk-1.6)]

Fie Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Seaee DRAXEE Aes»TFLI(EE QAR @DMx B

version: 4
Header length: 20 bytes
# Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 168
Identification: O0x005b (91)
# Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 128
Protocol: TCP (&)

m

Source: 192.168.1.101 (192.168.1.101)
Destination: 192.168.1.102 (192.168.1.102)
||= Transmission Control Protocol, Src Port: 49157 (49157), Dst Port: microsoft-ds (445), Seq: 3902, ack: 3942, Len: 128

Source port: 49157 (49157)
Destination port: microsoft-ds (445)
[stream index: 1]

Filter: ~ | Expression... Clear Apply
Time Source Destination Protocol Length Info &
O = = =
57 11.0550180192.168.1.101 192.168.1.102 SME?2 182 TreeConnect Regquest Tree: “192.168.1.102%test_share -
4 [ T} 3
Frame 57: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) -
| @ Ethernet II, src: Microsof_01:14:04 (00:15:5d:01:14:04), Dst: Microsof_0l:1e:04 (00:15:5d:01:1e:04) N
=

Sequence number: 3902 (relative sequence number) |
[Next sequence number: 4030 (relative sequence number)]
| Acknowledgement number: 3942 {relative ack number)

Header length: 20 bytes
Flags: Ox18 (PSH, ACK)
wWindow size wvalue: 512

r— A = P e |

0020 01 66 [T e s - VT T T -
ll0030 [EREREEGERUERGLEGG 00 00 00 7c fe 53 4d 42 40 00 .. . |.SMBE.
0040 01 00 00 OO0 00 00 03 00 01 00 00 00 00 00 00 00 ....vive evennnn E
0050 00 00 15 00 00 00 00 00 00 00 ff fe 00 OO0 00 OO  ........ ... .....

0060 00 00 01 00 00 00 00 04 00 00 00 00 00 00 00 00 ....iuvee vevvnnns

0070 00 00 00 00 00 00 00 00 00 00 09 00 00 00 48 00  ........ ......H. -
@ | Transmission Control Protocol (tcp), 20 bytes | Packets: 163 Displayed: 163 Marked: 0 Load time: 0:00.060 Profile: Default
E I il _ I i .
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. IP Rewrite /{4

vw v T F 17 ¢ Network

— e —
ﬁ ml110g6-01_20120918.pcap [Wireshark 1.6.1 (SVN Rev 38096 from [ftrunk-1.6)

E=RRCN

Fie Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEeed DEXEEe Acer*aTFL((EE QAR #® Mk 8

Filter: |Z| Expression... Clear Apply
Mo. Time Source Destination Protocol Length Info
73 59.993050 10.1.1.20 10.1.1.30 SMEZ 182 TreeConnect Regquest Tree: “"192.168.1.102%test_share

4| ]

F Frame 73: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits)
Ethernet II, src: IntelCor_El Bi:cd (00:1b:21:58 ES:cd), Dst: Intelcor_ Fiead:d3 (00:1b:21:mf pmm:d3)
= Internet Protocol Version 4, Src: 10.1.1.20 (10.1.1.20), Dst: 10.1.1.30 (10.1.1.30)
version: 4
I Header length: 20 bytes
F Differentiated Services Field: O0x00 (DSCP 0x00: Default; ECN: Ox00: MNot-ECT (Not ECN-Capable Transport))
Total Length: 168
Identification: Ox005%b (91)
F Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to liwve: 128
Protocol: TCP (&)
# Header checksum: 0Oxe3cl [correct]
Source: 10.1.1.20 (10.1.1.20)
Destination: 10.1.1.30 (10.1.1.30)
= Transmission Control Protocol, Src Port: 49157 (49157), Dst Port: microsoft-ds (445), Seq: 3902, ack: 3942, Len: 128
Source port: 49157 (49157)
Destination port: microsoft-ds (445)
[stream index: 2]

Sequence number: 3902 (relative sequence number)
[Next sequence number: 4030 (relative sequence number)]
Acknowledgement number: 3942 {relative ack number)

Header length: 20 bytes
Flags: Ox18 (P5H, ACK)

| wWindow size wvalue: 512
0000 00 1b 21 d3 00 1b 21 "= cd 08 00 45 00 . [P E.
0010 00 a8 00 5b 40 00 B8O 06 e3 C1 Ua 01 01 14 Qa 01 B I

e B R0 05 01 bd 91 12 65 dl 86 e5 40 a7 50 18 e

0030 [EREEEEE=Eel 00 00 00 7c fe 53 4d 42 40 00 «+ .« |.ESMBE,
0040 01 00 00 00 00 OO0 02 00 01 00 00 00 00 00 00 00 .. viuvin vennennn
IDDSD 00 00 15 00 00 00 00 00 00 00 ff fe 00 00 00 0D  ........ cuieeo...

m

@ | Transmission Control Protocol (tcp), 20 bytes | Packets: 184 Displayed: 184 Marked: 0 Load time: 0:00.000 Profile: Default
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Appendix B :
Network Virtualization ® PowerShell TD3EEH
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. Sl (1) AR

2 YRR RA M EICERRESNE. 2 86DORE~Y= > T Network Virtualization 733,

N> 2L ENE NVGRE
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(1) BEAXRA - 1

hv3-bluel1

MAC :
00155D011404

CA :
192.168.1.101

VSID:5001
I

hv3-blue02

MAC :
00155D011E04

CA:
192.168.1.102

VSID:5001
I

ml110g6-01
Virtual Switch

ml110g6-02
Virtual Switch

|
PA:10.1.1.20

|
PA:10.1.1.30
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=M (1) EXH - PowerShell

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001" -CustomerAddress "192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule
"TranslationMethodEncap" -CimSession "mli110g6-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001" -CustomerAddress "192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule
"TranslationMethodEncap" -CimSession "mli110g6-01"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001" -CustomerAddress "192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule
"TranslationMethodEncap" -CimSession "mli110g6-02"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001" -CustomerAddress "192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule
"TranslationMethodEncap" -CimSession "mli110g6-02"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop
"0.0.0.0" -Metric 255 -CimSession "mi110g6-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop
"0.0.0.0" -Metric 255 -CimSession "mi110g6-02"

$cred = Get-Credential "dob1¥administrator"
$WNVNIC = "WNVNIC"

$iface = Get-NetAdapter $WNVNIC -CimSession "mli110g6-01"
New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.20" -PrefixLength 24 -CimSession "m|110g6-01"

Invoke-Command -ComputerName "ml110g6-01" -Credential $cred {
Get-VMNetworkAdapter "hv3-blue01" | where {$_.MacAddress -eq "00155D011404"} | Set-VMNetworkAdapter -VirtualSubnetID 5001;

b

$iface = Get-NetAdapter $WNVNIC -CimSession "mli110g6-02"
New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.30" -PrefixLength 24 -CimSession "m|110g6-02"

Invoke-Command -ComputerName "ml110g6-12" -Credential $cred {
Get-VMNetworkAdapter "hv3-blue02" | where {$_.MacAddress -eq "00155D011E04"} | Set-VMNetworkAdapter -VirtualSubnetID 5001;

b




. =55 (2) FSHER

3 aOYIERA M LEICEEESNTZ. 3 BDIRIEYS 2T Network Virtualization Z 33,
RIE~<=>> 2 5% Windows Server . 5 1 &(& Software Router,

Software Router #3H T Internet &Z1@{ER]EE

Software Router (IERD I A> ~ (RSB VSID ) (CE&E. VSID BT Routing & 3Eh,
N> RILATNE NVGRE
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=B (2) SRR

tEhY

Internet

mIi110g5-01
Virtual Switch#?2

I
(Interface NAT)

hv3-blueO1

MAC :
00155D011404

CA:
192.168.1.101

hv3-blue02

MAC :
00155D011E04

CA:
192.168.1.102

hv3-blueDG

(Software Router)

MAC :
00155D143C02

CA :
192.168.2.250

VSID:5001
I

VSID:5001
I

VSID:5002
I

ml110g6-01
Virtual Switch

ml110g6-02
Virtual Switch

ml110g5-01
Virtual Switch#1

|
PA:10.1.1.20

|
PA:10.1.1.30

|
PA:10.1.1.40
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New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
CimSession "mi110g6-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
CimSession "mi110g6-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
GW" -CimSession "mi110g6-01"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
CimSession "mi110g6-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
CimSession "mi110g6-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
blueDGW" -CimSession "m|110g6-01"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
CimSession "mi110g6-02"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
CimSession "ml110g6-02"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
GW" -CimSession "ml110g6-02"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
CimSession "ml110g6-02"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
CimSession "ml110g6-02"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
blueDGW" -CimSession "m|110g6-02"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
CimSession "ml110g5-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
CimSession "ml110g5-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
GW" -CimSession "ml110g5-01"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
CimSession "ml110g5-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
CimSession "ml110g5-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
blueDGW" -CimSession "ml110g5-01"

Z « PowerShell (1)

-CustomerAddress "192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodEncap" -VMName "hv3-blue01" -
-CustomerAddress "192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule "TranslationMethodEncap" -VMName "hv3-blue02" -

-CustomerAddress "192.168.1.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101001" -Rule "TranslationMethodEncap" -VMName "hv3-blue-

-CustomerAddress "192.168.2.250" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "hv3-blueDG" -
-CustomerAddress "0.0.0.0" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "BlueWildcard" -

-CustomerAddress "192.168.2.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101011" -Rule "TranslationMethodEncap" -VMName "hv3-

-CustomerAddress "192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodEncap" -VMName "hv3-blue01" -
-CustomerAddress "192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule "TranslationMethodEncap" -VMName "hv3-blue02" -

-CustomerAddress "192.168.1.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101001" -Rule "TranslationMethodEncap" -VMName "hv3-blue-

-CustomerAddress "192.168.2.250" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "hv3-blueDG" -
-CustomerAddress "0.0.0.0" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "BlueWildcard" -

-CustomerAddress "192.168.2.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101011" -Rule "TranslationMethodEncap" -VMName "hv3-

-CustomerAddress "192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodEncap" -VMName "hv3-blue01" -
-CustomerAddress "192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule "TranslationMethodEncap" -VMName "hv3-blue02" -

-CustomerAddress "192.168.1.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101001" -Rule "TranslationMethodEncap" -VMName "hv3-blue-

-CustomerAddress "192.168.2.250" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "hv3-blueDG" -
-CustomerAddress "0.0.0.0" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "BlueWildcard" -

-CustomerAddress "192.168.2.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101011" -Rule "TranslationMethodEncap" -VMName "hv3-




Z « PowerShell (2)

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession
"ml110g6-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "192.168.2.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession
"ml110g6-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.2.250" -Metric 255 -CimSession
"mli110g6-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession
"mli110g6-02"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "192.168.2.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession
"mli110g6-02"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.2.250" -Metric 255 -CimSession
"mli110g6-02"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession
"ml110g5-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "192.168.2.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession
"ml110g5-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.2.250" -Metric 255 -CimSession
"ml110g5-01"

$cred = Get-Credential "dob1¥administrator"
$WNVNIC = "WNVNIC"

$iface = Get-NetAdapter $WNVNIC -CimSession "mi110g6-01"

New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.20" -PrefixLength 24 -CimSession "ml110g6-01"
Invoke-Command -ComputerName "ml110g6-01" -Credential $cred {

Get-VMNetworkAdapter "hv3-blue01" | where {$_.MacAddress -eq "00155D011404"} | Set-VMNetworkAdapter -VirtualSubnetID 5001;

3

$iface = Get-NetAdapter $WNVNIC -CimSession "mi110g6-02"

New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.30" -PrefixLength 24 -CimSession "ml110g6-02"
Invoke-Command -ComputerName "ml110g6-02" -Credential $cred {

Get-VMNetworkAdapter "hv3-blue02" | where {$_.MacAddress -eq "00155D011E04"} | Set-VMNetworkAdapter -VirtualSubnetID 5001;

3

$iface = Get-NetAdapter $WNVNIC -CimSession "mi110g5-01"

New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.40" -PrefixLength 24 -CimSession "ml110g5-01"
Invoke-Command -ComputerName "ml110g5-01" -Credential $cred {

Get-VMNetworkAdapter "hv3-blueDG" | where {$_.MacAddress -eq "00155D143C02"} | Set-VMNetworkAdapter -VirtualSubnetID 5002;

3
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New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
CimSession "ml110g6-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
CimSession "ml110g6-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
-CimSession "mi110g6-01"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
CimSession "mi110g6-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
CimSession "mi110g6-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
blueDGW" -CimSession "m|110g6-01"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
CimSession "mi110g6-02"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
CimSession "mi110g6-02"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
-CimSession "mi110g6-02"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
CimSession "mi110g6-02"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
CimSession "mi110g6-02"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
blueDGW" -CimSession "ml110g6-02"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
CimSession "mi110g5-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
CimSession "mi110g5-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5001"
-CimSession "mi110g5-01"

New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
CimSession "mi110g5-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
CimSession "mi110g5-01"
New-NetVirtualizationLookupRecord -VirtualSubnetID "5002"
blueDGW" -CimSession "ml110g5-01"

-CustomerAddress
-CustomerAddress

-CustomerAddress

-CustomerAddress
-CustomerAddress

-CustomerAddress

-CustomerAddress
-CustomerAddress

-CustomerAddress

-CustomerAddress
-CustomerAddress

-CustomerAddress

-CustomerAddress
-CustomerAddress

-CustomerAddress

-CustomerAddress
-CustomerAddress

-CustomerAddress

¥ - PowerShell (1)

"192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodNAT" -VMName "hv3-blue01" -
"192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule "TranslationMethodNAT" -VMName "hv3-blue02" -

"192.168.1.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101001" -Rule "TranslationMethodNAT" -VMName "hv3-blue-GW"

"192.168.2.250" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "hv3-blueDG" -
"0.0.0.0" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "BlueWildcard" -

"192.168.2.1" -ProviderAddress "169.254.254.253" -MACAddress "101010101011" -Rule "TranslationMethodEncap" -VMName "hv3-

"192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodNAT" -VMName "hv3-blue01" -
"192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule "TranslationMethodNAT" -VMName "hv3-blue02" -

"192.168.1.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101001" -Rule "TranslationMethodNAT" -VMName "hv3-blue-GW"

"192.168.2.250" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "hv3-blueDG" -
"0.0.0.0" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "BlueWildcard" -

"192.168.2.1" -ProviderAddress "169.254.254.253" -MACAddress "101010101011" -Rule "TranslationMethodEncap" -VMName "hv3-

"192.168.1.101" -ProviderAddress "10.1.1.20" -MACAddress "00155D011404" -Rule "TranslationMethodNAT" -VMName "hv3-blue01" -
"192.168.1.102" -ProviderAddress "10.1.1.30" -MACAddress "00155D011E04" -Rule "TranslationMethodNAT" -VMName "hv3-blue02" -

"192.168.1.1" -ProviderAddress "169.254.254.254" -MACAddress "101010101001" -Rule "TranslationMethodNAT" -VMName "hv3-blue-GW"

"192.168.2.250" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "hv3-blueDG" -
"0.0.0.0" -ProviderAddress "10.1.1.40" -MACAddress "00155D143C02" -Rule "TranslationMethodEncap" -VMName "BlueWildcard" -

"192.168.2.1" -ProviderAddress "169.254.254.253" -MACAddress "101010101011" -Rule "TranslationMethodEncap" -VMName "hv3-



¥ - PowerShell (2)

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession
"ml110g6-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "192.168.2.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession
"ml110g6-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.2.250" -Metric 255 -CimSession
"mli110g6-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession
"mli110g6-02"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "192.168.2.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession
"mli110g6-02"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.2.250" -Metric 255 -CimSession
"mli110g6-02"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5001" -DestinationPrefix "192.168.1.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession
"ml110g5-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "192.168.2.0/24" -NextHop "0.0.0.0" -Metric 255 -CimSession
"ml110g5-01"

New-NetVirtualizationCustomerRoute -RoutingDomainID "{11111111-2222-3333-4444-000000005001}" -VirtualSubnetID "5002" -DestinationPrefix "0.0.0.0/0" -NextHop "192.168.2.250" -Metric 255 -CimSession
"ml110g5-01"

$cred = Get-Credential "dob1¥administrator"
$WNVNIC = "WNVNIC"

$iface = Get-NetAdapter $WNVNIC -CimSession "mi110g6-01"

New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.20" -PrefixLength 24 -CimSession "ml110g6-01"
Invoke-Command -ComputerName "ml110g6-01" -Credential $cred {

Get-VMNetworkAdapter "hv3-blue01" | where {$_.MacAddress -eq "00155D011404"} | Set-VMNetworkAdapter -VirtualSubnetID 5001;

3

$iface = Get-NetAdapter $WNVNIC -CimSession "mi110g6-02"

New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.30" -PrefixLength 24 -CimSession "ml110g6-02"
Invoke-Command -ComputerName "ml110g6-02" -Credential $cred {

Get-VMNetworkAdapter "hv3-blue02" | where {$_.MacAddress -eq "00155D011E04"} | Set-VMNetworkAdapter -VirtualSubnetID 5001;

3

$iface = Get-NetAdapter $WNVNIC -CimSession "mi110g5-01"

New-NetVirtualizationProviderAddress -InterfaceIndex $iface.InterfaceIndex -ProviderAddress "10.1.1.40" -PrefixLength 24 -CimSession "ml110g5-01"
Invoke-Command -ComputerName "ml110g5-01" -Credential $cred {

Get-VMNetworkAdapter "hv3-blueDG" | where {$_.MacAddress -eq "00155D143C02"} | Set-VMNetworkAdapter -VirtualSubnetID 5002;

3
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