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The next screen shot shows an example of the Runbooks page. The first thing to 
notice here is that you can filter by Job Status, allowing you to get a clear picture 
of what works and what doesn’t. In the lower half of the page, you can see four 
runbooks that are already in place, together with information about their status:

The bottom bar shows the options that are available for the runbooks. By using the 
New button, you can create a new runbook in the portal:
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You can simply enter the information necessary and click Create to generate a basic 
runbook that has the initial Workflow name {} element you desire.

Because we already created a runbook earlier and saved it as the DetectBios.ps1 file, 
let’s now import it into SMA via WAP. Windows Azure Pack does some basic error 
checking to ensure the workflow is in the right format for a runbook, and then a 
new runbook called detectbios is created. 

All runbooks are assigned the Draft status when they are first imported. This allows 
you to test the runbook; then, once you are satisfied, you can publish the runbook 
for wider use by other tenants. To view the properties of the runbook, you just click 
on the runbook name or click the arrow that appears when you hover the cursor 
over the name of the runbook. 

Because we have not yet run this runbook, there will be nothing in the Dashboard 
or Jobs page worth noting. With this in mind, the first page worth examining is  
Author, as shown in the screen shot on the following page. As you can see, there are  
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two possible states that a runbook can be in: Draft and Published. These are similar 
to the Checked In/Checked Out states in Orchestrator:

As mentioned previously, when you import a runbook, the default state it will be in 
is Draft. In the next screen shot, you can see our runbook in the Draft state together 
with the code associated with it. On this page, you can edit your workflow if you 
need to make changes during your testing:



	 Insights from the experts 	 CHAPTER 10	 143

 

At the bottom of the screen, there are some new options to examine. The Manage 
button allows you to either import a custom Windows PowerShell module you are 
dependent on or create a setting (which are stored under Resources), such as a 
new set of credentials or a new connection. Insert allows you to select settings you 
already configured and inject them into the workflow code. 

In our case, we already created the workflow and referenced Admin credentials in it, 
but because we have not yet created our Admin credentials, if we test our runbook 
now it will fail. We can do this by using the Manage button and then selecting Add 
Setting. 

We will choose the Add Credential option. This brings us to the Define Credential 
dialog box shown on the following page, where we choose which type of 
credentials we want to store. We have the choices here of selecting either  
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PowerShell Credential or Certificates. In our case, we need to choose PowerShell 
Credential. The Name field should show the name we already referenced in our 
runbook—namely, Administrator:

Next we need to specify the username and password for the credentials. Because 
there is no field for specifying the domain, you have to ensure the username is in 
the format domain\username:
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Now let’s perform a test of our runbook. We can do this by pressing Test on the 
bottom menu. Attempting to start the runbook causes it to notice the param line, 
which is asking for input. This displays a screen asking for the input variable—in 
this case, SRVNAME. When the runbook has completed its run, it will display in the 
output pane on the same screen, as shown here:
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You can click View Details on the bottom menu to view the output of the runbook 
you just tested:

The final step is to publish our runbook now that we have verified its operation. To 
do this, click the Publish button on the bottom menu. You will be asked if you are 
sure whether you want to save and publish your runbook. The runbook will now 
switch from Draft and Published, and you will no longer be able to edit its code. If 
you click back on the Draft page, however, you will get an option to edit the code 
and it will unpublish your runbook and return it to its Draft state.
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If you now click on Dashboard, you will see a Start button on the bottom menu:

Click the Start button. As in the test run, the runbook will prompt you for 
SRVNAME. Once you have supplied this information, the runbook will execute and 
you will be able to view the results on the Jobs page: 
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If you double-click on the last job run (which in this walkthrough is the DetectBios 
job), you will get a dashboard summary of its input and output as shown here:

Finally, let’s also take a look at the Resources page of the Automation section of 
WAP. The resources on this page can include modules, connections, credentials, 
and so on. The procedure for creating any of these resources is exactly as described 
earlier: just use the Add Setting button and choose the appropriate resource you 
wish to add. In the following screen shot, you can see all the resources that are 
stored and ready for calling within our runbooks:
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SMA with Windows PowerShell 
Now that we understand how the Windows Azure Pack portal works with SMA, let’s 
see how to work with SMA without using the Windows Azure Pack portal. SMA can 
be managed in this way entirely using Windows PowerShell.

First let’s see what commands are available for doing this via Windows PowerShell. 
The name of the Windows PowerShell module for SMA is Microsoft.SystemCenter.
ServiceManagementAutomation. If we want to see all the cmdlets available to use in 
this module, we can do this using the following syntax:

get-command –module Microsoft.SystemCenter.ServiceManagementAutomation

Here is the output from this command, which lists all available cmdlets for SMA:

Let’s now take a closer look at some of these cmdlets:

■■ Get-SmaCredential

■■ Set-SmaCredential

■■ Get-SmaRunbook

■■ Start-SmaRunbook

■■ Get-SmaJob

■■ Get-SmaJobOutput

■■ Import-SmaRunbook

■■ Edit-SmaRunbook

■■ Publish-SmaRunbook

Each of these cmdlets when executed will want to know the WebServiceEndpoint, 
which is the SMA web service that has been previously deployed. The SMA web  
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service installs by default to port 9090. The cmdlet automatically assumes this port, 
so you can just specify the basic URL like https://server01 and it will automatically 
connect to port 9090. 

The first cmdlet we will look at is Get-SmaCredential. The syntax to run it is as 
follows:

Get-SmaCredential –WebServiceEndpoint https://server01

Some output from running this command is shown here:

You can see some credential information for the Administrator and Admin accounts 
we previously set up in WAP.

If you want to create a new set of credentials, you can use Set-SmaCredential. The 
following syntax can be used:

Set-SmaCredential –WebServiceEndpoint https://server01  

      –name "MyAdminCreds" –value (get-credential)

Using this command will create a new set of credentials that you can then call by 
using MyAdminCreds. Here is some output for this command:

Next, let’s see which runbooks are available on our SMA installation. Because we 
already created a few runbooks from our Windows Azure Pack portal, we should be 
able to detect our DetectBios runbook. The syntax is as follows:

Get-SmaRunbook –WebServiceEndpoint https://server01  

      –Runbookname DetectBios
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Some things to notice in the output shown next are PublishedRunBookVersionID 
and DraftRunbookVersionID, which you can use to determine whether the runbook 
is draft or published:

Let’s now invoke this particular runbook by using the Start-SmaRunbook cmdlet. 
First, we need to capture the RunbookID using the following syntax:

$runbookid = (Get-SmaRunbook –WebServiceEndpoint https://server01  

      –Runbookname DetectBios).Runbookid

Now we can use the captured RunbookID in the following syntax:

$jobid = Start-SmaRunbook –WebServiceEndpoint https://server01  

      –Runbookid $runbookid –parameters @{"SRVNAME="SERVER02"}

Here, we stored the job in a variable named $jobid, so we can query the job later 
and use this information. We also used a hash table to specify the input parameters 
for our runbook. Because we have a single input parameter named $srvname, in the 
hash table we do not specify the $.

Next we will query the job using the Get-SmaJob cmdlet, which has the following 
syntax:

Get-SmaJob –WebServiceEndpoint https://server01 –jobid $jobid

The output is shown here:
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Because the job has completed, we will review its output to ensure it’s the same 
as what we got in the Windows Azure Pack portal. To do this, we can use the 
Get-SmaJobOutput cmdlet with the following syntax:

Get-SmaJobOutput –webserviceendpoint https://server01 –jobid $jobid  

      –outputtype Output

There are many options you can choose from for OutputType, such as the following:

■■ Any

■■ Error

■■ Output

■■ Progress

■■ Warning

In the next screen shot, we show that the output of the job is very similar in Windows 
PowerShell to what we observed previously in the Windows Azure Pack portal:

The last set of cmdlets we want to examine are those for importing a runbook, 
publishing it, and turning it back to draft for further editing. We will use this example 
again:

Workflow WMIClassQuery{ 

   Param([string]$srvname,[string]$wmiclass) 

   $Credentials = Get-AutomationPSCredential –Name "Admin" 

   $wmiinfo=InLineScript{ Get-Wmiobject –Class $Using:wmiclass }  

      –psComputerName $server –psCredential $Credentials 

   $wmiinfo 

    }

Let’s now save this as a .ps1 file named WMIClassQuery.ps1 in a folder named  
c:\scripts. Now let’s import the workflow we just saved as a runbook by using the 
following syntax:

$runbook = Import-SmaRunbook –Runbookpath c:\scripts\WmiClassQuery.ps1  

      –WebServiceEndpoint https://server01
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Here is some output from running Import-SmaRunbook:

As shown by the previous code sample, we can store the output of the 
Import-SmaRunbook command in a variable named $runbook so that we can use 
the runbook ID for the next commands. 

To publish the runbook so that it can be executed, we use the Publish-SmaRunbook 
cmdlet. Here is the syntax:

Publish-SmaRunbook –WebServiceEndpoint https://server01  

      –Runbookid $runbook.runbookid

The preceding command changes the runbook status from Draft to Published. 

Now let’s use the Start-SmaRunbook cmdlet and specify the parameters for 
SRVNAME and WMICLASS using the following syntax:

$jobid = Start-SmaRunbook –Runbook $runbook.runbookid  

      –WebServiceEndpoint https://server01  

      –parameters @{"SRVNAME"="SERVER01"; 

      "WMICLASS"="Win32_ComputerSystem"}

We wait a few seconds for the job to invoke and complete. Finally, we use the 
Get-SmaJobOutput cmdlet to display the output of the job:

Get-SmaJobOutput –jobid $jobid –WebServiceEndpoint https://server01  

      –OutputType Output

The output in this example is from calling the Win32_ComputerSystem class, as 
shown here:
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In conclusion, SMA is a powerful product that has huge potential to enhance 
datacenter automation through self-service. For additional information, see the 
“Get Started with Service Management Automation: Walkthrough Guide” at  
http://technet.microsoft.com/en-us/library/dn296458.aspx. 

John McCabe
Sr. Premier Field Engineer at Microsoft

How to learn more

The following sections provide links where you can learn more about Windows Azure Pack.

Product home page
Your starting point for exploring, trying, buying, deploying, and supporting Windows Azure 
Pack is this page on Microsoft’s Server and Cloud Platform site: http://www.microsoft.com/
en-us/server-cloud/products/windows-azure-pack/default.aspx. 

TechNet Library
Technical information on deploying and administering Windows Azure Pack can be found  
at http://technet.microsoft.com/en-us/library/dn296435.aspx. You can also download  
technical documentation for Windows Azure Pack from the Microsoft Download Center  
at http://www.microsoft.com/en-us/download/details.aspx?id=40792. 

TechNet wiki
The Windows Azure Pack wiki can be found at http://social.technet.microsoft.com/wiki/
contents/articles/20689.wap-wiki-a-collection-of-windows-azure-pack-and-related-blogs-
videos-and-technet-articles.aspx. 

TechNet forums
To get answers to your questions about Windows Azure Pack, try posting to one of the 
Windows Azure Pack forums on TechNet at http://social.msdn.microsoft.com/Forums/
windowsazure/en-US/home?forum=windowsazurepack. 
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Channel 9
Channel 9 on MSDN has lots of helpful videos on Windows Azure Pack. See http://channel9 
.msdn.com/search?term=azure+pack&type=All. 

Twitter
@WindowsAzure is your official Twitter source for Windows Azure solutions and news. You 
can find reviews, discussions, and helpful information at https://twitter.com/windowsazure. 
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