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Abstract

The Windows Protocols system includes the set of protocols that are part of the Microsoft
Communications Protocol Program (MCPP). This includes protocols implemented in a Microsoft
Windows 2000 Professional, Windows XP, Windows Vista, or successor des operating system
that are used to interoperate or communicate with a Microsoft Server op g system product.
This document provides a system overview for protocols and systems ibed in the protocols
technical documents (TDs), Protocol Family system documents (PF d Defined Tasks system
documents (DTSDs) that are included in the MCPP program. It pr tem overview of how
these systems and protocols relate to each other.
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1 Introduction

Microsoft works with many other companies and industry initiatives to enable Microsoft products to
interoperate with other networks and network services. Network protocols are developed and promoted
by a variety of formal standards bodies, industry consortia, and individual companies worldwide.
Microsoft actively participates and contributes to the standardization process in many standards bodies
and develops implementations to make the Windows operating system interoperable with other products
that implement these protocols.

ws, together with
nt with its obligations under

Microsoft makes available specific client-server protocols implemented in
whatever intellectual property rights it may have in those protocols, co

websites such as MSDN, or through standards organizations or ot
Communications protocols are available for licensing through th ications Protocol

This document provides a system overview for protocols ocols technical
documents (TDs), Protocol Family system documents ( cuments

(DTSDs) that are included in the MCPP program. It provi erview of how these systems and
protocols relate to each other.

This document is organized as follows:

= Section 1, “Introduction”, describes what y i provides a list of terms defined

in this document and pointers to terms use _ d elsewhere in the
documentation set, and provides a list of refere to the overall Windows Protocols
System.

= Section 2, “"Overview”, intro g i ols System. It provides a high-level map of how

to know to understand and i : i et of protocols that exist in the MCPP document
set. It includes concepts > gories of protocols, purposes of the Windows

e", describes the white box relationships, including the protocol
at the system level and the interrelationships among its components,

= Section 6, "Syste s", lists the examples covered in the Architectural Details sections in the

System Documents.
= Appendix B, "Scenarios", provides examples for the following subjects:
= Power Shell

= Branch Caching
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1.1 Glossary

The following terms are defined in [MS-GLOS]:

Active Directory (AD)
application

certificate

certification authority (CA)
certificate revocation list (CRL)
certificate template

client

Distributed File System (DFS) client

directory

domain

domain controller (DC)
enrollment

Group Policy

health policy server
Lightweight Directory A
Network Access Prote
Network Access Protectio

metafile

printer driver
print job
print queue
print server
protocol data unit (PDU)
reference identifier (RID)

Remote Desktop Protocol (RDP)
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remote procedure call (RPC)
reference identifier (RID)
schema object

security account manager (SAM)
security identifier (SID)

server

Server Message Block (SMB)
shell

smart card

terminal server
Terminal Services

TLS

transaction

transaction manager
trust

tunnel

The following terms are defi
Collaboration Client
ILS Server

The following term

ing terms are defi

Resource
resource manage
The following terms are

Caller ID

Transmitting Station ID (TSID) [aka Transmission ID]

Fax Service Provider (FSP)

Fax Job

lefined in [MS-FAX]:
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Fax Queue

The following terms are defined in [MS-FSSO]:
DFS Service

File Client

file server

NFS File Client

NFS File Service

SMB File Client

SMB File Service

SMB Access Protocols

The following terms are defined in [MS-MGSO]:
DirectPlay System

The following terms are defined in [MS-M
message
outgoing queue
queue

queue manager
system queue

The following term

Content
Content Server
The following terms are defined in [MS-PCHC]:
Hosted cache

The following terms are defined in [MS-PSSO]:

Print Spooler

The following terms are defined in [MS-RDPBCGR]:

A

defined in [MS-PCCRC
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Multipoint Communication Service (MCS)

The following terms are defined in [MS-RDPCR2]:
desktop
The following terms are defined in [MS-RDPEAI]:

dynamic virtual channel (DVC)

RDP Client
The following terms are defined in [MS-RDPEDYC]:
static virtual channel

The following terms are defined in [MS-RMPR]:
license

The following terms are defined in [MS-RPRN]:
Print Processor

The following terms are defined in [MS-SM

object store
The following terms are defined in [MS-SOH]:
system health validator (S
The following terms are de
Internet Locator Servic
The following terms are define

two-phase

The follo g terms are define
clipboard re
firewall

The following terms a ed in [MS-WSUSSS]:
downstream server (DSS)
update

upstream server (USS)
The following terms are defined in [MS-WUSP]:

client computer

A
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metadata

target group

The following terms are defined in [MS-XCEP]:
certificate enroliment policy

The following terms are defined in [REC2753]:

policy enforcement point (PEP)
policy decision point (PDP)
The following terms are newly defined in this document:

BranchCache™: A Content Caching and Retrieval feature, en and web servers on
a wide area network (WAN) to be cached on computers at a ice. le in 2 modes:
Hosted Cache and Distributed Cache.

3 Processing Standards Publication, "Secure Hash Standard", FIPS PUB
180-2, August 20 : .nist.gov/publications/fips/fips180-2/fips180-2.pdf

[FIPS197] National of Standards and Technology, "Federal Information Processing Standards
Publication 197: Advanced Encryption Standard (AES)", November 2001,
http://www.csrc.nist.gov/publications/fips/fips197/fips-197.pdf

[MC-DPLNAT] Microsoft Corporation, "DirectPlay 8 Protocol: NAT Locator Specification" September 2007.

[MS-ADSO] Microsoft Corporation, "Active Directory System Overview", to be published 2009.
[MS-AUTHSO] Microsoft Corporation, "Authentication Services System Overview", to be published 2009.
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2 Overview

This section provides an overview of the protocol families, defined tasks, and individual protocols that
make up the Windows Protocols System.

2.1 System Summary

Protocols of the Windows Protocols System are part of the Microsoft Communications Protocol Program
(MCPP), which includes protocols implemented in a Microsoft Windows 2000 ssional, Windows XP,
Windows Vista, or Windows 7 desktop operating system that are used to o or communicate with a
Microsoft server-side operating system product.

Microsoft client-server communications uses both industry-standard
under the MCPP program. Protocols included in the MCPP progra
standard protocol (such as the Kerberos Interactive Logon Prot

nd protocols licensed
tension of an industry
Microsoft proprietary

documentation describes the nature and intent of the
of the protocol already defined in the standards documen
MCPP documentation defines the complete protocol.

ribe that part
osoft proprietary protocols, the

The MCPP program licenses protocols for the tasks:
= Authentication Services Server
= Certificate Services Server

= Collaboration Server

= Digital Rights Managem
= File Server

= General Server

Health Certifi

Systems Manageme
* Terminal Server

= Virtual Private Network Server
= Web Server

= Windows Update Services Server
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For the most up-to-date list of MCPP tasks and associated protocols, please refer to the MCPP website at

http://www.microsoft.com/about/legal/intellectualproperty/protocols/mcpp.mspx. Microsoft updates this

website regularly to include updated and new MCPP protocols as detailed in the MCPP license agreement.

The following section summarizes the protocol family systems and defined tasks systems that are part of
the overall Windows Protocols System.

2.2 List of Windows Protocol Systems and Tasks

a service that stores

rarchical organization of
e or more attributes. Each
me that is unique among

The Active Directory System provides a directory service. A directory servi
and organizes directory objects in a centralized, hierarchical data store. Thi
objects is called the directory. A directory object is an object that contai
attribute can have one or more values. Directory objects are identifie
all directory objects in the directory service. The directory objects
with regards to other directory objects. The Active Directory Sys i undation for

such as group policies and printer location information. i ore servers,
known as directory servers, in which directory objects c eried for, modified, and deleted.
Each directory object is a collection of attributes, each of ns one or more values. One
common directory object is the user object, which represents count and stores information such as
the user name and password.

The Authentication Services System incl 5 S€ i sks between client and server
computers and domain controllers. It covers authentication for several
specific tasks of interactive logon, HTTP Web acces ervices, and remote operations.
Authentication is the action of proving identity to
plays a central role in the Window i basis for proof of identity and ability to control
SS can use services provided by clients, servers,
and domain controllers. The lers work in conjunction to provide management
of accounts; the client pr redentials to be used to prove identity to the
server computer. Domai i vices, specifically Active Directory, which is the

tem includes one task for automatically enrolling and renewing
administrators usually perform this task manually.
ificate enrollment and the re- enrollment of expired certificates,

rtlﬁcate or encryption and authentlcatlon Implementing the Computer
Certificate ables a system to enroll and re-enroll certificates automatically.
Autoenroll details for enrollment and re-enroliment of certificates. Autoenroliment
serves a centre i i server relationships that rely on certificate enrollment. Autoenroliment

these policies, and cates can be issued based on the templates in these policies.

The Certification Aut ty System uses public key cryptography to issue certificates that can be used
for a variety of purposes, including encryption and authentication. A certification authority (CA) issues
certificates and confirms to other entities that the certificate is valid. People, computers, and applications,
can all be issued certificates from the CA. Certificate holders can use the private key to digitally encrypt
data, to digitally sign documents, and to identify themselves. A public key infrastructure (PKI) supports
public key cryptography within and between organizations. A PKI consists of digital certificates, key pairs,
CAs, and other registration authorities. A certificate is a digital statement issued by a CA that vouches for
the identity of the certificate holder; a certificate binds a public key and a collection of attributes to the
certificate holder. The certificate can be freely shared with other entities.
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The Collaboration Services System includes two sets of logical procedures (Defined Tasks) necessary
for Collaboration Clients to locate each other on a network using the directory facilities provided by an
ILS Server. Software used for collaboration includes applications such as application sharing, e-mail,
whiteboarding, sharing a calendar, instant messaging, text chat, and remote desktop. NetMeeting is an
example of the Microsoft implementation of collaboration software. One of the common Tasks used in
collaboration applications includes methods that allow clients to locate each other. One of the solutions is
to register their location in a central store so that other Collaboration Clients can find them. The
Collaboration Services System Tasks use the Telephony API Internet Locator Service Data block
protocol specified in [MS-TAIL] as the key protocol for communications with the central store.

The Domain Interactions System includes the Windows protocols that
relationship with the domain. This includes protocols that are used to co
controller and maintain state, protocols that are used to augment au
actions, and protocols that are used to interact with domain contro
often configured with a domain controller providing centralized s
many machines. Many network related operations depend on
The Domain Interactions System describes some of these t

ed together to maintain a
nicate with a domain
ion and authorization
t Windows networks are
and administration of

ns in order plete various tasks.

» Locating a domain controller using DNS and NetBIO
»= Joining a domain using a predefined account.
= Joining a domain by creating an account vi Manager (SAM) RPC interface.

= Joining a domain by creating an account
protocol.

Access Protocol (LDAP)

= Removing a domain member.

The File Access Services Systemi hat enable network file access and sharing in
Microsoft Windows operating . Fi ervices allow a client computer to discover,
access, and share files th t ailable by, a server computer. Most businesses

i for file hierarchies stored in a file system
ipulated by applications on other computers.
ote file access. A key goal is to ensure

e semantics to clients as if the shared object store
rough a protocol with more limited semantics, such as FTP or

ity. The File Access Services System addresses these needs.

application compatlblllty by pro
were local to the 3 g the

puters within an Active Directory environment. Administrators can
ly on the Windows operating system to enforce that policy.

is a communications service that enables reliable and secure
asynchronous messag ween applications over a variety of deployment topologies. The Message
Queuing System temporally decouples the act of sending a message from the act of receiving that
message, allowing applications to communicate even if their execution lifetimes do not overlap.
Applications send messages to a queue and/or receive messages from a queue. The queue provides
persistence of the messages, enabling them to survive across application restarts. This abstraction
enables an application to send messages even if the receiving application is not executing or is
unreachable due to a network outage.

The Media Streaming Server (MSS) System enables the creation, distribution, and playback of audio
and video content. It enables administrators and content providers to create media solutions for various
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uses such as corporate communications, training and education, e-commerce, and commercial broadcast.
The main physical components of MSS include a computer running a media encoder, a server running as
a media server, and several client computers running media play clients. The encoder converts both live
and prerecorded audio and video content to a media format, the server distributes the content over a
network or the Internet and the media player receives the content. In order to scale and meet network
demands, the system can also include cache and proxy servers, and distribution servers. For E-commerce
scenarios, MSS enables scenarios ranging from live broadcast playback to on-demand playback and may
require the support of Digital Rights Management components to provide the administrator with the
ability to securely encrypt content that is being broadcasted and downloaded.

The Multiplayer Games System is designed to transport game and user
gaming scenarios. The protocols in this system provide game session m
functionality for controlling options for sending data and voice. Contr
guaranteeing data delivery sequencing, and coalescence of packet
functions for using network address translation (NAT).

o support multiplayer
ment as well as

for data include reliability,
ay System also provides

communication
d network

asks that allow
ealth information, re

The Network Access Protection System includes a varie
of information related to the health of a system, evaluatio
access, and correction of health state, including the foll

» NAP clients collect and communicate their health stat to NAP health policy servers.

* NAP health policy servers determine overall health compli
remediation measures that a NAP client r
can become compliant.

nd the prescribed actions and

* NAP health policy servers collect and com ) ) i nd remediation measures to
NAP clients.

* NAP health policy servers con i = ss restrictions to policy enforcement points for

NAP is a distributed system c ien ] vers, which collectively ensures that individual

hosts and the corporate netwo ' . "Healthy" means that the systems have the
updates and softw i ey are conﬂgured in the manner prescribed by system health
policies. The to ensure that individual hosts and the IT infrastructure as a
whole are

ionality for managing a distributed print infrastructure of Print
nters. One or more printers are shared among multiple Print Clients
epresented as Print Queues located on Print Servers. A Print Client has
Queues shared by one or more Print Servers, comprising a simple hub-
’rint Services System enables a large number of people to print to a

bles an administrator to enforce which printers can be used by each user
and when they can be and automates the process of installing and updating necessary printer
drivers on numerous computers that send jobs to remote printers. The Print Services System can be
deployed within a domain-based network, or in a home or workgroup environment. With Windows
implementations, each Print Client can also act as a Print Server and share locally connected printers with
other Print Clients.

using a Pri
one or more

small number of p

The Rights Management Services System provides protection of information through persistent usage
policies. This enables usage rights to be enforced after the information is accessed by an authorized
recipient, such as restricting copying, printing, or forwarding. RMS enables enforcement of corporate
policy governing the control and dissemination of confidential or proprietary information. Rights
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management allows individuals and administrators to encrypt and specify access permissions to various
types of data, including documents and e-mail messages. This helps prevent sensitive information from
being accessed and used by unauthorized people. After permissions to content have been restricted by
using rights management, the access and usage restrictions are enforced no matter where the
information is, because the permissions are stored in the content itself.

The Transaction Processing Services System provides transaction processing services for systems
that require transactions to be coordinated in a distributed system. Transaction processing is designed to
maintain a computation system in a known, consistent state. It allows multiple individual operations to be
linked together as a single, indivisible operation: an atomic transaction. Bro eaking, transaction
processing involves updating data, which may be distributed across multip tems, so that either all
the changes happen or none of the changes happen. Resources may be , such as rows in a database,
or logical entities, such as the execution state of a program. Resourc d by a transaction may be
in separate systems.

The Terminal Services System provides functionality for sec
servers, for channeling communication between component
managing servers. The Terminal Services System implem

mote clients an ers, and for
e Remote Desktop ol (RDP), which

different types of data including presentation data, highly-
user input), device communication, and licensing information.

represented as objects, following the Common In e vides multiple network
protocols for accessing resources. The protoco

pution controls for administrators, and monitoring
e d update server. A software update can be an
update to an application o ibuti i or driver for a hardware device. The Windows

ing installation activity back to the server. This
erver Update Services client and server to enable
ailable on the server. In addition, it also requires communication
e update information, the updates, and administrative intent in a

system requires communicat
clients to discover
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3 Foundation

This section describes the theoretical and practical information needed to understand this document and
this system.

3.1 Background Knowledge and System-Specific Concepts

This section summarizes:

= Background knowledge required to understand this document.
= Concepts that are specific to this system.

e of publicly available
s concepts such as:

The Windows Protocols System documentation assumes the reader.
standard specifications, network programming art, and Window

= TCP/IP
= HTTP

= SOAP
= UNC
Foundational knowledge of the following co is section, is also assumed:
= Remote procedure calls (RPC)
= Named pipes

= Domain services

= Authentication and aut

Microsoft provide [ ols at different layers of the OSI Networking Model. The following
diagram sho i working protocols fit into that model.
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3.1.1.1 Remo

This section provides erview of remote procedure calls and how they are implemented in Windows.

3.1.1.1.1 Remote Procedure Call Model

A remote procedure call (RPC) is a secure inter-process communication (IPC) mechanism that enables
data exchange and invocation of functionality residing in a different process. That different process can
be on the same machine, on the local area network, or across the Internet. This section explains the RPC
programming model and the model for distributed systems that can be implemented by using RPC.
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RPC supports 64-bit editions of Windows. In Windows XP, there are three types of processes: native 32-
bit processes, native 64-bit processes, and 32-bit processes running under the 32-bit process emulator
on a 64-bit system (often referred to as WOWG6432 processes). Using RPC, developers can transparently
communicate between different types of process; RPC automatically manages process differences behind
the scenes.

RPC was initially developed as an extension to Open Software Foundation (OSF) RPC (later it became the
distributed Computer Environment aka DCE RPC see [C706]). With the exception of some of its advanced
features, The Microsoft implementation of RPC is interoperable with other vendors' implementations of

OSF /DCE RPC.

This section also provides an overview of RPC components and their ope . The information is

presented in the following topics:
= Programming Model

= Distributed Systems Model

= How RPC Works

= Microsoft RPC Components

= Microsoft RPC Security Model

3.1.1.1.2 Programming Model

In the early days of computer programming, - i large monolithic chunk that
was filled with goto statements. Each program j n input and output to different
hardware devices. As the programming discipline c i ithic code was organized into
procedures and the most con proced libraries for sharing and reuse.

Main

Figure 1: Monolithic vs. procedural implementation model

In procedure-oriented programming languages such as C, the main procedure relates to all other
procedures as black boxes. For example, the main procedure cannot find out how procedures A, B, and X
do their work. The main procedure only calls another procedure; it has no information about how that
procedure is implemented.
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Main

Frocedure A Procedure B Procedure X ‘
[

Procedurea ¥ Procedure £

Figure 2: Procedure-oriented code implementation

Procedure-oriented programming languages provide si riting
procedures. For example, the ISO-standard C-function pr nstruct that is used to specify the
name of a procedure, the type of the result that it returns ( d the number, sequence, and type
of its parameters. Using the function prototype is a formal wa ecify an interface between
procedures

Microsoft RPC builds on that programming mc i at are grouped together in
interfaces to reside in different processes than - o) adds a more formal
approach to procedure deﬁnltlon that allows th d procedure to adopt a contract for

3.1.1.1

Traditio i ultiple computers meant splitting the software into separate
client and . In such systems, the client component handled the user interface and the
server provia ing, such as database access, printing, and so on.

As computers pro
splitting software 0 multiple components became more convenient, with each component
running on a differen buter and performing a specialized function. This approach simplified
development, manage t, administration, and often improved performance and robustness because

failure in one computer did not necessarily disable the entire system.

In many cases the system appears to the client as an opaque cloud that performs the necessary
operations, even though the distributed system is composed of individual nodes, as illustrated in the
following figure.
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RPC
Servers

Figure 3: Distributed system paradigm

The opacity of the cloud is maintained becac

server program. The
memory resource alloca
architecture.

st a particular operation; in
omputers within the cloud

0 users that a client directly calls a procedure that is located in a remote
and server each have their own address spaces; that is, each has its own
d to data that is used by the procedure. The following figure illustrates the RPC
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Client Server

Application Application
+ 1 14+ + B 7 +
Client Sub Server Sub
+ 2 13+ + 9 6 *
Client Run-Time Library Server Run-Time Library
+ 3 12+ +1u 5 *
Transport Transport

| | I
11 4

Figure 4: RPC architectural implementation mode

dure instead of the actual code that
the client application. Instead of
client stub code:

As the illustration shows, the client application calls a local
is implementing the procedure. Stubs are compiled and linke
containing the actual code that implements tt

= Retrieves the required parameters from t

= Translates the parameters as needed into a report (NDR) format for
transmission over the network.

= Calls functions in the RPC ¢ i i ond the request and its parameters to the server.
The server performs the f

= The server RPC run-time ; : equest and call the server stub procedure.

ibly generating output parameters and a return value. When the
remote a similar sequence of steps returns the data to the client.

= The remote its data to the server stub.

and returns them t PC run-time library functions.
= The server RPC run-time library functions transmit the data on the network to the client computer.

= The client completes the process by accepting the data over the network and returning it to the calling
function.

= The client RPC run-time library receives the remote-procedure return values and returns them to the
client stub.
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= The client stub converts the data from its NDR to the format used by the client computer. The stub
writes data into the client memory and returns the result to the calling program on the client.

= The calling procedure continues as if the procedure had been called on the same computer.

For Windows, the run-time libraries are provided in two parts: an import library, which is linked with the
application; and the RPC run-time library, which is implemented as a dynamic-link library (DLL).

The server application contains calls to the server run-time library functions that register the server's
interface and allow the server to accept remote procedure calls. The server a tion also contains the
application-specific remote procedures that are called by the client applicati

3.1.1.1.5 Microsoft RPC Components
Microsoft RPC includes the following major components:
= The MIDL compiler.

»= Run-time libraries and header files.
= The name service provider (sometimes referred to
= The endpoint mapper (sometimes referred to as the por

the remote procedures. The Microsoft imple ; i called the Microsoft Interface
Definition Language, or MIDL.

procedure calls.

Stubs are placeholder fu > to the run-time library functions, which manage the

agnostic; th
described in [
client and server

2.1 Transport. In a similar manner MSRPC is authentication agnostic. A

a list of security providers. (SPNEGO, NTLM, Kerberos, Netlogon, No
Authentication). The given in [MS-RPCE] section 2.2.1.1.7 Security Providers. The security
provider required is ind ed by calling the RPC runtime routine RpcServerRegisterAuthInfo (this is the
Microsoft implementation of the DCE function rpc_server_register_auth_info). In addition to the choice of
security provider there is the concept of authentication level. The authentication level allows fine grain
control over the level of protection. The possible authentication levels and the meaning are described in
[MS-RPCE] section 2.2.1.1.8 Authentication Levels. There is a detailed example and explanation of a
Remote Procedure Services server task in the Authentication Services System Overview [MS-AUTHSO].
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3.1.1.2 RPC over HTTP Protocol

The RPC over HTTP protocol [MS-RPCH] specifies the use of either HTTP [RFC2616] or HTTPS [RFC2818
as a transport for the Microsoft Remote Procedure Calls Extensions [MS-RPCE]. In particular, it specifies
provisions for using HTTP request/response streams as virtual channels, encoding rules for transporting
RPC PDUs with HTTP requests and responses, and roles for participants in the protocol.

3.1.1.2.1 Protocol Stack

The following diagram illustrates the protocol stack resulting from the combi oles and encoding rules

for the RPC over HTTP protocol [MS-RPCH].

RPC over
HTTP

HTTP HTTPS

| [
Endpoint Mapper: TCP port 593
Prowy: Dynamic TCP port

HHTP: TCP port B0 HTTPS: TCP port 443

v v v

TCP

v

IP

: >

Physical Media

Figure 5: RPC ocol stack

gram, the RPC over HTTP protocol is layered directly over the HTTP and
r standard TCP port numbers.

As shown in the pre
HTTPS protocols using

The protocol stack for this section does not contain any other protocols.

3.1.1.2.2 Logical Dependencies

The RPC over HTTP protocol [MS-RPCH] is not logically dependent on any protocols other than HTTP,
HTTPS, and TCP, which are its underlying transports.
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3.1.1.3 Distributed Component Object Model

The Distributed Component Object Model (DCOM) Remote Protocol, as specified in [MS-DCOM], provides
mechanisms for exposing application objects in distributed systems via remote procedure calls. It
consists of a set of RPC interfaces that may be implemented over any RPC transport by using any RPC
protocol sequence that is supported by the Remote Procedure Call Protocol Extensions, as specified in
[MS-RPCE]. This layering is illustrated in the following diagram.

DCOM

RPC Interfaces (all RPC protocal sequences);
= Jactivation: 4d9f4ab8-7d1c-11cf-861e-0020afGe 757
[RemoteSCMACtivator: 000001A0-0000-0000-C000=-000000000046

-
«  [0bjectExporter: 99fcfecd-5260-101b-bbcb-00aa0021347a
«  IRemUnknown: 00000131-0000-0000-C000-000000000046
«  IRemUnknown2: 00000143-0000-0000-C000-000000000046

Y

RPC

MNetwork
Transports

Figure 6: ocol Extensions stack layers
The DC ifi [MS-DCOM], is not logically dependent on any protocols other
than the ) rotocol Extensions.
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3.1.1.4 Named Pipes

Many protocols layer on top of named pipes, either directly or indirectly, through the Remote Procedure
Call Protocol Extensions as specified in [MS-RPCE]. When named pipes are used, they have the
advantage of insulating the higher-layer protocol from what transport was chosen and also of offering the
higher-layer protocol the authentication services of the CIFS/S