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Sometimes the best way to solve a computer problem is to invite someone you trust to help you—even if 
they’re miles away. Remote Assistance allows you to do just this. When you invite a person you know and 
trust, or a technology professional, to help, that person can view your computer screen and chat with you 
about the issue.

With your permission, your helper can use his or her mouse and keyboard to control your computer and 
show you how to fix a problem. Conversely, you can also help someone else the same way.

How does Windows Remote Assistance work? 

 n First you invite a person to help you, using e-mail or an instant message.

 n After the person accepts the invitation, Windows Remote Assistance creates an encrypted connection 
between the two computers over the Internet or the network that both computers are connected to. 

 n You give the other person a password so that he or she can connect. 

You can also offer assistance to someone else, and when that person accepts your offer to help, Windows 
Remote Assistance creates an encrypted connection between the two computers.

More Information:

 n Windows Vista Help & How to—What is remote assistance?: http://windowshelp.microsoft.com/
Windows/en-us/help/1906e592-9192-46e4-92fa-d16eb716ad711033.mspx

What is Remote Assistance?

Figure 1—Using Remote Assistance, 
one person can make repairs to another 
person’s computer through a network 
connection. 
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Using Windows Remote Assistance is a safe, easy way to invite someone you trust to connect to your 
computer and help you.

 1. To open Remote Assistance, click the Windows logo in the bottom left corner of your display,  
then All Programs, then Maintenance, and then Windows Remote Assistance.

 2. Click on Invite someone you trust to help you.

 3. Choose an invitation method.

The use e-mail to send an invitation option is best if you are connecting via the Internet, and you have a 
desktop-based e-mail program, such as Microsoft Outlook or Windows Live Mail. If you use a Web based 
e-mail program, or if you prefer to save it to a disk, USB flash drive or other device or location that you 
can give to the person helping you, choose Save this invitation as a file. Your helper will then receive the 
Remote Assistance password you created, and help you repair your computer.

Before you allow someone to connect to your computer, close any open programs or documents that you don’t want your 
helper to see. Watch what your helper is doing. If at any time you feel uncomfortable about what that person is seeing or 

doing on your computer, click Disconnect or Stop sharing, or press ESC to end the session. 

How can I let someone repair my computer 
remotely?

Figure 2—The two Remote Assistance 
invitation methods.
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As you use Remote Assistance, you might want to change some of the settings, or you may have some 
questions about security and safety.  We have listed the most common issues below, along with instructions 
for making changes to certain settings.

Are my privacy and computer security affected when I use Remote Assistance? 

When someone uses Windows Remote Assistance to connect to your computer, that person can see your 
desktop, any open documents, and any visible private information. In addition, if you allow your helper to 
control your computer with his or her mouse and keyboard, that person can do things like delete files or 
change settings. So only allow people you trust to access or share control of your computer.

Before you allow someone to connect to your computer, close any open programs or documents that you 
don’t want your helper to see. Watch what your helper is doing. If at any time you feel uncomfortable 
about what that person is seeing or doing on your computer, click disconnect, click stop sharing, or press 
esC to end the session.  

What happens if I select the “Allow <helper> to respond to User Account Control prompts” 
check box? 

This check box appears on the message that you see when your helper asks to share control of your 
desktop. If you select this check box, your helper can respond to requests from the computer for 
administrator consent or administrator credentials, such as a user name or password. Then your helper can 
run administrator-level programs without needing your participation.

You can allow your helper to run administrator-level programs only if you can run them yourself. You will 
be asked for consent or credentials before giving your helper these abilities.  Your helper won’t be able to 
see your desktop while you provide consent or credentials. 

Some changes you can make during a Remote Assistance session

 n Use esC key to stop sharing control

This setting allows you to press esC on your keyboard to stop sharing control of your computer with 
your helper. (You can also use the “stop sharing” button.) 

How can I let someone repair my computer remotely? (continued)
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 n Save a log of this session

This setting allows Windows Remote Assistance to save a log (a record) of your session for your 
reference. You can refer to the log later if you need to see exactly what happened during a session. 
(For example, you could check to see which files were transferred between you and your helper.)  
The log file is stored in Documents\Remote Assistance Logs.

 n  Bandwidth usage

If you have a low-bandwidth connection (such as a dial-up connection), turning off some of the 
visual effects in Windows can improve your connection. Move the slider down to turn off visual 
effects one by one. If you move the slider up, the visual effects are gradually turned on again, but be 
aware that this can potentially slow down your programs if you have a low-bandwidth connection.

To resend a Remote Assistance invitation

On the first page of the Windows Remote Assistance wizard, under Or use a previous invitation again,  
click the invitation you want to resend, type and confirm a password, and then click Finish.

To allow your helper to respond to User Account Control prompts

 1. Click on the Windows logo in the bottom left corner of your display, then click Control Panel,  
then system and Maintenance, and then system. 

 2. Click Remote settings.  

Figure 3—Remote settings

How can I let someone repair my computer remotely? (continued)
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If you are prompted for an administrator password or confirmation, type the password or provide 
confirmation. 

 3. Select the Allow Remote Assistance connections to this computer check box.  

 4. Click Advanced... and click to select the Allow this computer to be controlled remotely check box.

If you select this check box, your helper can respond to requests from the computer for administrator 
consent or administrator credentials, such as a user name or password. Then your helper can run 
administrator-level programs without needing your participation.

You can allow your helper to run administrator-level programs only if you can run them yourself. You will 
be asked for consent or credentials before giving your helper these abilities. Your helper won’t be able to 
see your desktop while you provide consent or credentials. 

Figure 4—After you click the 
Advanced… button, you’ll see 
the Remote Assistance Settings 
dialog box.

How can I let someone repair my computer remotely? (continued)
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To change firewall settings in order to use Windows Remote Assistance

You may see a note about firewall settings when you go through the process to receive Remote Assistance. 
You can click on the link provided to change the settings, or do the following:

 1. To open Windows Firewall, click on the Windows logo in the bottom left corner of your display,  
then click Control Panel, then security, and then Windows Firewall. 

 2. Click Allow a program through Windows Firewall. 

If you are prompted for an administrator password or confirmation, type the password or provide 
confirmation. 

 3. Under Program or port, select the check box next to Remote Assistance, and then click OK.

If you use a different firewall, follow the instructions that came with your firewall.

Figure 5—Allowing Remote 
Assitance through the Windows 
Firewall.

How can I let someone repair my computer remotely? (continued)

http://www.microsoft.com/windows/guides


8Learn more about how you can use Windows to simplify your life with Windows Guides

WINDOWS GU IDE Using Remote Assistance

To set the maximum amount of time that Windows Remote Assistance invitations   
can remain open

On the computer that you want someone to connect to, follow these steps:

 1. To open System, click the Windows logo in the bottom left corner of your display, then click Control 
Panel, then system and Maintenance, and then system. 

 2. Click Remote settings.  

If you are prompted for an administrator password or confirmation, type the password or provide 
confirmation. 

 3. Select the Allow Remote Assistance connections to this computer check box. 

 4. Click Advanced..., and then, under Invitations, select the time from the two drop-down selections. 

If you have an open Windows Remote Assistance invitation and want to make it expire 

By default, an invitation automatically expires after six hours. To cancel an invitation sooner than that,  
close the Windows Remote Assistance session that is waiting for an incoming connection.

To prevent non-administrators from giving permission to share your computer

This might be a good thing to do if you have children that could access or attempt to use Remote 
Assistance, or if your computer has multiple users. To do so, on the computer that you want someone to 
connect to, follow these steps:

How can I let someone repair my computer remotely? (continued)
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 1. To open System, click the Windows logo in the bottom left corner of your display, then click Control 
Panel, then system and Maintenance, and then system. 

 2. Click Remote settings.  

If you are prompted for an administrator password or confirmation, type the password or provide 
confirmation. 

 3. Select the Allow Remote Assistance connections to this computer check box.  

 4. Click Advanced..., and then clear the Allow this computer to be controlled remotely check box.

You can also clear the Allow Remote Assistance connections to this computer check box.

More Information:

 n Windows Vista Help & How to—Get help with your computer using Remote Assistance: http:// 
windowshelp.microsoft.com/Windows/en-us/help/8cb0f62f-9b65-4aa8-ad02-
4ef102ee7c521033.mspx

Figure 6—The link to Remote 
Settings is in the left pane of the 
System dialog box.

How can I let someone repair my computer remotely? (continued)
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You can use Windows Remote Assistance to connect to someone’s computer and help him or her with a 
computer problem, even if you’re not nearby.

 1. Open Remote Assistance by clicking the start button, clicking All Programs, clicking Maintenance, 
and then clicking Windows Remote Assistance. 

 2. Click on Offer to help someone

There are two ways to connect to the other person’s computer:

 n By opening an invitation file that the other person gives you. This is the best method if you are  
connecting via the Internet.

 n By typing the computer name or IP address of the other computer. This is the best option if both 
computers are on a private network, but requires greater technical skill.

How can I repair someone else’s computer 
remotely?

Figure 7—The two Remote 
Assistance connection options.
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Use an invitation file

With this option, the person you want to help provides you with an invitation file. An invitation file is a 
special type of Remote Assistance file that you can use to connect to another person’s computer. 

The other person must create the invitation file on his or her computer by opening Remote Assistance and 
selecting Invite someone you trust to help you. Then that person must give you the invitation file and tell 
you the password associated with it. They can provide you with this information by:

 n Sending it to you in an e-mail message

 n Saving the file to a disk, a memory device such as a USB flash drive, or a network location where you 
can retrieve the file

You can enter the path and file name of the invitation file in the Enter an invitation file location box,  
or double-click the invitation file to begin the connection process.

Use a computer name or IP address

This option requires greater technical skill, and is used mainly by technical support centers to provide 
computer help to people in an organization, but we’re including it here in case a reader has that skill,  
is helping someone and just needs a quick refresher. 

Your computer must be on the same domain or network as the other person’s computer. Before you can 
connect this way you need to do three things on the other person’s computer:

 n Add yourself to the Offer Remote Assistance Helpers group

 n Create Windows Firewall exceptions for msra.exe and raserver.exe.

 n Open the DCOM port 135 (TCP) in Windows Firewall

By adding a user account to a group, you can avoid having to grant the same access and permission to 
many different users one by one. Members of a group can make the same types of changes to settings and 
have the same access to folders, printers, and other network services.

 1. Click to open Microsoft Management Console. The easiest way to do this is by typing mmc into 
Windows’ search and launching mmc.exe when it appears.

If you are prompted for an administrator password or confirmation, type the password or provide 
confirmation.

How can I repair someone else’s computer remotely? (continued)
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 2. In the left pane of Microsoft Management Console, click Local users and Groups. 

If you don’t see Local Users and Groups, it’s probably because that snap-in has not been added to 
Microsoft Management Console. Follow these steps to install it:

 a. In Microsoft Management Console, click the File menu, and then click Add/Remove snap-in.

 b. Click Local users and Groups, and then click Add.

 c. Click Local computer, and then click Finish.

 d. Click OK.

 e. On the left-hand pane, click the arrow next to Local users and Groups (Local)

 f. Double-click the Groups folder.

 g. Right-click Remote desktop users and click Add to Group.

To help make your computer more secure, add a user to the Administrators group only if it is absolutely 
necessary. Users in the Administrators group have complete control of the computer. They can see everyone’s 

files, change anyone’s password, and install any software they want.

 h. Click Add, and then type the name of the user account.

 i. Click Check names, click OK, and then click OK again.

On a corporate network, this configuration is usually turned on automatically through Group Policy.  
After the other computer is configured, you can connect to it by entering the name or address in the 
Computer name or IP address box.

If you need to enable Windows Remote Assistance on the other computer:

 1. Open System by clicking the start button, clicking Control Panel, clicking system and Maintenance, 
and then clicking system.

 2. Click Remote settings.  

If you are prompted for an administrator password or confirmation, type the password or provide 
confirmation.

How can I repair someone else’s computer remotely? (continued)
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 3. Select the Allow Remote Assistance connections to this computer check box. 

When you select this check box:

 n You can send and receive Windows Remote Assistance invitations using e-mail or a file. 

 n You can use instant messaging to correspond with the person you are helping. 

 n Windows Remote Assistance is allowed through Windows Firewall so that your computer can  
communicate with the computer of the person you are helping. 

 n The Teredo service starts. This service allows you to connect to the other person’s computer using 
most routers (wired and wireless) that perform network address translation (NAT). The service  
contacts a Microsoft Teredo server to get an IPv6 address for the remote connection.

Once you are connected

After connecting to someone’s computer using Remote Assistance, you will gain access to their desktop 
and you can walk them through the issue they are having trouble with.  Depending on the settings they 
have chosen, you can chat about what you both see.  If the person you are helping has provided you with 
administrator credentials, you can run administrator-level programs as needed.

More Information:

 n Windows Vista Help & How to—Help someone with a computer using Windows Remote 
Assistance: http://windowshelp.microsoft.com/Windows/en-us/help/6fd17a90-60f3-4bf8-8f57-
673484d407741033.mspx

How can I repair someone else’s computer remotely? (continued)
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