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A home computer network lets you access and share information from every room with a computer.  
And setting up a home or wireless network, while complex, is easier than you’d think. 

Choose Your neTWork TeChnoloGY

There are a few different ways to connect your computers in a home network. Think about the location of 
your computers, what you need to be able to do and how much you want to spend. Once you’ve figured 
out what you need, choose the technology that’s best for you. The two most common types of networking 
technology are Ethernet and wireless.

Ethernet

speed: Ethernet networks use Ethernet cables to send information between computers. There are different 
speeds: 10, 100, or 1000 Mbps (megabits per second), depending on the type of equipment, with 1000 
Mbps being the fastest. Generally, the faster the speed, the more the equipment will cost.

Cost: Ethernet cables and slow-speed or medium-speed Ethernet connection equipment called hubs and 
switches are relatively inexpensive, and most computers come with Ethernet adapters already installed. 
Adding a hub, switch, or router to your network will be most of the cost.

Convenience: Ethernet cables must be run between each computer and to a hub, switch, or router, which 
can be more time-consuming and challenging than wireless when the computers are in different rooms.

Performance: Ethernet is a proven and reliable technology, and Ethernet networks are fast and inexpensive 
relative to other types of networking.

Get Started

Figure 1—Two ends of an Ethernet cable, 
also known as Cat 5 or Cat 6
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Wireless 

speed: Wireless networks use radio signals to send information between computers. You can identify the 
four most common wireless standards by the letters A, B, G or N, sometimes preceded by the numbers 
802.11. These letters are found printed on product boxes, on wireless hardware, and sometimes referred to 
in software that comes with the hardware. Letters G and N are newer and generally faster than A and B.

Cost: Networking equipment that includes wireless generally costs more than Ethernet-only cable adapters, 
routers, hubs or switches.

Convenience: Because there are no cables, wireless makes a computer mobile and is usually easier to install 
than Ethernet.

Performance: Wireless is usually slower than Ethernet, typically about half as fast under all but ideal 
conditions. Wireless’ speed can be affected by walls, pipes, and when they’re in use, sometimes cordless 
phones, dryers or microwave ovens.

Get Started (continued)
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TYPes oF hardWare

There are several kinds of hardware used in home networks.

You might choose a technology based on what equipment you already have, or what you would need to add or upgrade. 
Many people find that a combination of Ethernet and wireless works best for them. 

 n network adapters: These adapters can be wired or wireless, but either connects computers to a  
network so that they can communicate to each other and the Internet. A network adapter can be 
outside your computer, connected to a USB port, or installed inside your computer. But many  
computers have networking adapters built-in, so you should first check to see if it’s already there.  
To check if your computer has a network adapter, follow these steps: 

 1. Open Device Manager by clicking the Windows logo, then Control Panel, then system and  
Maintenance, and finally device Manager. If you are prompted for an administrator password  
or confirmation, type the password or provide confirmation.

 2. Next to network adapters, click the plus sign (+). If there are any adapters installed or  
built-in, they will display in the list. If it includes “wireless” in the name, you have a wireless  
network adapter. 

Hardware You’ll Need

Figure 2—An Ethernet network adapter 
shown in Device Manager
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 n network hubs and switches: Hubs and switches connect two or more computers to an Ethernet 
network. Switches generally cost more than hubs and are faster.

 n routers and access points: Routers connect computers and networks to each other (for example,  
a router usually connects a home network to the Internet). Routers also enable you to share a single 
Internet connection among several computers. Routers can be wired, wireless or both. You don’t 
need to use a router for a wired network, but it’s recommended if you want to share an Internet  
connection. Some routers and access points extend wired Ethernet networks to become wireless  
networks. If you want to share an Internet connection over a wireless network, you’ll need a router 
with wireless or an access point.

 n network cables (ethernet only): Network cables connect computers to each other and to other 
related hardware, such as hubs and routers.

Figure 3—An Ethernet router with wireless built in, as 
shown by the antenna on the left

Hardware You’ll Need (continued)
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The table below shows the hardware that you need for each type of network technology.

Technology hardware how many

Ethernet Ethernet network adapter One for each computer on your network

 Ethernet hub or switch (only needed if you 
want to connect more than two computers)

One (it should have at least one port for 
each computer on your network)

 Ethernet router (only needed if you want 
to connect more than two computers and 
share an Internet connection)

One (you don’t need a hub or switch if 
you have a router with multiple ports to 
connect each computer on your network)

 Ethernet cables One for each computer connected to the 
network hub or switch (the type of cable is 
called Cat 5e or Cat 6)

 Crossover cable (only needed if you want 
to connect two computers directly to each 
other and not use a hub, switch, or router)

One

Wireless Wireless network adapter One for each computer on your network

 Wireless access point or router One

Hardware You’ll Need (continued)
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addInG CoMPuTers and oTher devICes

Once you have your hardware, go ahead and set up your network.

 1. Install network adapters in any computers that need them. (Follow the installation instructions in the 
information that came with each adapter.)

 2. Set up one computer at a time. 

For Ethernet:

 1. ethernet: Connect the computer to a hub, switch, or router. If your home is wired for Ethernet,  
set up the computer in the room with an Ethernet jack, and then plug the computer directly into  
the Ethernet jack. 

Or for wireless:

 1. Open Connect to a Network by clicking the Windows logo in the bottom left corner of your display, 
and then clicking Connect To.

 2. In the list of networks, click the network that you want to connect to, and then click Connect. 

 3. If there is one, enter the security key. You’ll usually have a choice of either typing a key into a window 
that pops up, like a password, or inserting a USB flash drive that contains the security key into a USB 
port on the computer.

Once you’re sure that the first computer is working correctly, you can add additional computers or devices 
to the network the same way. 

seTTInG uP an InTerneT ConneCTIon

An Internet connection is optional, but most people want their networks to have Internet access. To set  
up an Internet connection, you need a cable or DSL modem and an account with an Internet service 
provider (ISP). You’ll have to work with your local ISP to set that up. But if you’ve already done that and  
the connection’s not working, try using Windows Vista’s built-in diagnostics to repair the problem.

Set Up Your Network

http://www.microsoft.com/windows/guides
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 1. Launch Internet Explorer by clicking on the Windows logo in the bottom left of your display. If you 
launch Internet Explorer without having an active Internet connection, a white page will open stating 
“Internet Explorer cannot display the webpage.” Click on diagnose Connection Problems.

 2. A window titled Windows Network Diagnostics should pop up. The window will show the progress 
while Windows Vista tries to repair the problem. It may ask you to confirm or click to proceed.  
In most cases, it will identify the problem and suggest the action you need to take to solve it.

Set Up Your Network (continued)

Figure 4—Diagnose 
Connection Problems

Figure 5—Windows 
Network Diagnostics
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If you already have an Internet connection, and you just need to verify that the connection is working, 
open Internet Explorer and go to a Web site that you don’t usually visit. (If you go to a Web site that you 
visit often, some of its pages might be stored on your computer and might trick you into believing your 
connection is working when it isn’t.) Try clicking the Reload or Refresh button to the right of the address 
bar at the top of the window. If the Web site opens and you don’t get any error messages, your connection 
is working.

Set Up Your Network (continued)

Figure 6—You can either click Refresh 
or press the F5 key on your keyboard to 
refresh a Web page

Any router, switch, hub or access point must be powered and turned on to use the Internet connection from any of the 
computers on your network.

http://www.microsoft.com/windows/guides
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TesTInG The neTWork

When all of the computers and devices are connected, you’ll want to test your network to make sure it’s 
working properly. To test your network, do the following on each computer:  

 1. Open Network by clicking the Windows logo in bottom left of your display, then clicking network.

You should see icons for the computer you’re on and for all of the other computers and devices that you 
added to the network. If the computer you’re checking has a printer attached, the printer icon might not 
be visible on other computers until you enable printer sharing. (Printer sharing is available in all versions of 
Windows Vista except Windows Vista Starter.)

Computers running previous versions of Windows may take several minutes to appear in Windows Vista’s Network 
window, especially the first time you connect them.

Figure 7—Network shows you 
the active computers and other 
devices on your network

Set Up Your Network (continued)
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Troubleshooting: Having Problems Connecting?

If you don’t see your network in Network or can’t get out to the Internet, start with these basic tests.

Check Your Network Connections

 1. Open Network Connections by clicking the Windows logo in the bottom left of your display, then 
network, then network and sharing Center, and finally Manage network connections.

 2. Right-click the connection and then click status. If you are prompted for an administrator password 
or confirmation, type the password or provide confirmation.

Set Up Your Network (continued)

Figure 8—Manage network 
connections
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 3. If the connection is working normally, the time clock to the right of Duration will be counting. If it’s 
not, click diagnose and follow the prompts.

In addition:

 n Make sure that all wires are connected (for example, make sure your computer is connected to a 
router, either directly or through a hub or switch).

 n If you’re trying to connect to another computer, make sure that computer is on and that you have 
enabled file and printer sharing on your network. 

 n If the problem began after you installed new software, check your connection settings to see if they 
have been changed.  

Set Up Your Network (continued)

Figure 9—Local Area Connection Status

http://www.microsoft.com/windows/guides


13Learn more about how you can use Windows to simplify your life with Windows Guides

WINDOWS GU IDE Networking 101

Check Your Router’s Compatibility with Windows Vista

Because of the new networking features in Windows Vista, some older network routers are not fully 
compatible with it and can have problems. You can test your router to see whether it is fully compatible 
with Windows Vista by running the Internet Connectivity Evaluation Tool at http://www.microsoft.com/
windows/using/tools/igd/default.mspx. 

More Information

 n Windows Vista Help and How To—Windows Vista Networking: http://windowshelp.microsoft.com/
Windows/en-us/networking.mspx

 n Windows Technical Support—More Resources: http://windowshelp.microsoft.com/Windows/ 
en-us/techsupport/default.mspx

WIreless neTWorkInG

With the right equipment, wireless lets you print documents from any room, pay bills out on the porch,  
or search online for recipes in the kitchen. Wireless equipment is similar to the equipment you need for  
an Ethernet network, just without the cables.

What you’ll need 

 n Wireless router

 n Wireless network adapter

 n Broadband internet connection (optional)

If your computer needs a wireless network adapter, you can purchase one from a computer or electronics 
store and install it yourself. Make sure that you get the same type of adapter as your wireless router. The 
type of adapter is usually marked on the package, typically with a letter, such as A, B, G, or N.

Set Up Your Network (continued)
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seTTInG uP The neTWork

Positioning the wireless router

You’ll want to put your wireless router somewhere where it will receive the strongest signal with the least 
amount of interference. For the best results, follow these tips:

 n Position your wireless router in a central location. Place the router as close to the center of your 
home as possible to increase the strength of the wireless signal throughout your home.

 n Position the wireless router off of the floor and away from walls and metal objects, such as metal 
file cabinets. The fewer physical obstructions between your computer and the router’s signal,  
the more likely that you’ll be using the router’s full signal strength. 

Reduce interference 

Wireless types B, G and N use a 2.4 gigahertz (GHz) signal. This is the same frequency as most microwaves 
and many cordless phones. If you turn on the microwave or get a call on a cordless phone and your 
network stops working, this could be the reason. You can try moving the devices further away from each 
other or if it’s a cordless phone that’s the reason, by switching to a newer model with a higher frequency, 
such as 5.8 GHz.

Connect a computer

Start by setting up one computer. 

 1. Connect the computer to the wireless router. Click on the Windows logo in the bottom left corner of 
your display, then network, then network and sharing Center. Over in the left pane, click Connect 
to a network, then set up a connection or network, and then set up a Wireless router or access 
Point. The wizard will walk you through the process of adding other computers and devices to  
the network.

 2. Test to make sure the computer is connected properly. Open Network by clicking the Windows 
logo in the bottom left corner of your display, then click network. You should see an icon for the 
computer you’re on.

Repeat these steps for each computer or device you want to add. 

Set Up Your Network (continued)
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Set up an Internet connection

To access the Internet on a wireless network, you need to set up your DSL or cable modem and Internet 
connection. If your modem was not set up for you by your Internet service provider (ISP), follow the 
instructions that came with your modem to connect it to your computer and the Internet. If you are using 
Digital Subscriber Line (DSL), connect your modem to a phone jack. If you are using cable, connect your 
modem to a cable or cable jack. 

Troubleshooting: Having Trouble With Wireless?

If you aren’t able to connect to your network, check your wireless signals and network connectivity. 

Check for Interference

 n If you suspect something is interfering with the wireless’ signal, such as a cordless phone or a micro-
wave, turn them off temporarily or move them farther away and see if connectivity is restored.

 n Change the router or access point settings to use a different wireless channel, or set the channel to 
be selected automatically if it is set to a fixed channel number. Sometimes, one wireless channel is 
clearer than others. In the United States and Canada, you can use channels 1, 6, and 11. Check the 
information that came with your access point or router for instructions about setting the wireless 
signal channel.

Change Your Access Point

With B, G and N routers and access points, the maximum range is up to 150 feet (46 meters) indoors and 
300 feet (92 meters) outdoors. With A routers and access points, the maximum range is 50 feet (15 meters) 
indoors and 100 feet (30 meters) outdoors. These ranges are in optimal conditions with no interference. 
Make sure that your computer is as close as possible to the router or access point, or at least within range. 
If the computer is a laptop or other mobile PC, try moving it around to determine the range of the wireless 
signal and the best place to put the computer.

Set Up Your Network (continued)
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If you are unable to get closer to the router or access point, you might want to consider buying and 
installing an external antenna to your wireless network adapter. Many wireless network adapters are set  
up so that you can attach an external antenna to them, which will provide you with better reception  
than the built-in antenna. Check the information that came with your wireless network adapter to see  
if you can install an additional antenna.

More Information

 n Web Cast Tutorial—Wireless Network Installation: http://support.microsoft.com/kb/920950/en-us

 n Windows Help and How to—Troubleshoot Finding Wireless Networks: http://windowshelp. 
microsoft.com/Windows/en-us/help/7805207d-b0b9-4159-b36f-ab81a1f376c21033.mspx

Set Up Your Network (continued)
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Security is always important, especially if your network is connected to the Internet. If you don’t secure 
your network, people might be able to access the information stored on your networked computers. 
With a wireless network, it’s even more important because your network’s signal could go beyond the 
boundaries of your home, allowing people to access and use your Internet connection to get onto  
the Web. 

General neTWork seCurITY GuIdelInes

Keep your computer up to date

To help keep the computers on your network safer, turn on Windows automatic update on each computer. 
Windows can automatically install important and recommended updates, or important updates only. 
Important updates provide significant benefits, such as improved security and reliability. Recommended 
updates can address non-critical problems and help enhance your computing experience. Optional 
updates are not downloaded or installed automatically. To set automatic updating, follow these steps  
for each computer on your network.

 1. To open Windows update, click the Windows logo in the bottom left corner of your display,  
then all Programs, and then Windows update.

Protect Your Network

Figure 10—Windows Update
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 2. In the left pane, click Change settings.

 3. Choose the option that you want.

 4. Under recommended updates, select the Include recommended updates when downloading, 
installing, or notifying me about updates check box, and then click ok. If you are prompted for  
an administrator password or confirmation, type the password or provide confirmation.

Use a firewall

A firewall can help prevent hackers or malicious software (such as worms) from gaining access to your 
computer through a network or the Internet. A firewall can also help stop your computer from sending 
malicious software to other computers.

 1. Open Windows Firewall by clicking the Windows logo in the bottom left corner of your display,  
then Control Panel, then security, and then Windows Firewall.

 2. Click Turn Windows Firewall on or off. If you are prompted for an administrator password or 
confirmation, type the password or provide confirmation.

 3. Click on (recommended), and then click ok.

Protect Your Network (continued)

Figure 11—Windows Firewall
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Run antivirus software on each computer

Firewalls help keep out worms and hackers, but they’re not designed to protect against viruses; so you 
should install and use antivirus software. Viruses can come from attachments in e-mail messages, files on 
CDs or DVDs, or files downloaded from the Internet. Make sure that the antivirus software is up to date 
and set to scan your computer regularly.

 1. Open Security Center by clicking the Windows logo in the bottom left corner of your display, then 
Control Panel, then security, and then security Center.

 2. Click Malware protection. If you’ve added third-party antivirus or antispyware software, it will be 
listed here. Windows Vista comes with its own antispyware software called Windows defender.  
If it’s off, activate it by clicking on.

 3. If your software needs to be updated, click update now.

Use a router to share an Internet connection

Consider using a router (also called a residential gateway device) to share an Internet connection.  
These devices usually have built-in firewalls and other features that can offer an additional defense  
against hackers.

Don’t stay logged in as an Administrator

When you’re using programs that require Internet access, such as a Web browser or an e-mail program,  
we recommend that you log on as a standard user rather than an Administrator. That’s because many 
viruses and worms can’t be stored and run on your computer unless you’re logged on as an Administrator. 
If you need to add a Standard (non-Administrator) account:

 1. Open User Accounts by clicking the Windows logo in the bottom left corner of your display, then 
Control Panel, then user accounts and Family safety, then user accounts, and finally add or 
remove user accounts. If you are prompted for an administrator password or confirmation, type the 
password or provide confirmation.

Protect Your Network (continued)
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 2. Click Create a new account. Or, alternately, if you want to change the status of an existing account, 
click on the account you want to change, and then click Change the account type. 

 3. Select standard user. If you are creating a new account, also type in the new account name and click 
Create account when you’re finished. If you’re changing the status of an existing account,  
click Change account type when you’re finished.

WIreless neTWork seCurITY reCoMMendaTIons

Use a network security key

If you have a wireless network, you should set up a network security key. If you’ve set up a key, people 
can’t connect to your network without entering a password. Also, any information that is sent across your 
network is encrypted so that only computers that have the key to decrypt the information can read it. 
This can help avert attempts to access your network and files without your permission. Common wireless 
network encryption methods are called WPA and WPA2, short for Wi-Fi Protected Access.

Protect Your Network (continued)

Figure 12—Create a new account 
or click on the account you want 
to change
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 1. Open Network and Sharing Center by clicking the Windows logo in the bottom left corner of your 
display, then network, and then network and sharing Center.

 2. In the left pane, click set up a connection or network.

 3. Click set up a wireless router or access point in the wizard that appears, and then click next.  
The wizard will automatically detect any new wireless network hardware. Follow the prompts to set  
it up and add a key.

Change the default administrator name and password on your router or access point 

If you have a router or access point, you probably used a default name and password to set up the 
equipment. Most manufacturers use the same default name and password for all of their equipment,  
which someone could use to access your router or access point without you knowing it. To avoid that risk, 
change the default administrator user name and password for your router. 

 1. Check the information that came with your device for instructions about how to change the name 
and password.

Protect Your Network (continued)

Figure 13—Detecting network 
hardware and settings
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Change your router’s default name

Routers and access points broadcast their name on a wireless network. Most manufacturers use the same 
default name (this could be their brand, such as “Linksys” or a generic name, such as “wireless”) for all of 
their routers and access points. We recommend that you change the default name to keep your wireless 
network from overlapping with other wireless networks that might be using the same default name. 
It makes it easier for you to identify which wireless network is yours, if there is more than one nearby, 
because the name is typically shown in the list of available networks. Hackers also look for default names 
as indicators that other attributes of that router or access point, such as security keys, have been neglected 
and target those routers or access points.

 1. Check the information that came with your device for instructions about how to change the default 
name, sometimes referred to as the SSID.

Position your router or access point carefully with security, as well as convenience, in mind. Wireless signals can 
transmit a few hundred feet, so the signal from your network could be broadcast outside of your home. You can 

help limit the area that your wireless signal reaches by positioning your router or access point close to the center of your 
home rather than near an outside wall or window.

More Information

 n Windows Help and How to—Windows Security—Recommended Links: http://windowshelp. 
microsoft.com/Windows/en-us/help/d12ca5ea-b0af-438d-977e-7443c9a39c961033.mspx

 n Microsoft’s Security Central: http://www.microsoft.com/security/default.mspx

Protect Your Network (continued)
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The PublIC Folder

The easiest way to share files on your network is to place them in the Public folder. Any file or folder you 
put in the Public folder is automatically shared with the people connected to your network. Despite its 
name, it does not share with the outside public, just on your network. To turn on Public folder sharing, 
follow these steps:

 1. Open Network and Sharing Center by clicking the Windows logo in the bottom left corner of your 
display, then network, and then network and sharing Center.

 2. Click the arrow button next to Public folder sharing, and then click one of the following options:

 n Turn on sharing so anyone with network access can open files

 n Turn on sharing so anyone with network access can open, change, and create files

 n Turn off sharing (people logged on to this computer can still access this folder)

 3. Click apply.

You’ll need to repeat the steps above on each computer that you want to share files from.

Share Files and Printers on Your Network

Figure 14—Public folder sharing
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To share your files, save them or copy them to the Public folder on your computer. There is one Public 
folder on each computer. Every person with a user account on the computer shares this folder. To open 
documents in the Public or shared folder:

 1. Open Documents by clicking the Windows logo in the bottom left corner of your display,  
then clicking documents.

 2. In the Navigation pane, under Favorite links, click Public. 

sharInG a PrInTer

If you have a printer attached to one of your computers, you can print to it from any computer connected 
to your wireless network. To share a printer, follow these steps:

 1. Log on to computer that has the printer attached to it.

 2. Open Network and Sharing Center by clicking the start button, clicking Control Panel, clicking 
network and Internet, and then clicking network and sharing Center.

 3. Click the arrow button next to Printer sharing, click Turn on printer sharing, and then click apply. 

 4. Click the arrow button next to Password protected sharing, click Turn off password protected 
sharing, and then click apply.

If you have password-protected sharing turned on, people will need a user account with a password on your 
computer to access your printer. 

Share Files and Printers on Your Network (continued)
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To access the printer from any computer on the network, follow these steps:

 1. Open Network by clicking the Windows logo in the bottom left corner of your display,  
then click network.

 2. Double-click the icon for the computer that has the printer attached to it.

 3. Double-click the icon for the printer. Windows Vista will automatically add the printer to your 
computer and install the printer driver.

More Information

 n Windows Vista Help and How to—File and Printer Sharing FAQ: http://windowshelp.microsoft.com/
Windows/en-us/help/5f605e4b-3379-4c6c-afa4-d446ae76d14b1033.mspx

 n Windows Vista Help and How to—Sharing Files with Someone: http://windowshelp.microsoft.com/
Windows/en-us/help/9636e0f2-0223-45d2-89cb-3e317c4509051033.mspx

Share Files and Printers on Your Network (continued)
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