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1 Introduction 

This document has been created as part of the Common Criteria (CC) Evaluation of 

database engine of Microsoft SQL Server 2008. It covers the specific aspects that shall be 

considered when operating SQL Server 2008 in its certified version and extends the general 

guidance of the product given in Books Online. The document follows the following structure 

Chapter 2 of this document gives more details about the scope of the certification for SQL 

Server 2008 and the assumptions, which have been made about the environment of the 

TOE.  

Chapter 3 of this document describes the steps for the installation process of the database 

engine of SQL Server 2008 in its certified version. 

Chapter 4 introduces the concept of the SQL Server Books Online and provides the 

administrator and users with entry points for important aspects.  

Chapter 5 contains the important aspects of the guidance, which are specific to the certified 

version of SQL Server 2008.  

Finally chapter 6 introduces the concept and the important aspects of the trace mechanism 

of SQL Server 2008.  

2 Scope of the evaluation 
The Target of Evaluation (TOE), which has been addressed during this evaluation and 

certification process according to Common Criteria is one instance of the Database Engine 

of Microsoft SQL Server 2008 Enterprise Edition (English) x86 and x64, version 

10.0.1600.221 and its related guidance documentation.  

This database engine is the core component of the SQL Server Platform.  

The TOE has been defined to be one instance of the database engine as it realizes the 

complete set of security functions as described in [ST, chapter 6.1] including: 

¶ Security Management,  

¶ Access Control,  

¶ Identification and Authentication and 

¶ Security Audit   

Additional information about the certification process and related documents can be 

obtained via [WEB]. 

The following chapter describes the assumptions, which have been made about the 

environment of the TOE during evaluation, and which therefore have to be addressed 

during the start-up and operation of the TOE. It further explains how these assumptions can 

be addressed.  

                                                
1
 Please note that the IA64 edition has not been considered during evaluation 
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2.1 Assumptions of Intended Environment 

According to [ST] the following assumptions apply to the environment of use of the TOE. 

Assumption  Description  

A.NO_EVIL Administrators are non-hostile, appropriately trained, and 

follow all administrator guidance. 

A.NO_GENERAL_PURPOSE There are no general-purpose computing capabilities 

(e.g., compilers or user applications) available on DBMS 

servers, other than those services necessary for the 

operation, administration and support of the DBMS. 

A.OS It is assumed that the TOE is installed on Windows Server 

2008 Enterprise Edition and that this Operating System 

provides functionality for  

¶ Identification and authentication of users, 

¶ Access Control for Files, 

¶ Time stamps, 

¶ Audit Storage, 

¶ Hashing of passwords 

A.PHYSICAL It is assumed that appropriate physical security is 

provided for the server, on which the TOE is installed, 

considering the value of the stored, processed, and 

transmitted information. 

A.COMM It is assumed that any communication path from and to 

the TOE is appropriately secured to avoid eavesdropping 

and manipulation. 

 
The following chapters provide more details about the requirements which result out of the 
several assumptions for the secure administration of the TOE. 

2.1.1 Trained administrator 

To address this assumption authorized administrators shall read and follow all guidance 

documentation.  

Further this assumption requires appropriate training for the administrators. 

It is assumed that the ósaô (sa stands for system administrator and represents the 

administrative user that has the highest level of permissions) has a commensurate level of 

knowledge to a MCDBA. Therefore, it is recommended that the 'sa' receive formal DBA 

training on the level of a MCDBA (or equivalent).  

It is the responsibility of ósaô to ensure that all other authorized administrators have sufficient 

knowledge and skills for the scope of their administrative permissions.   
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2.1.2 General purpose computing capabilities  

The administrator of the TOE shall not install and/or use any general computing software on 

the machine where the TOE has been or will be installed other than those services 

necessary for the operation, administration and support of the DBMS. Only applications or 

services indispensable for the operation or installation of the TOE shall be run. The 

installation of the TOE has to be performed on a virgin OS. Beside the installation of the 

TOE itself a SQL-client may be installed on the machine to be used for administration. Also 

the SQL Server Management Studio and Books Online which ship together with the TOE 

can be used for administration (see also [AGD, ms-

help://MS.SQLCC.v10/MS.SQLSVR.v10.en/s10sq_GetStart/html/f289e978-14ca-46ef-

9e61-e1fe5fd593be.htm]).  

However it should be noted that Management Studio has not been within the scope of 

evaluation. Specifically all functionality of the Graphical User Interface has not been 

evaluated. Thus ï within the context of the evaluation Management Studio should just be 

seen as any other T-SQL client and the administrator shall ensure that the version of the 

client he is using is up to date and does not introduce any potential vulnerabilities.  

Further other parts of the SQL Server 2008 Platform may be installed as long as they are 

needed to support the administration and operation of the TOE.  

For example the SQL Server Profiler may be used to review the audit logs (see also [AGD, 

ms-help://MS.SQLCC.v10/MS.SQLSVR.v10.en/s10de_4deptrbl/html/3ad5f33d-559e-41a4-

bde6-bb98792f7f1a.htm]) 

The administrator shall further consider that also other users with accounts on the local 

machine the SQL Server is running on may have the possibility to install and use general 

computing software. This scenario however, is also covered by the assumption described in 

this chapter. Therefore the administrator shall also ensure that other users do not have the 

possibility to install and/or use general computing capabilities or untrusted software.  

One way to enforce this would e.g. be to have no accounts for non administrative users on 

the machine the SQL Server database engine is running on.  

According to an assumption in [ST] the underlying Operating System has to be Windows 

Server 2008 Enterprise Edition. For this reason the certified version of the database engine 

of SQL Server 2008 shall not be installed on any other Operating System.  

 

2.1.3 Physical Protection 

It shall be ensured by the administrator that appropriate physical security is provided within 

the domain for the value of the IT assets protected by the TOE and the value of the stored, 

processed, and transmitted information.  

It has to be mentioned that the maximum level of protection the TOE can provide for the 

user data which is stored in it depends on the physical security of the machine where the 
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TOE is installed. With physical access to this machine an attacker could easily gain 

complete access to the user data which is stored in the database.  

2.1.4 Protection of Communication 

It should be mentioned that all connections from clients to the TOE are unencrypted per 

default. It falls into the responsibility of the administrator to provide an adequate level of 

security for the connections between the clients and the TOE. In principle this can be 

achieved in two different ways: 

- By the use of a software which encrypts the connection 

- By physical protection of the wire 

The administrator should consider the value of the data which is stored in the TOE for the 

decision about the appropriate way to secure the connection.  

3 Installation and Start-up Guide  
This chapter provides instructions for a secure setup, installation, and configuration of the 

TOE. In addition, this chapter describes the prerequisites for the installation process.  

3.1 Prerequisites  

3.1.1 Hardware Prerequisites 

According to [ST] a machine that meets at least following criteria has to be available: 

¶ Pentium III compatible at 1 GHz or faster (for the 32 bit edition) 

¶ AMD Opteron, AMD Athlon 64, Intel Xeon with Intel EM64T support, Intel Pentium IV 

with EM64T support at 1.4 GHz or faster (Please note that IA64 CPUs are not 

supported for the certified version of the database engine of SQL Server 2008) 

¶ 512 megabytes (MB) of RAM or more; 1 gigabyte (GB) or more recommended  

¶ Approximately 1500 MB of available hard-disk space for the recommended 

installation  

¶ DVD-ROM drive  

¶ SVGA (1,024x768) or higher-resolution video adapter and monitor  

¶ Microsoft Mouse or compatible pointing device 

¶ keyboard  

Please note that additional disc space will be required for the recommended trace 

processes (Up to 10 GB in its default configuration).  

3.2 Software Prerequisites 

Before the installation of the TOE can start the following Operating System and additional 

prerequisites have to be installed on the machine: 
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¶ Windows Server 2008 Enterprise Edition (in 64 or 32 bit), English version, version 

6.0.6001 (the version of an installed Windows can be obtained by using the ver-

command at a command line) 

¶ .NET Framework 3.5 SP 12 

¶ Windows Installer 4.52 

Further it is recommended to consider installing critical updates for those products before 

proceeding with the installation. However, it should be noted that any configuration of SQL 

Server that bases on a different configuration of the software prerequisites has not been 

considered during evaluation. In this context it should be noted that the installers for the 

.NET Framework and the Windows Installer do automatically receive updates if the machine 

is connected to the internet. In order to ensure that the exact version is installed the 

administrator shall therefore consider to disconnect the machine from the internet before 

installation.  

3.3 SQL Server 2008 Installation 

3.3.1 Checking the integrity of the media 

Before installing the product the administrator shall verify the integrity of the installation 

media and the downloads obtained from [WEB].  

The integrity of this document has already been verified using a hash value that is published 

via [WEB].  

The administrator shall verify the integrity of the following downloads before using them: 

¶ SQL_Server2008_EAL1_trace.sql 

¶ integritycheck_SQL2008_EE.zip 

¶ permission_hierarchy.zip 

To verify the integrity of those downloads the administrator shall use the FCIV tool which 

has already been used to verify this document (obtained and verified as described under 

[WEB]) as follows: 

1) Download the files to be verified from [WEB] and save them to a folder on disc 

2) Copy the FCIV tool into the same folder  

3) Open a command prompt and change to the directory of the tool 

4) Check the integrity of the download by executing the following commands and 

verifying their return value: 

Command Expected return value 

Fciv 

SQL_Server2008_EAL1_trace.sql 

ïsha1 

2466c95a40301b3a6da04a0f067e0ce8f8b413f8 

sql_server2008_eal1_trace.sql 

                                                
2
 This will also be automatically installed by the installer of SQL Server if not already on the machine.  
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fciv integritycheck_sql2008_ee.zip 

ïsha1 

388f0621d87b7d261a6d93b3e9df1acaa031011e 

integritycheck_sql2008_ee.zip 

fciv permission_hierarchy.zip ï

sha1 

578bf0aa2fb56e113118b6e00ed2aec75fe95a8f 

permission_hierarchy.zip 

 

Table 1: Commands to verify the integrity of the downloads 

 

After verifying the integrity of the downloads the installation media of SQL Server 2008 shall 

be verified. The file integritycheck_SQL2008_EE.zip and the FCIV tool which has already 

been used to verify this document (obtained and verified as described under [WEB]) can be 

used to do this as follows: 

1) Extract the file to a folder on the local disc 

2) Copy the FCIV tool into the same folder  

3) Put the DVD of SQL Server 2008 Enterprise Edition into the local DVD drive 

4) Open a command prompt and change to the directory to which the 

integritycheck_SQL2008_EE.zip has been extracted 

5) Execute ñintegritycheck_SQL2008_EE.cmdò and verify that the feedback matches 

the following picture: 

 

Figure 1: Successful verification of integrity 

3.3.2 Installing the product 

The description in this chapter focuses on a typical way of installing the database engine of 

SQL Server 2008. For a more general overview over all options for the SQL Server setup 

please refer to [AGD, ms-
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help://MS.SQLCC.v10/MS.SQLSVR.v10.en/s10sq_GetStart/html/6ad23de1-2bab-4933-

9122-c09f5565028d.htm] 

The SQL Server Installation Wizard is Windows Installer-based. It provides a single feature 

tree for installation of all SQL Server components. 

To install SQL Server 2008 one has to insert the SQL Server installation media and double-

click setup.exe in the root folder. This installer will by default install the version of SQL 

Server that fits to the installed Operating System (x64 or x86). This choice shall not be 

changed.  

For local installations, Setup has to run as an administrator.  

For the case that the .NET Framework or the Windows installer (also referred to as ñHotfix 

for Windows (KB942288)ò) that are required (See also chapter 3.2) are not installed, SQL 

Server setup will offer their installation.  

When the prerequisites are installed, the Installation Wizard will run the SQL Server 

Installation Center as seen in the following figure. To create a new installation of SQL 

Server 2008, click New SQL Server stand-alone installation or add features to an existing 

installationò. 

 

 

Figure 2: Installing SQL Server 2008 (I) 

Next the System Configuration Checker (see Figure 3) will run a discovery operation on 

your computer. Setup log files have been created for the installation. For more information, 

see [AGD, ms-help://MS.SQLCC.v10/MS.SQLSVR.v10.en/s10sq_GetStart/html/9d77af64-

9084-4375-908a-d90f99535062.htm]. 
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Figure 3: Installing SQL Server 2008 (II) 

On the Product Key page (see Figure 4), one selects a radio button to indicate whether 

installing a free edition of SQL Server, or a production version of the product that has a PID 

key. As only the Enterprise Edition of SQL Server has been certified one has to use a 

corresponding product key here. For more information, see [AGD, ms-

help://MS.SQLCC.v10/MS.SQLSVR.v10.en/s10sq_GetStart/html/e5186f02-dd91-47d0-

8fa4-de3f41c76903.htm] 
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Figure 4: Installing SQL Server 2008 (III) 

On the License Terms page (Figure 5), one shall read the license agreement, and then 

select the check box to accept the licensing terms and conditions.  

 

 

Figure 5: Installing SQL Server 2008 (IV)  
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If all the other prerequisites have already been installed the Installation Wizard will then only 

copy the Setup Files to the hard disk as shown in Figure 6. 

 

 

Figure 6: Installing SQL Server 2008 (V) 

The System Configuration Checker will verify the system state of the machine before Setup 

continues (Figure 7). Warning messages shown by the Configuration Checker (e.g. the one 

to see in Figure 7 that is shown because the Windows Firewall is active) shall be carefully 

considered but do not prevent the further installation. 

 



Guidance Addendum   Page 17/70 

 

 

Figure 7: Installing SQL Server 2008 (VI) 

On the Feature Selection page, one can select the components for installation. A 

description for each component group appears in the right-hand pane after selecting the 

feature name. One can select any combination of check boxes.  

For the certified version of the database engine of SQL Server 2008 the following selection 

of components is recommended. It will install an instance of the database engine, tools for 

management and the documentation in form of SQL Server Books Online. According to an 

assumption of the evaluation process other components may only be installed if they are 

indispensible for the operation of the database engine.  

Specifically, the SQL Server Profiler that is often used to review the trace files of the 

database engine may be installed by choosing the ñManagement Tools ï complete ñ option 

instead of ñManagement Tools ï basic ñ 

One can also specify a custom directory for shared components by using the field at the 

bottom of the Feature Selection page. The default installation path is C:\Program 

Files\Microsoft SQL Server\100\. 

 


