MOBILE ARCHITECTURE IN SHAREPOINT 2013

Infrastructure Desigh Considerations Application Architecture

SharePoint Server 2013 Preview provides the mobile architecture necessary to connect users to business-critical data and other types of information across multiple device platforms. IT The mobile application architecture contains a lot of services and components. Sometimes, these services and components exist in different software which, when integrated, offers the mobile device users enhanced user
professionals can create and manage compelling mobile SharePoint experiences throughout their organization by using an on-premises server-based deployment, or by using SharePoint Online experiences. This section of the poster is intended to help you understand which services exist on which software / hardware layer.
services. This diagram provides an end to end understanding of the SharePoint 2013 mobile ecosystem.
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When users on mobile devices require external access to a SharePoint site, you must implement an extranet topology in your network. The following
diagrams illustrate possible extranet topologies to choose from when planning external mobile devices access to your SharePoint farm. You do not need an
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AUTOMATIC MOBILE BROWSER REDIRECTION

The optimized mobile browser experience renders a mobile view of the SharePoint site that is optimized for the mobile browser accessing the site. This is controlled by a new feature called the Automatic Mobile Browser Redirection feature, which must be activated on the
site. When activated and a mobile browser is accessing the site, this feature checks the mobile browser to determine if it is capable of handling HTML5 or not. If the mobile browser supports HTML5, the contemporary view is rendered, else the classic view is rendered.

After deploying your SharePoint Server farm using an extranet topology of your choice, the final step of the deployment process is publishing the SharePoint site
through a reverse proxy. Although you can use any reverse proxy for publishing to your mobile devices, Microsoft Forefront Unified Access Gateway (UAG) is
used as an example. UAG requires you to publish applications through a trunk such as a portal trunk that creates a portal and can allow you access applications
through that portal. Alternatively you can create an Active Directory Federation Services (AD FS) trunk to provide federated authentication.

The Automatic Mobile Browser Redirection feature is activated by default when any of the following site templates are used:

e Team Site
@ Forefront Unified Access Gateway (UAG) provides remote client @ The UAG Add Application Wizard will require the following information e Blank Site
endpoints with access to corporate applications, networks, and internal for publishing the site: e Document Workspace
resources via a Web portal or site. After installing UAG you will need to e Document Center
publish the SharePoint Server web application for external device « Selecting the application: Define what type of application is to be e Project Site
access. You can do this by running the UAG Add Application Wizard on published. For SharePoint it will be a web-based application.
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o Configure authentication: Specify how user credentials provided
UAG SharePoint 2013 during session login are forwarded to published servers requiring
authentication.

® Only available for smartphone
mobile browsers
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e Authorization: Provide the users and groups that can view and
access the application through the portal.
DEVICE SECURITY USING EXCHANGE ACTIVESYNC OFFICE MOBILE WEB APPS
Microsoft Office Web Apps Server is a standalone server product providing Office client application viewing in the browser. When Office Web Apps Server is installed, Office Mobile Viewers are enabled. These viewers for Microsoft Word, Microsoft Excel, and Microsoft
) _ _ _ PowerPoint are optimized to render documents for phones. When integrated with SharePoint Server 2013, a user can enjoy enhanced viewing experiences when interacting with documents on the phone. This section of the poster highlights some of the features provided
Mobile device management using Exchange ActiveSync through the different Office Mobile Viewers.

If SharePoint Server is deployed in an extranet topology, mobile devices access the SharePoint Server via a public facing URL. Use of credentials provide secured access to sites. If
your company uses Exchange Server 2010 for email, implementing policies in Exchange ActiveSync introduces another layer of protection by ensuring the mobile device is
manageable. Managing the mobile device is important during normal daily usage, however management becomes critical if the mobile device is lost or stolen.
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o Enforce password history Select this check box to force the mobile phone to prevent the user from reusing their previous passwords. The number that you set determines
the number of past passwords that the user won't be allowed to reuse.
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» Allow simple password. This setting enables or disables the ability to use a simple password such as 1234. -atle e
size in the original document

® Sorting data in a column

e Allow storage card. This setting specifies whether the mobile phone can access information that’s stored on a storage card.

e Password enabled. This setting enables the mobile phone password.

o Password expiration. This setting enables the administrator to configure a length of ti

CONFIGURING SHAREPOINT SERVER 2013 TO USE OFFICE WEB APPS SERVER

Before documents stored in SharePoint Server 2013 can be opened in Office Web Apps Server, the following configuration steps need to be performed:

® Open the SharePoint 2013 Management Shell.

® Run the following PowerShell cmdlet: New-SPWOPIBinding —ServerName <ServerName>, where <ServerName> is the F
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