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Deploying the Lync Room System
Microsoft Lync Room System (LRS) edition is a new Lync unified communications client that has been optimized for Lync meetings in physical conference rooms. LRS provides: 

· A one-touch meeting join experience
· Automatic setup of multi-view video gallery 

· Touch-enabled white boarding on the screen at the front of the room 
· Calendar integration for access to scheduled meetings

· Content sharing and switching 

This document guides you through provisioning LRS in Lync Server and Exchange Server. Also refer to the Lync Room System Installation Guide provided by your administrator, which guides you through setting up the appliance PC and devices in the meeting room. 
Lync Room System Prerequisites

The LRS client was developed from the Lync client by using the Lync SDK. The Lync client runs in the background in partial UI suppressed mode. The Lync client controls the video gallery and content stage on the screen at the front of the room. The LRS client provides a console experience on the table top display for controlling the meetings. 

Following are the requirements for LRS: 

· An Exchange resource mailbox account to facilitate calendar scheduling for the meeting rooms with AutoDiscover service enabled on Exchange Server (2013 preferred).
· A Lync-enabled LRS account on a Lync Server 2013 (or later version) pool (Enterprise or Standard Edition).
· An LRS client appliance PC with all required software installed. The appliance PC must be running Windows 7 Embedded Standard operating system. This hardware is provided by OEM partners along with all devices (displays, camera, microphone, speakers).
· If you decide to join the LRS appliance PC to Active Directory Domain Services (AD DS) domain, group policy settings that do not interfere with LRS (section later in this document covers those). Alternatively, you can leave this appliance PC in the Workgroup. 

· Appropriate user rights to run the cmdlets specified in this document. The CsMeetingRoom cmdlets are modeled after the CsUser cmdlet. Therefore, all role-based access control (RBAC) roles required to run CsUser cmdlets also apply to CsMeetingRoom cmdlets. 

Supported Topologies 
The following table indicates LRS client interoperability among various deployments of Lync and Exchange topologies, either on-premises or in the cloud. 
	Topology
	AD
	Lync
	Exchange

	On-premises
	
	
	

	(
	On-premises
	On-premises
	On-premises**

	Office 365 Multi-tenant(O365MT)
	
	
	

	(
	Online
	Online
	Online

	Office 365 Dedicated 
	
	
	

	Contact your service provider
	On-premises 
	Online
	Online

	Hybrid (Split domain) 
	
	
	

	(
	On-premises
	On-premises
	Online

	(
	On-premises 
	Online
	Online

	N/A
	On-premises
	Online
	On-premises


*
Releases prior to Lync Server 2013 are partially supported. In these scenarios, LRS can participate in Lync conferences (those that are scheduled by users homed on Lync Server 2010) as long as the conferences are “public,” meaning the conferences aren’t customized for restricted access. 
LRS cannot be homed on a Lync server version earlier than Lync Server 2013. When an LRS cannot connect to Exchange to retrieve calendar settings, for example when there is no Exchange mailbox configured for the LRS account or Exchange is not reachable, Meet Now and ad hoc conferencing will work, but joining a scheduled meeting will not. 
**The following table indicates LRS client supportability with versions of Exchange Server. 

	Lync\Exchange
	On-Premises
	Online
	Hybrid

	Exchange 2010
	Yes (single forest only)
	N/A
	N/A

	Exchange 2013
	Yes (multi forest support available for Exchange 2013 CU6 and later versions)
	Yes
	Yes


Provisioning of Lync Room System Exchange & Lync Accounts
· Important: 
LRS account provisioning depends on the type of topology your organization has. To know more about Active Directory topologies, see Supported Active Directory topologies in Lync Server 2013.
Single Forest On-prem Deployments
This section provides an overview of the steps for provisioning the LRS account on Exchange Server and Lync Server hosted in a single forest on-prem deployment.
If you already have a resource mailbox account for the conferencing room, you can use it. Otherwise, you will need to create a new one. You can use either Exchange Management Shell (PowerShell) or Exchange Management Console to create a new resource mailbox account. We recommend using a new (delete old mailbox and re-create) resource mailbox for LRS. Make sure to back up mailbox data before deleting and then export it back to the re-created mailbox using the Outlook client, (see Export or back up messages, calendar, tasks, and contacts for more information).To restore the meetings lost by deleting the mailbox, see Connect or Restore a deleted mailbox. 
To use an existing resource mailbox account (e.g., LRS-01) follow the steps below.
1. Run the following cmdlet on Exchange Management PowerShell:

Set-Mailbox –Name ‘LRS-01’ –Alias ‘LRS01’ -Room -EnableRoomMailboxAccount $true –RoomMailboxPassword (ConvertTo-SecureString -String <password> -AsPlainText -Force)

2. If you plan to create a new mailbox, then, for a single forest on-premises Exchange organization, run the following cmdlet:
New-Mailbox -UserPrincipalName LRS01@contoso.com -Alias LRS01 -Name "LRS-01" -Room -EnableRoomMailboxAccount $true –RoomMailboxPassword (ConvertTo-SecureString -String <password> -AsPlainText -Force)

The above example creates an enabled user account in Active Directory and a room mailbox for a conference room in an on-premises Exchange organization. The RoomMailboxPassword parameter specifies the password for the user account.
3. Configure the account to automatically resolve conflicts by accepting/rejecting meetings. LRS-equipped conference room accounts in Exchange can be managed by individuals, but note that until that individual accepts a meeting it will not appear on the LRS home screen calendar.
Set-CalendarProcessing -Identity LRS01 -AutomateProcessing AutoAccept -AddOrganizerToSubject $false –DeleteSubject $false -RemovePrivateProperty $false
For a complete set of commands available, see Set-CalendarProcessing.
To remind meeting organizers to make the meeting an online Lync meeting in Outlook, run the following cmdlet to set up a MailTip for the new account: 
Set-Mailbox -Identity LRS01@contoso.com -MailTip "This room is equipped with Lync Meeting Room (LRS), please make it a Lync Meeting to take advantage of the enhanced meeting experience from LRS”

4. Use the following cmdlets to configure localized strings. If required by your organization, you can also add custom translations. 
$Temp = Get-Mailbox  LRS01@ contoso.com 

$Temp.MailTipTranslations += "ES: Spanish translation of the message"

Set-Mailbox -Identity LRS01@contoso.com -MailTipTranslations $Temp.MailTipTranslations

5. Optional: Configure meeting acceptance text that provides users with information about Lync Meeting Room, and what to expect when they schedule and join meetings.  
Set-CalendarProcessing -Identity LRS01 –AddAdditionalResponse $TRUE –AdditionalResponse “This is the Additional Response Text”
The following is an example:

Check Resource Mailbox Account in Active Directory 

The conference room mailbox account created by Exchange in step 1 above might be a disabled user object in Active Directory. LRS cannot sign in or authenticate by using Kerberos/NTLM authentication if the account is disabled in Active Directory. The LRS client must be able to authenticate against Exchange Web Services to retrieve calendar settings, and must also be able to send email with whiteboard contents. 

Therefore, if the account is disabled, you must enable this account in Active Directory by doing the following: 

1. In Active Directory, run the following cmdlet to enable account log on: 
Set-ADAccountPassword –Identity LRS01
Running this cmdlet will prompt you to enter the current password, and then to re-enter the password twice for confirmation.

2. Once the password is set, run the following cmdlet to enable the account: 
Enable-ADAccount –Identity LRS01
Enabling LRS Accounts for Lync 

This section provides an overview of the steps to enable Lync for your conference room account, which will be configured on LRS. 

After you create a resource mailbox account for the conferencing rooms, use Lync Server Management Shell to enable LRS accounts for Lync services. 
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Note: 

The following procedure assumes that you have enabled the LRS account in Active Directory. 

1. Run the following command to enable the LRS account on a Lync Server 2013 pool:

Enable-CsMeetingRoom -SipAddress "sip:LRS01@contoso.com" -domaincontroller DC-ND-001.contoso.com -RegistrarPool LYNCPool15.contoso.com -Identity LRS01
2. Optional: Allow this account to make and receive PSTN phone calls by enabling the account for Enterprise Voice. Enterprise Voice is not required for LRS, but if you do not enable it for Enterprise Voice, the LRS client won’t be able to provide PSTN dialing functionality. 

Set-CsMeetingRoom LRS01 -domaincontroller DC-ND-001.contoso.com -LineURItel: +14255550555;ext=50555"

Set-CsMeetingRoom -domaincontroller DC-ND-001.contoso.com -Identity LRS01 -EnterpriseVoiceEnabled $true

· Important: 

If you enable Enterprise Voice for the LRS conference room account, make sure to configure a restricted Voice Policy suitable for your organization. If the Lync Meeting Room is a publicly available resource, anyone could use it to join a meeting, either scheduled or ad hoc. After joining a meeting, the person could dial out to any number. In Lync Server 2013, the dial-out from conferences feature uses the voice policy of the user, in this case LRS account used to join the meeting. In earlier versions of Lync Server, the voice policy of the organizer is used. Therefore, if a user of an earlier version of Lync Server schedules a meeting room and invites the LRS room account, anyone could use the Lync Meeting Room to join the meeting and could dial any national/regional or international phone number, as long as the organizer is allowed to dial those numbers. 
Multiple Forest On-prem Deployments

· Important: 
In order to deploy in multiple forests, LRS requires Exchange Server 2013 CU6 released on August 26, 2014. Avoid re-using an existing mailbox for LRS. Use a new (delete old mailbox and re-create) resource mailbox for LRS. To restore the meetings lost by deleting the mailbox, follow the guidance at Connect or restore a deleted mailbox or Export or back up messages, calendar, tasks, and contacts.
Option 1: Create a new resource mailbox
1. Create a Linked User (LinkedRoomTest) in AD (Authentication Forest)

2. On the Exchange Server Management Shell, run the following commands:
$cred = Get-Credential AuthForest\LinkedRoomTest

new-mailbox -Alias LinkedRoomTest -LinkedMasterAccount AuthForest\LinkedRoomTest -LinkedDomainController AuthForest-4939.AuthForest.extest.contoso.com -UserPrincipalName LinkedRoomTest@ExchangeForest.contoso.comm -Name LinkedRoomTest -LinkedCredential $cred –LinkedRoom
Option 2: Change an existing Room Mailbox to Lync Room System (Linked) resource mailbox

$cred=Get-Credential AuthForest\LinkedRoomTest1

Set-mailbox -Alias LinkedRoomTest1 -LinkedMasterAccount AuthForest\LinkedRoomTest1 -LinkedDomainController AuthForest-4939.AuthForest.extest.contoso.com -Name LinkedRoomTest1 -LinkedCredential $cred -Identity LinkedRoomTest1

After creating the mailbox, you can use Set-CalendarProcessing to configure the mailbox. Refer to steps 3 through6 under Single Forest On-prem Deployments for more details.

After creating an Exchange Resource mailbox for LRS, enable the account for Lync by following the steps in Enabling LRS Accounts for Lync.
Provisioning Lync Room System accounts in Office 365

The following section covers LRS account provisioning for an Office 365 tenant. 

Office 365 Prerequisites

Your online tenant must meet the following requirements

· The Office 365 plan must include Lync Online (Plan 2) or higher.

· The Lync Online (Plan 2) must support conferencing capability.

· Lync Online (Plan 3) is required for Enterprise Voice (PSTN telephony) via telephony service providers.

· Users in your tenant must have Exchange mailboxes. 

· The Lync Room System account requires a Lync Online (Plan 2) or Lync Online (Plan 3) license. It does not require an Exchange Online license.

· Tenant remote administrator must have the following PowerShell access: 

· Exchange Remote PowerShell access

· Lync Online Remote PowerShell access

· Windows Azure Active Directory Module for Windows PowerShell to access Office 365 directory access

Provisioning Overview

The following diagram - provides an overview of the LRS account provisioning flow in Office 365. 
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Identifying a New Conference Room 

You may already have a resource room mailbox in Exchange that provides the scheduling feature, or you may be creating a resource mailbox for the first time to facilitate LRS deployment. In any case, you must identify a room account to be used in your tenant.  The Exchange Online Provision and Lync Provision sections provide guidance for both kinds of accounts. For example, let’s say you have the following two rooms, and you would like to deploy LRS for both of them:

· Existing Resource Mailbox Account: confrm1@contoso.onmicrosoft.com
· New Resource Mailbox Account: confrm2@contoso.onmicrosoft.com
Exchange Online Provisioning  

First, start a tenant administrator remote PowerShell session as follows: 

Set-ExecutionPolicy Unrestricted
$org='contoso.onmicrosoft.com'
$cred=Get-Credential admin@$org
$sess=New-PSSession –ConfigurationName microsoft.exchange -Credential $cred -AllowRedirection -Authentication basic -ConnectionUri https://ps.outlook.com/powershell
Import-PSSession $sess
These cmdlets create a new PowerShell session for your Office 365 Exchange Online deployment, and then import that session to allow you to run Exchange cmdlets against Exchange Online.

To set an existing resource room mailbox account for LRS, run the following cmdlet: 

$rm="confrm1@$org"

$newpass='pass@word1'

Set-Mailbox -MicrosoftOnlineServicesID $rm -room -Name "Conf Room 1" -RoomMailboxPassword (ConvertTo-SecureString $newpass -AsPlainText -Force) -EnableRoomMailboxAccount $true

To create a new Exchange resource mailbox account for LRS, run the following cmdlet:

$rm="confrm2@$org"

$newpass='pass@word1'

New-Mailbox -MicrosoftOnlineServicesID $rm -room -Name "Conf Room 2" -RoomMailboxPassword (ConvertTo-SecureString $newpass -AsPlainText -Force) -EnableRoomMailboxAccount $true

The previous cmdlet sets up or creates a new Exchange resource mailbox account for LRS usage by enabling the account. 
After creating the mailbox, you can use Set-CalendarProcessing to configure the mailbox. Refer to steps 3 through 6 under Single Forest On-prem Deployments for more details.
Lync Online Provisioning  

After a resource room mailbox account has been created and enabled as shown previously, the account will synchronize from the Exchange Online forest to Lync Online forest by using the Windows Azure Active Directory forest. The following steps are required to provision the LRS account in the Lync Online pool. These steps are the same for both an existing resource mailbox account or a newly created account (confrm1 or confrm2), because once they are enabled in Exchange Online, both of these accounts will be synchronized to Lync Online in the same way. 

1. Create a Remote PowerShell session. Note that you will need to download Lync Online Connector Module and Microsoft Online Services Sign-In Assistant and make sure that your computer is configured. More details can be found at http://technet.microsoft.com/en-us/library/dn362839.aspx.

Import-Module LyncOnlineConnector

$cssess=New-CsOnlineSession -Credential $cred

Import-PSSession $cssess -AllowClobber

2. To enable an LRS account for Lync, run the following cmdlet:

Enable-CsMeetingRoom -Identity $rm -RegistrarPool "sippoolbl20a04.infra.lync.com" -SipAddressType EmailAddress
You can obtain the RegistrarPool address where your Lync users are homed from one of your existing accounts by using the following cmdlet to returns this property:

Get-CsOnlineUser -Identity ‘alice@contoso.onmicrosoft.com’| fl *registrarpool*
Assigning Lync Online License 

After you enable an LRS account in Lync, you can assign a Lync Online (Plan 2) or Lync Online (Plan 3) license by using the Office 365 administrative portal. You can also use Windows Azure Active Directory Module for Windows PowerShell cmdlets to assign a license. Go to Users and Groups, select the LRS account, and assign a license as follows: 
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After you assign a license for Lync Online, you will be able to log into this account by using any Lync client. You can perform a validation by using a Lync client.
Password Expiration 

In Office 365, the default password expiration policy for all of your user accounts is 90 days unless you configure a different password expiration policy. For Lync Room Systems accounts, you can select the Password never expires setting with the following steps.

1. Create a Windows Azure Active Directory session by using your tenant global administrator credentials. 

$cred=Get-Credential admin@$org

Connect-MsolService -Credential $cred

2. Set the Password never expires setting for the LRS room account created previously by using the following cmdlet:

Set-MsolUser -UserPrincipalName confrm1@skypelrs.onmicrosoft.com -PasswordNeverExpires $true

For more information, see the Lync Online Power Shell documentation at http://technet.microsoft.com/en-us/library/dn362831.aspx.

Hybrid (Split Domain) Deployments
Follow these steps if your topology has Lync Server 2013 and Exchange Online, and you want to host the LRS resource mailbox on Exchange Online. This section also covers a hybrid scenario where you have both Exchange Online and Exchange Server 2013 deployed.
For illustrative purpose, we use LyncOQA.com for the on-prem domain and LyncOQA.ccstp.net for the online domain.
1. Create a resource mailbox in Exchange admin center (LyncOQA.ccsctp.net) by connecting to the Exchange Online Management shell as described in section Exchange Online Provisioning.
New-Mailbox -room -name "LRS Test 5" -RoomMailboxPassword (ConvertTo-SecureString <password> -AsPlainText -Force) -EnableRoomMailboxAccount $true 

You can verify OWA connectivity using lrstest5@lyncoqa.ccsctp.net to log in.
2. In the Office 365 Exchange admin center, add an e-mail address lrstest5@lyncoqa.com (on-prem domain) and set it as the reply address.
3. –Create an on-prem Active Directory user lrstest5@lyncoqa.com, set the e-mail address to lrstest5@lyncoqa.com, and set the target address to lrstest5@lyncoqa.com.
4. Trigger directory synchronization, and after it’s complete verify that users merge in AAD and you are not able to change properties in recipient’s resources in the Office365 Exchange admin center.
5. Verify OWA connectivity using lrstest5@lyncoqa.com. (Earlier, you verified OWA connectivity using the online domain.)
After creating the mailbox, you can use Set-CalendarProcessing on the Exchange Online Management Shell to configure the mailbox. Refer to steps 3 through6 under Single Forest On-prem Deployments for more details.
· Important:

If you have a hybrid environment with Exchange Server 2013 and Exchange Online, go to the Exchange Management Shell and Enable-RemoteMailbox lrstest5@lyncoqa.com -RemoteRoutingAddress lrstest5@lyncoqa.mail.ccsctp.net –Room. Then trigger Directory Synchronization. 

If you want to host the LRS mailbox in Exchange Online, these Exchange Management Shell steps are not required and you can proceed to step 6.
6. Enable the LRS account for Lync by running the following cmdlet on Lync Management Shell:
Enable-CsMeetingRoom -SipAddress 'sip: lrstest5@lyncoqa.com’ -RegistrarPool pool1.child.corp.lyncoqa.com -Identity lrstest5@lyncoqa.com
Set-CsMeetingRoom -Identity lrstest5@lyncoqa.com -EnterpriseVoiceEnabled $true
· Important:

If you have Lync Online instead of Lync Server 2013 in the above scenario, then after provisioning the Exchange resource mailbox, provision a Lync account as described in Lync Online Provisioning.
LRS and Lync Federated Partners
Lync Room System relies on the Join Lync Meeting link in the calendar meeting request. The join link is usually found in the body of a meeting request. However, LRS depends on this link to be present in the MAPI properties of the message. When this meeting request is sent to remote organizations (Lync federated partners), by default the remote organization’s LRS will not show the meeting join link on the calendar. In fact, any Outlook users in the remote organization will be unable to join the Lync meeting with a right click of the calendar item or from within the meeting reminder. They must open meeting invite and click Join Lync Meeting in the body of the message. 
The reason for this limitation is that Outlook and Microsoft Exchange do not use a special method to package information for sending messages across the Internet. This method, referred to as Transport Neutral Encapsulation Format (TNEF), is disabled by default for messages sent externally from an Exchange organization. For a meeting join link to appear on a remote LRS, the sending organization must enable TNEF by using the following cmdlet:
New-RemoteDomain -DomainName Contoso.com -Name Contoso

Set-RemoteDomain -Identity Contoso -TNEFEnabled $true

After TNEF is enabled for the remote organization, any message sent over the Internet to the organization is sent as an attachment in TNEF format. With TNEF enabled, when a Lync meeting request is sent to the Lync federated partner, LRS will be able to render the Join Lync Meeting and remote users will be able to join Lync meetings. 
Move the LRS Account Between Pools (Lync Server 2013)
If you need to move the LRS account from one Lync Server 2013 pool to another Lync Server 2013 pool (for example, during upgrades), use the following cmdlet to move the LRS account pool: 
Move-CsMeetingRoom -Identity LRS01 -Target "LYNCPool15-2.contoso.com”
Disable the LRS Account for Lync Services

If you need to disable an existing LRS account from Lync services on a Lync Server 2013 pool, use the following cmdlet to disable the account: 

Disable-CsMeetingRoom LRS01 -domaincontroller DC-ND-001.contoso.com

Optional: Create an LRS Administrator Group in Active Directory
Each LRS client that joins the domain can be fully managed by a domain user with local administrator rights on the LRS appliance PC. Therefore, you can create a dedicated administrators’ group in Active Directory and give this group administrative rights during set up of the new LRS machine.
Conferencing Policy for the LRS Account

The conferencing policy assigned to the LRS account must have certain characteristics. Most of the time, the LRS client joins a scheduled meeting, and therefore the conferencing policy of the meeting organizer will affect the conference. However, in Lync Server 2013, certain capabilities depend on the participant’s configuration. For example, if the participant’s policy allows a maximum video resolution of 1080p, the participants will experience this higher resolution video capability in the conference even if the organizer’s policy doesn’t allow it. The following table describes several such settings which you should be aware of when setting up conferencing policies for LRS accounts in your organization. 
	Feature
	Value
	Comment

	AllowIPAudio
	TRUE
	Must be true for LRS audio 

	AllowIPVideo
	TRUE
	Must be true for LRS audio to work in Meet Now (ad hoc) whiteboard sessions in LRS

	AllowMultiView
	TRUE
	Allows LRS to render multi-view, multiple video streams

	AllowParticipantControl
	TRUE
	Affects Meet Now (ad hoc) whiteboard sessions in LRS

	AllowAnnotations
	TRUE
	Affects Meet Now (ad hoc) whiteboard sessions in LRS

	DisablePowerPointAnnotations
	FALSE
	Affects Meet Now (ad hoc) whiteboard sessions in LRS

	AllowUserToScheduleMeetingsWithAppSharing
	TRUE
	Affects Meet Now (ad hoc) whiteboard sessions in LRS

	AllowNonEnterpriseVoiceUsersToDialOut
	FALSE
	Depends on whether the account is Enterprise Voice (EV) enabled (see the Enabling LRS Accounts for Lync section)

	AllowAnonymousUsersToDialOut
	FALSE
	Depends on whether the account is Enterprise Voice (EV) enabled

	AllowAnonymousParticipantsInMeetings
	TRUE
	Affects Meet Now (ad hoc) whiteboard sessions in LRS

	AllowExternalUsersToSaveContent
	TRUE
	Affects Meet Now (ad hoc) whiteboard sessions in LRS

	AllowExternalUserControl
	FALSE
	Affects Meet Now (ad hoc) whiteboard sessions in LRS

	AllowExternalUsersToRecordMeeting
	FALSE
	Affects Meet Now (ad hoc) whiteboard sessions in LRS

	AllowPolls
	TRUE
	N/A in Meet Now (ad hoc) meetings, but LRS can respond to polls on the screen at the front of room

	AllowSharedNotes
	TRUE
	N/A in Meet Now (ad hoc) meetings, but LRS can respond to polls on the screen at the front of room

	EnableDialInConferencing
	TRUE
	Affects Meet Now (ad hoc) whiteboard sessions in LRS

	EnableAppDesktopSharing
	Desktop
	Affects Meet Now (ad hoc) whiteboard sessions in LRS

	AllowConferenceRecording
	FALSE
	N/A for LRS. If TRUE, a remote party could record

	EnableP2PRecording
	FALSE
	N/A for LRS. If TRUE, a remote party could record

	EnableFileTransfer
	TRUE
	N/A

	EnableP2PFileTransfer
	TRUE
	N/A

	EnableP2PVideo
	TRUE
	Enables the LRS client to participate in peer-to-peer video sessions

	AllowLargeMeetings
	FALSE
	N/A

	EnableDataCollaboration
	TRUE
	Affects Meet Now (ad hoc) whiteboard sessions in LRS

	MaxVideoConferenceResolution
	VGA
	Ignored by Lync 2013, LRS uses HD1080

	MaxMeetingSize
	250
	Affects Meet Now (ad hoc) whiteboard sessions in LRS

	AudioBitRateKb
	200
	See note at the end of the table*

	VideoBitRateKb
	5000
	This is the maximum outbound video bit rate allowed. LRS can send one 1080 stream along with pano (if RoundTable is used) at this bit rate. *

	AppSharingBitRateKb
	5000
	See note at the end of the table*

	FileTransferBitRateKb
	5000
	N/A 

	TotalReceiveVideoBitRateKb
	20000
	We recommend that you set this as high as possible. The effective bandwidth depends on network conditions at the time of conferences.* 

	EnableMultiViewJoin
	TRUE
	Must be TRUE for LRS to ensure multi-view video streams


*
For information about bandwidth planning, see Network Bandwidth Requirements for Media Traffic at http://technet.microsoft.com/en-us/library/jj688118(v=ocs.15).aspx.
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Note: 

If the LRS client tries to join a scheduled meeting organized by a user who is homed on a Lync Server 2010 pool, the meeting organizer’s conferencing policy could prevent the LRS client from performing collaboration.  

Meeting Authentication 
LRS prompts users for authentication when they use the meeting join link to join a restricted meeting; for example, a meeting for which meeting lobby options have been configured in Outlook. This setting is always on for customized meetings, and users are always prompted. However, for unrestricted meetings, users can join the meeting without authentication. 
The following cmdlet enables administrators to require authentication for all meetings, including unrestricted meetings: 

Set-CsMeetingConfiguration –RequireRoomSystemsAuthorization $TRUE
By default, RequireRoomSystemsAuthorization is FALSE. 
Trusted Domains
The Lync client displays a dialog box that allows users to accept the certificate from the Lync server if the SIP domain of the user account signing in is different from the name presented in the Subject or Subject Alt Name on the certificate. If the certificate configured for Lync Server in your organization does not have SIP domain name of LRS account in Subject or Subject Alt Name, you must configure those domains presented on the certificate under the Trusted Domains registry key on the LRS console machine. Your LRS manufacturer-provided LRS admin guide explains how and where to add trusted domains in the Lync client. 

For example, assume the certificates configured on Lync Server have a Subject/Subject Alt Name of “CONTOSO.LOCAL” and one of the SIP domains assigned to a user for the LRS sign-in address is “confrm1@contoso.net.” Because contoso.net is not in the certificate, on the LRS machine, you will need to configure “contoso.local” as a trusted domain in the registry, as explained in your LRS manufacturer-provided LRS admin guide. 
Migration Considerations 

This section provides guidance if you are deploying LRS in a multi-pool environment that includes Lync Server 2010 or Office Communications Server 2007 R2. 
The User Replicator (UR) component in Lync Server gets user objects from Active Directory and places them into the Lync Server back-end SQL Server database. Only the UR in Lync Server 2013 is aware of LRS objects. The UR in previous versions of Lync Server and Office Communications Server do not detect the Active Directory attributes that designate LRS objects, and therefore was not aware of them. 
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If an LRS account tries to sign in to Lync, and performs autodiscovery based on SRV record or DNS A record look up, and if those accounts point to a previous version of Lync Server or Office Communications Server, LRS will receive a 404 Not Found response from the legacy pool. The legacy pool will not be able to redirect LRS to its Lync Server 2013 home pool. 
You can address this problem with the following options: 

· Point your autodiscover SRV record (_sipinternaltls._tcp.contoso.com) to Lync Server 2013 pool

· If the first option isn’t possible, you must manually configure LRS and provide the Lync Server 2013 pool address by directly configuring it in the LRS console application. 
· If LRS is deployed outside the corporate network, and a Lync Edge server has been deployed and configured to point to a legacy pool or director, a secondary Edge server site is required, which points to the Lync Server 2013 pool. Refer to the Lync Edge server deployment documentation for more information about deploying a secondary Edge server. 
Lync Room System Interoperability with a Lync Server 2010 Pool

During migration, if a user who is homed on a Lync Server 2010 pool schedules a meeting and invites the LRS account, the LRS client will have limited functionality while attending the meeting. 
When the LRS client joins a scheduled conference call that has been organized by a user homed on Lync Server 2010, LRS has the following in-meeting limitations: 
· LRS cannot show the multi-view video gallery.
· If the LRS client is the presenter, it cannot apply video lock on participants.
· LRS cannot show 1080p video resolution (inbound or outbound), even if the Lync Server 2013 conferencing policy allows it, because of the following: 

· Lync Server 2010 doesn’t support 1080p resolution.
· LRS is always limited by the organizer’s conferencing policy for video resolution. Therefore, even if the Lync 2010 pool supports 720p resolution, LRS will not be able to take advantage of 720p resolution as long as organizer’s policy doesn’t support it. 

· Lync 2013 clients detect LRS presence in the meeting room, and they auto-mute themselves to avoid echo in the physical meeting room. This feature does not work in meetings hosted on Lync Server 2010.
· There are limitations on desktop sharing performance for meetings hosted on Lync Server 2010.
· Users won’t be able to join private (restricted) meetings that are hosted on Lync 2010 with LRS.
Domain Joining Considerations

You can join the LRS appliance PC to the Active Directory domain or leave it in a Workgroup. Consider the following points before making this decision. 

· Domain-joining the LRS appliance PC helps in importing your organization’s private root certificate chain automatically.
· Domain-joining the LRS appliance PC enables you to grant domain users and groups administrative rights. By doing so, you will not have to remember the local machine level administrator account password.
· When you join an LRS appliance PC to the domain, it is required that you create a separate Organizational Unit (OU), so that you can provide Group Policy Object (GPO) exclusions to the OU where all the LRS machine objects reside. When you do this, create machine objects in the OU before joining the LRS appliance PC to the domain.
· Many organizations have the following GPOs, which affect LRS appliance PC functions.  Ensure that you override or block the inheritance of these GPOs in the LRS OU: 
· Timeout of logon sessions (auto lockout)

· Power management related policies

· Requiring additional authentication steps

· Denying access to local drives

· Prompting users for slow network connections

· Start a certain program at logon

· Create another domain user account on all domain-joined machines.
· Push Windows Update to LRS
· Alternatively, you might decide to leave the appliance PC in the workgroup. As with the desktop Lync client, this requires you to manually import the root certificate chain on the LRS appliance PC. You’re not required to import the root certificate chain if your Lync deployment is using a public certificate (for example, Entrust, VeriSign, etc.). 
If you plan to join LRS machines to the domain, to avoid joining LRS machine inadvertently to an unintended OU, which may not be free from GPOs, please ensure you join the correct OU. You can use the following cmdlet from the LRS machine to join in the correct OU and does not receive GPOs that might block LRS functionality. Contact your system administrator or OEM partner to run these cmdlet.
$username = "contso.local\LRS01"
$password = ConvertTo-SecureString "password123” -AsPlainText -Force
$myCred = New-Object System.Management.Automation.PSCredential $username, $password
Add-Computer -DomainName contoso.local -Credential $mycred –OUPath “OU=LyncRoomSystem,OU=Resources,DC=CONTOSO,DC=LOCAL”

Even if you create a separate OU and block inheritance, there are some policies which could cause issues at a higher level. A Group Policy with No Override setting beats an OU with a Block Policy Inheritance setting. For more information, see the article “No Override as Compared to Block Policy Inheritance” in the Group Policy documentation at http://technet.microsoft.com/en-us/library/cc978255.aspx.
You may have multiple approaches to solving these problems. We advise you to consult with your Active Directory experts to ensure you are provided with an OU that has appropriate GPO settings, or at least an OU in which the previously described policies do not exist. It is advised to enable Quality of Service (QoS) for LRS.
Lync Software License

Lync Room System uses an installed Lync client, which requires a software volume license. Before deploying the first LRS, find out the volume license state of the deployment – using Key Management Servers (KMS) or Multiple Activation Keys (MAK).
KMS

If KMS are in place and will distribute Lync 2013 Volume License activations, the LRS will automatically activate the Lync client. 

To find out if KMS are in place:

In a command prompt, run: nslookup -type=srv _vlmcs._tcp >%temp%\kms.txt 
(From Technet article: http://blogs.technet.com/b/odsupport/archive/2011/11/14/how-to-discover-kms-hosts-via-a-dns-query-and-remove-them-if-need-be.aspx)

To set up a KMS:

Summary Technet article: http://technet.microsoft.com/en-us/library/ee624357.aspx 
Office 2013 Generic Volume License Key for Lync: 2MG3G-3BNTT-3MFW9-KDQW3-TCK7R (This key causes the LRS to look for a KMS on the network.)
From Technet article: http://technet.microsoft.com/en-us/library/dn385360.aspx 

MAK from the Volume License Service Center (VLSC)

If the customer uses any other volume license software, the IT department will manage the software activations and Volume License Agreement (VLA) using the VLSC. This will also enable the company to purchase Lync VL activations, after which the company can obtain a MAK for input in the LRS Admin Console.

A customer with a VLA must know their VLSC credentials, which will be used to administer the agreement and obtain MAK. If uncertain, the customer’s finance department should be able to confirm if the customer has paid for a VLA.

To obtain a MAK:

Access the Volume Licensing Service Center to view agreements and download product keys (MAK). https://www.microsoft.com/Licensing/servicecenter/default.aspx 

MAK for Office 365 without VLSC access

If the customer doesn’t have a Volume License Agreement, Lync activations will be much more difficult to manage. However, Office 365 customers without VLSC access can obtain a promotional MAK by providing the following information to the OEM selling the LRS:
· Company name
· Deployment contact name, email, and phone number

· # of systems deployed

· Deployment date

· If the customer has a Microsoft Technical Account Manager, the TAM’s name and contact information

Manageability Tools for Lync Room System

Administrative Portal

For Lync Server on-prem deployments, you can use the LRS administrative portal to actively manage and monitor LRS deployments within your organization.

See the following articles for more details:
· Deploying the LRS Administrative Portal
· Configuring your Lync Server 2013 environment for the Lync Room System Administrative Web Portal 

· Installing the Lync Room System Administrative Web Portal in Lync Server 2013 

· Using the Lync Room System Administrative Web Portal in Lync Server 2013
System Center Operations Manager

LRS can be monitored through the System Center Operations Manager (SCOM) by downloading the Microsoft Lync Room System Management Pack and installing it on your SCOM server. You can use SCOM to set alerts, monitor the health of LRS, generate uptime reports, and much more. LRS comes with a pre-installed monitoring agent that can be configured to point to SCOM server. Refer to the installation guide provided by your LRS manufacturer to know how to configure the monitoring agent on LRS.

Resources and Tools

Exchange Checklist

· Confirm Autodiscover is set up and an internal DNS A/CNAME RECORD is available for autodiscover.domain.com.
· Ping autodiscover (e.g., Ping Autodiscover.contoso.com).
· Test your Autodiscover service with the Microsoft Connectivity Analyzer Tool. Choose the first test, “I can't log on with Office Outlook.”
· If the meeting room already has a resource mailbox, extend this account for the LRS (example script at the bottom of the page).
Lync Checklist

· Run these tools: 
· Lync Best Practices Analyzer 
· Lync Health Analysis Tool (Excel) 
· Lync Connectivity Analyzer 32-Bit or 64-Bit
· Review Useful troubleshooting and analysis tools for Office 365. Confirm you have a Lync 2013 pool and an Office Web Apps server and can share a PowerPoint deck using the Lync 2013 client.
· If the meeting room already has a resource mailbox, enable it for Lync.
· If required, request a DID (phone number) for the Meeting Room System, and update the General Telephone field in the Active Directory tool.
Network

· Make sure you have a wired network connection for the LRS.
· Read the Network Planning Guide for Lync.
· Request a Lync network assessment from a Lync partner.
· Read through the performance data captured in the Lync Health Analysis Tool (Excel).
· Run the Network Analysis Tool.
· Run the Pre-Call Diagnostics Tool.
LRS Security

LRS is an embedded system that can be fully integrated in a Windows deployment, using the Lync security model, rights management, and management tools such as SCOM. Features include:
· A Write Filter to prevent disk writes in user mode 

· App Locker to prevent unauthorized apps from running. All USB ports are disabled in user mode.
· No standard apps or viewers reside on the LRS hardware. All content is rendered via HTTP or RDP protocols.
· The appliance PC runs the Windows Embedded Standard 7 operating system. All hardware, including devices, is provided by OEM partners.
· Optional Domain Join to Active Directory Domain Services (AD DS), enabling local security account management and control.
· You can also manage the local admin account using the Lync admin center.
· LRS is updated through standard Microsoft Update processes.
· LRS connects with Lync

· Lync uses end-to-end encryption and authorization for all modes of communication

· LRS supports Lync's security and compliance standards. See Planning for security in Lync Server 2013 for more information.
License

Verify that you use a KMS for activating software. If so, you might need to check or add the Lync 2013 client KMS key to it. If you aren’t using KMS, then request the volume licensing key for the Lync 2013 client MAK.
License Keys

LRS runs the Lync desktop client in the background. If LRS is a domain member, it will discover your KMS. (and if it has the Volume Licensing KMS Lync Key it will activate automatically). Volume Licensing also provides a MAK, which you enter as it displays xxxxx-xxxxx-xxxxx-xxxxx. (You need Internet access to activate using MAK but not KMS). For more information, see Volume activation of Office 2013.
· To enter the MAK key, go to OEM Settings > SRS Licensing Tool. Click Check Status. When the status says “product isn't activated,” enter the key.

· If during activation you get an error that says, “'The Software Licensing Service reported that the product key is invalid,” then verify that:

· The key was entered correctly.

· You entered the Lync MAK key and not another key.

· The system has Internet access.

· You can activate via telephone but must have attempted to activate using the SRS Licensing Tool first. To activate via telephone, start a test meeting (not a test call as that is too short). In the Office Activation Wizard,  select Telephone Activation, call Microsoft, type the long number, and enter a response.
Certificate Authority

Confirm the Certificate Authority used to issue the Office Web Apps Server 2013 certificate has an HTTP path included in the Certificate Revocation List property.

Import the Certificate file (.crt) to the LRS if using Lync Server. It's easily obtained from the CertEnroll share of the CA server, or in the Trusted Root folder of any domain joined PC.
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Certificates

Verify your Certificate Authority has an http path for the Certificate Revocation List. If not, update your CA to include one.

Install certificates in the admin setup of the LRS under System Settings > Certificate Manager. You need the Enterprise Root CA for your internal certificate.

One way to obtain the certificates you need is to discover the CA that issued your certificates. For Lync Server, on a PC in Lync, click Settings [image: image9.png]


 > Tools > Dial-in Conference Settings. This opens a web page secured by the CA that issued the internal Lync certificates. Click the Lock icon on the browser address bar to display a security report. Click View Certificates and examine the CRL Distribution Point property. The second CN parameter should be the server name of the CA. Now open Windows Explorer for that address \\< CA Server Name >\CertEnroll. Copy the two .crl files and the .crt file to a flash drive and put it in the left hand side of the SMART board.

Import the .crt file to the LRS under Trusted Room Certification Authority folder.
Import the .crl files on the LRS under the Intermediate Certificate Authorities folder. (You need to change the file extension filter in Certificate Manager to .crl to see the files).

* Note: The Office Web Apps 2013 server may share the same CA as Lync. If it doesn't you won't be able to share PowerPoint in a meeting. Check with IT and obtain the CRT and CRL files off the CA network share CertEnroll as explained above. 

Domain membership can simplify some things because you can treat the LRS as a Windows system and it can rely on Active Directory for some of the certificate aspects. However, it's best to manually manage this.
For more information about adding the required HTTP distribution point for certificate revocation lists, see this blog. It also covers issues around PowerPoint sharing.

Room Setup Scripts

This section illustrates sample scripts that can be used to provision LRS accounts. These scripts are for illustrative purposes only and should be used after consulting with your IT expert or domain administrator.

Example Setup Script : Lync and Exchange Server (On Premises)

# On Exchange
Set-Mailbox -Identity confroom@contoso.com -MailTip "This room is equipped with Lync Meeting Room (LRS), please make it a Lync Meeting to take advantage of enhanced meeting experience from LRS"

Set-CalendarProcessing -id confroom@contoso.com -RemovePrivateProperty $false -AddOrganizerToSubject $false -AddAdditionalResponse $true -AdditionalResponse "This is an LRS room!" -DeleteSubject $false -AutomateProcessing AutoAccept 
# The following is used to preserve the Lync Meeting invitations - so create these based on your Lync Federated partners 

# Per Lync Federated Partner as a Recommended Practice to ensure Meetings show in Lync with Join
New-RemoteDomain -DomainName Microsoft.com -Name Microsoft
Set-RemoteDomain -Identity Microsoft -TNEFEnabled $true

Set-ADAccountPassword -Identity "conference room"
# Paste the next command on its own. Enter a blank password first, then enter the new password "password" twice
Enable-ADAccount -Identity "confroom"

# On Lync
Enable-CsMeetingRoom -SipAddress "sip:confroom@contoso.com" -RegistrarPool cie-srv-02.contoso.com -Identity 'conference room' 
Set-CsMeetingRoom -Identity "conference room" -LineURI "tel:+14255551669;ext=1669" -EnterpriseVoiceEnabled $true
Example Setup Script : Lync and Exchange Server Online (O365)

Prerequisites

1. Microsoft Online Services Sign-In Assistant for IT Professionals BETA
2. Windows Azure Active Directory Module for Windows PowerShell (64-bit version) or (32-bit version)
3. Windows PowerShell Module for Lync Online
4. Reboot if needed.


Commands to Run in PowerShell

# Note you have to enter each command one at a time and update any bold fields for your environment

$rm="LyncRoom"
$org='YourTenantName.onmicrosoft.com'
$rmURI="$rm@$org"
$newpass='MyPass@word1'
# This Section Signs into Remote PowerShell

$cred=Get-Credential admin@$org
$sess=New-PSSession -ConfigurationName microsoft.exchange -Credential $cred -AllowRedirection -Authentication basic -ConnectionUri https://ps.outlook.com/powershell
Import-PSSession $sess
Import-Module LyncOnlineConnector
$cssess=New-CsOnlineSession -Credential $cred
Import-PSSession $cssess -AllowClobber
Connect-MsolService -Credential $cred
# This Section Create the Calendar Mailbox and Enables it for Lync
New-Mailbox -MicrosoftOnlineServicesID $rmURI -room -Name $rm -RoomMailboxPassword (ConvertTo-SecureString $newpass -AsPlainText -Force) -EnableRoomMailboxAccount $true

Set-CalendarProcessing -Identity $rmURI -DeleteSubject $false -AutomateProcessing AutoAccept 
Set-CalendarProcessing -Identity $rmURI -RemovePrivateProperty $false -AddOrganizerToSubject $false -AddAdditionalResponse $true -AdditionalResponse "This is an LRS room!"

# Configure the Account to Not Expire
Set-MsolUser -UserPrincipalName $rm -PasswordNeverExpires $true

# You need to detect your Lync Pool Registrar name. Using a normal Offic365/LyncOnline user account from your tenant, run the next command and update the RegistrarPool value for the second command coming up
Get-CsOnlineUser -Identity 'admin@YourTenantName.onmicrosoft.com' | fl *registrar*

# Update with above result
Enable-CsMeetingRoom -Identity $rmURI -RegistrarPool "sippoolsn20a07.infra.lync.com" -SipAddressType EmailAddress
# If the previous command fails with an error regarding the account name not being found you might need to wait and try again in a few minutes. If you wait too long, you’ll need to sign in again to remote PowerShell as detailed above.[image: image10.png]



Your request was accepted.


  _____ �If your meeting request was declined: please disregard the rest of this message. It’s intended to help with using the technology in this conference room.


If your meeting request was accepted: Congratulations, you have scheduled a meeting with a Lync Room System meeting room!


Lync Room System (LRS) is a combination of software and hardware that enables rich meeting scenarios, including video conferencing, white boarding, PowerPoint sharing, and more. We are excited to have you try LRS, and we would love to hear your feedback!


Key Scenarios: �Join Meeting�If you're reading this mail, you've already scheduled a meeting. Just touch the Join button on your scheduled meeting to join it. Don’t see a Join button? Make your meeting an online meeting in Outlook.


Launch Whiteboard�You can start white boarding and then invite participants to share the whiteboard. You can also start white boarding from within a meeting.


PowerPoint Sharing�You can share your PPT slides with the room. To do this, upload the PPT file into the meeting from your machine (just as in Lync). From the room, you can then watch the PPT presentation, or take control and present.


Display Modes�Try using different display modes to see which one best fits your meeting.


If you run into any issues or have any questions, ideas, or feedback for the feature team, please contact us at abc@contoso.com


Thanks!�Frequently Asked Questions:


Q: I see my meeting in the room’s calendar but there is no Join button�A: Make sure that your meeting is an Online Meeting (Lync Meeting) in Outlook.











