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Delivered

9,740,907,973

11,594,625,114

16,944,213,823

17,383,913,329

10,811,833,125

Content Filtered

38,258,227,962

56,616,565,058

79,798,550,868

21,511,330,566

10,763,446,377

Edge Blocked

67,655,543,019

386,982,872,08

959,428,000,00

738,676,583,40

442,572,855,07
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Hz&sQLFEANIXE(SQL Injection)

If the text entered is not properly
validated, an attacker can use it to
execute arbitrary SQL statements that
perform damaging actions, such as

Text entered in a Web form is used to
construct a SQL query to add or retrieve
information from a database.

deleting tables.
Order number: Order number:
12345 Supit 12345; DROP TABLE orders Suft
r“ r‘“

v ¥

SELECT * FROM orders WHERE OrderID =
12345; DROP TABLE orders; [N

SELECT * FROM orders WHERE OrderID = 12345;
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Forefront Endpomt Protection

1=HRELER, AV-Comparatives AMERELES |, AV-Test
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Microsoft Symantec Kaspersky McAfee Trend*
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te‘sted e Kaspersky e |icAfee @ Vicrosoft
prior to
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Source: AV-Test.org
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On-Demand Pro-active Performance Dynamic Removal PUA
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McAfee Advanced
Kaspersky Advanced
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® TAUERGN

® [CSA (Verizon Business)

® West Coast Labs Checkmark (Haymarket Media)

® Common Criteria
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® AV-Test.org

® AV-Comparatives.org

® Virus Bulletin (VB)

® PCHZEILINE ( PCSL/HEH)
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® NSS Labs
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x86 x64  x86 x64 x86 x64 x86 x64 x86 x64 x86 x64 x86 x64

XP X X X X X X
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Win 7 X X X X X X X X

XP X X X
Q) Vista X X X X X X X X
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Win 7 X X X

Server08 X X X X X X




AV-Test.org
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80.00% - 1(2)
60.00% - 8
40.00% - 6
20.00% - 4
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avast! AVG Anti- Avira Comodo Microsoft Panda Rising
Free Virus Free AntiVir Antivirus Security Cloud Antivirus
Antivirus Edition Personal- Free Essentials Antivirus 2010

avast! AVG Anti- Avira Comodo Microsoft Panda Rising
Free Virus Free AntiVir Antivirus Security Cloud Antivirus

Antivirus Edition Personal- Free Essentials Antivirus 2010
5.0 Free
. 5.0 Free
Antivirus i
Antivirus

Rootkit Testing B
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avast! AVG Anti- Avira Comodo Microsoft Panda Rising 20.00%
. 0
Free Virus Free AntiVir Antivirus Security Cloud Antivirus .
Antivirus Edition Personal- Free Essentials Antivirus 2010 10.00%
5.0 Free 0.00% -
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» MW ETEE
 Proactive Detection Testing
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Test Date Award Level
May-10 Advanced +
Nov-09 Advanced+
May-09 Advanced+
Nov-08 Advanced
May-08 Advanced
Nov-07 Advanced
May-07 Standard

29
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70%
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30%
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Proactive Detection
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Nov-07 Nov-08 Nov-09 May-10



AV-Comparatives.org

g2, (2010 /( A)
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Symantec Advanced+ 98.7% 9
Microsoft Advanced* 97.6% 3
Sophos Advanced 96.8% 13
McAfee Advanced 99.4% 24
Kaspersky Advanced 98.3% 46
Trend Micro Tested 90.3% 23
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AV-Comparatives

. =xcloud vs.

Vendor On-Demand |False Alarms |Rating
Would have been
Trend Micro (no cloud) 68.5% 22 “Tested”

Trend Micro (with cloud) 90.7% _ Tested

Would have been
Panda (no cloud) 73.3% 32 “Tested”

Panda (with could) 98.9% _ Adv

Would have been
McAfee (no cloud) 94.9% 19 “Standard”

McAfee (with could) 98.9% _ Adv

=87 % 87 - 93% 03 -97% 97 - 100%

Few (0-15 FP's) TESTED STANDARD ADVANCED -

Many (over 15 FP's) TESTED TESTED STANDARD | ADVANCED ‘




Virus Bulletin (VB)

® VB100 & IE/‘jHjIZLL

| 5 4L ® Symantec: 08/2009
& 100% WildList ® McAfee: 02/2009, 04/2008,

® no FPs 02/2007
» BHB—N ® Trend Micro: 04/2008, 1ZE4E
° IRSE , 2RIRSE LR

® Kaspersky: 04/2010,
10/2008, 06/2008, 12/2007

® Microsoft ® Sophos: 10/2009, 04/2008,
UT19/REIT 18R 12/2007
® CA:12/2010, 12/2009,
10/2008,08/2008

® Microsoft: 04/2010
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Reactive detection

RAP averages quadrant Apr - Oct 2010
Avira Free o \';WOO‘C
vi N\ u
100.00% AAwlfa Pro Emsisol oran
Microsoft Secunity Essentials  Nifty — Avast A ° Truspon
McAfee Total GA oL® W ESET
00.00% PC Tools 1S - > S—o Check Point
: PC Tools SO e = Kaspersky IS
McAfee VirusScan - 3 Sunbelt
N - :
80.00% SHERaniec ota & Preventon - < G DATA Kaspersky 6
SPAMfighter Plus =Wy ® ® aihoo ¢ eScan SOPNOS —Keniu
- Proland Bullguare
Symantec Endpomnt % o* P 'S E SecuieiS
o0 SPAMAighter Pro K7 F-Secure PS
DightalDefender VirusBuster .De’em‘ Frisk Retums BiDefender
60.00% Fomnet ® CA.C P Central Command
onsumer
Quick Heal = © Agnitum
Bias BKAV Gateway et c ;SCornoooAv
50.00% = vertive omodo
A CA Business
° AhnlLab
Rising Nomman o
40.00% —
= Arcabit
30.00% Bsas BKAV Home - AKAV Pro
@ KingsoAdvanced
B
20.00% Kingsoft Standard
10.00%
D Virus Bulletin Ltd www.virusbtn.com
0.00% 2 T - T T - T T T
0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00% 70.00%  80.00% 90.00% 100.00%
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Top

Forefront Endpoint Pro
s e
Latest operational statist

Clients Deployment St

All windows systel
Not targeted by FE

4

\

| Deplojnent Sk
@ Failed to deploy cli
(i) Deployment pendi
@ Client deployed

Forefront Endpoint Prot

Base line

FEP Monitoring Baselin|

FEP Standard Desktop E
EEP Sensitive Data Base

FEP Performance-Optir

Test Propetties

General Antmalwars | Host Firewall' Definition Updatesl

Here you can configure a virus and spyware protection

¥ | Entile antimalware pratection

Real-time protection

Exclude files & locations
Exclude file bypes
Excluded Processes

¥ Run a scheduled scan

Scantype:  Quickscan © Full scan

Quick scan checks the areas that are most lkely to be infected: common

files, processes and services,

Scan day: IDain 'I
Time: | 1:00 &M _I::'

I Ao users to change scan tine

¥ Scan only an idle time

¥ Randomize scheduled scan start times {within 30 minutes from scheduled time)

I¥ Perfarm a scan after a second missed scan

W Linit cpU usage during scan to the Follawing percentage: ISD % 'I

™ Alawusers to enatile; disable and configure processor limits

oK I Cancel |

£ply |

FEP Laptop Baseline

|
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