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Message Analyzer – What is it?

• A packet analyzer is a computer program or a 
piece of computer hardware that can intercept 
and log traffic passing over all or part of a 
network

• Packet analyzers capture network packets in real 
time and display them in human-readable format
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• WireShark, Microsoft NetMon 3.4
• These tools are dissectors

• If they recognize a packet they dissect it and display the inner 
fields of the packet

• The parsers are written based on the protocol specifications or in 
some cases through reverse engineering of the protocols when 
no specification is available
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• Dissection and Abstraction
• We want to allow a higher level of abstraction view of protcols

• Pattern Matching

• Match up request/response pairs where possible

• Called an operation

• Different Viewers and Charts

• Addressing many of the challenges of diagnosing modern networks
• Protocol Validation

• Identify packets that do not match the specification

• Data capture from multiple sources
• NDIS, Bluetooth, USB, Windows Firewall Layer, Web Proxy

• Header only network capture
• Reduce data in volume scenarios

• Correlation of data across multiple data sources and logs
• Load and display multiple data source
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• Message Analyzer captures ETW
• ETW - Event Trace for Windows

• Message Capture from:
• Traditional NDIS traffic from the Network Adapter

• Windows Filtering Platform 9aka Firewall)

• Web proxy

• USB ports

• Bluetooth

• Windows SMB Client

• Windows SMB Server ……
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• Event Tracing for Windows  ETW

• High-resolution (<<100µs) logging infrastructure allows any 
component to tell the outside world what it is currently doing by 
firing ETW events.

• A powerful diagnostic tool to log every methods/lines inside the 
code with reasonable performance for 
debugging/troubleshooting.

• MSDN on ETW
http://msdn2.microsoft.com/en-us/library/bb968803(VS.85).aspx
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All Windows ETW Sources are available to Message Analyzer
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• Capability to perform remote capture
• Select machine and give credentials

• Collect data via ETW from NIC on remote machine
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• Powerful, extensible viewing and analysis
• Browse, Select, View

• Browse for messages from various sources (live, or stored)
• Select a set of messages from those sources by characteristic(s)
• View messages in a provided viewer, configure or build your own

• A new high-level grid view
• High level “Operations” view with automatic re-assembly
• “Bubbling up” of errors in the stack to the top level
• Ability to drill down the stack to underlying messages and/or packets
• On the fly grouping, filtering, finding, or sorting by any message property
• Payload rendering

• Validation of message structures, behavior, and 
architecture
• Does the protocol comply with the specifications?
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• Over 450 published specifications for 
Windows Protocols 
(as of Windows 8.1)

(http://msdn.microsoft.com/en-us/library/gg685446.aspx)

Available online and as PDF

Continue to publish new documents with each release of Windows

• Continue to develop tools and technology to 
aid with the development of protocol 
documents, parsers and test technology
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How to get MA: http://www.microsoft.com/en-us/download/details.aspx?id=40308

How to get help: Blog, Operating Guide, Technet Forum for Message Analyzer

• We invite you to Explore Message Analyzer
• Connect Community

• https://connect.microsoft.com/site216/
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