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In an ongoing effort to streamline operations, the subsidiary of the 
largest Russian state-owned bank, Sberbank Leasing (SBL), included the 
cloud in its plans for digital transformation. SBL chose Microsoft Azure 
as its cloud platform and Microsoft Operations Management Suite to 
manage its cloud environment. Since moving data to the cloud, SBL 
processes even larger datasets faster, promoting efficiency, innovation, 
and better customer service. And, by taking advantage of strong 
security, SBL meets regulatory requirements for keeping data safe and 
private. 

 

Transforming a traditional company for modern 
times   
Founded in 1993 and headquartered in Moscow, Sberbank Leasing (SBL) 
offers leasing and credit services covering everything from passenger 
cars, airplanes, and commercial vehicles to freight transport, heavy 
machinery, and real estate. It is a joint stock company established by 
Sberbank, the largest state-owned bank in Russia. 
  

SBL helps maintain its competitive edge by continually evaluating 
technologies that will sustain growth and promote better customer 
service. With that in mind, the company was an early advocate of digital 
transformation. As an affiliate of its parent bank, SBL can share in IT 
resources of that company, including cloud solutions. The goal of SBL is 
to create business processes and operational models that drive higher 
efficiency, opportunities for new products and services, and an 
environment that encourages innovation. 
  

Last year, as SBL began a project to participate in its parent company’s 
hybrid cloud environment, it recognized that such a project would 
involve regulatory hurdles—in part including its credit and financial 
services. Nevertheless, SBL believed that the internal productivity boost 
and the external improvements in customer service would be worth the 
effort. Security was also a paramount concern. 
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 We have to make decisions 
about the solutions we adopt 
based on internal needs and 
government requirements. 
Given the regulatory climate, it 
makes sense to adopt Microsoft 
technologies that enable us to 
carefully control how we protect 
information.” 

Igor Ivlev 
Information Security Officer 
Sberbank Leasing 
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Making security the top priority 
The IT security department in SBL works together with other 
functional areas of the company to protect all SBL IT systems 
and business processes. “Information security is absolutely key 
for our success and reputation,” explains Igor Ivlev, Information 
Security Officer at Sberbank Leasing. “It’s also an important area 
for the industry in general. We take it very seriously, and our top 
management gives security services the highest priority.”  

 

For example, SBL uses Microsoft Operations Management Suite to 
help manage and protect its cloud environment throughout the 
company. Although not a dedicated security solution, Operations 
Management Suite is an ideal part of implementing a strong cloud 
security strategy. The company was able to deploy the software 
quickly with minimal investment in infrastructure. Updates are 
delivered automatically, saving Sberbank Leasing ongoing 
maintenance and upgrade costs. Says Ivlev, “We took a practical 
approach, which is an ideal balance of cost and effectiveness. We 
consider Microsoft Operations Management Suite perfectly suited to 
manage our type of cloud environment. We looked at competing 
offerings, but Microsoft offered the comprehensive management 
solution we need.” 

 

Deploying a system that’s easy to manage 
In addition to the valuable functionality that Operations 
Management Suite offers by itself, it can be tied closely with 
Microsoft System Center components to extend existing SBL 
management investments in the cloud, while also keeping on-
premises systems easy to manage. This is important for any 
advanced, security-conscious environment like that of SBL. “We have 
to make decisions about the solutions we adopt based on internal 
needs and government requirements. Given the regulatory climate, 
it makes sense to adopt Microsoft technologies that enable us to 
carefully control how we protect information.” 

 

Ivlev continues, “We wanted to maximize investments in the cloud, 
so we analyzed all our workloads and selected ones that would 
benefit from having scalable cloud resources. Taking a step-by-step 
approach, we’ll be able to use the cloud in ways that add value and 
promote a highly secure organization.” Note that the use of the 
cloud in this way is permitted by Russian laws on privacy and data 
protection. 

 We analyzed all our 
workloads and selected ones 
that would benefit from having 
scalable cloud resources. 
Taking a step-by-step 
approach, we’ll be able to use 
the cloud in ways that add 
value and promote a highly 
secure organization.” 

Igor Ivlev 
Information Security Officer 
Sberbank Leasing 
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Getting expert advise 
Igor Ivlev notes that the Microsoft Services Premier Support team 
has been invaluable as SBL decides which loads to move (and how 
to move them) to the cloud. “We’ve received crucial support from 
Microsoft during all stages of this project, especially on the technical 
side. We’ve had a few technical issues arise, such as how to manage 
the traffic size that flows from Operations Management Suite to the 
cloud, but with help from Microsoft, we’ve resolved them.” 

 

Sberbank cites specific capabilities that make Azure an especially 
attractive platform compared with competitors’ offerings. “With 
Microsoft cloud solutions, we gain both compatibility and ease of 
use. We can also scale to process a huge amount of data quickly. 
For example, we sometimes need to manage 100-gigabyte data 
sets. What I love about this is that it opens up new usage scenarios 
that we couldn’t implement in our previous environment. That 
would have demanded too many IT resources.” 

 

From a scalability point of view, Ivlev considers data processing 
speed to be especially important. It affects performance, the user 
experience, and security. “In the event of a security intrusion, we 
have to react quickly because attacks often proceed fast. We make 
security the principal factor in determining how we implement our 
software and processes.”  

 

SBL expects its solution vendors to have a good understanding of 
security. It appreciates that the Azure platform includes built-in 
security by design, available to any solution the company might 
choose to run in it. 

 

Protecting customers from a variety of threats 
Says Igor Ivlev, “Our security goal is to protect SBL from information 
theft, ransomware, or whatever the threat may be. For the money 
we spend on Microsoft security and related technologies, we get 
excellent results.” He adds that SBL avoids significant costs because 
the level of security in Azure helps the company prevent 
catastrophic security breaches. Ivlev concludes, “It’s amazing that 
Microsoft technologies can be both so functional and so easy to 
use.”  

 

 With Microsoft cloud 
solutions, we gain both 
compatibility and ease of use. 
We can also scale to process a 
huge amount of data quickly.” 

Igor Ivlev 
Information Security Officer 
Sberbank Leasing 

 


