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Purpose of This Document  

This document  show s the readiness of the Windows Server ® operating system , the computer 

systems on which it runs, and their supporting infrastructure to run IBM z/OS mainframe -

class data  center workloads ñand by extension, workloads from other types of mainframes or 

systems with comparable characteristics . Specifically , th is paper discusses  a Windows Server  

operating system  within which computerized business processing for a fictional corporation 

named Contoso can run with the same or better security, reliability , and operational 

efficiency as has for years been delivered on IBM MVS, OS/390 , and now z/OS operating 

systems . The cost of ownership for Windows Server  is dramatically less than for the 

comparable z/OS system.  

This report also shows how proper systems management can address specific concerns 

expressed by Contoso r egarding the modernization of its applications by migration to 

Windows Server. The five specific concerns addressed in this report are: 

Systems m anagement:  There is a  need for a reliable, available , and serviceable  production 

environment . A discussion of accomplishing this on Windows Server  is included . 

Scalability: Similarly, there is the need for  systems that can scale up and scale out as 

business requirements dictate ; this topic is also discussed.  

Security:  Contoso does not risk an increa sed security exposure by moving to the Windows 

Server operating system . This point is covered, along with how policies and  procedures of a 

data  center determine the level of security achieved.  

Performance:  This report provides e vidence that Windows Server  can handle the data and 

computation load demands of Contoso.  It highlights the h ard facts on volume levels similar to 

Contoso , which indicate that the proposed platform will support Contoso 's needs.   

Integration between Windows Server and the z/OS mainframe:  This area of concern 

consists of three  elements:  

¶ Data file transfer, cross -platform data access , and cross -system transaction 

integration between Windows Server and z/OS . 

¶ Cross -platform performance  and operations issues surrounding data replicat ion and 

duplication between the two operating systems . 

¶ User account synchronization and security integration for transactions executed 

partially on Windows Server and partially on z/OS . 
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Case studies of actual customer experience s are referenced in this paper to support the major 

claims of the paper.  

 

Please check www.microsoft.com/mainframe  for any future updates to this paper.  

This document contains many links to additional reference material available at  

www.microsoft .com , or at other sites. If you are reading this document on your computer, you 

can click the links to jump directly to this additional material. Please understand that some 

of these links might become stale  at some point after the time of this document's writing. The 

authors of this document have no control over these links.    

Although the examples used in this paper concern a fictional company, all parts of this 

scenario have been tested and proven in production in multiple organizations worldwide. 

Please visit www.microsoft.com/mainframe  to view case studies relevant to your o rganization .  

http://www.microsoft.com/mainframe
http://www.microsoft/
http://www.microsoft.com/mainframe
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Chapter 1.  Windows  Server  and Readiness 
Principles  

The Information Tec hnology Infrastructure Library ( ITIL ) guidelines , developed by an agency 

in the British Government, have  been generally  embraced by the industry. ITIL is the actual 

global standard i n the area of service management , prescrib ing  strategies and procedures for 

planning, deploying , and supporting a number of IT services . See more about ITIL at:  

 www.itil.org/en/index.php   

Many IBM mainframe shops have been running with policies and procedures equivalent to 

the ITIL principles for many years . Some of those shops have adopted ITIL explicitly. For 

example, see the IBM paper " Making ITIL Actionable in an IT service management 

environment " at:  

 www -306.ibm.com/software/tivoli/resource -center/overall/eb -itil -it -serv-

mgmt.jsp   

Microsoft has embraced ITIL and, based on ITIL principle s, has created a prescriptive 

approach that is easily acted on, called the Microsoft ® Operations Framework  (MOF). The 

MOF provides operational guidance that enables organizations to achieve business -critical 

system reliability, availability, supportability , and manageability of Microsoft products and 

technologies. The framework consists of òquadrantsó of focus that  address a cycle with the 

following action points and suggested processes:  

¶ Changing processes to respond to quality  and availability requirement s 

¶ Operating efficiently  

¶ Supporting interaction and interfacing  with the lines of business  

¶ Optimizing the entire system to become more agile and  flexible in long -term planning    

See more about the MOF at:  

 www.microsoft.com/technet/solutionaccelerators/cits/mo/mof/default.mspx  

See more about the MOF and ITIL at:  

 technet.microsoft.com/en -us/library/cc305135.aspx  

Microsoft has established the Dynamic Systems Initiative (DSI) , which  takes the overall 

systems management vision a step further. DSI is a commitment from Microsoft and its 

partners to deliver self -managing dynamic systems t hat help IT teams capture and use 

http://www.itil.org/
http://www-306.ibm.com/software/tivoli/resource-center/overall/eb-itil-it-serv-mgmt.jsp
http://www-306.ibm.com/software/tivoli/resource-center/overall/eb-itil-it-serv-mgmt.jsp
http://www.microsoft.com/technet/solutionaccelerators/cits/mo/mof/default.mspx
http://technet.microsoft.com/en-us/library/cc305135.aspx
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knowledge to design systems that are more manageable and to automate ongoing operations. 

See more about DSI at:  

 www.microsoft.com/business/dsi/default.mspx  

DSI represents general principles ; it is accepted throughout the IT community that good 

procedures and processes that follow the ITIL standards are the key to achiev ing  good results. 

This is true for IT systems availability, security, and more ñwith any operating system and 

computing platform .  

The next chapters  get specific about both the Microsoft tools and best practices that lead  to 

Windows Server  operating system  readiness  to run  mainframe data  center workloads , and 

how these apply to business  applications after their modernization through migration to 

Windows Server.  

http://www.microsoft.com/business/dsi/default.mspx
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Chapter 2.  Reliability, Availability, 
Serviceability ñPlusò  

In the early decades of the mainframe systems t hat became the zSeries and now System z 

computers running z/OS, IBM established a motto of "Reliability, Availability, and 

Serviceability," or RAS, as three pillars of system excellence. Microsoft recognizes the 

importance of reliability, availability, and  serviceability in any successful system, and 

includes s calability, security , and performance as key attributes of a Windows Server 

operating system environment.  

2.1 Reliability  

Reliability is measured as the mean time between failures for the hardware and sof tware 

components of a system and its applications. The reliability of entire systems depends  on the 

reliability of these individual components, or redundant component sets.  

The issues concerning reliability are the same for both the mainframe and Windows S erver. 

Windows Server 2008, the fifth major release of an operating system that started over 15  

years ago,  is built on a data  center ðclass code base that is hardened, stable, and mature. 

Hardware companies that built mainframes in the past now build data c enter ðclass 

computers for Windows Server. These companies include Hewlett -Packard, Unisys, Fujitsu, 

and even Sun Microsystems with its Sun Fire line of AMD processor -based servers and IBM 

with its xSeries line of servers.   

Windows Server 2008 contains features and code that ensure  the overall reliability of the 

operating system and server platform. For example, Microsoft worked to improve the security 

and integrity of the core Windows Server services,  those that run the operating system itself 

and handl e requests from both internal and external computers , and a feature called 

Windows Service Hardening is the result. This feature profiles core Windows Server services 

for allowed actions to the network, file system , and registry. Architectur ally , there are  also 

many  security layers between the user and the system kernel, insulating the vulnerable parts 

of the system from malicious users and software.  

There are also many service failure detection and recovery capabilities in Windows Server 

2008. If a servic e fails, the Service Control Manager  (SCM) can restart  the service in an 

attempt to recover . The service does  not have to crash to have the SCM initiate a restart , 

because services can alert SCM to memory leaks and other non fatal but degraded situations.  
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Other reliability features  include  file system support for transactions  and kernel patch 

prevention : 

¶ File system support for transactions.  Transaction -enabled file systems protect data 

against loss from a service or hardware failure by establishing a set of  operations that 

will constitute a single transaction. If any of those parts fail, the whole set of 

operations is rolled back to the initial state , either  immediately  or on the next boot in 

situations that result in entire system  failures. With this type of file system, users  are 

guaranteed that either  all  of the operations , or no ne of the  operations , are run . 

¶ Kernel patch prevention.  Kernel patching  allows applications to modify the 

functionality of the core of the operating system . By prev enting this, Windows Server 

2008 on 64 -bit platforms helps to ensure  system integrity. It block s some malware 

that negatively affect s reliability and performance ; it  also stymies well -intentioned but 

poorly suited applications that might try to scan for vi ruses in real  time, along with 

their unintended but negative reliability effects . The kernel is kept pristine and intact 

for legitimate services.  

The reliability of the Windows Server operating system should be judged by the reliability of 

the current release, Windows Server 2008,  when it is properly managed in a fashion similar 

to how a z/OS mainframe  is typically managed . The technology in Windows Server  2008 has 

significantly matured during the development of its four major predecessors  and should be 

jud ged in its current form when used as prescribed, according to best practices and in 

conjunction with a system s management framework . Additionally , there is little value in 

associating  the reliability of the Windows Server operating system with performance and 

stability  on desktop  computers  that run the Windows ® operating system  because the 

environments are markedly different  and , historically , the code bases of the Windows 

operating system and Windows S erver have been separate as well . Even more notabl e, one 

cannot effectively evaluate the reliability of the Windows Server operating system by the 

experience of shops lacking the mature process es practiced in most z/OS shops and codified 

by ITIL.  

One should assess the reliability of Windows Server by the expe rience of data  centers that  

follow best practices and that use tools that enable those practices to be followed.  

Read more about this in  "Reliability, Availability and Serviceability Enhancements in 

Windows Server 2008,ó which , as of this writing , is available at:  

 download.microsoft.com/download/0/8/C/08CD7F85 -7CEA -445C -98E2 -

D22944331C1E/WS2008_RAS.pdf  

http://download.microsoft.com/download/0/8/C/08CD7F85-7CEA-445C-98E2-D22944331C1E/WS2008_RAS.pdf
http://download.microsoft.com/download/0/8/C/08CD7F85-7CEA-445C-98E2-D22944331C1E/WS2008_RAS.pdf
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2.2 Availability  

High availability is driven by good operations policies, and from procedures that implement 

those policies. High availability is also related to  redundancy and failover. (If one of the nodes 

in a cluster becomes unavailable because of failure or due to scheduled maintenance, 

another nod e immediately begins to provid e service ; this process is known as failover. ) 

Availability is not the same as reliability. For example, a system that can quickly recover from 

an application program failure, such as z/OS Customer Information Control System ( CICS) or 

Internet Information Services (IIS)  7.0  on Windows Server 2008 , can provide high availability 

even for applications that are not in themselves reliable. Multiple systems operating in 

parallel, such as Parallel Sysplex and CICSplex offered by IBM o r Microsoft scale -out 

architecture, can also deliver high availability for unreliable applications.  

Redundant identical systems deployed in a scale -out architecture or a failover c luster  have 

become the regularly chosen alternative for  organizations that deploy critical e -commerce and 

line -of-business applications, because they provide significant improvements in availability, 

scalability, and manageability  at an easily justified cost . Clustering installation and setup are 

robust in Windows Server 2008 , and  enhanced network features in the product provide 

failover capabilities for  high system uptime. Two types of clustering are supported : 

Á Server clusters for up to 16  nodes   

Á Network load balancing (NLB), which balances incoming Internet protocol (IP) traffic 

across identical nodes in a cluster  

Indeed, failover clustering is a core feature of  Windows Server 2008, making high availability 

easy to achieve.   

See Appendix A  for more information about the Windows Server core technologies . 

As a point of reference, Unisys automatically collects uptime statistics from a subset of all 

installed ES7000 servers running Windows Server 2008 Datacenter. These statistics òshow 

that approximately 80 percent of ES7000 systems currently being monitored are achieving 

non -stop (100 percent) availability. Overall, the combination of Unisys ES7000 servers and 

Windows Server operating systems are registering on average 99.99+ percent availability . See 

more about these uptime statisti cs at:  

 www.unisys.com/products/enterprise__servers/high_d_end__servers/availability

/index.htm  

http://www.unisys.com/products/enterprise__servers/high_d_end__servers/availability/index.htm
http://www.unisys.com/products/enterprise__servers/high_d_end__servers/availability/index.htm
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2.3 Serviceability  

Hardware and software serviceability ar e distinct. This paper does not discuss hardware 

serviceability , except to say that mainframe -class capabilities are built into Windows Server 

2008 Datacenter ðclass hardware systems from companies like IBM, H ewlett -Packard , Fujitsu, 

NEC, and Unisys.  

Software serviceability comes down to the classic triad of problem determination, problem 

correction, and the application of problem corrections.  

Microsoft provides tools for problem determination and correction of applications for Windows  

Server , such as  just -in -time debugging of the application in its failure state and post -mortem 

(dump) debugging that , in an interactive debugger , re-creates the application's state at the 

time of failure. These capabilities are delivered primarily by the Microsoft Visual Studio ® 

Team System development system. A discussion of Visual Studio  Team System is beyond the 

scope of this pa per, but a short summary of Visual Studio Team System  is provided in 

Appendix B.  

Microsoft partners provide addi tional tools for systems management that aid in problem 

determination. A good resource to use for locating the most current partner tools is located 

at:  

 www.microsoft.com/syste mcenter/en/us/alliance -members.aspx . 

To streamline serviceability , it is now possible to reduce the server footprint to just those 

components that are necessary to perform a certain role; Windows Server 2008 has added a 

concept called server roles. Windows  Server 2008 is deployed using  these server roles , which 

add and remove components based on specific scenarios in which a server will be operating . 

Completing setup and initial configuration is streamlined with the Server Manager console 

using the Initial Configuration Tasks window (ICT). ICT guides users  through the procedures 

that are necessary to complete the setup and initial configuration of a new server, such as 

specifying the administrator password and the computer name, joining the  machine to a 

domain, and enabling Windows Update and server roles.  

Windows Server 2008 delivers enhanced componentization and allows for most maintenance 

changes to be applied without restarting the operating system. After setup is complete, within 

Server Manager, the Add Roles Wizard allows users  to easily select a server configuration that 

deactivates components that are unnecessary for that role  and tracks dependencies on other 

components as well . This reduced footprint not only enhances Windows Server  security  by 

reducing the attack surface,  but also provides more flexibility for changes and patches to the 

deactivated services.  

Windows Server 2008 includes Windows Reliability and Performance Monitor , a tool to 

monitor and assess system performance and reliability. Windows Reliability and Performance 

http://www.microsoft.com/systemcenter/en/us/alliance-members.aspx
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Monitor provides a graphical interface for customizing performance data collection and event 

trace sessions. It also tracks changes to the system and compares them to changes in system 

stability, providing a  graphical view of their relationship.  

Other  serviceability capabilities  include:  

Á Hot patching.  Installing some types of operating system updates while the system is 

running should allow for a considerable reduction in the number of server reboots of 

Windo ws Server 2008 ðbased servers, making servicing easier and increasing system 

availability.  

Á Hot component addition and replacement.  Adding resources to servers without  

powering them down  allow s for scaling up of physical devices  without service 

interruption.  Replacement of components without shutting down the operating system 

can prevent system failure and allow for the replacement of the affected components , 

improving reliability and not affecting uptime. Any shutdown is a negative event from a 

servicing perspective, and these òhotó maintenance capabilities reduce those 

requirements.  

Á An event system, Windows Eventing 6.0.  The capabilities in Windows Eventing 6.0 

make servicing a system much easier, through a  new user interface  that allows for easier 

isolat ion of problems and better identification of root causes. The administrator can 

create custom views to detect problems earlier, and by associating  event filters to tasks in 

the task scheduler , some problems can be solved  automatically . Both Windows Server 

and mainframe s have advanced processes for the distribution and automatic application 

of problem corrections . The IBM process derives from its System Management Procedure 

(SMP), which was introduced in the 1980s . Microsoft  provides  Microsoft System Center 

Configuration Manager 2007  and Microsoft System Center Operations Manager 2007 for  

a system administrator or s ystems programmer to centralize application management 

and server serviceability from the perspective of patching, problem determination, and 

resolution.  

2.3.1 Whole Computer Serviceability  

Serviceability at the level of a whole computer is a broader element of the serviceability 

discussion . In a cluster of identically configured computers , an individual member of the 

cluster can simply  be considered  a unit of computing capacity. The removal of a unit ña 

server computer ñdue to failure or for planned service is simply a reduction of capacity by an 

amount inversely proportional to the number of units in the cluster. For example, r emoving 

one unit in a fo ur -server cluster reduces capacity by 25 percent, while adding a unit to a 

four -server cluster increases capacity by 20 percent.  
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When a new server computer is added to a cluster that is under the control of System Center  

Configuration Manager  2007 provisioning  features , then the operating system, applications, 

and any other required software will be automatically installed even on a "bare metal" 

machine with no preinstalled software. One such feature is Windows Deployment Services, 

which automates t he rollout of operating system images across the enterprise. For more 

information about Windows Deployment Services technology, see:  

 technet2.micr osoft.com/windowsserver2008/en/servermanager/windowsdeploy

mentservices.mspx  

After Windows Deployment Services completes the operating system installation process , 

System Center Configuration Manager  2007 can install any applications, configure 

application settings, or make other server provisioning.  

2.4 Scalability  

Scale is the ability to increase or decrease processing power in proportion to the addition or 

deletion of hardware. Scalability is a measure of how well a system scales up or down. 

Windows Server scales at small increments of cost (and power), making it economical to grow 

a system as its needs grow, and to reduce capacity and related costs should needs decline.  

Microsoft has engineered Windows Server to fill both scale -up and scale -out business 

requi rements . 

2.4.1 Scale-Up 

From the hardware perspective, scale -up is the addition of more hardware ñmore processors, 

memory, and input/output ( I/O ) bus paths ñto a single computer. From an operating system 

perspective, scale -up is the ability to gain better performa nce from a single instance of the 

operating system when more hardware and power are added to server hardware . The simplest 

example of scale -up is the addition of more processors to the server hardware . Both a z/OS -

based  mainframe and the largest Windows Server configuration can have 64 processors , a 

clear statement that both types of operating system s can address and schedule use of many 

processors for a large workload requirement.  

Although there are many well -known exce ptions,  generally increasing hardware resources 

does not increase overall system performance by an equal proportion. Typically , there is a 

non -linear declining curve of improved performance versus added hardware on a single 

platform . For example,  typically  as hardware resources are doubled, less than twice an 

increase in performance is achieved. There is some overhead involved in multiprocessor 

systems, and in addition, programs and applications must be developed specifically to make 

http://technet2.microsoft.com/windowsserver2008/en/servermanager/windowsdeploymentservices.mspx
http://technet2.microsoft.com/windowsserver2008/en/servermanager/windowsdeploymentservices.mspx
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use of the multiple ava ilable processors; most applications do not require many processors on 

one single server and are not programmed to use multiple processors. For example, Microsoft 

SQL Server ® 2008 data  management  software is designed and programmed to make effective 

use of  a large multiprocessor server. Servers in this category cost more money per processor 

than the same number of processors configured on separate servers. For these reasons of 

cost and return, the preferred approach is generally to scale out hardware when p ossible and 

scale up only when necessary (for example, only for a monolithic workload that cannot be 

distributed among multiple machines).  

It is worth noting that the use of multiple processors within a single application is relatively 

new to the z/OS prog ramming space. Historically , CICS programs were written as "single -

user" programs, and in fact this simplicity was called out as one of the advantages of CICS. 

Only recently has popular guidance emerged to encourage CICS programs to be written to 

accommoda te multiple threads of concurrent execution (on multiple processors).  

2.4.2 Scale-Out 

Scale-out is the ability to add power by adding more systems to a cluster of generally 

identical systems configured in a parallel cluster. Contrary to scale -up, the  performance  and 

availability benefits of the scale-out  architecture  are often nearly linear: add twice as many 

systems, and get twice as much power and performance. Scale -out clusters of identical 

systems can be managed as if they were a single system. Windows Server  2008 provides NLB 

cluster support; an NLB array can have up to 32 nodes of any server size  as long as they  

share a single address and appear to clients as a single resource . Properly configured, NLB 

nodes can be added or deleted from the array , with no im pact on application availability. 

Applications based on the Microsoft .NET Framework, as well as  other applications , can run 

in  this configuration via the IIS service or using Windows Component Services to run 

applications that are written to the older COM + development architecture.  In addition, the 

more traditional failover clustering abilities remain in Windows Server 2008 : users  can 

establish a cluster of identically configured machines that can absorb responsibilities and 

services that are hosted on oth er nodes should they fail.  

Windows Server 2008 scales near or at the top with the major line -of-business commercial  

off-the -shelf applications. For example, Windows Server 2008 scales near the top with SAP, 

PeopleSoft, and Siebel. Some examples are referenced later in this paper . Windows Server is 

also near or at the top in commercial benchmarks published by the Transaction Processing 

Performance Council  (TPC), such as TPC -C. For  more information, see:  

 www.tpc.org/  

To view a recent benchmark result using HP Integrity Superdome with Windows Server 2008 

and SQL Server 2008 , see: 

http://www.tpc.org/
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 www.tpc.org/results/individual_results/HP/HP -Superdome -10TB -SQL-02 -27 -

2008 -ES.pdf  

2.5 Security  

Computing system security has become important since the time that IBM established  RAS 

as a key set of system attributes. Security wa s designed into the Windows Server operating 

system (named Windows NT ® at the time) from its inception. The predecessor versions of 

z/OS did not have a security mechanism until Remote Access Control Facility (RACF) and 

thi rd -party alternatives , such as CA' s ACF2 and Top Secret , were added onto the IBM 

mainframe operating system in the late 1970s.  

Windows Server 2003 is currently certified by the Computer Emergency Response Team 

(CERT) standards at EAL level 4+. These are the standards defined by 27 of the l argest federal 

governments in the world, and shared as a common basis of requirements for creating secure 

operating system code. The previous release of Windows Server, Windows 2000  Server , was 

also certified at EAL 4+. In the past, IBM did not participate  in the CERT certification process 

with z/OS (OS/390 or MVS), but did finally receive EAL 4 certification  in Q2 2006. There are 

no commercial operating systems certified at EAL 5 and above. Open -source operating 

systems like Linux are certified at EAL 4. 

For more information about  EAL level certifications  for Windows Server 2008 , see: 

 http://www.niap -ccevs.org/cc -scheme/in_evaluation/   

Every object in the Windows Server operating system can be protected , and only authorized 

users or groups of users are allowed to access those objects. Examples of objects are the file 

system directories and files (including program files), database views, and online applications 

(running under IIS). Using the role -based s ecurity provided by Windows Authorization 

Manager  2007  (generally comparable to RACF user security under CICS), one can authorize 

users to only certain functions within applications (such as reads versus updates, create 

accounts versus change) and authoriz e access to only certain database data.  Additionally, 

using NT File System (NTFS) ðbased security, one can assign and restrict permissions from 

users and groups to govern their abilities to create, delete, read, write, and perform other file -

based  and folde r-based actions.  

To validly compare the security of any two platforms, one must compare systems with 

equivalent functionality installed. Therefore,  to compare the security of Windows Server 2008 

to z/OS one needs to look at the kernel operating system and the basic facilities that are 

needed to run operating system processes. For example, if one includes IIS (which provides 

transaction monitoring and management on Windows Server) then one must also include 

http://www.tpc.org/results/individual_results/HP/HP-Superdome-10TB-SQL-02-27-2008-ES.pdf
http://www.tpc.org/results/individual_results/HP/HP-Superdome-10TB-SQL-02-27-2008-ES.pdf
http://www.niap-ccevs.org/cc-scheme/vpl/
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CICS on z/OS. If one considers the security of an HTTP server  on Windows Server , one must 

compare that to z/OS running an HTTP server both behind the same firewall and not  behind 

firewalls, and exposed to the same attacks.  

Very few z/OS systems have been exposed to the variety and volume of attacks that ar e made 

when a computer system is exposed on the Internet. At least tens of thousands of Windows 

Server operating systems have been continually exposed to this level of attack because they 

are on the Internet ñand they survived the attacks.  

Security in Windows Server is compared to security in CICS in a paper available at:  

 g.msn.com/9SE/1?http://download.microsoft.com/download/5/d/6  

/5d6eaf2b -7ddf -476b -93dc -7cf0072878e6/RACF -

CICS.doc&&DI=6066&IG=46a4990ff5b846abb5fe5d2e0d5a9b87&POS=1&CM=W

PU&CE=1&CS=AWP&SR=1  

2.5.1 SDL and the Microsoft Security R esponse Center  

The Security Development Lifecycle  (SDL) is  a process  that  Microsoft designed to develop 

software that will withstand malicious attacks. The process adds a series of security -focused 

activities and deliverables to each phase of the Microsoft software development process, 

including the development of threat models  during software design, the use of static analysis 

code-scanning tools during implementation, and the conducting of code reviews and security 

testing. Before software subject to the SDL can be released, it must undergo a final security 

review by a team th at is independent from its development group. Software that has 

undergone the SDL has a significantly reduced rate of external discovery of security 

vulnerabilities when compared to software that has not been subject to the SDL. Best 

practices and knowledg e gained by the Microsoft Security Response Center (MSRC) through 

its security response processes are regularly integrated into the SDL process. For more about 

the SDL, see:  

 msdn.microso ft.com/en -us/security/cc420639.aspx   

The MSRC is the hub of a carefully designed and frequently refined worldwide security 

response system  that was  created to protect Microsoft customers from vulnerabilities 

discovered in Microsoft software  after it is rel eased. Established in 1996, the MSRC pursues 

its mission in two ways : 

Á It proactively seeks information about software vulnerabilities , and then provides security 

bulletins and updates that specifically address those vulnerabilities . 

http://g.msn.com/9SE/1?http://download.microsoft.com/download/5/d/6/5d6eaf2b-7ddf-476b-93dc-7cf0072878e6/RACF-CICS.doc&&DI=6066&IG=46a4990ff5b846abb5fe5d2e0d5a9b87&POS=1&CM=WPU&CE=1&CS=AWP&SR=1
http://g.msn.com/9SE/1?http://download.microsoft.com/download/5/d/6/5d6eaf2b-7ddf-476b-93dc-7cf0072878e6/RACF-CICS.doc&&DI=6066&IG=46a4990ff5b846abb5fe5d2e0d5a9b87&POS=1&CM=WPU&CE=1&CS=AWP&SR=1
http://g.msn.com/9SE/1?http://download.microsoft.com/download/5/d/6/5d6eaf2b-7ddf-476b-93dc-7cf0072878e6/RACF-CICS.doc&&DI=6066&IG=46a4990ff5b846abb5fe5d2e0d5a9b87&POS=1&CM=WPU&CE=1&CS=AWP&SR=1
http://g.msn.com/9SE/1?http://download.microsoft.com/download/5/d/6/5d6eaf2b-7ddf-476b-93dc-7cf0072878e6/RACF-CICS.doc&&DI=6066&IG=46a4990ff5b846abb5fe5d2e0d5a9b87&POS=1&CM=WPU&CE=1&CS=AWP&SR=1
http://msdn.microsoft.com/en-us/security/cc420639.aspx
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Á It constantly monitors evidence that a security incident is underway , and responds 

quickly and aggressively to help protect customers from security thre ats when they 

emerge.  

The MSRC is part of the overall security effort by Microsoft , and its commitment to build 

software and pr ovid e services that will help better protect customers, the industry, and 

critical infrastructures. The MSRC is focused specifically on Microsoft security response 

efforts ; it takes part in the later stages of the vulnerability management life  cycle.  

The M SRC is described in more detail in  Appendix F . There is a  reference to the U.S. 

Computer Emergency Response Team (US -CERT) summary of 5198 vulnerabilities for 2005  

as follows : 

Á 812  Windows operating system vulnerabilities  

Á 2328 Unix/Linux operating system vulnerabilities  

Á 2058 multiple operating system vulnerabilities  

As of the writing of this paper , US -CERT has not posted summary numbers for 2006. 

However, a brief visit to www.us -cert.gov/cas/bulletins  reveals that vulnerabilities on 

Windows Server are not  dominant. Unfortunately, the number of vulnerabilities by operating 

system is no longer easy to identify.  

2.6 Performance   

Performance can be illustrated by many methods. This  section focuses on the experience s of 

customers and line -of-business or industry benchmarks.  

2.6.1 Performance Experience s of Customers  

A number of major enterprises depend on the performance of Windows Server , and the data 

center ðclass hardware on which it run s, to "run the business." Several examples of those are 

included in this section.  

London Stock Exchange  

The London Stock Exchange needed a solution to meet their demanding real -time 

environment with the reliability, performance, and scalability that would last them for many 

years. With Windows Server, t hey achieved the lowest transaction latency of any stock 

exchange in the world : 

http://www.us-cert.gov/cas/bulletins/
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Á 3,000 -plus transactions a second, with 300 -millisecond latency  

Á Sub -second hot failover between servers, with no client disruptio n 

Á Half the time ðto-market, compared to that of other operating systems  

Danske Bank  

Danske Bank needed to establish new lines of business that their current environment could 

not sustain. They added a SQL Server data warehouse to solve the requirement for rapid 

response for 300 concurrent clients.   

Scottish and So uthern Energy  

Scottish and Southern Energy created a new financial reporting system to generate internal 

reports and to meet the demands of investors and owners.  They achieved:  

Á Improved report performance . 

Á Lowered total cost of ownership . 

Á A scalable solution for future growth . 

Bovespa Stock Exchange  

Bovespa needed a modern structure for clearing and depository operations in Brazil.  By using 

Windows Server, they were able to:  

Á Handle 1.6 million m essages a day , with 99 percent of the messages having a response 

time below 0.5 seconds . 

Á Create a highly available and scalable platform that allows scaling out and scaling up as 

needed . 

2.6.2 Performance  Benchmarks  

The performance capability of Windows Server i s also indicated by industry standard 

benchmarks. Vendors of business applications publish benchmarks that are used for 

hardware sizing. The Windows Server operating system consistently performs at or near the 

top in these measures. This section shows the results for Windows Server, as published on 

microsoft.com as of the time this paper was written.  
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Application Vendor Benchmarks  

Á Camstar:  Record  scale at 205 Manufacturing Execution System  (MES) transactions per 

second and 60 percent space reduction due to d atabase compression were achieved with 

Camstarõs MES application, SQL Server 2008, and Windows Server 2008.  

Á Microsoft Dynamics ® AX:  Benchmark tests demonstrate record scale showing up to 70 

percent improvement in throughput scalability and response time; m aximizing 

performance while minimizing database growth using SQL Server 2008 database 

compression.    

Á Microsoft Dynamics CRM:  Benchmark tests demonstrate that record scale at 24,000 

concurrent users with sub -second response rate was achieved with Microsoft Dynamics 

CRM 4.0, SQL Server 2008, and Windows Server 2008 for enterprise -level workload.  

Á SAP:  World  Record Scale was s et by SQL Server 2008 on the SAP Sales and Distribution 

(SD) standard application three -tier benchmark using four -processor blade  servers with 

34,000 SAP SD standard application benchmark users.  This latest benchmark 

demonstrates an increase of throughput of nearly a factor of three  over the last four  years 

with industry -standard hardware . The demonstrated throughput b y SQL Server 2008 64 -

Bit  and Windows Server 2008 64 -Bit  running on industry -standard hardware is expected 

to cover scalability needs of at least 97  percent  of all SAP deployments worldwide.  

Industry Benchmarks  

The TPC defines transaction processing and da tabase performance benchmarks , such as 

TPC-E and TPC -H, and disseminates objective performance data based on these benchmarks. 

TPC benchmarks have extremely stringent requirements,  including both reliability and 

durability tests, and must undergo independent audit s.  

Companies participate in TPC benchmarking to show an objective demonstration of 

performance and price/perform ance in a regulated environment  and to apply technologies 

used in the testing process to produce more robust and scalable software and hardware 

products. Independent auditors certify benchmark results and file a fu ll disclosure report 

with TPC.  

The TPC-E benchmark,  introduced in February 2007 to measure online transaction 

processing ( OLTP) performance, is broadly representative of customer workloads.  Unlike its 

predecessor TPC -C, TPC-E uses a complex but realistic database schema and requires 

mainstream capabilities  such as referential integrity and redundant  array  of independent  

disks  (RAID ) protected storage.   

The TPC-H benchmark is a decision support benchmark. It consists of a suite of business -

oriented single -case queries and concurrent data modifications. The queries and the data 

populating the database have been chosen to have broad industry -wide relevance. This 

http://www.tpc.org/information/benchmarks.asp
http://www.tpc.org/tpce/
http://www.tpc.org/tpch/
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benchmark illustrates decision support systems that examine large volumes of data, run  

quer ies with a high degree of complexity, and give answers to critical business questions.  

The benchmark results are as follows:  

Á On the TPC -E application, NEC systems running Windows Server 2008 and SQL Server 

2008 posted a new world record of 1 ,126 transactio ns per  second E (tpsE ) on an Itanium 

32 -processor (64 -core) server. This was the first TPC -E result on a 64 -way server, and 

bested the previous record by 70  percent . 

Á Also on the TPC -E application, IBM systems running Windows Server 2008 and SQL 

Server 2008 posted 479 tpsE on a Xeon 4 -processor, 15 -core server. This was a 14 -

percent  performance gain over SQL Server 2005 and Windows Server 2003, and 

represented the highe st performance on the benchmark for 4 -socket servers.  

Á On the TPC -H (10-terabyte [TB] ) application, an HP Integrity Superdome Itanium 32 -

processor, 64 -core server posted 63,000 composite queries per hour ( QphH ), which is the 

first  SQL Server or Windows Server result in the 10 -TB category of this test.  

Another benchmark: In April 2008, working with the Microsoft High Performance Computing 

team, the National Center for Supercomputing Applications deployed the community 

technology pre view of Windows HPC Server 2008 on an HPC cluster named Abe, achieving a 

LINPACK score of 68.5 teraflops and 77.7 percent efficiency. The cluster placed twenty -third  

in the June 2008 TOP  500 list. Abe  comprise s a cluster of 1,200 Dell PowerEdge 1955 server  

compu ters, each configured with two Quad -Core Intel Xeon processors, eight  gigabytes of 

memory, and InfiniBand I/O technology.  

Source s:  

 www.microsoft.com/sqlserver/2008/en/us/ben chmarks.aspx   

includ es detailed information about the hardware and testing methodology 

for the quoted benchmarks  

 http://download.microsof t.com/download/b/0/f/b0fd90f3 -d682 -4306 -

a831 -f524d2fad3dd/NCSA_HPC_Datasheet.pdf   

http://www.microsoft.com/sqlserver/2008/en/us/benchmarks.aspx
http://www.microsoft.com/sqlserver/2008/en/us/benchmarks.aspx
http://www.microsoft.com/sqlserver/2008/en/us/benchmarks.aspx
http://download.microsoft.com/download/b/0/f/b0fd90f3-d682-4306-a831-f524d2fad3dd/NCSA_HPC_Datasheet.pdf
http://download.microsoft.com/download/b/0/f/b0fd90f3-d682-4306-a831-f524d2fad3dd/NCSA_HPC_Datasheet.pdf
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Chapter 3.  Operational Systems Management  

Mainframe systems management is a highly evolved discipline, especially IBM z/OS systems 

management. In a large z/OS shop, systems management h as subspecialties such as 

performance management for service level attainment, direct access storage device ( DASD) 

space management for disk usage, and overall computing capacity management and 

planning. The tools used in these areas are generally unique t o the z/OS environment. There 

are many advanced tools available from IBM and third -party vendors. Network management 

is usually performed separately, generally in a manner and with tools in common between the 

mainframe, Windows Server, and other systems areas, particularly since organizations have 

moved to IP -based networks.  

Management of Windows Server operating systems is also now greatly evolved, notably so in 

Windows Server 2008 with the advent of Server Manager and the System Center family of 

system management products . Most importantly, the discipline that is commonplace in a 

z/OS mainframe shop is formally applied to Windows Server thr ough the adoption of ITIL 

principles, which Microsoft has implemented within the MO F. Many z/OS shops follow the 

principles encoded by ITIL, though the principles are not usually identified as such. The 

issues and solutions related to management of Windows  Server 2008 systems are described 

within this section below.  

3.1 Microsoft Solutions Framework  

The Microsoft Solutions Framework (MSF) provides people and process guidance ñthe proven 

practices of Microsoft ñto help teams and organizations become more successfu l in delivering 

business -driven technology solutions . The MSF is described at:  

 www.microsoft.com/technet/itsolutions/msf/default.mspx  

3.2 Microsoft Operations Framework  

Microsoft has long recognized the value of industry best practices and standards for IT 

operations. In particular, guidance provided through ITIL has been globally acknowledged as 

providing a sound basis and the de facto standard for IT service management.  

In keeping wi th ITIL 's philosophy of " adopt and adapt, " Microsoft has chosen to provide 

additional specific guidance  via the MOF. The MOF is applicable to customers using Microsoft 

technologies within their environments. Microsoft created the first version of the MOF in 

http://www.microsoft.com/technet/itsolutions/msf/default.mspx
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1999. It  was designed to  complement the well -established MSF for solution and application 

development. Together, the MSF and MOF provide guidance throughout the IT life cycle.  

The MOF provides operational guidance that enables 

organizations to achieve business -critical system 

reliability, availability, supportability, and manageability 

of Microsoft products and technologies. With its Process 

Model, the MOF provides guidance  with which to assess 

current IT service management maturity, prioritize 

processes of greatest concern, and apply proven 

principles and best practices to optimize the management 

of Windows Server 2008 ðbased system s. 

In addition to the Process Model, the MOF provides  the 

Team Model  and the Risk Management Discipline , which together are its core components. 

The MOF  is described at:  

 www.microsoft.com/MOF  

The "MOF Executive Overview " is available at:  

 www.microsoft.com/technet/solutionaccelerators/cits/mo/mof/mofeo.mspx  

Microsoft also embraces continuous improvement. The MOF continuous improvement road  

map is a vehicle to help make continuous improvement of IT services easier to act on and 

more achievable.   

3.3 Real-Time Monitoring, Problem Determination , and 
Problem Correction  

System Center Operations Manager 2007 (named Microsoft Operations Manager (MOM ) in its 

prior releases) is a key component of the DSI described in section 3.5 of this paper . It 

provid es manageability by delivering operational knowledge and subject expertise directly 

from the application developers . System Center Operations Manager  2007 help s simplify 

identification of issues, streamlines the process for determining the root cause of problem s, 

and facilitates quick resolution to restore services and to prevent potential IT problems.  

Organizations deploy monitoring technologies in an effor t to reduce  the  costs associated with 

managing large numbers of servers and server -based applications in their enterprise 

environment . System Center Operations Manager 2007 assist s customers  to achieve IT 

service level commitments through the use of management packs , which add intelligence and 

monitoring capabilities for specific products and services to the core System Center 

http://www.microsoft.com/MOF
http://www.microsoft.com/technet/solutionaccelerators/cits/mo/mof/mofeo.mspx
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Operations Manager 2007 system . Find  specific management packs for System Center 

Operations Manager 2007 at the following link:  

 www.microsoft.com/technet/prodtechnol/mom/catalog/catalog.aspx?kw=&vs=2

007&ca=&co=All  

The difference between management packs for System Center Operation s Manager  2007  and 

similar management technology lies in  the following points : 

Á The individual product groups that developed the software that the management packs 

oversee also develop their respective management packs, so that best practices and 

intimate k nowledge of each product is included within the management pack . 

Á Developers of Microsoft applications or services must think òinside -out ,ó using their 

personal knowledge of the application or service  to break down its components into a 

framework that best describes its management points . 

As the first stage of delivering on the DSI vision, management packs for System Center 

Operations Manager management packs provide built -in , product -specific operatio nal 

intelligence, encapsulating knowledge from the individual Microsoft product teams that 

develop the applications, Microsoft Consulting Services , and Microsoft Support Services ñ

right  out of the box . Secondly, and most notably, is the Design for Operation s methodology 

that is used to first analyze , and then design , the management of applications and services  

for Windows  Server .  

The Design for Operations  methodology of managing applications contrast s sharply with the 

typical way in which application manage ment  software  is developed . As opposed to using an 

outside -in approach, where outside consultants define management, Design for Operations 

requires developers of Microsoft applications or services to adopt an inside -out approach 

based on their personal kno wledge of the application or service . Instead of only monitoring 

processes or services for an up/down status and generating an alert to a console, Design for 

Operations requires that developers analyze and break down an application or service into a 

framew ork that will describe the application  in a detailed fashion  from a management 

perspective.  

The Design for Operations methodology initially use s three models as the basis for 

implementing management for a service or application :  

Á The Health Model  

Á The Task  Model  

Á The State Model  

http://www.microsoft.com/technet/prodtechnol/mom/catalog/catalog.aspx?kw=&vs=2007&ca=&co=All
http://www.microsoft.com/technet/prodtechnol/mom/catalog/catalog.aspx?kw=&vs=2007&ca=&co=All
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The models are meant to provide a prescriptive mechanism for ensuring that management is 

built for every service and application , and that the management is aligned with the needs of 

the administrator s who will be running the service s, as well as the end consumers of those 

services . Since  2005 , all Microsoft applications and operating system subservices, such as 

Domain Name System ( DNS), Dynamic Host Configuration Protocol ( DHCP), and  File/Print, 

have been  developed using this  methodology.  

3.3.1 The Health Model  

The Health Model  defines what it means for a system to be healthy or unhealthy, and it 

defines how a system transitions in and out of these  states. Good information on a system 's 

health is necessary for the maintenance and d iagnosis of running systems. The content of the 

Health Model become s the basis for system events and instrumentation on which monitoring 

and automated recovery is built. Often, system information is supplied in a developer -centric 

way, which does not give the administrator or systems support staff operational visibility into  

the applications. The Health Model seeks to guide both what kinds of information should be 

provided  to administrators and support staff , and how the system or the administrator 

should r espond to the information .  

The Health Model has the following goals:  

Á Document all management instrumentation that is exposed by an application or service.  

Á Document all service health states and transitions that the applicat ion can experience 

when running.  

Á Determine the instrumentation (events, traces, performance counters, and WMI 

objects/probes) necessary to detect, verify, diagnose, and recover fro m bad or degraded 

health states.  

Á Document all dependencies, diagnostics steps , and possible recovery actions . 

Á Identify wh ich  conditions will require intervention from an administr ator.  

For example, the SQL Server  Management Pack has been developed using the Health Model , 

to provide administrators with an understanding of the health of a SQL Server  system as a 

wh ole, as well as the health of the services upon which SQL Server depends . The SQL Server 

Management Pack uses complex monitoring rules to indicate health in  the following  

scenarios :  
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Scenario  Configurable Elements  

Block analysis  Modify the time threshold, which by default is one minute . 

Database 

configuration 

monitoring  

Enable this monitoring feature and configure the database 

configuration settings that organizations  want to apply to their  

environment s. 

Database health 

monitoring  

Modify the list of high -severity databases; in addition to triggering 

unhealthy alerts, databases that are defined as high -severity 

databases will trigger a service -unavailable alert . 

Database space 

monitoring  

Modify the threshold values that are used to trigger bot h warning and 

error events . 

Disable space monitoring for specific types of databases . 

Excluding 

databases from 

monitoring  

Create a text file list of databases to exclude from the following 

monitoring scenarios:  

Á Database space monitoring  

Á Transaction log space monitoring  

Á Database health  

Excluding 

database 

instances from 

monitoring  

Create a text file list of database instances to exclude from the 

following monitoring scenarios : 

Á Database space monitoring  

Á Transaction log space monitoring  

Á Database  health  

Excluding long -

running agent 

jobs from 

monitoring  

Create a text file list of agent jobs to exclude from monitoring for 

long -running agent jobs . 

Long -running 

agent jobs  

Modify the time threshold, which is by default 60 minutes . 

Configure to discover each s pecific job instead of the aggregate of 

jobs) . 

Performance 

thresholds  

Modify the thresholds for performance ale rting . 

Enable rules that are disabled by default and modify thresholds for 

these rules . 

Service pack 

compliance  

Specify which s ervice pack version to check for  (one must manually 

configure Service Pack  2). 

Generate success events, in addition to failure events . 

SQL Server 

replication 

performance 

collection  

Enable replication performance rules to collect data for public views . 
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Scenario  Configurable Elements  

SQL Server role 

availability  

Enable monitoring of the Full Text Search service  for these SQL 

Server 2005 components , which is disabled by default : 

Database engine  

Reporting Services  

Analysis Services  

Integration Services  

Using the concept of health modeling, the SQL Server  Management Pack provides more than 

simple monitoring . It ensures that the correct components of the application are being 

managed ; gives system operators and administrators a clear understanding of how a detected 

problem a ffects the health of the se rvice ; and provides local automation, prescriptive 

guidance , and tasks to diagnose and remedy the problem.  

If a management technology is monitoring an application or service without  a deep 

understanding of the Health Model, IT operators must invest time and resources to analyz e 

the relevance of an alert to the operations of their organization.  

3.3.2 The Task Model   

Microsoft developers  use t he Task Model  of t he Design for Operations methodology to 

enumerate the activities that are performed in manag ing the system. These may be 

maintenance tasks performed on a routine basis, such as backup , event -driven tasks (such 

as adding a user ), or diagnostic tasks performed to correct system failures. Defining these 

tasks guides the development of administration  tools and interfaces, and it becomes the basis 

for automation. Used in conjunction with the Health Model and ensuing instrumentation, the 

Task Model also drives self -correcting systems .  

The Task Model  is utilized by management pack developers in the crea tion of product - or 

serviceðspecific management , rules , and administrator tasks . Management packs make use of 

the Task Model  to understand which error situations can be corrected on the managed 

system by using self -correcting rules , and which will require human intervention . Likewise, 

the Task Model  provide s the  IT administrator with preconfigured, remotely launched tasks 

from within the System Center Operations Manager c onsole that will assist in either error 

diagnosis or correction.  

A list of SQL Server M anagement Pack  tasks that can be performed from the System Center 

Operations Manager  console can be found in  Appendix D . 

The concept of the Task Model ensure s that the management packs for System Center 

Operations Manager 2007  assist in reducing the operations burden of an application or 

service by offering developer -provided best  practices for resolving error situations , either 
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through local automation or  through System Center Operations Manager  consoleðrun 

administrator tasks . 

Without the concept of a Task Model, most monitoring applications rely on the IT 

organization to write complex scripts and rules that can determine how to resolve error 

situation s locally  or to determine the correct diagnostic procedures or tools needed to remedy 

a problem remotely.  

3.3.3 The State Model  

The State Model  of the Design for Operations methodology will be increasingly used  by future 

Windows Server environments  and Windows Server ðbased applications , including Windows 

Server 2008, to provide adminis trators with a comprehensive means of managing both the 

availability and configuration of systems and applications . State modeling catalogs the state 

and settings associated with an application and define s the scope and type for each. State 

may be associated with the computer or the user, it may be temporary or permanent, and it 

might be user data or operational parameters. Having a strict association of every state entity 

with its scope and category allows  the administrator flexibility in deployment and provides a 

powerful tool for control.  

Management packs for System Center Operations Manager  2007  provide administrators with 

health and state information from views within the Operat ions Console  tool . In ad dition to 

alert views found in other management applications, the State view in the Monitoring pane 

provides System Center Operations Manager  operators with a quick overview of server health. 

Each computer shown in the State view receives a rating in several critical categories. The 

rated categories include memory, operating system , and Active Directory ®, as well as specific 

application categories, such as SQL Server and Microsoft Exchange Server. The operator can 

expand a particular category to view server  status as shown in subcategories.  
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Figure 1. System Center Operations Manager 2007 SQL Server Database Health  

System Center Operations Manager  2007 provides users with a variety of topological views 

that show the automatic discovery of nodes and relationships. With topological views, IT 

operators can access node status, navigate to other views, and launch context -sensitive 

actions. This helps reduce r esolution time for complex problems from tens of hours to tens of 

minutes, significantly reducing cost and improving service levels. For example, when a 

negative event occurs in  SQL Server , the name of that application turns red in the State view . 

By doubl e-clicking the red application, a more detailed view opens , showing one or more 

trouble spots in red. The operator can drill  down in detail until the cause  is uncover ed. The 

Operations Console tasks and prescriptive guidance are then available to help resolve the 

issue.  

By combining health and state with alert information, IT operators no longer have to perform 

research to understand the organizational impact of alerts. By maintaining awareness of 

system and service availability, IT staff is better able  to identify, address, and resolve IT 

reliability and performance issues before they become serious problems and have a negative 

impact on business applications. Through the use of state modeling and directly monitoring 

the event, health, and performance i nformation of Windows Server 2008 and any applications 

running on it , System Center Operations Manager  2007 helps  highlight relevant and 

important information that can be captured, evaluated, and presented to operators, helping 

prevent issues from going un seen.  
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3.3.3.1   Non-Microsoft Application and Operating System Support  

Organizations today run a range of heterogeneous IT systems and devices . Managing these 

systems, as well as non -Microsoft applications , is often an important component of a 

complete se rvice management solution.  

Many Microsoft  software partners have developed solutions to extend System Center 

Operations Manager 2007 to seamlessly manage non -Microsoft applications and operating 

systems. For a complete list of these management packs, visi t the Management Pack Catalog 

at :  

 www.microsoft.com/technet/prodtechnol/scp/catalog.aspx   

System Center Operations Manager 2007 can be extended by software partners in many 

other ways to extend its value. Some of these areas are compliance, diagnostics, and 

Management Pack authoring tools.  For example, some Microsoft partners have extended the 

Audit Collection Service of System Center Operations Manager 2007 to provide operations 

and reporting capabilities that transform System Center Operations Manager into an 

advanced compliance and security management tool.  

For more information  about System Center Operations Manager 2007 , see: 

 www.microsoft.com/systemcenter/en/us/default.aspx  

3.4 System Center Operations Manager 2007  Case Studies  

Listed here are some case studies about customers who use System Center Operations 

Manager 2007, or the prior release, MOM.  

Á Carnival Cruise Lines:  Carnival Cruise Lines wanted to boost the availability of a 

Microsoft Exchange Server deployment that is crucial to ship -to-shore communications, 

as well as i mprove availability on its increasingly important e -commerce Web site. 

Carnival is now doing that, thanks to System Center Operations Manager 2007, meaning 

smoother operations at sea, better customer service, higher revenues, and increased 

efficiency on th e part of the IT staff. Get details in the related video  at :  

 mms://wm.microsoft.com/ms/systemcenter/opsmgr/Carnival_Cruise_2Mbps.w

mv  

Á Virgin Megastores:  Virgin Megastores  USA was accustomed to applying innovative 

technology to enhance sales at its 13 stores. It was therefore natural for the company to 

be among the first to deploy System Center Operations Manager 2007. Virgin expects to 

cut help -desk trouble tickets by 20 p ercent, save 35 percent on help -desk costs, redeploy 

http://www.microsoft.com/technet/prodtechnol/scp/catalog.aspx
http://www.microsoft.com/systemcenter/en/us/default.aspx
mms://wm.microsoft.com/ms/systemcenter/opsmgr/Carnival_Cruise_2Mbps.wmv
mms://wm.microsoft.com/ms/systemcenter/opsmgr/Carnival_Cruise_2Mbps.wmv
mms://wm.microsoft.com/ms/systemcenter/opsmgr/Carnival_Cruise_2Mbps.wmv
mms://wm.microsoft.com/ms/systemcenter/opsmgr/Carnival_Cruise_2Mbps.wmv
mms://wm.microsoft.com/ms/systemcenter/opsmgr/Carnival_Cruise_2Mbps.wmv
mms://wm.microsoft.com/ms/systemcenter/opsmgr/Carnival_Cruise_2Mbps.wmv
mms://wm.microsoft.com/ms/systemcenter/opsmgr/Carnival_Cruise_2Mbps.wmv
mms://wm.microsoft.com/ms/systemcenter/opsmgr/Carnival_Cruise_2Mbps.wmv
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internal resources to avoid spending U .S.$100,000 on consultants, and boost company 

sales by $500,000.  See the related video at:  

 mms://wm.microsoft.com/ms/systemcenter/opsmgr/VirginMegastore_2Mbps.w

mv  

Á Handelsbanken:  Handelsbanken is one of four major banks in Sweden, with branches 

worldwide. The Swed ish branches had been using IBM Tivoli Monitoring (ITM). When it 

was time to upgrade from ITM 5.1, the company switched to System Center Operations 

Manager 2007 to simplify maintenance and take advantage of its proactive alerts on 

system status, which the company expects will extend the life of its existing hardware. 

Handelsbanken plans to cut its IT monitoring team from four people down to two, which 

will free up two developers to work on Handelsbankenõs internally developed applications. 

Read the case stu dy at :  

 download.microsoft.com/download/f/f/6  

/ff644882 -f66e -4bfa -af21 -6060dcafcdb1/Handelsbanken.doc  

Á Gates Corporation:  To help its enterprise run more efficiently, Gates Corporation, a 

leading manufacturer of automotive and industrial belts and hoses, needed a monitoring 

system that could provide compreh ensive reporting data on its 400 business -critical 

servers. By migrating to System Center Operations Manager 2007, Gates is benefiting 

from object -level server monitoring and accurate, reliable , in -depth reporting. 

Consequently, Gates estimates that it wil l improve manufacturing productivity by 10 

percent, boosting annual revenue by more than $10 million. View the case study at :  

 download.microsoft.com/ download/e/7/6  

/e7664cd8 -1d31 -4934 -bc0a -c78b0dfd14ae/Gates.doc  

3.5 Dynamic Systems Initiative   

The DSI is a commitment from Microsoft and its partners to help IT teams capture and use 

knowledge to design more manageable systems and to automate ongoing operations . Using 

the DSI  result s in reduced costs and more time to proactively focus on what is most 

important to the organization.  

As its most fundamental level , the DSI is about building software that enables knowledge of 

an IT system to be created, mod ified, transferred, and operated on throughout the life  cycle of 

that system. Knowledge of the designers ' intent for those systems, knowledge of the 

environment in which the systems operate, knowledge of IT policies that govern those 

systems, and knowledge  of the user experience associated with those systems is all included. 

Today , monitoring rules that encode the health and structural aspects of hardware and 

mms://wm.microsoft.com/ms/systemcenter/opsmgr/VirginMegastore_2Mbps.wmv
mms://wm.microsoft.com/ms/systemcenter/opsmgr/VirginMegastore_2Mbps.wmv
http://download.microsoft.com/download/f/f/6/ff644882-f66e-4bfa-af21-6060dcafcdb1/Handelsbanken.doc
http://download.microsoft.com/download/f/f/6/ff644882-f66e-4bfa-af21-6060dcafcdb1/Handelsbanken.doc
http://www.microsoft.com/casestudies/casestudy.aspx?casestudyid=4000000703
http://download.microsoft.com/download/e/7/6/e7664cd8-1d31-4934-bc0a-c78b0dfd14ae/Gates.doc
http://download.microsoft.com/download/e/7/6/e7664cd8-1d31-4934-bc0a-c78b0dfd14ae/Gates.doc
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software can be created in the form of management packs for System Center Operations 

Manager  2007 . In the l onger term, all facets (software, hardware, network, components) and 

the configurations and behaviors of the application as a whole will be modeled using a 

schema called the System Definition Model (SDM).  

By delivering software and solutions that enable knowledge of an IT system to be captured 

like this , the DSI result s in:  

Á Increased productivity and reduced costs across the entire IT organization . 

Á Reduced time and effort required to troubleshoot and maintain systems . 

Á Improved system compliance wit h business and IT policies , and increased availability . 

Á Increased responsiveness to changing business demands . 

In support of the goals of the DSI, Microsoft has pioneered partnerships with leading 

hardware and software vendors , including  BEA  Systems , BMC  Software , Cisco  Systems , Dell, 

EMC, H ewlett -Packard , IBM, and Intel , to increase the manageability of IT infrastructure. 

These vendors have created a draft  specification that defines a consistent way to express how 

computer networks, applications, servers , and oth er IT resources are described,  or modele d,  

in XML , so businesses can more easily manage the services that  are built on these resources. 

This  open, industry -wide specification , called the Service Modeling Language (SML),  defines a 

common language for  expressing information about IT resources and services. SML enables a 

hierarchy of IT resource models to be created from reusable building blocks, rather than 

requiring custom descriptions of every service , thereby reducing costs and system complexity 

for  customers. SML is currently under review in a World Wide Web Consortium ( W3C) 

working group.  

3.5.1 Dynamic Systems Initiative  Articles  and White Papers  

Following are links to various articles and white papers about the DSI.  

Á Core DSI principles  are noted :  

www.microsoft.com/business/dsi/default.mspx  

Á "Dynamic Systems Initiative Overview White Paper ":  

www.microsoft.com/business/dsi/dsi wp.mspx  

Á "Service Modeling Language Specification ": 

technet.microsoft.com/en -us/library/bb687996(TechNet.10).aspx  

 

http://www.microsoft.com/business/dsi/default.mspx
http://www.microsoft.com/business/dsi/dsiwp.mspx
http://technet.microsoft.com/en-us/library/bb687996(TechNet.10).aspx
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Chapter 4.  Systems Maintenance   
(Systems Programming ) 

In a mainframe s hop, the  application of systems maintenance is a highly evolved and 

automated process. This process originated  from the IBM Systems Maintenance Process 

(SMP), introduced over 20 years ago, before which maintenance was a difficult and time -

consuming task. Before SMP, systems maintenance was also prone to human error. Ongoing 

maintenance on the mainframe is through application of a program temporary fix (PTF).  

In the Windows Server and UNIX cultures, applying fixes , or updates , is usually referred to as 

patching the system. Microsoft has an automated process to manage and apply such 

patches ñin other words, to apply s ystem maintenance  by means of product updates . 

Windows Server Update Services (WSUS) 3.0 SP1 enables information technology 

administrators to deploy the latest Microsoft product updates to computers running the 

Windows  Server  2008 , Windows  Server  2003, Win dows  Vista ®, Microsoft Windows  XP SP2, 

and Windows 2000 SP4  operating systems . By using WSUS, administrators can fully manage 

the distribution of updates that are released through Microsoft Update to computers in their 

network.  

WSUS provides a management i nfrastructure consisting of the following:   

Á Microsoft Update : The Microsoft Web site that distributes updates of Microsoft products.  

Á Windows Server Update Services server : This component is installed on a server 

running Windows Server  2008 or Windows  Server  2003 SP1 inside the corporate firewall. 

The WSUS server allows administrators to manage and distribute updates through the 

WSUS 3.0 administration console, which can be installed on any Windows -based  

computer in the domain. In addition, a WSUS server can  be the update source for other 

WSUS servers within the organization. At least one WSUS server in the network must 

connect to Microsoft Update to get available update information. The administrator can 

determine, based on network security and configuration , whether other servers should 

connect directly to Microsoft Update.  

Á Automatic Updates : This component is built into the Windows Server  2008, 

Windows  Vista, Windows  Server  2003, Windows  XP, and Windows  2000 SP4 operating 

systems. Automatic Updates enables both server and client computers to receive updates 

from Microsoft Update or from a WSUS server.  

For more advanced update inventorying, management, and control, Microsoft also offers 

System Center Configuration Manager  2007 to help manage computing environment s in 
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enterprise organizations . System Center Configuration Manager  2007 provides businesses  

with:  

Á Inventory functions to determine how many computers have been deployed, their 

locations, their roles, and the software applications and updates that have been installed . 

Á Scheduling functions that allow scheduled deployment for updates outside regular 

working hours, or at a time that has the least impact on business operations . 

Á The Distribution Software Update Wizard , which enables administrators t o rapidly select 

and deploy software distributions, such as security updates, to specific groups of 

computers, such as servers . 

Á Status reporting that enables patch administrators to monitor the progress and assess 

the success of installation . 

Figure 2 s how s a view of several billing application servers in System Center Configuration 

Manager  2007 . 

 

Figure 2. Billing Application Servers in System Center Configuration Manager 2007  


