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Export Address Table Access Filtering (EAF)
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APl ZIFUH I /zsb(C. > T)LO—RIEFET . API i 0— RENTWD 7 RLRZRDIFRIFNIERD
Fth. CNZITDEHIC. ZLDSTILO—-RIE IRTOO—RENTWVWDIES1—)LD Export
Address Table Zt#&22 L. BR/R APl ZE0EZ 1 —I/ILZELFT . BF. INICFE kernel32.dIl
ntdll.dll 23U \(& kernelbase.dll MBS ULET. BRAREZSI-ILARDOMNDE. S>TILO-RE E
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ROMPUHEUI— RICEDWTC., ZHID/EZTAHFDT7 O AFHE. EE5ZITVET ., EMET ZFEiTL
TWBDE, T—HICRER API ZRFEL LD L UHEE. REHED> TLWBIKIEOS T/)LO— RAMHELE
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CNFIREOBAFEZRBS BB LHICH SN, BEEIRTHDIRICTERLSIESV. KL
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BEELET,

Export Address Table Access Filtering Plus (EAF+)

EAF+ #BF05R(E. EAF OILERMIT. EAF+ B, F/=(d EAF COHATHRATE XY, UTH. Z0fE

MENEITIB70>3>TI:

o RHAVYU LTRANFRENIZ/IND>F U —DEESNCHDIHEICIERE TS

o RHVY, BRUOITL—ALRAE— LEZRIDA—HZRETD

o  WEMDET1—JLEHHRD KERNEL32, NTDLL. &K KERNELBASE OF—J)L RA > 5 —%T
DANR—=BUELDEFTDIAEYRHFMD 7 IR ZRE T D (—REIC. XEVBIBOMSSHERRAD
RPCHHA=ND)

o HREEZI—-ILD MZ/PE ANV —ADAEURFMD 7 IR ZEETD (—H(C, XEUBIED
fessItEADERICHATND)
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ROP #&#0%R

EMET(d. ROP [CkFIDBAZIOVIIDCLZ2BNET D, BEHDEERIR Return Oriented
Programming (ROP) EIEHEFIRZIRMELE T, ROP BRALX. T—IEITBHHR EDEIHRNEHEN
TWRIBAICO—RETEMEIFATT., ROP BATIE. BICHERZTIIEZTUT—23>DAEY
—MRIICFIET 20— RDtrRZFIALET,

ROP #BHR(FIART. 32 Evw rTOLR. ZUT—ED 64 Ev hTOTCX(CH U THOHFATTRET
HBCEITEELTLIES,

BAF (&, ROP #ZHROFMRAT I

O—k SA4J5Y F1wv¥ (Load library checks): EMET (& LoadLibrary API ADI—)LZEIART
BZ#RU. UNC JUX (5l : ¥¥evilsite¥bad.dll) 5515 UANO— RenNdD=AIELUET. O
SLANPRRKIC UNC /KR, BDNEIUE— K B—/){—H5 DLL 20— RIBIHFECE. ZDAT>3
SEENCTEET, COBIKRIE 32, BXU 64 Ev NTOCXTHIATIETT,

ATV {REF 1T v (Memory protection checks): EMET (&, X4 W Ul EITIREICT D&
EROEBA. XK. >TILI—R. DN ROP AT MICOLSNEEZFBAUET. CDEE
MEKE 32, BLUV 64 Ev NTOCXTHIAREETT,

MO UF I VP (Caller checks): EMET (&, ZUZ « DJILIREEHAFUOEHENZHES. [RET]
TR DGR ZENT U THEHESNED RIEMNDET . CNE. REFEFQENRTE <D
ROP A1 v hZIEDET ., COBHKEIWDONDTZT U —> 3> EEHRENRVEEEEN D D &
Y. COEMKE 32 Ev NTOCXTHAREETT.

RITIJO0—D>=1L—b (Simulate execution flow): U5« A)LIRBEEICH T IO LEZ T
T. COEEF ROP 21Ty hZIRHE UKD LA FET. MOHULTFIVIl OLDIC. ZDHEE
FW DI D7 TULT - 3> EEBRENRVEIERENSDE T, COBMKIF 32 Ev hJOEXT
FIFATIEET I,

AW ERY b (Stack pivot): XYYV INREBEENZIHBEC. TNZIRET DIZHICHIBETNDE
HRTT . COEMKIE, FFED API OO FTIXMBECTFEITDRIVI LEXIEBMICUE
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WEEmDHE (ASR) (F. FEDEZ1—IL. BULK@EHRODT TV -3 >HADT ST > DfER%ZE
Bit9dcET PITUT—2a hREDOYU XV (CHENZDEERLET . FIX(E. EMET (&
Microsoft Word ' Flash 7504 >%Z0—-RUELDSETDIDEEIETDIRIIRECETEI. EULL
(F. CFaVUFTo V-2 (REBBER) (CLDT. 1> SRV M Y—=20D Web Y1 NT(S Java &FF
BURNSE. 12—y~ Y—>D Web Y+ b L(C Oracle Java 504 >hH0O— REnNsd0%
ZILFTDDICHAIDCENTETY, COHAAE. BftC, TOERE(IC DLL OO— REZEIEL.
BEDFZTUT—>3>0 [Kilbit] (CFHEULZES 2 —ILICHUTIDMRZEZSEET,

ROP DEERMEFIR

EMET (& INRTOREY I hITT7ICERATEDENOBIHIRATS 3 > #2 MR TLET . BIIDE
FOK(F ROP #&RANK. H KU EAF TIRTE. FIFBIEET. B, HDWIIERICUIZHE. EMET TR
&NJz ROP. £UK (& EAF SBHIRZRIE—DOTERDOTOJISLAINRTICHELFET.

TN SR ROMETY !

ROP wZA T« —2" Jw¥ (Deep hooks): EMET (&, ZUF« HILIR APL. SLUTNIC
fm<BENLANILD API BFIAT DIEL )LD APL ZFRELF T . HIX(E. EMET
(& kernel32!VirtualAlloc 72\3TI372<. kernelbase!VirtualAlloc & XU
ntdll!NtAllocateVirtualMemory 1R EDEET DL ANILDBRVEBE I v D, BK
MRELFT,

FE e (Anti detours): JwoEBOIOO0—-J%2I1E—-332&T. Jv
ZOE L KD ERADBRANDD. BAKICTOO—)LLEIOREICRUET,
FEEE] AT>3>ZBMCTDIIET, CoRbiEFIAT I —MNRS TIL
O—REEHTT,

ZtEh/=#8E (Banned functions): COAT> 3> %ZFB%CITBDET. U
X hTHERESNIZEIOD APL fMERSNZZAICTOvISNET, D/
3> T(&. ntdlllLdrHotPatchRoutine M. APl Z{EE 9 D ulEMEDd D EA
RN ITDEOHESNTNET,
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http://msdn.microsoft.com/en-us/library/ie/ms537183(v=vs.85).aspx#zones

SIBAEEM (FRERAEREIIAEE > &)

EMET (&, BES{ESNZF v 2RIV L TOFEBEBREZIRE T D EVWDENT., SERAEF T —>DERE
HREEEMEDRFICEIMNTF T VI DHEEGMR TLET . HTTPS Web B hERIEL TLBERIC.
SSL sEFAZE D=8 (C. Internet Explorer NEEBREF T —>&BE T DEIC. EMET (&, 1—Y—-H'%
EURABIDEEREIL—ILICH U, TR IT>7 7+ SSLIAE. BXU. TOIREZRIT
UTo)L— MR ZREE L E T

BED RAA D EIFICEEESNIEIL—ILICEKD T, EMET (& $FED SSL FEEAZEZFITI DJ)L— NEEA
HEICEENREZIHS. RETIEETY . EMET (FEIETEEDHZIRHE T DD THD T, Enh=1E
IRIDIFTEFRVNCEISFRELTLIZEV, I—Y—(F. IL—ILZZREL TV, #EizEld D%
ENTEET, EMET (F. EREIL—ILTHRESNIZ Web B+ &I L. FIARIGETHNIEHT
I U MDRIZESD. SSLIAEDH I U M (CN)ELERUEFT . 8T DIREZR DT
Ba. EMET (X DIEBAEZFITUC)L— NEERAKER Y. 1 —H—HNEIR U 7z)L— NEEBRRERS 0—DT
HdN R UET . ME—. Windows DEREEHIL— NEAEER R7H 5, iEAEZE1>/R— KT D
CETDH, EEEHIL— NI THINWEPECIDENTEEI, —BH. /> /R—hEN3
& FEDIL— NIRRT & SSL SEBAEZBIE(T 1T B eed(C. EREIL—ILIMERRESNE T,

BESEREIL—ILCHITBHMCDNTEEMIT D ENTEFT . INSHIFDRET. LDHIBRD
PIRBISNNEERTET D ENTE, EZREIL—ILIERUIRVEETE. EMET A SSL SEAEZ
AR ENTEDRLDICRDET, FIFME. JL— NEEBAHES 70/~ FIXE F— B /\
v 2J PIVTUX A FTE. BLOAHF—DOIZMR—R2 MMRETTY,

LiR—b

EMET (&. [Microsoft EMET Servicel &IF(E115 Windows Service Zi@ U T, L/R— hZiEMHT S

HEEZMAX CLWEI, —B EMET Z4> XA b—JLFD L. COHB—EXFEEMIC Windows TRY—
NI BKDEESNEI, EMET Service (&, EMET 74> THRII\—DZ A7 L HEICIR

N3 EMET IT—>1> hZEET DA ZEHO>TLWET ., ML AEIRTD EMET T—>1 > hOFRKR(E
IOWN—=T RUS— FEFOAXYD RS> Y—ILZBU CTRERFETT .

EMET Service (&. U TFTDOHROEFRITUET:

Windows 1 AR> kN O2ICARY FEEBEFAD: EMET /AR M. EMET EMFFEND AR K VY—X
ENLTCOIEEDET, nNsOJE. 7TUS—>3> OJTRDOWIBZENTEET, 0T
3EMERITHFELCLETD, Bk, 5. ZUC. I5—TY,. BEHRAVE—>EF EMET I—21>
NRIE LTS BEDANRL —> 3> iREDOTZE EDHICHAENET, BEEXAVE—(F EMET
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http://technet.microsoft.com/en-us/library/cc700805.aspx
http://technet.microsoft.com/en-us/library/cc700805.aspx
http://technet.microsoft.com/en-us/library/cc700805.aspx

DIERENEEFEIND. HDUE FIFNL—ILICKD T SSL iERZEDIIREEFEDEEE L/R— T BT
DICHAENET., TS5— Avtz—2(3, EFECTERV SSLAFAEMEH SNBSS, DL,
EMET W ZDEMRD— D TEBAZEILE UIBE (TNIERZ DEIBEBNRAENBiHENz &
B9 D) EDOT ' EDRT—AICHAENET., EMET LiR— b EBEET I0EEMEDSH D12 ~
ID DU MMIFRICEBEEINTVWET, 1—H—(F. W<DOHDEIRNS AT LABHRE U TRES
NTVBHE. BLUARL—FT 1 >0 SXFLDRHITDEDTH D ITIHZEC EMET (&> TERIC
OJ ESNRVWEREMN S D C ESFREURITNUERD EE A,

K1 ARKID IA—TY b

AR~ LA

(3 [S]0
= [S]1
I>— [S]2

[S] & OF ANRY hERIETZIHIT AT LERET DIHICERASNDIESTY (FIFTIRERME: 0-4)

xR 2: FRRENBAXR M ID

AR LA EHIR S ST SEEAEIEHE
L

154 00 10 20 30 40

o 01 11 21 31 41
I5- 02 12 22 32 42

x 3: AR b OYJ(CHIFRIAER EMET $BHIR

s DEP SEH EAF EAF
ASL OP .
R

v X v ¥ v ¥

v v v X X v v v v v
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(*) SAFLABNRECTRESNZGE, OY T2 MZEERULRWNSEENDD

HRAON—BHEHCHDIE> NEBUTEERANY MERRT SD: Windows 1> b OJCEN
NEIS— XAvt—JEFUEFUTE D, EMET MMEFISRO—DOTERAZEILTD. B EFE
TERVSSLAEAEEEEH UIZIBAIC. 1Y —([CAldT. Eo7TUor—2a>nMEltLTunam
N ZUCERZEIL T EHICEDEMFMERASNIZONMIRRESNE T . SRS EEDERN D
DIEiZE(E. IRTED HTTPS i EDERR TSR0 SSL FEAE (CR I DN K RENFE T,

SIS ERIRGEY RV & RITT S: SSLAAZE. JL— b CASEAE. BLUVEZFEIL—ILE. EMET
Service MR TERITSNTVDIZEDHEITSN. WREENITONE T,

BHEE OIS AICDVWTLIR—MEXET S: EMET (£, [Early Warning Program (RRAZ&
OJ35A)] LR— bEEZRIREUE T, EMET (CK> TERADEAMEE. SRUTOY TSN,
WE(CRIN D —EDIBIHRN. Z# D Windows Error Reporting #eExB L TYo0OY J MIXES
NFE9J. COBERE. YroOYI bAEO TABRACKET BIREEDIRCEIE. KDKESRE
B IR BRICRIBOMEMNMEENE T, BLU. BEENT— R N—F0 RO -HPRHITDIVI NI
T EBBELUTWDISE(E. 720V T b3 Microsoft Vulnerability Research (¥-270Y J SEss 4%
AB) TOUSLEBUT, HEEZZITBINRA—ERALT, BEDNRE(CBDHFET., Fio. RHRE
EIOU35 A LiR— MEREG. YOOV I b A>S51> B—EX(CENSD. O UL SSL EERAE(C
BEIDBERENIIOYVI MIXKELF T, XAOOYVT MMTHUTREETNDIT —FDERICET
DEMICDLTIE. EMET GUI D [Help] UR> . &F/z(E http://aka.ms/EMETps S EFIFA]EE
7& [Privacy Statement.rtf] J71I)LZESRLTLIZE0N,

7E: EMET OLR— MMégEG. AT My T 7TUT—2 3> FTOHFAREETT. B> 7TV
—S 32 ([ATOHEZERIDCLETEREA.

HR— B ENTUVWBARL—F 12D SAF AL, BELOVIMITITEH
HR— hESNTVWBRARL —FT 0 >0 ST A BLXKUOTFTUS—2 3>
EMET 5 (&. UTFDARL —F1>0 ST L. BLRUOHT—EX N\wv T LR)LEHYR—NUET:
DSATP N ARL—F1 >0 S AT A
¢ Windows Vista Service pack 2
e Windows 7 I X TD Service Pack 1
¢ Windows 8

e Windows 8.1
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http://aka.ms/emet40ps
http://aka.ms/EMETps

H—)\— ARL—F1 2D SAF LA
e Windows Server 2003 @ Service Pack 2
e Windows Server 2008 @ Service Pack 2
¢ Windows Server 2008 R2 @ Service Pack 1

e Windows Server 2012
e Windows Server 2012 R2

GARTDARL —F 4 >0 SAFACHTH U, IRTOEHMFNYR— RSN TVDIDIFTEFRWT &I
FELUTLESELY,

X 4: SRTLABEMREBRET MY IR

FEFNRODIERE FEFOR Server 2003 Vista/Server 2008 LT &

NUABEDIN—>3>

DEP v v

S AT LRUR SEHOP X v
ASLR X v
DEP v v
SEHOP v v
NULL R—= v v
-7 XL — v v
s&Hl ASLR X v

7JUs—>3 EAF v v

~ EAF+ v ¢
INBATwWT ASLR X v
O—-RS404J35Y v v
AEURE v v
EirJO—-0>=1 v v
L—=>3>

17 Enhanced Mitigation Experience Toolkit 5.1 == —#—7% 1 F



2w ERy k v v

J-5—FIvy v v

ASR v v

=BT, 64 EvY M RFALTIEK, BDT7TUT—2 3> OREDEIRICDOVTIE. 32 Ev kO
TRATEITUTVWBBE(ICOH:BRATEERBEONMNGDET ., FHHICDWLWTIE. UToXRESBLTLE
=L\

x5 7TV —2 a3 VEBIRERET MUY IR

TRASRDOIERR TRALSR 32 Ev k JOtEX 64 Ev k JOEX
DEP v v
SEHOP v X
NULL R—= v v
E-7 XTL— v v
s&tl ASLR v v
EAF v v
EAF+ v v

7TV —>3

S IRMATF T ASLR v v
O-RkR>14J3Y v v
AEVURE v v
HTJO0-D>=1 v X
L—>3>
REwvI ERY b v v
J—-5— F1Ivy v X
ASR v .

EMET (&, R (CHA > A h—=)LU. FIFRIBETI N Microsoft App-V. &»DL\E VMware
ThinApp™ REDIRIBILENIZE7 TV -2 32 (CDVWTIEFYR— MU TWLER A
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SEBAE{SREMEEE (L Internet Explorer MAHFBR— hENTWEIN. EERNERTE OIS OHT —HRI(C
WETDZELARETY, H— R )\—F 1 TSOY—(CEIDFMIEIRIE. APASEEMEEDRTEDIE
BzslRU TS0,

VI IO T7EHS

EMET (&. Microsoft .NET Framework 4 MZE T3, F/z. EMET H* Windows 8. KT Windows
Server 2012 L TEY)ICHEI T D/zsb(C. Y100V T b HUR— hMEiiE#HR 2790907 - Windows 8

H XV Windows Server 2012 AOEREEFHFTOI S L©ZCHBWEEITEDS., FRELDEHROE
BEEFRTOTSLDA A M—ILAWATY,

EMET OD:%E

TF 1T BHNRZENCTDHICIE EMET Z10 > X h—)L#& EMET OFEZ U< TFRDFE
Ao EMET Z1BR I DI2HICE UTDEREZBE LR TEWTREA:

o COEBINFREBMCINETH
o ECOTTUL—I >N, EOEIRTREINDIREH
o M SSL/TLS SFAZEE > HTEIL—ILEB AT DIDOH

ST BELUVTTUT—23 > ORADEFHRICDOVWTE. EMET 57« H)L 1—H— 425 —
JI—R. $BWEEMET OYR S0 W—)L&EL TREDEE T, SSL/TLS iE#m T DiIAE
SFEMEE(CDWLTIE. EMET 5« AL 1—H— A2 —J1—RA%ZBU TODIHEERIRETT . KE
‘ST IDEHIC. INBA2HF—T1—RZEDKDICHFHAINUERVWNCDOWVWTIE. ZDH RD
EMET 574 H)L 1—HY— 4> —TJ1—R. BKXPEMET IX>R S>> Y—ILOEEEZSEL
TLEEL,

EMET O3> RXF A, LG, 7TUT—I 3 ABMRDEERITDICE. JIL—F RUS—%FIFHIT S
ZEBAEETT . JIL—F RUS— HR— MCDWTE, TIL—F RUS—DIEBTEEER L TULVE
9,

ZOAD EMET ZEREIDATa>IC(FE. RETOT 7ML EFIRBITIDIAERSEDEIT., CNSRE
JOT7AILICIHENEENTWVNBIDH ., ZDFEMICDODNTEEOIS I 2.1 #8BLTLIEEL,
EMET Z&E I DRBMERBIDSEEUVT. {RET« T - REFBEIDHENSGDET, 1A —
ILDEREIC, HEDA T — RNS—EDHRITIRTELTRHIBDLSBNRTETEI., FEIDOHRENTFE
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LWSER REDA Y- RZEBIDEERRETT, {ED+« Y — RCHITDIFHMERE. F/ED
4P —RDER Z8RULTIZS0N,

EMET 8&E(F. LR KU YT F— HKLM¥SOFTWARE¥Microsoft¥EMET (CRfFEHL. HIFREY/R 1 —
Y —EBDRTE (& HKCU¥SOFTWARE¥Microsoft¥EMET (CRfFSNE T,

EMET REJ O 71I)

EMET (Cl&. BEETTV IV —>a>ADREITOT 7))L, BKU. sIAEEEEITORETOT 7
IR 1 R BEETHRWTEEY ., RETOT7MILIE. —HNRYro0VI b BLUY—R /(-
T 7TV -2 3 > RBICEFICERESINIZ EMET $EE2SHFE I, EMET /1> A =)L T LT~
UTE. CNSDOT7AILEERHB/RETOT 7 1)L TAIS — (LR FENTVET ., RIRDFEFTHE
. BIERIRET. ILWMRET O T 7 A ILOERRICFIAT 22 EBTEET,

EMET (C&FEN3T7O0T 7 1ILE

Recommended Software.xml: Microsoft Internet Explorer. WordPad. Microsoft Office X —
NZEEND 77T U4 —> 3>, Adobe Acrobat. Adobe Reader. U T Oracle Java (Cx19 B#EF]
ReBMULFET,

Popular Software.xml: TOM—ARHRT7 T U —> 3> (C I BEIHREZBIICLET,

CertTrust.xml: Microsoft 730> k. Microsoft Office 365. SKXU. Skype. €L T Twitter.
Facebook. &K Yahoo REDOT 1> H—EXHDIIBAELE >V EEIL—ILZBMCLET,

S¥: EMET ORETOT 7 AILIE. W DHhDFTUS—2 3> (L3 9 IERANOEREDREZ ZE(C
ANT. REBRTEHFSNFE LI, EMET THEATTRERBIEDIIAEEEIL—ILIE, RENTWNS
SSL GERAZEDME THIC. AR T HBIICENENDIL—ILEENCITDLIIEESNTULET,

Popular Software.xml M5\ DHDIL—ILZRBTHFEL &L Do
<Product Name="Internet Explorer">

<Version Path="*¥Internet Explorer¥iexplore.exe"/>
</Product>

CDJL—)LHY EMET (CHIFERIEEIR I AN TDAE —EEFISK T Internet Explorer Z{RE I B KD (TS
BFEI. HEDOV TV -3 DOREZVLEETD ASR. HLU EAF+ ziisE, BIETRETODT 7
TAIWADIRTDT7TIT =232 (CDNT, IRTOEMRNMBENESNET. N JOT7 1
JL D74 )LAAD DefaultConfig / — RZIREIT D ETEETETET,
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<Product Name="Windows Media player">

<Version Path="*¥Windows Media Player¥wmplayer.exe">
<Mitigation Enabled="false" Name="MandatoryASLR"/>
<Mitigation Enabled="false" Name="EAF"/>

<Mitigation Enabled="false" Name="SEHOP"/>
</Version> </Product>

CDJL—IL T, 5&#l ASLR. EAF. &L T SEHOP %ZBxr<. Windows Media Player [EIFMD TN TDIE
MFEBMCLUET, BEOI—DDEERRXERIF/ICATT, “*¥Windows Media Player¥wmplayer.exe”
EVWDIZNHBDFET, /(R(E. PTVT—2 3> RICENFRZERT DIH(C EMET HFIAITDED
T, BHRNEREINDHICE. F—FY bOT7TVo—23>0) (A EEBUTULVRITNIERD
FtA.

TIVT—2 3> DINADTINAR—LZIBEITDURENSDET, * HBAINE? BREDTAILRA—R
HEERATDCEBARETT ., HOI—DDATS 3> (d. wmplayer.exe IREDK ST, /NRIRU T
AJRE/RZRIZERT 3 HETT .

TAILRA—RE JNRICDVWTDHERESN., EITOIRE/REAI C(FAR SNV EZ2THEMLS TS

Lo BIX(E. “wmplayer.exe” E/z(E “*¥wmplayer.exe” (FBZIR/CATIH. “*wmplayer.exe” (&
| TI., INIE. EMET WMKF 9D Windows RDF7TUS—> 3 > BIMED L —AD—20DHIFIIC

KBDEDTT,

BREI7AILIEZ. TOTSLDFEFRMNALUOMDUTWVET ., OA> MIZFEODE. TOMEEC DT
FREWHETY., EEISOT7(I)LIF. EMET OS50« 0L 1—HY— 4>~ —TJx—RX, EMET OY
SRS WY=L, BBAWIIIL—TF RV —=BOTEMETEZTT,

EMET 571 h)l 1—Y—A>H5—-TJ1—R

EMET &BHRZEPD EDTDHED 1 DN 5T« H)L I—HF— A>5—-T1—X (GUI) ZFAT
B2EDTY. EMET ZA A R—ILTBRIC, RY—bAZ2—/D14> RO PAOANSRE T D
ENTEFT . COETZI>TR BFRETA 2RI, BRI I2(CDNWTHRALET.

EMET GUI ZE#T DL, UTDD« > RONRKRENET,
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= A Enhanced Mitigation Experience Toolkit - o “ 10: EMET GUI X
B mmport 5 ‘—I @ t Quick Profile Name: v Windows Event Log @ 12 D12 R0
o I L Vi

& Recommended security ... | ¥ v Tray Icon
= )
B E + Wizard  Apps  Trust Help
(i Spor Skin: Office 2013 - v Early Warning -
File Configuration System Settings Reporting Info
System Status
Data Execution Prevention (DEF) ~ Application Opt In -
Structured Exception Handler Overwrite Protection (SEHOP) Iv‘ Application Opt In -
i |
Address Space Layout Randomization (ASLR) Application Opt In -
]
Certificate Trust (Pinning) Enabled 2
Running Processes
Process ... Process Hame i Running EMET ~
2168 iexplare - Internet Explarer
2092 iexplore - Internet Explorer @
3734 iexplore - Internet Explorer @
3964 iexplore - Internet Explorer
568 Isass - Local Security Authority Process
576 lsm - Local Session Manager Service
4488 mmc - Microsoft Management Console
3668 msiexec - Windows® installer
aa0 MsMpEng - Antimalware Service Executable
1792 meseces - Microsoft Security Client User Interface
3316 MisSrv - Microsoft Metwork Realtime Inspection Service A

EMET GUI (& 3 DI 3> (ChHmMmTunEd, ENSTHRTIEC:

UR>:

File (Z7A)): CDTIL—F (& EMET D&KED [Import (Ctri+Shift+I)]. F7z(Z [Export
(Ctrl+Shift+E)]. &L T EMET Configuration Wizard (Ctrl+Shift+W) DFEITZFRIUE
9. TOMDFHMCDONWTIFERET Y — RZSRBRLU TS0,

Configuration (&%E): CDJ)L— (&, [Apps] (Ctrl+Shift+A) O UwW IS BZET
[Application Configuration (77U —> 3> 8%7%E)] D+ > R, LT [Trust]
(Ctrl+Shift+T) 22w 2923 ET [Certificate Trust Configuration (GEBAE{SRERTE)] D
A > RONDTICRZHTUET . TDMDFRCDONTE@I7TIT— 3 > AOENREH
EID. BRUIABEBEORTE (E&TEIL—IL) Z8RUTIZE0,
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e System Settings (AT LDRE): COIIL—TE. SAFTALLOAY O TOT7A)L%ZE
B9 3ETIER<. EMET GUI ONER&EIBIRTEET, TDMDFEMICDVTIE. S XFTA
MRS TEZIEKR T DZSRBUTIEE,

e Reporting (LIR—B): COIIL—TELR— K~ AT 3 >nI0BX5NET. TOMMDEE
HMICDWTIE, LR— bEERETDIESBL TS,

e Help (NVT): COUIIL—T(F. BR—b TA—-F A BXUOI-—YT— HAR

(Ctrl+Shift+F1) IREDNILT UV =X, LT EMET IS/ —FEAANTOCATEE
ER

System Status (XAFLADRAFT—HR): DT 3> (E AT LREHMK (DEP. SEHOP, &k

U ASLR) DIRTEDRT—HF R, HLVEAEEERED AT —IRZRRUET, CNSDFE(F. &

DEIZADHSEHEETRE T,

Running Processes (B#>’'O0LX): Cotzo>3>TlE BEFRBLTWS 7 TUS—3>0U

A b BLU. EMET TRESNTWB 7TV -2 3>72FRRUET. 7TUT—23 DU NI

30 WB(CEH N, [Refresh (BH)] RY>ZT IV OFT D ETFHEMREOIETT, Ffe, F—

MR—REDIEHEDE CTRL + F TUXMDBED T TV -3 > REITDEETEET,

REDAY— R

BMIED P — R, EMET A > X h—)LOBRICRRSN, AER EMET 2 M—JLDfs(C, R
SNZREEBAT BN, H3VE. FHT EMET ZRET S, OLTNHEITSTENTEET. Bl
N—23>0 EMET hSEH I 358, REORELZERETET.

REDA Y —R(E ZRFTAIC BLHT EMET SRESNTLSIHZESN(CIRE L. ZNICEUTERD
AT 32 RRELTEFT.

IEBE> FRMDOA A =)L BXUEHDSFIUADRGICDOVWTHICHESNDHEZER L.
WEICIGUT EMET OFREZVDBRX D LZ2M<BRBHLET,

DA —R AT>3>

Use Recommended Settings (#RREZREA): COATS 3> Tl HSPBEHFOREEHIBR
L. #HREINZR(EZEAUET:

«  Application Configuration (77’U4—>3 > D&E):

o Internet Explorer. WordPad. Microsoft Office. Adobe Acrobat &&U Reader €L T
Oracle Java MITOIREZEIMUE T,
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o EAF+ % Internet Explorer. Microsoft Trident Engine. Adobe Flash 521>,
Microsoft VML =4/ >, Microsoft VBScript T>>>. KU Microsoft JavaScript T
ST EERELEF T, Adobe Acrobat. &S KU Adobe Reader % Lotus Notes Filed
Exchange Module for Adobe Acrobat. Adobe Reader T>=> . XU Adobe Acrobat
IA—LEREULFY,

o Adobe Flash S > 1" Microsoft Excel. PowerPoint, &K Word TE{TEN2D%
BHIE L. Oracle Java. Microsoft VML, Microsoft MSXML 4.0. Windows Script Host
Runtime. KU Microsoft Scripting Runtime 7S > MMERBH P . HBLE1 >
rSxRw h YV—2(CEULTULRL Internet Explorer @ Web Y1 N TRITESN3D%MALE
UESC I

« Certificate Trust (SEBAZE{S#A): Microsoft. HXUVZDMH—R \—F 1 DA>S1> H—E
AEITFDIL—=)LZEBIMUET,
« Reporting (LR—B): IRTDLR— MMEBE (Windows AR O, kLo 742 &
KUOBHRZET OIS L) ZBICUETD,
(FHDA A M=)) ETREEFEHTITDS: COATS3>TlE. EMET OFREIITONEE A
(ABIDIN—>3 > 57wV I I L —RT B) Keep Existing Settings (BIFDREZRT): COAT>
3> (d. BIFD EMET DEEZKRUET . EMET OFHEEECEHET D 2 FDAT > 3 > EIFBEEMIC
RERJRET T :
e  Certificate Trust (FEBAZ{SH8): Microsoft, BXU 2D —R )\—F 1 DA>SA>H—-E
ABTFDIL—=)LZBINUET,

e Reporting (L7/R—K): BRRBZET OIS LAZBMICLET,

S AT LARIBRDEEZIBK T D

SRAFTLDREZEER T DHEE 2 DHDFET . [System Settings] UR> JIL—TH5 2 DDZR
FABHRITOT71ILOA. 1 DZBIRT D, HDVHMERCEIRDEREZ T DENDNITNHD
EIRENSHDFET,

S AT LADOBEREINNAIRREERTEHDCE(CEFRELTLSIZEL., EMET GUI (&, BEB(CEUT, @
MZITWET,

FIFARTIEEIRS AT ABHRD U X M. FIFAT 3 Windows D/\—>3 2 (CKD>TERDET ., Cn
(F. IRTDIRAFTLEBIRE. IRTOARL —F« >0 SRFATIIHEEETRWNVZH T,
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Windows /\—=3 2 RICHIT DS R 7T ABHIRDR— MBI 2FMIEHRIFHR— hEan T3 AL
—TA 20 SRFT A BROVI NI TVEH(CREEINTNET,

FEEASEEMEEE (L. FEI DI NI ZZEFIDCET. BAUCEENDCETEFT, =5I1C.
[Application Configuration] (C Internet Explorer ZEIURITNIERD EH A,

FPITUT—> 3 > FAOBEIREZRET D

EMET WMt 9 EBIREEA T D12HIC. BERNRTI TV -3 > R{/EITDCENTEET., B
(C. BHIRFERCT TV —>a > BATER. BULIEENCIDENTEET,

BIZ (X, TRTOD EMET BHREZEHI BD/2H(C iexplore.exe Z/E TS, TNERBF(C, SEHOP,

H KRV HE ASLR DH(C winword.exe ZBRATEEY,

ST DRI ZEOUYITBRET, URMBTZTUT—> 3> %8B0 (Ctrl + EEFS (+) F—).

BLUHEIBR (Ctrl+ XA FR5EeS (-) F—) TEFEI., 7ITU5—>3>%BMNMITIEEE. 1—F—(CF

BEO [J70I)LE2H<] EWDSFATFOTNRRENET, TDE. 7T UT—>3>®&EIRTE,
DX MIBNIRIEET Y. [Add Wildcard (D-1)L RA— RZEINT B)] (Ctrl+ ZXFIRD (*) F+—)

MIE DAILRA—RZZD/IRISGEMT B ETT TV -3 > DREZAREICLET .

BAREY. HDNET7T V-2 3> T78h600v 032 E. SHOEINRZEN/BENCTEET,
[OK] MRA>ZOUW D UIZEDHEENBREINE T,

B NDFEFNFREEE

EMET #BFIRICT L. BIMDKEZEITD ZENAIEETT . CNSDEE(E. [Application

Configuration] D+ > ROMNS 7O ATEET,

[Default Action (BXED 70> 3>)] U I(E. BRAMRESINIEBEC EMET REDLSRTI7US 3
SEEITITDONEERLET:
« Stop on exploit (EA%&1L$3): EMET (2. BEFDRAZHREL. TOTCAERTULET,
« Audit only (BE&E®Dd+): EMET (2. BRORAEZHRELETIN, TOCRAIETUEFA. &
DE—R(FE., IRNTOENRICH UBATETEEDERA. RERS. EROEANIEREEIN
B E. JOCANBICEITEIN TV EHEETETRVMEENGDNSTT . COMEEZ YR

— I BEMRE TR T :
. EAF
. EAF+
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ROP #&#0%%: LoadLib. MemProt. Caller. StackPivot, SimExecFlow
. SEHOP (Windows Server 2003. &KX Vista/Server 2008 MD#+)

. ASR

[Options (A>3 >)]UR>AD [Show All Settings (TN TDREEFRRI D)] RI> (& —E2BD
EBARD. BIMOEFIFEZ AR, HDIVNIREZFATLET, RE. O/ (RILZHATHEDFER
ARSI T EDED T :

Heap Spray (E—2 XL —): COBMKRBICEFICEIDHTREHIC. XEY PRLAD
MNENTEFT,

Simulate Exec Flow (R770—%&>=1L—b93): > =1L — hSNITIEROBZHE
L. FITWVITEET,

EAF+: RET7TUT—2 3> DA >R— NIOZXR— b F=TILZFHHL T, EOES1—
JLBSBALEENTEMSETEFT . COFECBIEEFHDFE A

[Modules (B2 —)L)] T4 —ILRIE. HREFTVT—23>DIORR— b KXV R
— b F=JIL PRLANDFZOCRZFIRENTVWDIEZS 1IN ENMFELE T, 22T
BESNBIRETED1-)UIE. BADORFIC APL ZEERTDIDISTERASTNDIEDTH DRI
&0, 7TV —23a>BCRREDET. BEREF. REVZTUI—2 3> OBRADRT(C
ERSNE LR SNTND. HBVESERERASNDEEEDSDIEZ 1 —ILDOYR N EEdH
F9, I-Y—(F EZ1-IINALCTAILRA—RZERATE. €200 () TREIBDZET
BEOEDS1-ILZRFETCETET, Hl'dHpliFDE modulel.dll; module2.ocx; module3*.dll
RETT,

ASR: RFE77TVUT—2 3> (CO— RENBOZMBEIEENDES 1 —IV/ T ST > D—E%=
ECEFI, COFREICIIREMBIRL, BRETEMNRZBNCLET,

[Molules (E>21—J)L)] T+ —ILR(EGE. RE TV —>3>(CO—- ReNd0ZMIEESNDD
NEDEZ1-ILMFETEEFI. 1Y —(F EZ21-IIALTAILRH—RZFERTE
=002 () TRYBCETERDES 1 -ILERETETET, HlzdlFdE modulel.dll;
module2.ocx; module3*.dll 72&E T,

[Internet Xone Exeptions (1 >&F—xw b V—=2R5)] ROV IFTI(E. EDA>HF—F
vk tFa1UTo V=2 (T U T ASR BERAESNRLD (BRI ZRELET . CORE(.
A>F—Fv kttFaUFa V-2 Bl bSAFTONIDY) ZHR-ITBIT7TUT—
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23>2OHFTEMHTI. HIRE. [O-HIL 125 —Fv K~ BXO [EEEHTA N &8
RIBDE TINS5 2 DOV —-VICERSNEED 2 —I)LAO— RENFET.

FEEAE{EFE (ERTE) DRTE

COtkee. [EEPAEEHE (E2RE)] ZBMCTICE. [ RFLRMEDOREEZIEK T D] OEET
FAESNTVNBLDCEMCIDIZENRAT. [7TUT—>a> ADOENKRZEKR S D] DIEET
BTN TR KSIC, iexplore.exe TOTCRIFMREINTWBR T U —> 3 >SN L
ROFERA. SEREEFEEEZTFIATIZOHC. BRI URITNIEIRSIRVERFIR (IS (EH D FE
Ao

EMET GUI T+ > RODXAA VEEICHD. U J)L—F [Configuration] & [Trust] (Ctrl + Shift
+ THF—)RF>ZEDIUWIFTDIET, SSL/TLS SEAEE VREIL—ILZEBKR I D2 ENAIEET T,
[Certificate Trust Configuration] D+ > ROMNS (&, REZH1TL\D Web Y b (SSL SEFAEDIEH
2)ZBh. HDVEHNET D ENTEET. BRI Web B MIx U, BIFDIL—ILEIBEIT D&
MNTEEY, [Add / Remove] URAD. [Add Website] (Ctrl + IEFRS (+) +—) UV UTZ
#. SSLAAZ(CER SN TUVDEDIC, Web A hDTREM R AA>2ZANDLET, CE: TAI)L
RAO— R, BDVETDMDESEFFATEI . ZRIFEBOEDOTRIFNERDFEA)
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11: login.live.com
DFIREEREF T —>

General | Details | Certification Path

Certification path

(Sl Verisign

lil VeriSign Class 3 Extended Validation 551 5GC CA

B4l login.live.com

Yiew Certificate

MRDRAT W T TIE. Web U T TESERE] ZFDHTEI. IL—ILARWNEE(E  [Pining Rules]
ST =IO UET ., BRAFEERIL—ILOUI ST+ > ROICRRESNETD,

DI RITIE, Web B MTEIDH TR EDTERIAZEE KT —ILZBREICTEEY,
FUWL—ILZAERR T B (C(E. [Add / Remove] UR> T)L—T D [Add Rule] (Ctrl + IEFFS (+) F
=) ®BOUYI L. T=TIVLIGEYREED. &RIK 3 DDINSA—F—ZAHULET:

Name (&#0): JL—)LEOHMBEO#EIFT. £ T. [Protected Websites] 9T W57 I TEET,
Certificates (FSEBAZE): 1 —H —fBAZ X hJ7 (certmgr.msc) NODEFEEH)L— NEBAZE T A L5 —
DEE. BLUAR—ZHFAITREHICTa > ROZERETET. COUIS, 1 DU EDERE
BA)L— NEEBARERE Z&8IRI B ENTEET, L. URXBMAIDIL— b CA BRRIFNE. FailC1>
M= KT 2IRENGDFET,

Rule Expiration (JLb=)LD#ET): JL—ILRVDIRT I DN, HELET. =L TITDE
NEEREINDEDICRD. IL=ILET Ul EZBAT B/2H(C. EMET T—>12 > MMCOP 4N
> g EFIAFENFET,

FET. EIDHTHNEYA MIHITIERENERURWNEES. FEEEEE/IL-ILIMEEEN
DBECIERETIOY I TRIEHC. BIOFNZEFEITD 4 DDBIMFITYVIZERIT D ENTE
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FI (EBSNZEBMFIVINKIITDE. EERESNTULRLL— K~ CA BB THD EHIlfE
nE9).

Minimum Key Size (&4*¥+— Y+ X): J)L— NIRRT SIAEN'. BIRSN TV HIEEFEE. 53
WEREWVWF— A XTHDHE. IL— NEBRKE TERSNIZEDERIDIZETE. TOMRER
B THDEHEESNET,

Allowed Country (FFRIENTWBE): RIC. JL— NEEEAHES SEEAZDFRITEN. CDT v —ILTH
ESNTUVBEDERIUTHOIEHE. IL— NEAER TERSNICEDERRDIHETH. TDiEHA
EFBEMTHDEHRENFET,

Blocked Hashed ('OY&h3/\v>1): RIS, JL— NEEBRHEIEERAZE D/ \w> 1 ZILTUX A
MNCDT 1 =)L RDSERSNIZEDTIRWNES. JL— NMEBKERIRAE CERSNILCEDERRDEG
BTH. TOEREFER THDEHRSNFET,

PublicKkey Match (2HF—0DRE&): COATS a>ME8RENEBEE. YIS 10 M. BLUS
U7 ESERBRET D LR, EVEREICTFEYT D/L— MNEBA#E ROAMF— I R—3R> bDdH
R LUET,

Blocking Rule (7' OY JD&E): BMEEIND & IL—ILOAR—EMNM&E SNIZBE(C EMET HMER
ZEIELET,

F INSATSa>OFTv O B ZHSE. b —EOEERMIZT . EENZ)L— SRR
[CDNWTW DO DBEEBNZEBNCT DEDHICKETTNE L. EEREIL—ILADRBHIRENZ
MEF. INBAT> 3> FTvINIRTEY 5. BULET7>FIVY). BLUGTOVID
MENBMCIRDODTNDREDTY, LETHEASNTVIRIID 3 DDRINED 1 DENLT. EZK
EDSNTVRWL— NEEBAERS DRI SN/ZiHZE. EMET T—2 1> R CTESFRRSNFEAD
CDNERE R NSV DT RIEDICANRY MDEEZTIAH FTHONET,

—B., JL=ILINEEEZNI=S. [Protected Websites] 9T7& 20 Uw L. HBED Web B MNMZZDIL
—ILZGEUET., EZERTFEIL—IVIFERD Web U+ NMIAAETBIZENTEEIH. 1 DO Web B
4 MIAAETEBREERTEIL—ILE 1 FDHTT,

[Protected Websites]. &K [Pinning Rules] DT> kUK. F—TILDOI> KNIUEOUYD, Ffz
(. #T. UR> JIL—TD [Add / Remove] @ [Remove Websites]. &3UL\[E [Remove Role]
(Ctrl + XA FRES (-) F—) Z2OVUY I IR ETHIBROBEN S DEDZHIBFRTEET., L\ITND
Web B+ RTHREASNTLRWNEEDFH. EZERFEIL—ILZHIRTEET . FFED [Protected
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Websites] @3 DRE(E. [Active] BIDF TV IRY IR Z(FTIZET—RNICENETDIIENT
S

BREMTONDE. EU. TSTVXUTVWDIRF(ICESH/ED 1 DRSS SNZBEE. EMET

[FRESNITIL—ILESHK U SSLEFAEZRE U, LIR— hORTE (BHIZESEL/R— MEge(E. 5

BAEEHEME T IFATEFEA). BRUBIERISNZRENTOYVIDRETHINEDINCED
THILLET,

EMET 57« H)L 1—H— 4>45—TJ1—X (EMET_GUIL.exe) (&. [Certificate Trust (GEBFE/E
) I>RMUZRRET DAY —ITT—RZMHUFT. UNULRNS. EMET_GUI UL (&
EMET_CONF OWINHZFIAL T, MANCITORR— hUREZEEBRZ A > /R— D260
BETY. JIL—T MU —ZNUIeEmkd. COMWETEYR—bsnTUhEEA.

SEAEERAE S ERTEZER I D5EDAIE. Security Research & Defense Blog . CDJO0#is
(RFBI1BIR) CTHRERIDCENTEFT,

HMELR— b

EMET Z&0DL/R— hOBEEMN. REITDIENTEEY., EMET WNEADEA. HDNEE>

HMEZIBEITD SSLAAEZRE LUIZIBS. EMET T—21> M7 3> %2FRTUERT. D7D
> 3>(F. Windows AR hOJ(CESTAD, BEEZFRRI D, FE@ALED, WITNEEETD
CENTEFT, BREETOUS LABRDIREDH CFIFARIEET. Windows XP TIFFIAIT &N
TEFEA.

EMET GUL X1> T+ > ROMNSERE. WEZIREUTWIERIC, EMET AED7O23>Z2ERTI D
NERTEIT D ENRIEET T, [Reporting] UR> J)IL—T(CIE 3 DDOI> kYU, Windows Event
Log. Tray Icon. &L Early Warning i'& D %9,

Windows Event Log: EMET A' Windows /X2 ks OJ(CESFIAHFET,

Tray Icon: EMET IT—> 1> MIREOFEMZSD. Ry 7y IZRRUET (R, BLUOKE
EIEDHBIEDHICHATNDIH/RIOTRA,. BRIUEHER).

Early Warning: EMET (&, XEU F>7. BLCEE. 2L THEZEIL T D (CRIRAESNIZEN
ROBAZEO, WE(CHATDIEDBRZER L. BEDOYIOYVI S IS5— LIR—k Fr>ox
IWENUTCCDBEHRZEYA IOV I MIXELFT, I-—H—(F Y100V T NMIXESNDIERE
RENREEITIFICLELI-—TEIHMEER/ DODIENTEET,

FEHRXIALD [Tray Icon] XV EZ—ZOFMRERITOFMATS 3 > (CDVWTIE, FHlEREDEEZ
SRUTIES0,
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http://blogs.technet.com/b/srd/archive/2013/05/08/emet-4-0-s-certificate-trust-feature.aspx
http://blogs.technet.com/b/srd/archive/2013/05/08/emet-4-0-s-certificate-trust-feature.aspx

REDIMER

EMET T(&. EMET GUIL. $K&TU EMET GUIL., ©€UT EMET T—>1 > MABADZHERT ST« F)L
OR—FR FOBEREA A —DHEEBFEITDENTEEXET, EMET DF—X (& UR> JIL—TD
[System Settings] @ [Skin] Z0Uw O F B ET. EMET GUI D4 > RONSEET DRI ENTE
ES:

O —Y9 —4#Bh

EMET GUI T(& Windows Dt 9721 —H —#HEIHEEE(C K D BR(CHEM T D LS (CT—Y —wEEhkae
ZIRHLUTVET:

.« FR-RFEH-Sa ELTIE
.« )OS NHEESIE
- BRBFFERN YA BELDEAT 200% fHAETIILHAR— ~

. FL—F—CLDYR—h

EMET OY> R31> Y=L

EMET Zi&E T D2REBNRAGEE LT, EMET_Conf.exe ZFIEI 345 ENHDEFET, SOOI RS
4> A—F+4UFTA([F EMET MM > X =)Lz —2 3> TRDIFDIZENTEFT,

EMET OY> RSA> W—ILZSIBRUTEITIDE, IRTH, BEYR— hESNTWVWBRTZTUS—
I UEENRET TR, IRTOYR— RSN TVBRSIIFTAEBHREZSD. FERIRD
RKRSNFY, IRBIE. OV RSA> W—)UIFTIARTOD EMET #EEDRTEZFr] I DAINDITTIEHNDFEE
Ao

BF(&E EMET ONX>Y RS> W—ILWHR— MU TWBREICEANZ AT 3> T,
EMET (C7 U —2 3> %EBMT D
EMET_Conf --set [--force] <477 7 1ILDIVX> [(+|-)EFIRK -]

<EITI7AIDINA> (F. PTVT—23>2A DT JAREERDIGENDDFT. * EUL(E ?
BRETAILH— REFAT D EEFEETT,

TOMDATZ 3>, IARRUTHEITAREREZR]. HIX(E wmplayer.exe IREZFIAITBHETT .

TAILRA—RE JCREBD TDOHERESN., EITAIRRIRA A —ZZT(FE ERDZE(TFRLTL
ZEW\, BIX(E. “wmplayer.exe” 3U\& “*¥wmplayer.exe” (FBRIRX/CATIN. “*player.exe”
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H UL (&L “*wmplayer.exe” (FEXITI, THE. EMET BMKF 9 3. Windows ADT7 UL —< 3
CHEE I L —ATD—ODFHRICKDZIEDTY .

--force AT 3a>(d BESXAFTALCA A M=ILENTWRWTTTUS -2 3> BIC. EMET Z3%
EIBEHICHIBENET,

fERBI:

“EMET_Conf --set program.exe” (& program.exe. ElFTD IR TOEIKRZBRICLUET,
“EMET_Conf --set program.exe --DEP” (. program.exe. FMD DEP &R < IR TDIE
HRZBHCLFET,

ED7T VT —23>T EMET BRI D> TLWBIHNIUXRX KT S

EMET_Conf --list

M&H(C. O—HILTHERSNIZERTE (EMET_GUI 30\, EMET_CONF) Z&xU. HUL\T. JIL—
T RIS — ZNUTEBRSNIERE S, EMET ADOIRTOT7 T —S 3 EEaRRUET,
EDI AT AEFHRN. EMET (CK> TEMICREODTLWBIMNUX TS

EMET_Conf --list_system

MH(C. O—HILTHERSNIZERTE (EMET_GUI 30\, EMET_CONF) Z&xU. #WL\T. JIL—
T RIS — BNUTEBRSNEETEE., IRTOI AT LABIFRERRUET,

SIRREEFENRTEZ JANT D

EMET_Conf --list_certtrust

O—AJL TRk ENZ (EMET_GUI 23U\ EMET_CONF) . 9 TOIEAZEEFE Web 1 b, BK
VEEREEZRRUET,

EMET 577U —< 3> ZHIBRT B

EMET_Conf --delete <177 71 JLD/) X >

<EITI7AIDINA> (F. TIVIR, DAILRH— REEC/(R. F(F. RITOREBERIDHDE
aNHDET . ZNUE. EMET (C7TUT—2 3> ZEBINY DR(CERSNZ

<EITI7AILDIIRX> EEBURITNIERDER A
EMET S IARTOFZTUT—> 3> %HIBRT D
EMET_Conf --delete_apps
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CNUE. IARTD EMET 7T UG —2 a3 EBINREEXREIBRUET . JIL—TF RUS— ZN LU THER
SN TUS —2 3 UENREEICDVWTIREIBRESNZVWC ESEELTLESL,

IR COREEEREZHIR T D

EMET_Conf --delete_certtrust

CNUE. EMET S IR TCOIFAEEEREZHIBRUE T,

INTD EMET HEZHIFFRT D

EMET_Conf --delete_all

CNUE. IARTD EMET 7T U —2 3 UAEHRETE. HL IASEENEZHIBRUET,
“--delete_apps” & “--delete_certtrust” ZEF(CHFRE T DIDEREFETT,

S AT LNRMRZIEIET D

EMET_Conf --system [--force] <SysMitigation=State> [SysMitigation=State ‘-]

--force AT 3> (d. BMREALERRBICHE T DTHCHETY ., COFMIERE. FHAT>
IPEBZESRUTLIZEVN, REERATZa>EFBET, AN RS> I-F04UFv. UL
<IF UL DWINTEHEIERRTY . --force AT a>(d. S RXFLHIED DEP BIHIRDEENEE S

1. BitLocker " > X b—ILENEBRICEHETT,

RGBSR A T > a3 > = BIET D

EMET_Conf --deephooks (enabled|disabled)

EMET_Conf --antidetours (enabled|disabled)

EMET_Conf --bannedfunc (enabled|disabled)

EMET_Conf -- eafplus (enabled|disabled)

Xml J7 IS 7TV -2 3 88EZA ik— NI OZAR—-KT3D
EMET_Conf --import [--force] <xml 7 -)L>

BEICTORAR—= hENEREZ A MR- MUET. COONRIE. FRESNZTOT 7M. B
UCMIEERAEEREIERE (C X T D INTDFRE. X (L. EMET_Conf --import “Deployment¥Protection
Profiles¥Popular Software.xml” Ix&EZ& A > R— U, BMCITDIZEEREETY,
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--force AT a2 (& BHRZRZETERVVRRBICHETD Xml T71IL&EA 2 IR— T DDCRHE
TY. COFMBERE. FHFREDEBESRL TIZE, --force AT 3> E S AFLRED
DEP #ZFZRDZENZEE =41, BitLocker 1> XA b—JLENZRICELETT,

EMET_Conf --export <xml 77 )L>

RIEDFREZRED xml T7A)VICTORR—MULET,

LR— MEREZIBK T D

EMET_Conf --reporting (+]|-)(telemetry|eventlog|trayicon)

CDRAYFIE, LIR— DI RETDHEZBRLET, SOOIV REYIDBDIHRE>TELETI:

. eventlog: CDF—"J— R(E. Windows A2 b2 A LARDREDEFZER. FIT(EFERIC
LET,

. trayicon: COF—TJ—R(&, I—YT—-(CHITIEICRZDBHMZER. £EFEHCLET,

+  telemetry: COF—D— R BRMESTOTISLMKEZ. B, KZEEMCLEI. D
OX> ROEREDHIFTFEEDLESDTY:

EMET_Conf --reporting -telemetry +eventlog +trayicon

BRICW IO a3 EETIEMNT D

EMET_Conf --exploitaction (audit|stop)

CDRAVF(E. BRANREULHBE(IC EMET AEDKDICRIGINRENKELUET:

. audit (B5E): BRATZ3HEIC. JOLREEILEFETC. REBRADRAZLIRUET,
. stop (f1t): EFDHEA»NMREESNZHBEIC. TOJSLAZELEUET,

ML 9BIZD EMET T—>12 2 b VA O DRRZHET D

EMET_Conf --agentstarthidden (enabled|disabled)

CDAAYF(FE., FLAEED EMET T—>1> b 7O ORRZRELF T
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EMET Z#EH 9 5

EMET Tld. ENEACRUT, BIFOBEEREENT ZENTSE. LRIBHIIC EMET ZREIT D
ENEIRETY, COEIS 3> TE. B¥EDORY ND—T LT EMET Zi#A. TLTERIBHIC,
System Center Configuration Manager. 8&U J)IL—T RIS —& EDK D (TFERAITNUIELIN.
CEHBALET,

System Center Configuration Manager

EMET (&, AP IUSKEBENT. BFE(C Microsoft System Configuration Manager (CHE&HHAD &
MCEET.

DS5A47 > NC EMET ZERAIREHIC. PTUT—23>%FHRTD

EMET Z@EAJ 26— E&ME(E. EMET /1> X h—5— &#FI>O0—-RFBTETI, MSI /\wo—%
ERFELUIES., UTOIATY FICRDBIINERD EFA. CDOFITIE. FalzB(d Configuration
Manager 2012 (L7 U —2 3 > Z BRI DIHICERUEITH. BEFEDZ &N Configuration
Manager 2007 ZFIALT. N\wvo—=, O S LB SMRBIER CHERTEETI .

1. (VORDT7 SA4TSVU] - [PTUT—>3> 8] - [7TU5—>3>] s, [7
TUT—2 3> DFmK] ZBIRULE T,

2. BIEDIEFE TH D Windows 1 > A =S — (R1F7+ D) Z#F L. MRIICSD>0O
—RU (*) EMET Y b7v T MST J7 A I)LEIRZRT BIzsHIC. Y—RX UNC /LR
#ISOXLET,

3. IV =2 3> OFMIE. (1 2IR— NMERR—(CH D) MSI ®md— RE—HE(C,
BEH(C MSI h'SiitenEg.

4. BMEDOR—TE COT7TVT—23>2(CDNT. H50IFHBERZEBMITDIE
nTcE A2 b=)L TOTSARLHENT, MSI (CED EMET 1 > X h—)LOFH
=D, HHMUSBARESNEION RIEKRRENET . msiexec /i "EMET
Setup.msi" /qn /norestart Z5EAHADTEHIC. 1A b=IL SAEIRELUE

3_0
5. 1A =)LDEEZ. Install for system (ZAFTLBICAABM=I) (CEBELE
9,

6. D4 —-RZRTLET.
7. R UIZEDD D7 T VT —23 205, EBREERUET,

35 Enhanced Mitigation Experience Toolkit 5.1 == —#—7% 1 F



8. A=y NMITBREHIC LTS 3>ZRELET.

9. JXF2WY R=TT, B> bEBIRULET,

10. EREEDR—ZT, HRETDA A PM—ILEREZRIRLET (KK, CNEWAT
IH ESTRWGA., LREOTANERTY).

11. EREORTZa1—)b. - —-RAIOFRREEE. HXU. 75— hEHREL. TDE.
DA —RZZETUET,

12, IRTOMRETDISAT7> MMIHUL. BAL > NTEMET O34 7> h2RRET D
JOEASHIEENE Lz, 2OTOERE. LR—MEMTERI S CENTEE
9,

EMET SEDHIC, N\wo—=0 BROTOTSLZERHRT D

EMET RMENZOT, BIERN TV ITUT -2 3> 2 RETIDICHRE LR TRFRDEE A
EMET OFERL . X=X IS5AT7> MIRZ> R7ZO->TRER 7TV —2 3 > hED®RIL Y Dt
ZRBEITVWEEA. CITE EMET 931472 A2 A M=I)LUIZERET D, 517> hD
L2 3>z EmL. sRE/NN\YT—STENSZEXRELET,

EMET sxEY—20'w b AL O3> =M ULET

1. [BEEOSTSATOR] - [F/AR ILo2a>] 5 [FAR LIS 3>k
%] Z#EIRUET

2. FIARALI23a> (A VA R=ILENT EMET EO54 7> N) [CRBTEDIF. RE
LU 3> m&RUET,

3. AZN\—=2wTDMAINR—T, [FHRIDEM] 20Uy oL, [DTURAI Z#RUE

ER

OTV(C&FIZEMT. JTY XAF7— X2 hOIREZERLUET,

[&F] 0120\, BEOEZIUYVIULET,

[&F] T/ AT, FHFOEEZRBEHMEDOFEFICL. B#BREZOUYVIULET,

BHEOISAELT, A12RAM=)LENEF7 TV -2 3> % EIRUET,

BHEELT, RRBEERUFET,

OK ZzoUwoUIctg. Bl RY>=ZDOUVILET,

10. fEDUR RS EMET ZBIRULET., A< & & 1 DD AT AL ZDfE%R. EMET
DSAT > bDA A R=)VEICI\—=RITTDA 2R NUDTY TZRET DHENSD
NFET, URNIRVGE(F. BEMEEANDUET,

W O N o un &
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11. JTURAIZET T LR, SOOI 3>ZEOKBSVOHEE T T DM BRUE
9. IEBE COOLT23> (T U EMET HEZMRETDDT, My, FHBZITU
F9. Fe. CoILT>a>emsnsnid. 9>147> ~ (EMET M > X b—JLe
nrc) oA >R MJIBBRHIY — /(- ([CXESNTIBEDHTH D E(CEFRUTLIES
We BIET., 1> KJUIF 7 BBISEESNFET,

EMET E/\wo—= SXOTOTSLZERTD

1. EMET BENvI—20DY—XREUVTERAEND. UTD 4 J7AI)LZ2Y—-X T« LTk
JICEEFEIT., INSDT7AIUE. SAFTALCAAB—=)LE. EMET 547> hDY
— X TALORUNBIRETEET, IRTOIT7AILRIDRNE, EMET FR7E (SAR{ED
LEEA.

a. Popular Software. XML (77U —>3> JA)L5F—
¥EMET¥Deployment¥Protection Profiles 7'5)

b. EMET_Conf.exe (PFUT—>3> J#J)L5— ¥EMET Hh'5)

c. HelperLib.dll (PTUT—>3> JA)L5— ¥EMET Hh'5)

d. MitigationInterface.dll (7 U&r—=3> JA )L — ¥EMET H'5)

e. PKIPinningSubsystem.dll (7U4S—< 3> JA#JL5— ¥EMET h'5)

f.  SdbHelper.dll (7T Uo—=3> TJA)LY— ¥EMET H'5)

2. VIRIxz7 SA4T3Y | NNy —2 5. Ny o—2OEmEERUET,

3. Nyor—2(C&mzftlr. V- IJ7AI)Z80. CD/\vi—FRUTLIZE,
AFwT 1 TERSNE. 4 DOIT7AIUCDNWT/I I RZRHFLET,

4, RHZAH—R TJOTSLEERUET,

J0O035 AIC&BIZ{TF. EMET_Conf.exe —import “Popular Software.xml” &£723 LD
ON>R SAEEELUEXT . Cnid. EMET F—LANRMT S [Popular Software (A
K[DHDVYIRITT7)] REITF7AIEERBIDI—HITI, COTOT7AILZEE. ©
U< (3 EMET ORI D ZDMDRED 7 ()L Z2FBIT D EERHFETT, 12 R— b
N3771)LIE LIT7L>XfFET EMET 5&E/ \wo—2(CE&FNRTNERDEE

Ao
6. 1—Y—HOTA>LTVNIHIEMNCENSY, oL > hTTOIS LN BB ITDLDH
A VEC

7. D4 —-REZTTULET.
8. Ny&—2 BXUOTOTSLRETUEES. BREEERLET,
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9. fER=NEENMODIL T2 3>ZR/WRETDAL TSI EVTERL, FELIDRET
D4 —-RZRTLET.

II—=T RUZ—

IIN—T RUS—%zEBU T, EMET /> XA =5 —ZRBHIDICIE. 10OV T b HR— MMEbirER
816102 TSN TWBRFIECH > T ZEW\, L\ofcA. EMET iEHEND &, I—Y— (3" E
RICiREN=ZT>TL— b J7AILRERTEE Y. "Deployment¥Group Policy Files” J#)L45
—(C EMET.admx 3 KU EMET.adml 7 A I)LNEHNE T, NSDT7AI)LE. 1> A h—=JLE(IC
9. ENEN¥Windows¥PolicyDefinitions & KT ¥Windows¥PolicyDefinitions¥en-US 7 )L45 —
(COE—=UFT. —B. COEENTTIDE EMET S RT A BRUOTTULT— 3 AEFIREE
. OIL—T RUS—RETHERRETT,

N5, 3ty bORUS—H EMET AL TWSDEDTT . UTFH. ENTNOBETI ., &HRY
S—(CBAUTERRYS— I« 5 —CHERIBHRZAF CTEET.

S A7 LEBHISR: System ASLR. System DEP. $S KU System SEHOP &fpgEsnfzcnsRUS —
[FS AT LBIRZRETDEOIFEREINET .. ST LABHRDIEEZEINCT DIzH(ICHEILHN
MERIGEND D EISEFREUTLESE,

BLERE: cNsE. 7IUT—23>0JII—TaElTORERETT. NS 3 DTJOT 71U
BWIHEHEDESOTVBIDITIIRWZSH, RERENRT7TUT—>3>0—8Z2BNCT D
([Z(E. 3 DOTOT7AIZIRTEMCURLS T>REDEFA,. Internet Explorer XU #REN
BDYIT I 7Z2BMCITDDIE. EMET A2 XA h=)LenNdE&E, JBED« P — RIERTN D
EICHIGEUTWET,

e Internet Explorer: Internet Explorer BDBIEREZBMCT B,

o MHIWENBY I RNIIF7: WordPad. Microsoft Office X-f — . Adobe Acrobat. Adobe
Reader. 8K Oracle Java D—EFTHD 7 TV —2 3> HOBFEREZBRICT D,

o AKDYIKRIIT: ZDMOARY I bD T VRAOBIEREZENICT D,

FPITUG—2a28/E: CIH5. BEORETOT7AILICEFNRA, BIIOF TV -2 3> D%
ENTE, JU—TA—AL IFT45—(CBBTEET, BXFENE. 7T UT—> 3> FTolRER4&m1
DEIC, BMCITINEDR, BIROATSa> UR MREET, BHRZIBELRVNE, TN

TD EMET 7F UL —2 3 UBHIRAIABEMICRDET,
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BIE 70532, BEITEIRDEE: CNSDRE. ROP EHRDFMEDEB THASTN TN
D ROP EIAROFMHE. BIUPBAMRESNIIZEDEIEDT U2 3> (BEDH. EULIHME
IE) EBHELTVET,

EMET I—> 1> bR CORET. IRTI\—D ML A1EEICHD EMET T—>12> h7rd>
ZEHENIICEI CENTEET,
EMETI—>I2 M ARAAL AvE—S: ZOIT> MJTIE. EMET AREZBRE UIRICR RSN

BDEEICTARTLAZNBDEFRINEEDA Y E—SZERIT DI ENTEFY. Xy E—EKRTID
(ZlE LA PAODLIR— REEZAZ (CUTEMRFNIRD FE A,

LR—b: ZOI> KUT. Windows AR b OJ, LA 74>, BLUCRHESTOIS LA
DLIR— NEEZVDBR DT ENTEFT.

—H. EMET JJ)L—F /RUS—DBMC12D E. HKLM¥SOFTWARE¥Policies¥Microsoft¥EMET DL
TZKNYICEZTAENET., TOLZA MY F—(F EMET Service BAESfRLTH O, O—H/LTEHH
[CEREZXBERHUET,

D)IL—TF RUS —THIEISNIZ EMET S EXBEIDEoHC(E. EMET OY> R S>> W—)L%=EHA
ULCFEIONY> REETUET,

EMET_Conf --list

IIL—TF RUS =N U THEBRSNIZERE(E. EMET GUI UK (& EMET O R S>> W—)L&
FRLTCO—AIL BRSNS ELDEBAEINDIZEISEFEURLS TIRDERA. Tt JIL—F
RUS—THIEIESNEZHEE. JIL—T RUS—ZNLTUH. BESKIVHEIBRHTEEEA. HlX
(. UTZEFEITIDE.

EMET_Conf --delete_all

EMET GUL, 33U\[& EMET_Conf Z/T U CERSNIHEIR. SXU SSL FEAEZE E > HEDHHEIBR
ENFET. GPO BHTERSNTEMRNE. SXU SSLIAAELEEEFKDFT.

ZoMmAT>3>

System Center Configuration Manager. UL (& JIL—7 RUS—DWITNICEFEST(C. BIOE
BYYU1—->3>zFRIT35E8(E EMET RETO7IILOBEETRBNAESNTWIFRETO T 71
JUVBERIER T 3 MR UET,
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SEAT 3>

BE2TRVLEEZBMICTS

BIET. EMET (FEZE2TRV\WEBONIREATS I >ZRBLUET. NSOAT>a> (. —ER
DEFYUATIRFTALCAGERREZR T ZENDMDODTVET., ULHIULRNS, LXK F—
ZBIRESTDZET. CNSDATS I Z/EIDIENTEETY, BIRENEREIND &,
EMET B"BETRV\WATZ 3 >ZRRUEFIN. TOROVWITNMDERENEIZEECI—Y—(CEE
UESC

BINEETE (L. HKEY _LOCAL_MACHINE¥SOFTWARE¥Microsoft¥EMET ML XA KU THERR TEE I,
COF—MFEURWEE(E. EMET GUI ZB@EL. LR NUDERRZEHFLTLZEL. F—K
(C. EnableUnsafeSettings &IF(ENS. DWORD ERNHNDET, BIET. BN 0 (CIADTWVWET, T
55%. 1 ([CHEL EMET GUI ZBE#TDE. BETRVWATS I ONERTEET,

EMET Tl IRIE. E2TR\WAT>a >N 1 DHNDET. L. System ASLR SREHD [Always
onl] ZIBULET, AL —FT 1> SRAFTLDERKICEID T, System ASLR :&E% [Always On] (T
METDCET, ARL—FT 1 >0 SRFTLNT = NECOSYS 1 IDa8ENSDET, Nzl
BIREHICE. S RTLAETE—T E—RTEH L. System ASLR %Z [Opt In] () L (E
[Disable] (CERE T DHENHDFET.

I1—Y— LIR—BMCERTIHRY L AV E—SDRE

KEMRESNZRICED. LR— K RyTPYTHDART L AvE—2EIT D ENTIERET
9. EMET 4.0 Tl&. COHFEER JIL—T RUZ—ZN LT, BUKELZAKY F—ZFRT D
ETHEITDCENTEFT,

J\ATAND HKEY _LOCAL_MACHINE¥SOFTWARE¥Microsoft¥EMET T TrayIconMsg &W\D&RID
FUWFINEZERR LUET . CCTHRESNLEXFIE, BIEDBA(CHAD DT EMET iAREZIR

H. ZUCRHEILEUEBE(CI—Y—(CRRENET.

SIEpEEHEEE Y — R N—F« JSOYAITHE

LRI —H— (3. SEFAEEEMEEN BT IBIREEFIBITDEHIC. H—R IIN—F1 TZTHD
REEITDCENTEFET, T5IH(E. Windows CryptoAPI ZFEHAURITNIERST . CAPI #isR%E
TEURITNERDERA., &5IC. =R N—F9 TJSOHFRENTWVWDIT7TUS—23> (18
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MEN2<TE) ([SBMSNRTNEIRDEFRA. RENIC. — R -5+ TSOTOERTHELRSE
Az, ;" THFT. LAY J\1TJ HKEY_LOCAL_MACHINE¥SOFTWARE¥Microsoft¥EMET M
LR MUEE “EMET_CE” (SEM UL TIFRD FEA.

BIZ (X, “iexplore.exe;third_party_browser.exe” T9Y,

E CDSFUAK BIR—hENTHE ST, EBEHNLAEDTY ., BEICEDSE. SSL F1—E5H1%
SEDz8 (. Microsoft CryptoAPI Z{ERA L TWLWDH5W3 TS A%, EMET iEBAZSiakka:
BIDLDIC, LZAKIMBEICANDZENTEFET,

O—AJ) FL X MUDEERE

NSIISa—F4>PBNT. X0V IME TO-HIL FLARJ] E—-REBIMUELE.
CDE— ROABRCRO>TVDIGEE. [BHEE] ZEBU CGXMESNDIBRE. T -—EXTAIL
H—([CRFESNBIADDCO-HILTHRESNET. COTE—REEMCTBIC(E.
HKEY_LOCAL_MACHINE¥SOFTWARE¥Microsoft¥EMET L= KU )\« J'(C 2 DDI> NUEVER
ITINENBDFET:

e LocalTelemetryPath (3X5751): 1Bz FRF I D/ (Bl: c:¥emet_local_telemetry)
FET. EDKD/R MiniDump T 7 I)LZERRT 21> bO—ILTDEHDL A KU F—HME
FXBJEETCT 9 :

e  MiniDumpFlags (DWORD): Ox1ff (BXZEfE)

TS DI ICEE T BFMIBIRIC DL TI(E MSDN DERE(CBEH NTLET,

EMET I—>1> b 7 1V DRREE

d—Y—k LAY J\AT HKEY_LOCAL_MACHINE¥SOFTWARE¥Microsoft¥EMET (C DWORD
L =X kU F— AgentStartHidden ZEBIMITDZET. ML HEED EMET T—>12 > b 772D
RRZHRECETET, IREDME. RN 0] T, FTRH 1] TT,

AR5 B S1H

EMET ZBU CHIATE3ZAEBHMRERET DLEEC. VWDONER UL TIRSIRVWERN S
DEI, ROEUZI>TE ZAFTLERE. BIOT7TVT—2 3> OREDFRECKI DT, HHES
NBEBESICDNTHELET,
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« DEP BICSRAFTLREZBHR T D ET. Windows DEMA TS 3 A EEEINET,
BitLocker Z{ERA L TWLD S AT ATIE. CDEET. BitLocker NS X7 ARRENEIHRNZE
BEENZEBRE L. ROBIEE TOEF—ZANTDIIEICIRDFET, BitLocker HEZD
(C/IRDTVWBZRFT AT, DEP DS RFT LAERSEZEE Y Da1lC. BIEF—%EXT
B LB BRDLET,

o RETIZESDH. INTDIRXTLAN DEP ZH/R— MU TWLWBDIFTEHDFEEA. U
MURHS, HR— hENTULVRWYS > ET EMET ZHEI L TOWDIBE(CHNTE. &
DATZIUNFBEMNTT . COATSI>ETNEDIATAIGRET D ET. #EIED
DFEBA. DEP ZRET DML S AT LOHKITERELTLIIZE,

«  Windows 7 BBED/\—=3>TlE. SEHOP (S RFALARRB LTIV —2 3 > EAD
Wm7a) AR —F+ >0 X5 A (0S) [CBASNTWEY, D, COEMRNE
CIRD TOWTHRE ENZIHZES. EMET (. SEHOP A&t Enz&EVWSIEREAFL. €
NzZBAITDZEEFTEFEA. DD, 0SS F7OER=ZERTL. 7TUT—>23>20
AR S OJICANRY hEEZTIAHET,

* ASLR FFE(C(E. "Always On (BEAER)” EMENDIRETFRNATS I3 > NHDE
9. COFRE(F. FCTENZDR— UL TULVRWAFUCH LT, ®EIEIC ASLR Z1T
WEXT, COFREF. ZATLADARREHZBNITDIRIZERELT. BIECTIERRICIR
DTCWET,

T A KT, ASLR Z "Always On (BRE)" (CFD3—MNCERSNDSFU AL, DR
(CZRFLNTIL— ROV (CRDEEEENHDD. EVWDSHECERBRLELURZ. CNE oY
—RN=F14DEFTA RSAJHDT RLA AR=ZANSHF MEENZIZd(CHRELUFE U,
INBDORSAINE. ZOFHMEZTR— I DROIBERNTEVRL, ZOBRRSAIINE
ITTRRL SRTFLARBREHIBLELUL. CORENSEHETD(C(E. RESNIZE— RTEET
3. £ULT System ASLR 5&E% [Opt in] 3L\ [Disabled] (CIDEX D EMNREAETT,

LZETRRV ASLR SREZBMCT SEDFHMBRE. FlATS a>DEEEZSRUTZE
Lo
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PITVor—>3 D RIDRE

o RETIIEEDH. INTDIRAFT LN DEP ZHR— ML TWBDIITESHDFEEA. U
MURHS, HIR— hENTULVRWTS > ET EMET ZHEIL TLDIBE(CHNTE. &
DATZIUEFBEMNTT . COATSIA>EENSDIATAICHET D ET. #EIED
NFEBA. DEP ZRET IRICIE. SAFTLOHKTERLTLIIZE,

e Windows Vista £. 8XUENUFIDZHERT7 TV —>3>(d. EMET O SEHOP &H
WHENRL. TOKRDIRMBE. EMET H'5 SEHOP ZERC LT, S XT LABHERD
SEHOP Z AT ENEEUNTY . ST ALK SEHOP =277 TV —>3> AT
7O RCERELTLIZE0,

e degug EEENIATS 3> T, SAFLZKELULHZEF. EAF BABEMICRO> TS TUS
—> 3> =zBEIT IRCT/I\VH—ZTIVFIINENSDET, /degub EENAT> 3
BT TVWBDICT I\ H—DT7HYFENTUVRGEE, EAF BIO7 TV
—2 3> MR- FUEBRIC. RIGURLKRADET., INE. EAF BHIRAS T N\vD LS
ARUCEEFELTVWDEDICEECDET . BU. Windows iMHh—xIL T/\w H—Z={EH
FTRLIFESNIZDTHINUE. Windows (&, EDHHBDIHRDAEY ZRLAD 1 DIC
FOCANGOTEBEFENDTE. T\ H—(CBAULD EikAET . Windows (FZD
B, TINYH—DEDLRARIZAZFEE T, T/\VH—DSL AR IS EIBE,
SATFAFRIGUER A,

o FTINWI LIRHY (R, EAF B) ZHR— NURWMRESYS > B 0DET, LML
5. EAF AT7>3>(d. EMET "5 /\wJ L X5EHBR— ~URWI S > ETHE LR
WBETEXE. FIBAEETT . TNEDNYIUIC. COATS I ZREITDETHE
FPHDEBA. EAF ZREITDIERCIE. COFIITTEFRELTIZEL,

e EAF BIIR(E. N\wH—HB20WEO>TLvH—%FERTIREINTZTOTSLBRY
S1475YU, DRM ELLET/N\yvImEKI— R, N\vH—fEDVI DT, LT
TAIATER, B RARYOR T7ATFIA=I)LREDEFIUFTo VI NITTICHE
AUTIEWTIEEA.
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e Windows 8. BXUZNLUBED/IN—=3 > E W<DHMDTOTS A (6l Internet Explorer 11
F7z(& Office 2013) Tld. ARL—F 1 >J SAF LN TR RH LT D5E] ASLR TEITESN
BDEDHERENTNET, CDfEs. AKD Windows BHRD ASLR W7 TFUT—= 3> TEMIC
IBo TV &, CORMRICEA. BIULIR— hZRHFTEEEA. TODADDIC, 0S T O
RZET U, 7TUT—=23>20ANR S OJCARY hMEEZTIAHFT,

o EMET fEFIKIZ. O7 JOLRDT7 RLRA INR—R, ZTUTEN > IONWEESNZETERIC
2D ZEJ, Mandatory ASLR (. CNBDWNITNICHULTET RL X ANR—X S>4 Mbzigsl

ZETY,

e Windows Server 2003 (&. >4 AMbZEHR— MUFEBA. #8Hl ASLR (&, 377 JOEX. Fi
(F. BRVIRA > R— b (E5E 1 Z8BUTLKIZEV) ZFRELRVED., BICFAEERRZRLAE
IRDFET, AHROBAICEKD T, #Hl ASLR (. INSDTSY M I A —AICHIDHEICH LT
BEROREZEMIDIZENTERVCD, BHCTIROTVET., EOTSY hITA—LM ED
BHREZYR— T D2OMNCDONTD, FlIFRE, B/R—bheNTOWBSAXRL—F 42T 2 X5
Ly BROVI MO 7EHDIEBESRLUTIZE,
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F<FEESNDIER

SAI891 DI RUS—
EMET OS54 JBA0IL ARUS —E(HMAITIH ?

EMET O&/\—=32(F, 24 AR, &D3WEIROFLWI—3 >N —-XEanTh's 12 1A

. WINHDRWNWSTHR—hENET, FIXE. EMET 5 (FUU—-XENTHS 24 B &3
L& EMET 6 AU U —XENTHS 12 AR, WINHDRWVWATHR— henZFzd. REOKEZ
BT DZIBE T DLDERINIHUVEIIR., BLUHEEEREH L TLBDT. EMET ZE(CRH
DIN=23UCTVvTITL—RIDLIBIBEHLTVET,

HL—2a> BB R—bhanEIH ?

EMET 5 DK T. EMET 3 H2W\WEZNUAIDO/N -3 >ZP/R— bUFEHA. EMET 4 (CDWLT
(F. 2015 D 6 AFTHU/R— bk LET,

EMET 4 (CBI9 38R
EMET 4 Ds%7E(F. EMET 5 EE#AENHDFEIH ?
(FU\. EMET 4 DFRIE(F EMET 5 EEIRMENSDET,

EMET 4 Z1A > XA h—=ILLTWVWET. HILWLWI—=>3>ZA1> XA M—)LIBHEIC. 7
SACAR—ITIRENRSHDFEIM?

EMET 5 2+ > A h—)LFBHIC, EMET 4 277>+ > XA =)L I 20E(FHDEEA. EMET5 1>
AR—=5—(ZEEMIC EMET 4, BXUV EMET 5 27> > XA R—ILUE T, BED«r Y — R
EMET 4 NSIREDREZRZE(CHEITID. PyvITTL—R TVARUI D RAZRHUET.
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— g/ RMRICEI Y S5/

Process Explorer Tl&. EMET "7 UG —2 3> EEBIERTIEHITRESN
TWBI(ICEBENSY. TOEXAD ASLR FINZEMHC/RD TWLET,

EMET (&. ASLR @ 0S EA(CDWTIFEREB L TLVEHA. Process Explorer (&. ASLR D OS EAD
HEI T I Bz, Process Explorer (& ASLR MBI D> TLVBIREETH. Process Explorer (C
FFRRENFEE A

EDQVTUT—2 32U, EMET R ZERAINIERVNTUL L DHY?

EHETERVY—INBADTLBRI7MIL. BDINET7AILZER, —RICEBADZENICIRZ 7S
Uo—>32(C U EMET SBAIRZBEAIT DL DIIBRELTVE T, ZHFCEDTT TS50 RF+a
A U—=F— REMBTENET, T/\VH-REDIFEDT7 TV —>3>. EULKIEDRM T
7AIWERDS T TUT—> 3> (F EMET [CRWTEEENSDDET. ELE. CNSOBEEDT7TUS
—>3>(C EMET BHIRZEA LU IZWEEE. W DL DBHFRNHEI#HEND EFRL TS0,
EMET #BHIRICB T D1 RS > (FHB7/R— hMEfiliE#k 2909257 (/BN TLET,

BIROHEZEET D

i, DEP BDI AT LAREZEEL. BilRBLF LT, H1E. BitLocker M EIEF
—ZEBRUTCEFT, F. BHMNDDTULEDN FEEDPOESEKRZILEDHD
ENTEEFINMN?

DEP DS RATLAREZEBLETDE. ARL—FT 42T SRFTLADEBAT S I UHEEENET,
BitLocker (FIEENCNSDATZ 3> %NS ATDZEZBEIETERVDT, ZORDOD(CEEZ

EBEHRUFT, EESND L. BitLocker (FEDEENEHTHDIMMRIET DCH(C. BIEF—ZERL
ES I

BitLocker MMAEEBREIEF—ZEBRIT DDZEHT2HIC(E,. BitLocker Z—BHELEL. BEXBERALUTCY
SoUEBREEUET. B, BETEET. COFER. BitLocker (FFRLWEEAT> 3> #iLiR
LET,

Export Address Filtering (EAF) fBHIRNABRCIRD E. S RXFTLANFRULET,

CNHRETDIDE. SRAFLHF/N\wD E—R (/debug E£EIA T3 >HEESNTULEY) TH
BLUTVWBBATY, 7ITUT—3>0OFRITERRETIEIC. SATAEGFT/I\WH—HISDL KRR
EFDDT. EAF BIROEFME (T/\wJ LRE, BLUS 2T ZFvT AR M EDHSB) (C
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KO TCHEIEELET.
COFEEZEBECE. MTFTORWVWIND 1 DZEERITLTIZS,

« /debug EEAT> I ZHIBRL. AT LZBEEBLET,
« TINYH-ZTIVFU. SRTLAZRESEFT.

EMET ZRELIZI7TUT—2 3 >0, EEBRCECEERTLET.

KiK. CORKMEZBDE. 7T UT—> 3 >0 EMET OEHIRD 1 DEEBRENRWZHTT,
EOEBIFNCDIRFZESIZTE U TVDDNEZIEDDHFED 1 DiF. PTUT— 3> NEER
TEI(ICEEBZITDORDICIRDET. INTOEMCIRD TUVDIEIMNEKZ 1 DI DIEMI(C L THSR
TWKZETT., —B, BELLGO TODEMENHI TS5, TORMRZEBNCL. KD DE
MREENCUET,

LEROBMAOD “E(IC” O@BAISEFRLTLEEV, - — 42Ty MY 7TUST—> 3> nF
OB THIEREENSTWNCERNSY. BU. 7TUT—>3a>h HRIEMEREEHEHULT
WBNRA —RREDEDTHDIHE. BERTE BICEIDFET,

B, IRCDEHEIRT. £l FEDORFIAD bEU -4 -THRE, HPANTRIDEER
T. HDVNE EETERVWY-AREOT7 TV —2 3 > (EENTN. B Edlve LIRFNERn
FtA. INBDFT VT —23>2(CDVNT,. EMET $BHK(E. TF1UT 1 BE#ITD20H. BE
BT ORANRERNDMNDET. BERNCENCLTEVNTEREA.

EAF $BFISRZBMCUIZE T, 7TUT—> 3> %ziikgdds. LWosF7TUIT—2
INEEERTUET,

—DHIDER EERRTI N, EAF BIIR S EE UIRWEIREMEDH D77 TS -3 >R DET, In
(& ZTUT—2a>hHNMEZRE UL D ERTIDHMICELDO T, SEECERIDFET, fz5E
ZO77O0—-F=ETA TL—V—. O2/)\—4F— VOIP JOJSLRETHABICLES. 7TU
T—2a>hHEBMESNTUVBIRFIIC. TDOFTUT—23>2KNT. EMET O EAF SBHIFRNREER TEICE
ERTZHEICTDHA. EAF BHRZENCT DI ENERET. BEMND. 2DV TUI—> 3> (Cxt
U CHEDDEBRAIREIMRITFIDZENTEET,
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— AR ES R

OZ5T4 ) 1Y — A>2F—-—T1—X=ZREULLD EiAHD & Tapp failed to
initialize properly (77U —> 3 > &@U(CHEM{E TEERBATLUR)] EWSIS
—NHET., CNEESPOESRETETEIN?

GUI (&, .NET 4.0 " AFAICA A B=ILENTVWBRZENMREAETY, EU. DTS >mn5)\o
FURIE-UEET. COIS—HAETVWBIDORSO-IILYS > TAAMN-—S—&B#LTHT
<ZEV\, BEMAJEER .NET 4.0 250> 0O—-RTE3O05—>3a>(GEELTINET,

64 Evw MRI7Z7T U —2 3> T EMET E@8ELEIN?32 Ev NTOTS A T7A
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