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The Microsoft Security Development Lifecycle:  

Key Resources for Software Development 

 
 
Overview 
 
With the worldwide power and utilities sector and public policy makers focused on the environment and 
power supply, interest has increased on the secure development of the Smart Grid and other critical 
infrastructures for power and utilities companies.  
 
Software developers and architects who effectively address security threats during the development 
process can gain a competitive advantage in the market, as users demand trustworthy and secure 
software. 
 
Microsoft has developed and implemented a stringent software development process that focuses on 
best practices, process improvements, and metrics. Our goal is to minimize security-related 
vulnerabilities in software design, code, and documentation, and to detect and eliminate vulnerabilities 
early in the development lifecycle in order to reduce the number and severity of security vulnerabilities 
ŀƴŘ ƛƳǇǊƻǾŜ ǘƘŜ ǇǊƻǘŜŎǘƛƻƴ ƻŦ ǳǎŜǊǎΩ ǇǊƛǾŀŎȅΦ 
 
In order to assist with the development of secure software, this document focuses three key resources ς 
Process Guidance, Threat Modeling Tool, and the Optimization Model.  
 
 
 
 
 
 
 
 
 
 
 
The following documentation on the Microsoft Security Development Lifecycle is for illustrative purposes only. 
 
The documentation is not an exhaustive reference on the SDL process as practiced at Microsoft. Additional assurance work may 
be performed by product teams (but not necessarily documented) at their discretion. As a result, this example should not be 
considered as the exact process that Microsoft follows to secure all products.  
 
The documentation should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee 
the accuracy of any information presented herein. MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, OR 
STATEMENTS ABOUT APPLICABILITY OR FITNESS OF PURPOSE FOR ANY ORGANIZATION ABOUT THE INFORMATION IN THIS 
DOCUMENT. 
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Security Development Lifecycle Process Guidance:  An Introduction to the Microsoft 
SDL 
 
Download the entire SDL v4.1 Process Guidance document. 
 
When the Trustworthy Computing directive was enacted in January 2002, many software development 
groups at Microsoft® ƛƴƛǘƛŀǘŜŘ άǎŜŎǳǊƛǘȅ ǇǳǎƘŜǎέ ǘƻ ŦƛƴŘ ǿŀȅǎ ǘƻ ŜƴƘŀƴŎŜ ǘƘŜ ǎŜŎǳǊƛǘȅ ƻŦ ŜȄƛǎǘƛƴƎ ŎƻŘŜΦ 
This resulted in the Microsoft Security Development Lifecycle (SDL), an industry-leading software 
security assurance process. Since 2004, it has been a Microsoft-wide initiative and a mandatory policy 
that has played a critical role in embedding security and privacy in Microsoft software and culture. 
 
Microsoft has published the detailed SDL process guidance as part of its commitment to enable a more 
secure and trustworthy computing ecosystem. It provides an in-depth description of the Microsoft SDL 
methodology and requirements.  

Combining a holistic and practical approach, the SDL introduces security and privacy early and 
throughout all phases of the development process. It has led Microsoft to measurable and widely 
recognized security improvements in flagship products.  

This section provides a summary of SDL activities in each of the seven phases of development (security 
training, requirements, design, implementation, verification, release, and response). Additionally, each 
phase includes links to an in-depth description of the SDL v4.1 process and requirements. 

 

 

 

 

 

  
Pre-SDL Requirement: Security Training 
Security training provides software development teams with the opportunity to receive 
the appropriate training to stay informed about security basics and recent trends in 
security and privacy. Security training can help ensure software is created with security 
and privacy in mind and can help development teams stay current on security issues. A 
number of key knowledge concepts are important to successful software security. 
 
Read the in-depth description of Pre-SDL Requirement: Security Training.  
 

¶¶  RReessppoonnssee  

eexxeeccuuttiioonn  

¶¶  RReessppoonnssee  

ppllaann  

¶¶  FFiinnaall  

sseeccuurriittyy  

rreevviieeww  

¶¶  RReelleeaassee  

aarrcchhiivvee  

  

¶¶  DDyynnaammiicc  

//  ffuuzzzz  

tteessttiinngg  

¶¶  VVeerriiffyy  

aattttaacckk  

mmooddeell  //  

tthhrreeaatt  

ssuurrffaaccee  

¶¶  AAnnaallyyzzee  

sseeccuurriittyy  aanndd  

pprriivvaaccyy  rriisskk  

¶¶  DDeeffiinnee  qquuaalliittyy  

ggaatteess  

¶¶  TThhrreeaatt  

mmooddeelliinngg  

¶¶  AAttttaacckk  

ssuurrffaaccee  

aannaallyyssiiss  

¶¶  AAnnaallyyzzee  

sseeccuurriittyy  

aanndd  

pprriivvaaccyy  rriisskk  

¶¶  DDeeffiinnee  

qquuaalliittyy  ggaatteess  

¶¶  CCoorree  

TTrraaiinniinngg  

Training Requirements Design Implementation Verification Release Response

http://www.microsoft.com/downloads/details.aspx?FamilyID=967389d8-6ed0-4751-a8d2-9c2fad39adce&displaylang=en
http://msdn.microsoft.com/library/cc307407
http://msdn.microsoft.com/library/cc307407
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Phase 1: Requirements 
The best opportunity to build trusted software is during the initial planning stages of a 
new release or a version. This is when development teams can contemplate how to 
best integrate security into the development process, identify key security objectives, 
and maximize software security while minimizing disruption to customer usability, 
plans, and schedules. During this stage, security and privacy are considered at a 
foundational and cost analysis level. Developers can determine if development and 
support costs for improving security and privacy are consistent with business needs. 
 
Read the in-depth description of Phase 1: Requirements. 

 

  
Phase 2: Design 
¢ƘŜ ōŜǎǘ ǘƛƳŜ ǘƻ ƛƴŦƭǳŜƴŎŜ ŀ ǇǊƻƧŜŎǘΩǎ ǘǊǳǎǘǿƻǊǘƘȅ ŘŜǎƛƎƴ ƛǎ ŜŀǊƭȅ ƛƴ ƛǘǎ ƭƛŦŜŎȅŎƭŜΦ 
Functional specifications may need to describe security or privacy features that are 
directly exposed to users. The design phase is when development teams build a plan for 
how they will carry out their project through the rest of the SDL processτfrom 
implementation, to verification, to release. During the design phase, best practices to 
follow are established with functional and design specifications. Risk analysis is 
performed to identify threats and vulnerabilities in the software (see the Threat 
Modeling Tool section). 

 
Read the in-depth description of Phase 2: Design. 
 

  
Phase 3: Implementation 
Software programs should be secure by design and in their default configuration and 
deployment. However, people use programs differently, and not always in the default 
configuration. During the implementation phase, development teams can create the 
documentation and tools that customers use to make informed decisions about how to 
securely deploy software. Because security and usability may conflict, development 
teams also need to educate users about the threats that exist and the balance between 
risk and functionality when deciding how to deploy and operate software programs. 
 
Read the in-depth description of Phase 3: Implementation. 
 

  
Phase 4: Verification 
During the verification phase, development teams can ensure that their code meets the 
security and privacy tenets established in the previous phases. This is accomplished 
through security and privacy testing and a security push, a team-wide focus on threat 
model updates, code review, testing, and documentation reviews and edits. A public 
release privacy review can also be completed during this phase. 

 
Read the in-depth description of Phase 4: Verification. 
 

http://msdn.microsoft.com/en-us/library/cc307412.aspx
http://msdn.microsoft.com/en-us/library/cc307414.aspx
http://msdn.microsoft.com/en-us/library/cc307416.aspx
http://msdn.microsoft.com/en-us/library/cc307418.aspx
http://msdn.microsoft.com/library/cc307412
http://msdn.microsoft.com/library/cc307414
http://msdn.microsoft.com/library/cc307416
http://msdn.microsoft.com/library/cc307418
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Phase 5: Release 
The release phase occurs when software is ready for public consumption and, perhaps 
more importantly, the development team readies itself for what happens once the 
software is in the hands of the user. One of the core concepts in this phase is response 
planningτmapping out a plan of action should any security or privacy vulnerabilities be 
discovered in the release; this carries over to post-release as well, in terms of response 
execution. To this end, a final security and privacy review is required prior to release. 
 
Read the in-depth description of Phase 5: Release. 
 

  
Post-SDL Requirement: Response 
After a software program is released, the development team must be available to 
respond to possible security or privacy vulnerabilities that require a response. 
Additionally, a response plan includes preparations for potential post-release issues. For 
more information on security response at Microsoft, visit the Microsoft Security 
Response Center (MSRC) Web site. 

 
Read the in-depth Post-SDL Requirement: Response. 

 
  

http://msdn.microsoft.com/en-us/library/cc307420.aspx
http://www.microsoft.com/security/msrc/default.mspx
http://www.microsoft.com/security/msrc/default.mspx
http://msdn.microsoft.com/en-us/library/cc307411.aspx
http://msdn.microsoft.com/library/cc307420
http://msdn.microsoft.com/library/cc307411
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Security Development Lifecycle Threat Modeling Tool 

 
Download the SDL Threat Modeling Tool (Visio 2007 required). 
 
As part of the design phase of the SDL, threat modeling allows software developers and architects to 
identify and mitigate potential security issues early, when they are relatively simple and cost-effective to 
resolve. Therefore, it helps reduce the total cost of development.  
 
The Microsoft SDL Threat Modeling Process 
 

 
 

Not Just for Security Experts 
¢ƘŜ aƛŎǊƻǎƻŦǘ {5[ ¢ƘǊŜŀǘ aƻŘŜƭƛƴƎ ¢ƻƻƭ ƛǎ ǘƘŜ ŦƛǊǎǘ ǘƘǊŜŀǘ ƳƻŘŜƭƛƴƎ ǘƻƻƭ ǘƘŀǘ ǿŀǎƴΩǘ ŘŜǎƛƎƴŜŘ 
for security experts. It makes threat modeling simpler for all developers and architects by 
providing guidance on creating and analyzing threat models. 
 
The Microsoft SDL Threat Modeling Tool enables any developer or software architect to: 

¶ Communicate the security design of their systems 

¶ Analyze the design of their system for potential security issues using a proven 
methodology 

http://download.microsoft.com/download/E/5/3/E5318D25-7AEF-4A66-A147-81BBA727F2C1/SDLTM.msi
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¶ Suggest and manage mitigations for security issues 
 
Capabilities and Innovations of the Microsoft SDL Threat Modeling Tool 

The Microsoft SDL Threat Modeling Tool can be integrated into any issue-tracking system, which 
enables the threat modeling process to become a part of the standard development process. 
Innovative features include: 

¶ Integration: Issue-tracking systems 

¶ Automation: Guidance and feedback in drawing a model 

¶ STRIDE (spoofing, tampering, repudiation, information disclosure, denial of service, 
elevation of privileges) per element framework: Guided analysis of threats and 
mitigations 

¶ Reporting capabilities: Security activities and testing in the verification phase 
 
The Unique Methodology of the Microsoft SDL Threat Modeling Tool 

The Microsoft SDL Threat Modeling Tool differs from other tools and approaches in two key 
areas: 

¶ It is designed for developers and centered on software. Many threat modeling 
approaches center on assets or attackers. In contrast, the Microsoft SDL approach to 
threat modeling is centered on software. It builds on activities that all software 
developers and architects are familiar with, such as drawing pictures for software 
architecture. 

¶ It is focused on design analysis. ¢ƘŜ ǘŜǊƳ άǘƘǊŜŀǘ ƳƻŘŜƭƛƴƎέ Ŏŀƴ ǊŜŦŜǊ ǘƻ ŜƛǘƘŜǊ 
requirements or a design analysis technique. Occasionally, it refers to a complex 
blend of the two.  
 

Resources to Get Started with the Microsoft SDL Threat Modeling Tool 

¶ A five-minute demo of the Microsoft SDL Threat Modeling Tool v3.  

¶ Adam Shostack and Michael Howard walk through the tool, step-by-step, in this 23-
minute video. 

¶ Follow Deb (developer), Paul (program manager), and Tim (tester) follow the 
process of developing their first threat model. 

¶ Learn how to uncover and mitigate security design using the STRIDE model. 

¶ Visit the Threat Modeling section of the Microsoft SDL Training and Resources page. 

¶ Visit the Microsoft SDL Threat Modeling Forum to discuss how to develop more 
secure application using the tool. 

http://download.microsoft.com/download/1/5/0/150636A9-9EA8-4D00-9E6B-2723F4C188B4/Microsoft%20SDL%20Threat%20Modeling%20Tool.wmv
http://mfile.akamai.com/14853/wmv/microsofttec.download.akamai.com/14853/TechEdOnline/Videos/452_low.asx
http://mfile.akamai.com/14853/wmv/microsofttec.download.akamai.com/14853/TechEdOnline/Videos/452_low.asx
http://msdn.microsoft.com/en-us/magazine/2009.01.securitybriefs.aspx
http://msdn.microsoft.com/en-us/magazine/2009.01.securitybriefs.aspx
http://msdn.microsoft.com/en-us/magazine/cc163519.aspx
http://msdn.microsoft.com/en-us/security/cc448120.aspx
http://social.msdn.microsoft.com/Forums/en-US/sdlthreatmodeling/threads/
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Security Development Lifecycle Optimization Model 
 
Download the SDL Optimization Model. 
 
The Microsoft SDL Optimization Model is designed to facilitate the gradual, consistent, and cost-
effective implementation of the SDL. It enables developers and IT policy makers to assess the state of 
security in development. Then, they can create a vision and roadmap for reducing customer risk by 
creating more secure and reliable software. Although achieving security assurance requires a long-term 
commitment, the model outlines a plan for attaining measureable process improvements quickly and 
with realistic budgets and resources. It enables development managers and IT policy-makers to: 
 

¶ Assess the state of the security of their development organization by using the Four Security 
Maturity Levels of the Microsoft SDL Optimization Model:  
 

 
 

¶ Create a practical vision and roadmap for moving up the SDL maturity levels in each of the Five 
Capability Areas of the Software Development Process to improve the state of security and 
reduce customer risk: 
  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

¶ Outline practical and cost-effective activities in each of the five capability areas above to assist 
with budgeting, planning, and staffing efforts associated with software development. 
 

The SDL Optimization Model contains five key documents: 

Basic

ωSecurity is 
reactive

ωCustomer risk is 
undefined

Standardized

ωSecurity is 
proactive

ωCustomer risk is 
understood

Advanced

ωSecurity is 
integrated

ωCustomer risk is 
controlled

Dynamic

ωSecurity is 
specialized

ωCustomer risk is 
minimized

Training, Policy, and Organizational Capabilities

Requirements and Design

Implementation

Verification

Release and Response

http://download.microsoft.com/download/2/C/4/2C414971-F61C-4679-8144-53A16ADC844E/SDL%20Optimization%20Model.zip
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 Introduction to the Optimization Model 
This is the first of five resource guides. It 
introduces the concepts behind the 
Optimization Model, defines the capabilities 
and maturity levels, and helps prepare software 
developers to begin implementing the SDL. 
 
The remaining guides each describe the path 
for organizations to increase their SDL 
capabilities from their current state to the next, 
more mature level. At each level, there is a self-
assessment checklist of relevant capabilities, 
advice for conducting and managing the 
practices to achieve these capabilities, and links 
to helpful resources where additional content 
can be found.  
 
Click here to download the Introduction to the 
Optimization Model. 
 
 

 Self-Assessment Guide  
The self-assessment guide will help individuals 
responsible for implementing the SDL to assess 
the current level of maturity in their 
organizations and to identify the necessary 
activities and capabilities needed to move to 
the next, higher level of maturity. It was 
designed to be used in conjunction with the 
detailed Implementer Resource Guides (below) 
for advancing in the maturity levels of the SDL 
optimization model. 
 
Click here to download the Self-Assessment 
Guide. 
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http://download.microsoft.com/download/2/E/A/2EAE1043-ACAB-4240-84B8-8BC477F0C9E3/SDL%20Optimization%20Model%20-%20%20Introduction.docx
http://download.microsoft.com/download/2/E/A/2EAE1043-ACAB-4240-84B8-8BC477F0C9E3/SDL%20Optimization%20Model%20-%20%20Introduction.docx
http://download.microsoft.com/download/2/E/A/2EAE1043-ACAB-4240-84B8-8BC477F0C9E3/SDL%20Optimization%20Model%20-%20Self%20Assessment%20Guide.docx
http://download.microsoft.com/download/2/E/A/2EAE1043-ACAB-4240-84B8-8BC477F0C9E3/SDL%20Optimization%20Model%20-%20Self%20Assessment%20Guide.docx
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 Implementer Resource Guide: 
Basic to Standardized 
The basic to standardized resource guide 
explains key practices for organizations at the 
basic level, those with few or undefined 
software development security practices. The 
guide introduces a self-assessment checklist of 
relevant capabilities and advice for conducting 
and managing the practices to achieve these 
capabilities. It provides links to relevant 
resources where additional content can be 
found. The information can help an 
organization move from the basic level to the 
standardized level.   
 
Click here to download the Implementer 
Resource Guide: Basic to Standardized. 
 
 

 Implementer Resource Guide: 
Standardized to Advanced 
The standardized to advanced resource guide 
explains the key practices for organizations at 
the standardized level, those with some 
significant software development security 
practices in place, but with the coverage and 
mandate of these capabilities still limited. It 
provides guidance for conducting and managing 
the practices to achieve advanced capabilities 
and provides links to relevant resources where 
additional content can be found. The 
information contained in the guide can help an 
organization move from the standardized level 
to the advanced level.  
 
Click here to download the Implementer 
Resource Guide: Standardized to Advanced. 
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http://download.microsoft.com/download/2/E/A/2EAE1043-ACAB-4240-84B8-8BC477F0C9E3/SDL%20Optimization%20Model%20-%20Basic%20to%20Standardized.docx
http://download.microsoft.com/download/2/E/A/2EAE1043-ACAB-4240-84B8-8BC477F0C9E3/SDL%20Optimization%20Model%20-%20Basic%20to%20Standardized.docx
http://download.microsoft.com/download/2/E/A/2EAE1043-ACAB-4240-84B8-8BC477F0C9E3/SDL%20Optimization%20Model%20-%20Standardized%20to%20Advanced.docx
http://download.microsoft.com/download/2/E/A/2EAE1043-ACAB-4240-84B8-8BC477F0C9E3/SDL%20Optimization%20Model%20-%20Standardized%20to%20Advanced.docx
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 Implementer Resource Guide: 
Advanced to Dynamic 
The advanced to dynamic resource guide is 
targeted to organizations at the advanced stage 
of maturity in implementing the SDL that wish 
to continue to increase assurance and program 
effectiveness by moving to the dynamic 
maturity level. The guide contains advice for 
conducting and managing SDL practices to 
achieve these capabilities and provides links to 
relevant resources where additional content 
can be found.  
 
Click here to download the Implementer 
Resource Guide: Advanced to Dynamic. 
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http://download.microsoft.com/download/2/E/A/2EAE1043-ACAB-4240-84B8-8BC477F0C9E3/SDL%20Optimization%20Model%20-%20Advanced%20to%20Dynamic.docx
http://download.microsoft.com/download/2/E/A/2EAE1043-ACAB-4240-84B8-8BC477F0C9E3/SDL%20Optimization%20Model%20-%20Advanced%20to%20Dynamic.docx
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Conclusion 
 
Leading analyst groups now consider Microsoft to be a leader for the software industry in improvements 
in the development lifecycle.1 And for Microsoft, the implementation of the SDL has proved to be 
effective in reducing security vulnerabilities, which has also reduced the total cost of development. 
Examples of its successful implementation include the first operating system to benefit from the SDL, 
Windows Vista®. Compared to Windows XP, which did not use the SDL, Windows Vista had 45 percent 
fewer vulnerabilities. Additionally, Windows® Internet Explorer® 7 was the first version of a Microsoft 
Web browser to have been fully developed using the SDL. Compared to IE6, IE7 had a 35 percent 
decrease in vulnerabilities and a 63 percent decrease in high severity vulnerabilities, which were fixed a 
year after its release. Further details on successful implementations can be found on the Measurable 
Security Improvements page. However, the SDL is not perfect and is still evolving. It is unlikely to reach 
perfection or to cease evolving in the near future. 
 
The development and implementation of the SDL represents a major investment for Microsoft, and an 
enormous change in the way that software is designed, developed, and tested. In fact, the Microsoft 
Trustworthy Computing initiative, under which the SDL was ŘŜǾŜƭƻǇŜŘΣ ƛǎ ǎŜŜƴ ŀǎ ƻƴŜ ƻŦ άǘƘŜ Ƴƻǎǘ 
ŀŘǾŀƴŎŜŘ ŀƴŘ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŀǇǇƭƛŎŀǘƛƻƴ ǎŜŎǳǊƛǘȅ ǇǊƻƎǊŀƳ ƛƴ ǘƘŜ ƛƴŘǳǎǘǊȅΦέ2 The increasing importance 
of software emphasizes the need for Microsoft and the industry to work together to continue improving 
software security. Both this paper on the SDL and the resources within have been published in an effort 
to share Microsoft's experience across the software industry.  

                         
1
 άIs Windows Safer?έ tŀǳƭŀ wƻƻƴŜȅΣ /ƘŀƴƴŜƭ²ŜōΣ CŜō млΣ нллсΦ 

2
 άaŀƴŀƎƛƴƎ !ǇǇƭƛŎŀǘƛƻƴ {ŜŎǳǊƛǘȅ ŦǊƻƳ .ŜƎƛƴƴƛƴƎ ǘƻ 9ƴŘΣέ Chenxi Wang, Forrester Research, Inc., August 2007. 

http://msdn.microsoft.com/en-us/security/cc424866.aspx
http://msdn.microsoft.com/en-us/security/cc424866.aspx
http://www.crn.com/software/179103240;jsessionid=NZY0U2M24IYGUQSNDLRSKHSCJUNN2JVN

