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Introduction

Using the Evaluation Guide

This Private Cloud Evaluation Guide is built to give you the necessary information to experience the Microsoft
Private Cloud built on System Center 2012 SP1 and powered by Windows Server 2012 where you will go through
detailed scenarios in a proof of concept environment. This guide is designed to be consumed as you wish and
each of the hands-on portions of the guide are designed as “Experiences.” Each of the Experiences are
independent so that you may build and test each of them in any order you wish.

This guide is intentionally built so that you can run it on -lower-level hardware for the purpose of evaluation. It is

also possible to follow this guide and change the scenario to your own environment and parameters.

Navigating the document on your terms

This document is designed for you to navigate much easier and locate the information that is most relevant to
you. Each of the 4 major chapters — Introduction, Setup and deploy, Experiences and Other info — are
collapsible and expandable.

Olntroduction
® Using the Evaluation Guide

You will also find that you may jump to any of the other chapters or experiences from the end of any section. The
following navigation window allows you to click on the desired tile which links directly to that point in the

document. Simply press “ctrl+click” the tile to view that section.

This tile takes you back to the Evaluation Guide Contents page.

Setup and

Introduction deploy your Experiences Other Info
Private

Links to other Cloud

areas of interest Manage Manage Private Manage Reporting
Private Private Cloud Apps in the insights of
Cloud Cloud Automation Private the Private

Resources Capacity Cloud Cloud
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What is Microsoft's Private Cloud?
The Microsoft Cloud OS

Cloud computing is happening. It is being driven by the exponential growth in modern applications, data and
devices. These trends require organizations to quickly scale and deliver continuous services. Simultaneously,
innovation is happening across storage, network and compute technologies. With these new requirements and
innovations, IT is under pressure to deliver capacity on demand, whether for short-term projects or longer-term
initiatives. At the same time, organizations have higher expectations for service levels — services must be always
up, always on, with no planned or unplanned downtime.

To meet these challenges, a new modern platform is required. In the era of cloud computing, Microsoft delivers
this with the Cloud OS. The Cloud OS takes on a broader role than just managing a server. Microsoft's vision for
the Cloud OS is focused on the transformation of the datacenter, enabling modern applications, unlocking
insights on any data and empowering people-centric IT.

-
@
~

Figure 1: The Cloud OS delivers on four fundamental tenets of the next generation of IT

transforms the datacenter
enables modern apps
unlocks insights on any data
empowers people-centric IT

The Cloud OS requires a comprehensive execution of vision crossing a wide range of enterprise technologies,
including Windows Azure, SQL Server, System Center and Windows Server. This whitepaper sets out a step on
that journey by focusing on the transformation of the datacenter. Fundamental to the modern datacenter, is the
ability to build private cloud infrastructures and quickly scale within the datacenter as well as agile and secure
consumption of Windows Azure and service provider cloud capacity. This paper explains Windows Server 2012 as
the foundation for the Private Cloud and how System Center 2012 SP1, makes the management of private and
public clouds consistent and seamless.
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The Private Cloud in your datacenter

A private cloud aims to deliver many of the characteristics of public cloud computing such as scalability and
elasticity, the pooling of shared infrastructure, user self-service, and higher levels of overall application availability
and reliability. However, by taking a private cloud approach, organizations can deliver on these goals while still
using their own physical resources allowing them to maintain complete control over their data and processes.

Private Scalability &  Shared Usage Based  Automation &
Cloud Elasticity Infrastructure Self-service

<t &8 © &

Figure 2: The private cloud delivers the broad benefits of cloud computing with added levels of control and customization

With shared infrastructure, compute, storage and even networking assets are virtualized and pooled together.

This approach is a shift from today’s model in which an application owner will likely know (and probably fund) the
exact hardware on which their application is physically deployed. In a private cloud environment, application
owners will only care that adequate capacity to run the application has been provided from the shared pool. Once
deployed, services can scale up and down based on demand. IT no longer needs to over-provision infrastructure
capacity to accommodate potential spikes in load.

Datacenter administrators and application owners can view resource utilization as well as the chargeback
information related to their allocated capacity. By giving application owners better visibility over their resource
usage organizations are able to more easily drive and deliver the right behavior to conserve capacity where
possible. A self-service interface to which standardized services are published from central IT, empowers
application owners and other internal customers to be able to easily provision resources when needed.
Automation helps to drive efficiency in service delivery thereby freeing up IT Pros to focus on other tasks. Self-
service also frees up application owners as well. They are empowered to directly access resources; no complicated
approval process; no need to wait for the overworked IT team to eventually get to the request.

A private cloud deployment captures all of these characteristics, most of which are also in common with public
and partner hosted clouds, but, the private cloud also allows organizations to maintain total control over their
applications and data. These are common blockers for businesses looking at public cloud solutions. Ultimately,
most customers will find portions of their organization that live best in a private deployment, portions that live
best in a public deployment and in some cases portions that are best served by partner delivered clouds. The
world will exist in a hybrid state for the foreseeable future and it is important for companies to evaluate their
particular needs to determine the best combination for them.
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Why System Center 2012 SP1 for your Private Cloud

Over the last twenty years, Microsoft has built some of the world’s largest datacenters running many of the world's
largest cloud hosted services. The expertise that has been built up in efficiently running these massive data centers
forms the foundation for the Microsoft private cloud offering. Built on System Center 2012 SP1 and Windows Server
2012, a Microsoft private cloud allows datacenter administrators to deploy a flexible and responsive infrastructure
that is designed to simplify day-to-day tasks and to enable management of applications at the service level, rather
than the level of individual servers.

System Center 2012 SP1 makes it easy for customers to build private clouds while taking advantage of currently
deployed IT hardware and building an infrastructure for the future. This comprehensive offering was designed
around the following principles.

These principles are surfaced through a core set of capabilities in Windows Server 2012 and System Center 2012
SP1, allowing datacenter administrators and application owners to access and consume IT services from these
private clouds.

The rest of this paper will describe the private cloud capabilities provided by System Center 2012 SP1. For the
datacenter administrator, this includes infrastructure management, service delivery and automation. For the
application owner or business unit IT professional, this includes self-service application management, monitoring
and reporting.

The table in Figure 3 highlights these capabilities, how they align to industry concepts and System Center 2012
SP1 components.

Industry Capability System Center 2012 Component

Application Application Self-Service App Controller, Service Manager

Management | Application Performance Management Operations Manager

Application Management Across Clouds Virtual Machine Manager

Automation Process Automation & Orchestration Orchestrator
Infrastructure Cloud Creation & Delegation Virtual Machine Manager

Management Data Protection & Disaster Recovery Data Protection Manager, Orchestrator
Configuration & Compliance Configuration Manager

Figure 3: Mapping of industry cloud computing concepts to System Center 2012 SP1 products and features.
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Components of the Private Cloud

Overview

Highly virtualized computing gives you the benefits of increased utilization of your servers, power savings, and
reduced server footprint. We are familiar with these as they are in datacenters today. However, this does not equal
the private cloud.

A private cloud provides all of those benefits plus highly integrated and automated management, scalable and
elastic platforms, and self-service IT infrastructure.

Through a highly automated infrastructure, an organization can reduce operational costs by automating many
tasks that previously required manual intervention. Through the service catalog an organization can provide a
self-service IT infrastructure to business units and departments with an SLA. This forces service-level discussion
and removes the burden to procure, provision, and manage infrastructure on a per-application, ad-hoc basis. With
a scalable and elastic infrastructure, an organization can enable faster delivery of capacity as resource needs
change. By utilizing a Windows Server 2012 infrastructure along with System Center 2012 SP1, the Microsoft
private cloud allows you to deploy a flexible and responsive infrastructure, designed to simplify day-to-day tasks
and enable management of applications at the service level, rather than that of individual servers.

With the release of Service Pack 1, many new features have been made available to increase scalability, elasticity
and automation of the Private Cloud. Wider integration with many other products including Windows Azure
means more options for IT professionals wishing to take advantage of the Public and Private cloud to future proof
their business.

Reference Links

e Download Microsoft Windows Server 2012

e Download Microsoft System Center 2012 SP1

e Download SC2012 Configuration Manager and Endpoint Protection SP1
o  What's new in System Center 2012 SP1

e  What's new for Orchestrator in System Center 2012 SP1

e  What's new for App Controller in System Center 2012 SP1

e What's new for Virtual Machine Manager in System Center 2012 SP1
e  What's new for Operations Manager in System Center 2012 SP1
e What's new for Service Manager in System Center 2012 SP1

e What's new for Data Protection Manager in System Center 2012 SP1

Introduction — Components of a Private Cloud 8



Microsoft Windows Server 2012

Microsoft Windows Server 2012 is the operating system that runs your private cloud. In this evaluation guide it
will run as the host hypervisor, the OS for the different infrastructure components, and for the application that we
will deploy, manage, and monitor.

Hyper-V

Hyper-V is the server virtualization technology within Windows Server 2012. It allows you to run virtual machines
on top of the host Operating System when your hardware is capable of running virtualized loads.

System Center Orchestrator

System Center Orchestrator is a workflow engine that allows you to automate the creation, deployment and
monitoring of resources in your private cloud. Better said, Orchestrator provides you with orchestration,
integration and automation of IT processes. Orchestrator works in conjunction with all the System Center
components and can also be used to automate components from 3rd party applications like HP ILO and OA,
VMware vSphere and many others (for a full list of Orchestrator 2012 SP1 integration packs see
http://technet.microsoft.com/en-us/library/hh295851.aspx).

Included as part of Orchestrator 2012 SP1 is the Service Provider Framework which enables service providers to
offer Infrastructure as a Service (laaS). The provider may have already provided a front-end portal for clients to
interact with, and Service Provider Foundation allows those clients access to their resources on the hosting
provider’s system without any change to the portal.

Components Description

Management Server The management server is the communication layer between the Runbook
Designer and the orchestration database
Runbook Server A runbook server is where an instance of a runbook runs. A runbook is a

collection of actions bundled together that Orchestrator will run performing
various automated actions. Runbook servers communicate directly with the
orchestration database. You can deploy multiple runbook servers per
Orchestrator installation to increase capacity and redundancy.

Orchestration Database The database is a Microsoft SQL Server database that contains all of the
deployed runbooks, the status of running runbooks, log files, and configuration
data for Orchestrator.

Runbook Designer The Runbook Designer is the tool used to build, edit, and manage Orchestrator
runbooks. One runbook or different runbooks together form your workflow(s).
Runbook Tester Runbook Tester is a run-time tool used to test runbooks developed in the

Runbook Designer. This tool allows you to test your runbooks before taking
them into production.

Orchestration Console The Orchestration console lets you start or stop runbooks and view real-time
status on a web browser. This is a Silverlight-based web console.
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Orchestrator Web Service The Orchestrator web service is a Representational State Transfer (REST)-based
service that enables custom applications to connect to Orchestrator to start
and stop runbooks, and retrieve information about operations by using custom
applications or scripts. The Orchestration console uses this web service to
interact with Orchestrator.

Deployment Manager Deployment Manager is a tool used to deploy integration packs (IPs), runbook
servers, and Runbook Designers
Integration pack (IP) An integration pack is a collection of custom activities specific to a product or

technology. Microsoft and other companies provide integration packs with
activities to interact with their product from an Orchestrator runbook.

Orchestrator Integration The Orchestrator Integration Toolkit lets you extend your library of activities

Toolkit beyond the collection of standard activities and integration packs. The
Integration Toolkit has wizard-based tools to create new activities and
integration packs for Orchestrator. Developers can also use the Integration
Toolkit to create integration packs from custom activities that they build by
using the Orchestrator SDK.

New Capabilities
e Exchange Administrator Integration Pack for Orchestrator in System Center 2012 SP1

e Exchange Users Integration Pack for Orchestrator in System Center 2012 SP1
e Representational State Transfer (REST) Integration Pack Guide for Orchestrator in System Center 2012 SP1

System Center App Controller

System Center App Controller is a Silverlight web-based interface that allows you to manage, build, configure and
deploy services both on the private and the public cloud. With this interface, you will have a common self-service
experience through your different clouds. This interface is mainly used to provide self-service capabilities for your
application owners.

The ability to control and manage applications and services within the private cloud is critical. A key requirement,
as organizations begin using hybrid apps, will be the ability to connect with services in other clouds and to
manage them through a single management experience.

Components Description

App Controller Server The App Controller Server runs the web-based Silverlight application to
manage, build, configure and deploy services both on your private cloud and
the public cloud.

Database The database that contains the necessary information for the connection to
your Azure subscriptions and your Virtual Machine Manager service(s).
PowerShell Module The App Controller PowerShell Module provides administrators with the ability

to automate App Controller administration.
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New Capabilities

e Upload a virtual hard disk or image to Windows Azure from a VMM library or network share

e Migrate a virtual machine from VMM to Windows Azure
e Add a Service Provider Framework (SPF) hosting provider connection. SPF enables service providers to offer
Infrastructure as a Service (laaS) to their clients.

System Center Virtual Machine Manager

System Center Virtual Machine Manager is the component that provides you with virtual machine management
AND service deployment. This component comes with support for multi-hypervisor environments and is the
system that allows you to define, create and manage your private cloud environment(s).

Components Description

VMM Management Server  The computer on which the Virtual Machine Manager service runs and which
processes commands and controls communications with the VMM database,
the library server, and virtual machine hosts.

VMM Console The Virtual Machine Manager Console is the graphical user interface to your
VMM environment.

VMM Self-Service Portal A website used to deploy and request virtual machines.

VMM Database The VMM database stores all the Virtual Machine Manager configuration and
information regarding the hosts and virtual guests.

VMM Library Server The VMM Library Server is a catalog of resources containing all the ISO files,
virtual hard disks, templates and profiles used to deploy virtual machines and
services.

New Capabilities

e Support for Network Virtualization with the support for using DHCP to assign customer IP addresses
e Support for VHDX format with functionality to convert from VHD to VHDX

e Support for file shares using SMB 3.0

System Center Operations Manager

System Center Operations Manager provides you with deep application diagnostics and infrastructure monitoring
of your private cloud components. It can offer you a thorough overview of the performance and availability of
applications deployed in your datacenter, private or public cloud.

Components Description

Management Server The Operations Manager Management Server is the focal point for
administering the management group and communicating with the database.
When you open the Operations console and connect to a management group,
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you connect to a management server for that management group. Depending
on the size of your computing environment, a management group can contain
a single management server or multiple management servers.

Operations Console The Operations Manager is the graphical user interface that will give you the
single pane of glass monitoring of your private cloud.

Operations Manager The OpsMgr database is where all the collected data like performance & event

Database data, alerts etc. are stored.

Operations Manager Data The OpsMgr data warehouse is used for long term reporting.

Warehouse

Operations Manager Web The OpsMgr web console provides a browser-based alternative to the OpsMgr
Console console.

Operations Manager Browser-based console to provide deep insight in your .Net applications
Advisor
Gateway Server A gateway server is used to monitor untrusted environments like a DMZ Audit

Collection Server ACS is used for collecting and auditing security events.

New Capabilities

The diagnostic and monitoring capabilities have been expanded in System Center 2012 Operations Manager
SP1. New features include:

e Monitoring Windows Services built on the .NET Framework

e Automatic discovery of ASP.NET MVC3 and MVC Applications

e Enabled APM of SharePoint 2010

e Integration with Team Foundation Server 2010 and 2012

System Center Service Manager

Service Manager provides an integrated platform for automating and adapting your organization'’s IT service
management best practices, such as those found in Microsoft Operations Framework (MOF) and Information
Technology Infrastructure Library (ITIL). It provides built-in processes for incident and problem resolution, change-
control, and release management.

Components Description

Management Server Contains the main software part of a Service Manager installation. You can use
the Service Manager management server to manage incidents, changes, users,
and tasks.

Database The database that contains Service Manager configuration items (Cl) from the

IT Enterprise; work items, such as incidents, change requests, and the

configuration for the product itself. This is the Service Manager

implementation of a Configuration Management Database (CMDB).
Data warehouse The computer that hosts the server piece of the data warehouse.
management server
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Data warehouse databases  Databases that provide long-term storage of the business data that Service
Manager generates. These databases are also used for reporting.

Service Manager console The user interface (Ul) piece that is used by both the help desk analyst and the
help desk administrator to perform Service Manager functions, such as
incidents, changes, and tasks. This part is installed automatically when you
deploy a Service Manager management server. In addition, you can manually
install the Service Manager console as a stand-alone part on a computer.

Self-Service Portal A web-based interface into Service Manager.

New Capabilities
e Chargeback helps you can apply cloud-based pricing to your Virtual Machine Manager fabric

e Improved Operations Manager Integration
e SQL Server 2012 Support
e  Windows Server 2012 and Windows 8 Support

System Center Data Protection Manager

Data Protection Manager (DPM) enables disk-based and tape-based data protection and recovery for servers such
as SQL Server, Exchange Server, SharePoint, virtual servers, file servers, and support for Windows desktops and
laptops. DPM can also centrally manage system state and Bare Metal Recovery (BMR) which will allow us to
protect the servers that contain our virtualized infrastructure.

Components Description

DPM server The DPM server contains the program files of the Data Protection Manager
installation. This server will be responsible for all the protection and recovery
jobs

Database The DPM database will contain all the information of your Data Protection

Manager environment. All protection group information, agent information,
recovery points and so on are stored here.

Central Console Operations Management is used as the platform for the central console and is
used to manage your SCDPM server (or multiple DPM servers)

Storage Pool The Storage Pool contains your storage that will be used to take disk-to-disk
backups
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New Capabilities

e Cluster Shared Volume (CSV) 2.0 Support for improved performance on backing up virtual machines on
CSVs.

e Hyper-V protection over remote SMB Shares.

e Scale Out support for Hyper-V machines.

e Protection of Windows 8 de-duplicated volumes.

e Support for Live Migration.

e Integration with Windows Azure Online Backup.

e Support for SQL 2012 Always-On feature.

e Support for Resilient File System (ReFS).

Summary

In this first chapter, you reviewed the components that are needed to deploy a private cloud. Now you know all
the building blocks to start with your evaluation of the Private Cloud.

Setup and

deploy your

Introduction Experiences Other Info

Private
. Cloud
Links to other
areas of interest Manage Manage Private Manage Reporting
Private Private Cloud Apps in the insights of

Cloud Cloud Automation Private the Private

Resources Capacity Cloud Cloud

Introduction — Components of a Private Cloud 14



Setup and deploy your Private Cloud

Architecture

Here is the overview of what hardware we are going to use for our private cloud evaluation. This can be different
from your environment but this is the minimum required to evaluate the Private Cloud.

Server 2012 Virtual Machine Guests

AD
Data Protection Manager Domain Controller

5QL 2012 5P1 Windows 2012 Active Directory

ServiceMgr ServieMgrDW SharePoint
Service Manager Service Manager Data Warehouse ‘Sharepoint 2010
$QL 20125P1 SQL 2012 SP1 QL 2008 R2

Orchestrator

‘Operations Manager Orchestrator
5QL 2012 SP1

v AppController
Virtual Machine Manager App Controller
SQL 2012 5P1 SQL 2012 5P1 SQL 2012 SP1

[ Server 2012 Hyper-V Hosts ]

HyperV02 HyperV03 HyperV04
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Installing the Private Cloud

Implementing or upgrading your Private Cloud

This document covers two situations where you may be deploying System Center 2012 SP1 into a Lab or sandbox
environment for evaluation of the Private Cloud. This may be your first time evaluating System Center 2012 and
Windows Server 2012, so you have an environment that is empty. Or this may be a follow up from a previous
evaluation using the Private Cloud Evaluation guide that was released with the System Center 2012 RTM package.

In future there will also be an option to install the full System Center 2012 Suite using the Microsoft Cloud
Accelerator Toolkit.

Both of these situations can be covered in the Install and Upgrade sections below. If you wish to install a Private
Cloud environment from a blank environment, follow the steps outlined below in the Installing the Private Cloud
section. If you wish to upgrade an existing Private Cloud evaluation environment delivered via the Unified Installer
or the previous Private Cloud Evaluation guide, then follow the steps outlined in the section Upgrading the Private
Cloud.

If you have previously deployed the Private Cloud either using the previous Evaluation Guide or using the Unified
Installer that was released with System Center 2012 RTM, you may have less hardware than the diagram above.
To upgrade an RTM environment to SP1 and implement the scenarios in later sections of the document you will
need 2 additional hosts, and 2 network cards per host. Each server must have Windows Server 2012 installed, and
the Hyper-V role enabled.

More detail on setting up the hardware can be found in the section labeled Upgrading the Private Cloud.

Prerequisites =

Physical servers

The following minimum physical servers are required:

Name CPU  Memory | Disk NIC's Main IP Cluster IP

HyperV02 4 16 GB 1TB 2 Physical NICs 192.168.1.2 172.24.100.2
HyperV03 4 16 GB 1TB 2 Physical NICs 192.168.1.21 172.24.100.21
HyperVo04 4 16 GB 1TB 2 Physical NICs 192.168.1.22 172.24.100.22

All servers have a subnet mask of 255.255.255.0 on both network adapters.
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Virtual servers

The following virtual servers are required:

Name Function CPU Memory Disk IP

Orchestrator Orchestrator server 2vCPU 4GB 60GB  192.168.1.3
VMM Virtual Machine Manager server 2vCPU 4GB 90GB  192.168.1.4
AppController App Controller server 2vCPU 4GB 60GB  192.168.1.5
OpsMgr Operations Manager server 2vCPU 4GB 60GB  192.168.1.6
ServiceMgr Service Manager server 2vCPU 4GB 60GB  192.168.1.7
ServiceMgrDW Service Manager Data Warehouse 2vCPU 4GB 60GB  192.168.1.8
server
DPM Data Protection Manager server 2vCPU 4GB 60GB  192.168.1.9
AD Domain Controller 2vCPU 2GB 60GB  192.168.1.10
SharePoint SharePoint 2010 Server 2vCPU 4GB 60GB  192.168.1.11

When you are going to deploy the infrastructure and work through the different exercises, you can use your own
IP addresses and better hardware. If you work with different IP ranges, you need to take into account that for
some of the exercises, you will also need to change the ranges.
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Installing the Private Cloud — fresh install

Requirements

If you are installing the Private Cloud with Server 2012 and System Center 2012 SP1 with a blank environment you
will require the following prerequisites:

Hardware 3 Hosts meeting the minimum specification as detailed in the Architecture section
Operating Windows Server 2012
Systems http://www.microsoft.com/en-us/server-cloud/windows-server/trial.aspx

Windows Server 2008 R2 SP1
http://www.microsoft.com/en-us/download/details.aspx?id=11093

Software System Center 2012 SP1
http://www.microsoft.com/en-us/download/details.aspx?id=34607 (BETA)
SQL 2012 SP1
http://www.microsoft.com/betaexperience/pd/SQL2012EvalCTA/enus/default.aspx
SQL 2008 R2 SP2
http://www.microsoft.com/en-us/download/details.aspx?id=6362

Each product within the System Center suite and SQL also have their own prerequisites. Please refer to the
documentation for each product for guidance on installation.

Reference Links

e Windows Server
o Download Windows Server 2012

o Installing Windows Server 2012

0 How to Install Active Directory Domain Services
e SQL Server
o Download Microsoft SQL Server 2012 SP1
0 How to install SQL Server 2008 R2
0 Quick Start Installation of SQL Server 2012 SP1
e System Center
o Download System Center 2012 SP1
Install System Center 2012 SP1
How to Install Virtual Machine Manager Management Server

Single-Server Deployment of Operations Manager

Installing Service Manager on Two Computers

Self-Service Portal Deployment for System Center 2012 Service Manager

How to Install Orchestrator on a Single Computer

Installing App Controller

Installing Data Protection Manager
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Installation process

Once you have the prerequisites downloaded the installation process can commence. Follow each of the steps as

detailed in the sequence below.

Install Windows Server 2012 hosts

Install Windows Server 2012 on the two physical hosts.

Once the hosts are built complete the following actions on each host:

Assign the IPv4 addresses as per the table in the Private Cloud Architecture section in this document
Rename the hosts to match the naming convention in the Private Cloud Architecture section in this
document

Add the Hyper-V Role (see appendices for detailed instructions)

Once these steps are complete, configure the Virtual Network on each host. It is important that each host has

identical Virtual Network settings. To configure the Virtual Network, follow the instructions below on each host:

N o AW =

Open the Hyper-V Manager console

Click on Connect to Server in the right hand pane

Type localhost and click OK

Right click on the Host name and select Virtual Switch Manager

Select New Virtual Network Switch, click on External and click Create Virtual Switch

Set the Name to “External Virtual Network”

Ensure the physical network adapter is selected and the tick box allow management operating system to
share this network adapter is ticked.

Click OK.

Once the Hosts are configured, complete these steps:

1.

Create a virtual machine for each of the servers as detailed in the Private Cloud Architecture section,
ensuring the settings match the table. (See Appendices for instructions on creating a virtual machine).
Ensure when you create these virtual machines that you distribute the machines across the 3 physical
hosts HyperV02, HyperV03 and HyperV04.

Install Windows Server 2012 on every virtual machine, except the SharePoint server

Install Windows Server 2008 R2 on the SharePoint server

Configure each virtual machine as per the table in the Private Cloud Architecture section in this document.
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5. Configure the network settings on each virtual machine as per the table in the Private Cloud Architecture
section. See the appendices for steps on setting the IPv4 address on a Windows 2012 server.

6. Prepare Active Directory on the server "AD".

7. Add all servers to the new domain. See the appendices for steps on how to add a Windows 2012 server
to the domain.

Once these steps are complete, the lab you have constructed will be ready for deploying System Center 2012.

Group policies

To make the evaluation easier, we've created a Group Policy on domain level to enable and disable a few settings.
By default we disabled all Windows Firewalls on the server machines and enabled remote desktop for easy access.
It is not necessary to disable Windows Firewall and you can review the requirements for Windows Firewall on the
different TechNet pages for the components.

Passwords

All passwords in this evaluation guide are the same. For every account, we are using the password: "pass@word1”

Installing System Center 2012 SP1

Now that the lab is ready for System Center 2012, you can start deploying the different products in the suite on
each of the virtual machines in the lab. Install each product in the following order:

e Virtual Machine Manager
e Operations Manager

e Service Manager

e  Orchestrator

e App Controller

e Data Protection Manager

You'll notice below that all items that should be installed on the virtual machine with that product have been
included. If you've already installed that product on the virtual machine, you may skip installing it again.

Virtual Machine Installation Guidance

1. Install SQL 2012 SP1 on the virtual machine designated for Virtual
Virtual Machine Manager Machine Manager as per the installation instructions found here
http://technet.microsoft.com/en-us/sqlserver/ff898410.aspx

2. Install System Center 2012 Virtual Machine Manager SP1 as per the
installation instructions found here http://technet.microsoft.com/en-
us/library/gg610669.aspx.
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Operations Manager

Install SQL 2012 SP1 on the virtual machine designated for Operations
Manager as per the installation instructions found here
http://technet.microsoft.com/en-us/sqlserver/ff898410.aspx

Install System Center 2012 Operations Manager SP1 as per the
installation instructions found here http://technet.microsoft.com/en-
us/library/hh298609.aspx.

Service Manager

Install SQL 2012 SP1 on the virtual machine designated for Service
Manager as per the installation instructions found here
http://technet. microsoft.com/en-us/sqlserver/ff898410.aspx.

Install SQL 2012 SP1 on the virtual machine designated for Service
Manager Data Warehouse using the same instructions. Ensure that as
well as the Database engine, that the Reporting Services and Analysis
Service are also installed with SQL 2012.

Install SQL 2008 R2 on the virtual machine designated for SharePoint
as per the installation instructions found here
http://technet.microsoft.com/en-us/sqlserver/ff398089.aspx

Install System Center 2012 Service Manager SP1 as per the installation
instructions found here http://technet.microsoft.com/en-

us/library/hh305220.aspx. Use the two-computer scenario.

Install the Self Service Portal for System Center 2012 Service Manager
SP1 using the instructions found here
http://technet.microsoft.com/en-us/library/hh495575.aspx.

Orchestrator

Install SQL 2012 SP1 on the virtual machine designated for
Orchestrator as per the installation instructions found here
http://technet.microsoft.com/en-us/sqlserver/ff898410.aspx.

Install System Center 2012 Orchestrator SP1 as per the installation
instructions found here http://technet.microsoft.com/en-
us/library/hh420337.aspx.

App Controller

Install SQL 2012 SP1 on the virtual machine designated for App
Controller as per the installation instructions found here
http://technet. microsoft.com/en-us/sqlserver/ff898410.aspx.

Install System Center 2012 App Controller SP1 as per the installation
instructions found here http://technet.microsoft.com/en-
us/library/jj871059.aspx.

Data Protection Manager

Install System Center 2012 Data Protection Manager SP1 as per the

installation instructions found here http://technet.microsoft.com/en-
us/library/hh758153.aspx.

DPM has SQL 2008 R2 as part of the product download and this will
be installed during the install phase.
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Summary

Once you have completed each of the installations as documented above you will have a Private Cloud
environment ready to perform the scenarios available in this document. Once you are ready to start these
scenarios, please continue to the Scenario Prerequisite section.

Setup and
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Private Private Cloud
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Upgrade your existing Private Cloud to SP1

If you have previously deployed System Center 2012, and wish to reuse that environment to re-evaluate the
Private Cloud with System Center 2012 SP1, this is entirely possible. To accomplish this you will need to complete
several tasks to take the environment to a state where the scenario information in the subsequent sections is
possible to complete.

This upgrade process presumes that the environment you are currently running is built using the previous version
of the Private Cloud Evaluation Guide that was released with the RTM of System Center 2012. Before starting this
process, ensure that all of the latest Windows Updates and Service Packs are applied to the environment.
Specifically ensure that all System Center 2012 installations are updated to Update Rollup 2.

Upgrade the hardware

In the previous Evaluation Guide there was a requirement for a single physical host. This is now increased to three
physical hosts with the following minimum specification:

Name CPU Memory Disk Network Cards Main IP

HyperVo02 4 16 GB 1TB 1 Physical NIC 192.168.1.2
HyperVo03 4 16 GB 17B 1 Physical NIC 192.168.1.21
HyperV04 4 16 GB 1TB 1 Physical NIC 192.168.1.22

To upgrade the hardware, add the two new

Important Note

physical hosts into your Evaluation Lab

environment, and build them using Windows
Server 2012. Install Windows Server 2012 on the
two physical hosts.

Note that each server requires two physical network
cards to complete the scenarios detailed in the later
sections of this document.

Once they have been built, set the IP addresses as
per the above table and add them to the domain you have currently in your lab environment. See the Appendices
for details on how to edit a Windows Server 2012 server IP settings and add it to a domain.

Once they are built, add the Hyper-V role to each of the Windows Server 2012 hosts and set the Virtual Network
settings. It is important that each host has identical Virtual Network settings. To configure the Virtual Network,
follow the instructions below on each host:

Open the Hyper-V Manager console

Click on Connect to Server in the right hand pane

Type localhost and click OK

Right click on the Host name and select Virtual Switch Manager

Select New Virtual Network Switch, click on External and click Create Virtual Switch

o vk W=

Set the Name to External Virtual Network
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7. Ensure the physical network adapter is selected and the tick box allow management operating system to

share this network adapter is ticked.

8. Click OK.

e Description of Update Rollup 2 for System Center 2012

e Installing Microsoft Windows Server 2012

e Evaluating Microsoft Windows Server 2012

Upgrade System Center 2012 to SP1

Once the new Windows 2012 Hosts are in place, it's time to start upgrading the Private Cloud to System Center

2012 SP1. This must be completed in a particular sequence and this sequence is documented in the "Upgrade

Sequencing for System Center 2012 Service Pack 1" found http://technet.microsoft.com/en-

us/library/jj628191.aspx. The Installation Guidance below follows this sequence.

Installation Guidance

Orchestrator

To upgrade Orchestrator to SP1 follow the document “Upgrading
System Center 2012 - Orchestrator to System Center 2012 SP1” which
can be found http://technet.microsoft.com/en-
US/library/jj900231.aspx.

Service Manager

To upgrade Service Manager to SP1 follow the document “Upgrading
to System Center 2012 - Service Manager” which can be found
http://technet.microsoft.com/en-us/library/hh519584.aspx.

Data Protection Manager

To upgrade Data Protection Manager to SP1 follow the document
“Upgrading from System Center 2012 - Data Protection Manager”
which can be found http://technet.microsoft.com/en-
us/library/jj650934.aspx.

Operations Manager

To upgrade Operations Manager to SP1 follow the document
“Upgrading System Center 2012 - Operations Manager to Operations
Manager in System Center 2012 Service Pack 1" which can be found
http://technet.microsoft.com/en-us/library/jj899854.aspx.

Virtual Machine Manager

To upgrade Virtual Machine Manager to SP1 follow the document
“Upgrading to VMM in System Center 2012 SP1” which can be found
http://technet.microsoft.com/en-us/library/jj870890.aspx.

App Controller

To upgrade App Controller to SP1 follow the document “Deploying
App Controller in System Center 2012 Service Pack 1 (SP1)" which can
be found http://technet.microsoft.com/en-us/library/jj871059.aspx.
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Physical hosts

Once the System Center 2012 suite has been upgraded to SP1, migrate each of the virtual machines currently

running on HyperV02 to HyperV03 and HyperV04. Once these virtual machines have been removed from
HyperV02, rebuild the HyperV02 host to Windows Server 2012.

Summary

Once these upgrades have been completed you should have the following:

e 3 physical hosts with Windows Server 2012
e 7 Virtual Machines with System Center 2012 SP1

Setup and
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Configuring the Private Cloud experiences

This document follows a series of scenarios that a typical business would perform to implement and take
advantage of a Server 2012 and System Center 2012 SP1-based private cloud. In these scenarios we will use the
personas of Jeff and Debbie.

Jeff is the Data Center admin for Contoso Electronics, a small firm that is growing rapidly beyond its current
infrastructure. Increased sales and market share means the current IT infrastructure cannot cope with the
requirements for the business, and Jeff needs to take advantage of many of the features of the private cloud to
increase the ability of the companies’ infrastructure to respond to growing demand.

Debbie is a Business Unit owner and leads a team of developers responsible for delivering new retail applications
to the business. She maintains several environments for developing the new applications and requires the
infrastructure to be made available at short notice when new projects are provisioned. She also needs to keep an
eye on the cost of these environments as each project must be charged on the resources they consume.

During these scenarios, these people will be involved in decision making and taking advantage of the new
capabilities of System Center 2012 SP1, and Server 2012.

Prerequisites

The following prerequisites are required to be in place before you can start the evaluation of the Microsoft private
cloud solution. All of these steps will take place on HyperV02, HyperV03 or Hyperv04. It is assumed that the
Hyper-V role has already been added to these hosts, that they have been added to the Contoso.com, and they
have the same IP address as outlined in the hardware recommendations in the previous chapter.

Required software for scenarios

The following software will be required for to complete the following stories. The software can be obtained from
the Microsoft website and links are provided.

e Windows Server 2012

Microsoft Windows Server 2012 Evaluation VHD. This is required for the build of Guest01 and should be
downloaded and extracted to the folder C:\VirtualMachines on HyperV02.

http://technet.microsoft.com/en-nz/evalcenter/hh670538.aspx

e SQL Server 2012 SP1
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Microsoft SQL Server 2012 with SP1 Evaluation. This is require for the build of Guest01 and should be
downloaded and extracted to the folder C:\VirtualMachines on HyperV02.

http://technet.microsoft.com/en-us/evalcenter/hh225126.aspx

e SysInternals Tools

Microsoft Sys Internals VHDTool. This is required for the generation of a large VHD on Guest01. To make the file
easily accessible to Guest01, the file should be stored on the SMB 3.0 share \\HyperV02\SMB3Share on
HyperVo02

http://archive.msdn.microsoft.com/vhdtool

Configuring a SMB 3.0 share

Before Jeff can implement a highly available private cloud solution he is going to need a commonly accessible

storage platform that can host his highly available services. There are numerous ways that this can be achieved

but for the purposes of his evaluation Jeff would like to use a new feature in Microsoft Windows Server 2012.
That feature is SMB 3.0 and is available as an installable feature.

The following steps should be completed on the server HyperV02
Create a SMB 3.0 share

1. Open Server Manager, confirm that the Dashboard is open and select Add Roles and Features
[ Server Manager |;|£-

~h Dashboard | I' Manage Tools  View

IZE Dashboard

B Local Server

ii All Servers

WELCOME TO SERVER MANAGER

0 Configure this local server

#§ File and Storage Services P

QUICK START

Add roles and features

MJ

Add other servers to manage

(98}

WHAT'S NEW
4 Create a server group

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1
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1. In the Before You Begin screen, select Next

DESTINATION SERVER

Before you begin HYPERVD2 contoso com

This wizard helps you install roles, role services, or features. You determine which rales, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting 2 website.

Server selection X
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Netweork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

[[] Skip this page by default

< Previous ‘ | MNext » |

2. Inthe Installation Type screen, tick Role-based or feature-based installation. Then select Next

DESTIMATIOM SERVER

Select installation type HYPERVCR contose com

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous. | | MNext > | | Install ‘ | Cancel
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3. In the Server Selection screen select HyperV02 from the Server Pool, select Next

Select destination server

Befors You Begin
Installation Type

Server Roles

Features

DESTINATION SERVER
HYPERVD2.contoso.com

Select a server or a virtual hard disk on which to install roles and features.

(@ Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filter: |

Name IP Address

HYPERVD2.contoso.com 192.168.1.2

Operating System

Microsoft Windo

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the

Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

< Previous | | MNext > | | Install | | Cancel

4. In the Server Roles screen, expand File and Storage Services, tick File and iSCSI Services, select Next

Select server roles

gefors ou Begin
Installation Type

Server Selection

Features

Confirmation

Select one or more roles to install on the selected server,

Roles

[] Active Directory Certificate Services
[] Active Directory Domain Services
[[] Active Directory Federation Services

[] Application Server
[[] DHCP Server
[] DNS Server
[[] Fax Server
[H] File And Storage Services (Installed)
[ File and i5C5] Services

Storage Services (Installed)
Hyper- (Installed)
[] Metwerk Policy and Access Services
[] Print and Document Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

W

DESTINATION SERVER
HYPERVD2.contoso.com

Description

File and iSCSI Services provides
technelogies that help you manage
file servers and storage, reduce disk
space utilization, replicate and cache
files to branch offices, move or fail
over a file share to another cluster
node, and share files by using the
MFS protocol.

< Previous | | Mext » | | Install | | Cancel
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5. In the Features screen select Next

Select features

Before You Begin
Installztion Type
Server Selection

Server Rcles

Confirmation

6. In the Confirmation screen click on Install

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Select one or more features to install on the selected server,

Features

P [W] .NET Framework 4.5 Features (Installed)
b [ Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[[] BitLocker Netweork Unlock

[[] BranchCache

[ Client for NFS

[] Data Center Bridging

[[] Enhanced Storage

[] Failover Clustering

[] Group Policy Management

[ Ink and Handwriting Services

[ Internet Printing Client

[] Ip Address Management (IPAM) Server

<l

DESTIMATION SERVER
HYPERV02.comtoso.com

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Confirm installation selections

DESTINATION SERVER
HYPERWD2 contoso.com

To install the following roles, role services, or features on selected server, click Install.

[T] Restart the dlestination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically, If you do not want to install these optional features, click Previous to clear

their check boxes.

File And Storage Services
File and i5C5I Services

File Server

Export configuration settings
Specify an alternate source path

<previous | | net> | [ mstal ][ cancel
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7. On the Results screen confirm that the installation was successful. Then select Close

= Add Roles and Features Wizard = | =] -

DESTINATION SERVER

Installation progress HYPERVE2 cortose.com

View installation progress

n Feature installation

Installation succeeded on HYPERVO2.contoso.com.

File And Storage Services
File and iSCSI Services

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous MNext > Close Cancel

8. In Server Manager select File and Storage Services

Server Manager

Dashboard
Local Server
ii All Servers

WE File and Storage Services [
s Hyper-V
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9. Click Shares

Server Manager *

— - SHAH
Iz Servers il 1o da
i Volumes
s Disks

ﬂ Storage Pools
B

[

10. Select Tasks and then New Share...

- SHARES
el |\ data available. Iﬁm
| Mew Share... |
There are no shares.
Refresh

To create a file share, start the New Share Wizard.
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11. On the Select Profile screen, select SMB Share — Applications

Select the profile for this share

File share profile: Description:

This profile creates an SME file share with settings
appropriate for Hyper-V, certain databases, and othar
server applications.

SMB Share - Quick

SME Share - Advanced
SME Share - Applications
MF3 Share - Quick

MFS Share - Advanced

Share Location

< Previous || Mext = | | Create || Cancel

12. In the Share Location screen select HyperV02, then select the drive that you would like to host your

share on (ensure the drive has 100GB of free space). Then select Next

Select the server and path for this share

Selact Profile Server:
Server Name Status Cluster Role Owner Node

HYPERV02 Online Mot Clustered
Share Name

Share location:
(®) Select by volume:
Volume Free Space  Capacity  File System
T03GB  238GB NTFS
339GB  466GB NTFS
257 GB 466 GB NTFS
The location of the file share will be a new folder in the \Shares directery on the selected
volume,

() Type a custom path:

<Previous|| MNext = | | Create || Cancel ‘
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13. In the Share Name screen, input the share name SMB3Share. Then select Next

Specify share name

Select Profile Share name: SMB3Share]
Share Location
Share description:

Other Setlings

Local path to share:
JA\Shares\SMEB3Share
0 If the folder does not exist, the folder is created.

Remaote path to share:
YHYPERV02\SMB3Share

14. On the Other Settings screen select Next without changing any settings

Configure share settings

Selact Profile [[] Enable access-based enumeration

Share Location Access-based enumeration displays cnly the files and folders that a user has permissions to

access. If a user does not have Read (or equivalent) permissions for a felder, Windows hides the
Share Mame folder from the user's view.

[] Allow caching of share

Permissions Caching makes the contents of the share available to offline users. If the BranchCache for
Metwork Files role service is installed, you can enable BranchCache on the share,
[T] Enable BranchCache on the file share
BranchCache enables computers in a branch office to cache files downloaded from this
share, and then allows the files to be securely available to other computers in the branch.
Learn more about configuring SMB cache settings

[] Encrypt data access

‘When enabled, remote file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server,
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15. On the Permissions screen page select Customize Permissions

Specify permissions to control access

Selact Profile If this share will be used for Hyper-V, you may need to enable constrained delegaticn to enable

remaote management of the Hyper-V host.

share Location For more information refer to the constrained validation help topic.

Share Name

Other settings Permissions to access the files on a share are set using a combination of folder permissions, share
permissions, and, optionally, a central access policy.

Confirmation Share permissions: Everyone Full Control

Folder permissions:
Type Principal Access Applies To

Allow BUILTIN'Users Special This folder and subfolders
Allow BUILTIN\Users Read & execute This folder, subfolders, and files
Allow CREATOR CWNER Full Centrol Subfolders and files only
Allow NT AUTHORITY\SYSTEM  Full Control This folder, subfolders, and files
Allow BUILTINVAdministraters  Full Control This folder, subfolders, and files
Allow BUILTINVAdministrators  Full Control This folder anly

Customize permissions...

16. In the Advanced Security Settings for SMB3Share window, select Add

Mame: J\Shares\5MB35hare

Ohiyner: Administrators (HYPERVO2\Administrators) Change

Permissions Share Auditing Effective Access |

For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available),

Permission entries:

Type Principal Access Inherited from Applies to
82, Allow  Administrators (HYPERVO2\A...  Full control MNone This folder only
% Allow  Administrators (HYPERVO2\A...  Full control 1A This folder, subfolders and files
82 Allow  SYSTEM Full control I This folder, subfolders and files
2, Allow  CREATOR OWMER Full control I Subfolders and files only
% Allow  Users (HYPERVD2\Users) Read 8! execute 1A This folder, subfolders and files
82, Allow  Users (HYPERVO2\Users) Special I This folder and subfolders

| Add || Remowe || Wiewn |

Disable inheritance

[[]Replace all child abject permission entries with inheritable permissian entries from this object

Ok || Cancel || Apply
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17. Click on Select a Principal

Principal:  Select a principal

Type: |AIIDW v|

Anplies to: |This folder, subfolders and files v|

18. Select Object Types

Select this object type:

|User, Group, or Built-in secunty principal | | Object Types... |

From this location:

|contusn.com || Locations... |

Enter the object name to zelect [examples]:

| Check Mames

19. Tick Computers select OK

Select the types of objects you want to find,

Object bppes:

[v] * Built-in zecurity principals

O @ Service Accounts
Computers

v * Groups

v s. zers

Cancel
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20. Fill in the name of your first Hyper-V host (in this example HyperV03), then select Check Names

Select this object type:

|User, Computer, Group, or Built-in security principal | | Object Types. .. |

From thiz location:

|contoso.com || Locations. .. |

Enter the object name to select [examples]:

Hyperv' 03 Check Mames

[e=m])

21. Confirm the servers name has been found correctly then click on OK

Select thiz object type:

|User, Computer, Group, or Built-in security principal | | Object Types... |

Fraom this location:

|contoso.com || Locations... |

Enter the object name to select [examples):

HYPERYO3 Check Names

[=m)
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22. This will return you to the permissions for SMB3Share, tick Full Control, select OK

Principal:  HYPERWO3 (CONTOSCAHYPERVOZ$  Select a principal

Type: | Allow Y]

Applies ta: |Thi5fn|der,5uhfﬂ\ders and files v|

Basic permissions: Show advanced permissions
Full contral
[w] Maodify

[w]Read & execute

[+ List folder contents
[+ Read

[ Mirite

[ Special permissions

[] Only apply these permissions ta abjects and/ar containers within this cantainer

Add a candition to limit access, The principal will be granted the specified permissions only if conditions are met,

Add a condition

23. Repeat above steps 18-22 for HyperV04

24. Confirm that HyperV03 and HyperV04 are listed in the permissions, select OK

Mame: J\Shares\SMB3Share

Owwner: Administrators (HYPERVOZ\Administrators) Change

Permissions Share Auditing Effective Access |

For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available),

Permission entries:

Type  Principal Access Inherited from  Applies to
&5 Allow  Administrators (HYPERVO2\Administrators)  Full control Mone This folder enly

Allow  HYPERVO3 (CONTOSOVHYPERVO3S) Full control This folder, subfolders and files
E‘ Allow  HYPERVO4 (CONTOSO\HYPERVD4S) Full control This folder, subfolders and files
g Allow  Administrators (HYPERVO2\ Administrators)  Full control : This folder, subfolders and files
% Allow  SYSTEM Full control : This folder, subfolders and files
B2 Allow  CREATOR OWMER Full control : Subfolders and files only

% Allow  Users (HYPERVOZ\Users) Read 8¢ execute : This folder, subfolders and files
< m [>]

[ 8dd | [ Remove |[ Edit

Disable inheritance

[]Replace all child object permission entries with inheritable permission entries from this object

Ok || Cancel || Apply
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25. On the Permissions screen click on Next

Specify permissions to control access

If this share will be used for Hyper-V, you may need to enable constrained delegation to enable
remote management of the Hyper-V host.

Select Profile

Share Location For more information refer to the constrained validation help topic.

Share Name

Other Settings Permissions to access the files on a share are set using a combination of folder permissions, share
permissions, and, optionally, a central access policy.

Confirmation Share permissions: Everyane Full Contral

Falder permissions:
Type Principal Access Applies Ta

Allow BUILTINYUsers Special This felder and subfolders
Allow BUILTIN'Users Read & execute This folder, subfolders, and files
Allow CREATOR CWNER Full Control Subfolders and files only
Allow NT AUTHORITYWSYSTEM  Full Centrol This folder, subfelders, and files
Allow BUILTIN'Administraters  Full Control This folder, subfolders, and files
Allow CONTOSOVHYPERWO33  Full Control This folder, subfelders, and files
Allow CONTOSCVHYPERVO4S  Full Control This folder, subfolders, and files
Allow BUILTIN'Administrators  Full Control This folder only

Customize permissions... |

| < Previous | |

26. On the Confirmation screen click on Create

Confirm selections

Selact Profile Confirm that the following are the correct settings, and then click Create.

Share Location
SHARE LOCATION

Share Name Server: HYPERVD2
Other Settings Cluster role: Mot Clustered
Permissions Local path: JShares\SMB3Share

SHARE PROPERTIES
Share name: 5MB35hare

Protocal: SMB

Access-based enumeration: Disabled
Caching: Disabled
BranchCache: Disabled
Encrypt data: Disabled
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27. Confirm that the action has been completed successfully. Select Close

View results

The share was successfully created.

Task Progress Status
Create SME share I Completed
Set SMEB permissions S Completed

< Previous | | MNext = | ‘

This now completes the creation of an SMB 3.0 share. This will be used as the storage target for the cluster which
will be configured in the next step.
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Install the Microsoft Failover Cluster

1. Load Server Manager, confirm that the Dashboard is open and then select Add roles and features

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard

B Local Server

i' All Servers ; .
oo _ o Configure this local server
g File and Storage Services b
B Hyper-V QUICK START
2 Add roles and features
3 Add other servers to manage

WHAT'S NEW
4 Create a server group

LEARN MORE

2. On the Before You Begin window click Next

3. Inthe Installation Type screen, tick Role-based or feature-based installation. Then select Next

E Add Roles and Features Wizard = [ = -

DESTIMATION SERVER

Select installation type a3 contoso com

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

. ®) Role-based or feature-based installation
Server Selaction X X .
Configure a single server by adding roles, rele services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
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4. On the Server Selection screen select HyperV03 from the Server Pool, then select Next

DESTINATION SERVER

Select destination server Hyperi03 comoso.com
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Typs (®) Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Pool

Features

Filter: |

IP Address. Operating System

Microscft Wind

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous ‘ | Next = | | Install | | Cancel

5.  On the Server Roles screen, click on Next

DESTIMATION SERVER

Select server roles Hymerv03.sonisse com

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Szlection E = Active Directory Certificate Services
(AD CS) is used to create
[ Active Directory Domain Services certification authorities and related
Features [] Active Directory Federation Services role services that allow you to issue
[[] Active Directory Lightweight Directory Services anc_l manage c.ertlf.icales usedina

i . A . variety of applications.
[] Active Directory Rights Management Services
[] Application Server
[] DHCP Server
[] DNS Server

[] Fax Server

[®] File And Storage Services (Installed)
[ Hyper-v

[[] Metwark Policy and Access Services
[] Print and Document Services

[] Remote Access

[[] Remote Desktop Services
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6. In the Features screen tick Failover Clustering

Select features

Befors You Bagin
Installation Typs
Server sslection

Server Roles

7. The Add features that are required for Failover Clustering window will open, click on Add Features

Select one or more features to install on the selected server,

Features

b [] .NET Framework 3.5 Features
b [H] .NET Framewark 4.5 Features {Installed)
O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] Bitlocker Netwark Unlack
[] BranchCache
[] Client for NFS
[[] Data Center Bridging
[] Enhanced Storage
[MBFailover Clustering|

[] Group Pelicy Management

[7] Ink and Handwriting Services

[] Internet Printing Client

[ 1P Address Ma nagement (IPAM) Server

<

DESTINATION SERVER
Hyper03.contose.com

Deseription

Failover Clustering allows multiple
servers to work together to provide
high availability of server roles.
Failover Clustering is often used for
File Services, virtual machines,
database applications, and mail
applications,

Add features that are required for Failover Clustering?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Feature Administration Tools
4 Failover Clustering Tools
[Tacls] Failover Cluster Management Tools

[Taals] Failover Cluster Madule for Windows PowerShe

<]

" HEY

Include management tools (if applicable)

‘MdFeaturBH Cancel ‘
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8. On the Features screen select Next

DESTINATION SERVER

Select features HyperV03 contoso.com

Before You Begin Select one or more features to install on the selected server,

Installation Typs Features Description

Server Selection b [ NET Framework 35 Features Failover Clustering allows multiple
Server Roles ' " servers to work together to provide

b [E] NET Framework 4.5 Features (Installed) high availability of server roles.

I [] Background Intelligent Transfer Service (BITS) Failover Clustering is often used for

Caonfirmation [ Bitlocker Drive Encryption File Services, v.irtu:al machines,.
database applications, and mail

[] Bitlocker Netwark Unlack applications.

[] BranchCache

[] Client for NFS

[[] Data Center Bridging

[] Enhanced Storage

Failover Clustering

[] Group Pelicy Management

[7] Ink and Handwriting Services

[] Internet Printing Client

[ 1P Address Ma nagement (IPAM) Server

<

9. In the Confirmation screen click Install

DESTIMATION SERVER

Confirm installation selections Hymerv03.sonisse com

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically, If you do not want to install these optional features, click Previous to clear
Server Fcles their check boxes,

Features

Failover Clustering
Remote Server Administration Tools
Feature Administration Tools
Failover Clustering Tools
Failover Cluster Management Tools

Failover Cluster Module for Windows PowerShell

Export configuration settings
Specify an alternate source path
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10. Review the Results to confirm that the installation was successful. Click on Close then reboot HyperV03

DESTINATION SERVER

Installation progress HyperVD3 contoss.com

Wiew installation progress

o Feature installation
|

Installation succeeded on HyperV03.contoso.com.

Failover Clustering
R te Server Administration Tools
Feature Administration Tools
Failover Clustering Tools
Failover Cluster Management Tools
Failover Cluster Module for Windows PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext » | | Close | | Cancel

11. Once HyperV03 has finished its reboot, log in as administrator to finalize the install

12. Repeat steps 1-10 on HyperV04
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Configuring the Microsoft Failover Cluster on HyperV03 and
HyperV04

1. From HyperV03 open Server Manager and confirm that the Dashboard is open. From the Tools menu
items, select Failover Cluster Manager

r Manage Tools View

Cluster-Aware Updating
Compaonent Services

Computer Management
Defragment and Optimize Drives

Event Viewer

Failover Cluster Manager
i5CSI Initiator

Local Security Policy

QDEBC Data Sources (32-bit)
QDEBC Data Sources (64-bit)

Performance Monitor

Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (xB6)

Windows Server Backup

2. Once the Failover Cluster Manager loads, Click on Create Cluster and click Next
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3. In the Create Cluster Wizard, Type HyperV03; HyperV04 and click Add. The server names will verify and
then press Next

ﬁ Select Servers

Before Y'ou Begin Add the names of all the servers that pou want to have in the cluster. Y'ou must add at least one server.

Walidation ' arning

Access Point for Enter zerver name: ||

s || Browse... |
Adrniniztering the

Cluster Selected servers Hypert/03, contoso. com Add
. Hyperv 4. contoso. cam
Confirmation

Creating Mew Cluster

Surnmary

< Previous || MNext > | | Cancel

4. On the Create Cluster Wizard click Next to run cluster validation checks against HyperV03 and
HyperV04
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Important Note

You now have the option to validate the
cluster. Microsoft Support will depend on
the outcome of this validation test. It is
recommended to familiarize yourself with

the process during this evaluation guide.

- Create Cluster Wizard -

J#i Validation Warning

Befare You Begin For the servers you selected for this cluster, the reports from cluster configuration validation tests

Selact Sarvers 4 li appear ta be missing or incomplete. Microzoft supports a cluster solution only if the complete
configuration [zervers, network and storage) can pass all the tests in the Walidate a Configuration
wizard,

Access Point for
Administering the
Cluster

Do you want ko run configuration validation tests before continuing?

Canfirnation

Creating Mew Cluster ] . . - .
¥ @ ez When | click Mest, run configuration validation tests, and then retum to the process of creating

Summary = the cluster.

~ Mo. | do ot require support from Microzoft for this cluster, and therefore do not want to rn the
= walidation testz. ‘when | click Next, continue creating the cluster.

More sbout bicrozoft support of cluster solutions that have passed validation tests

< Previous || Mewt > | | Cancel

5. On the Before You Begin screen of the Validate a Configuration Wizard, click Next
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@ Before You Begin

Thig wizard runz validation testz to determine whether this configuration of servers and attached storage iz
26t up comectly to support failover, & cluster solution is supported by Microsoft only if the complete
configuration [servers, network, and storage] passes all tests in this wizard, In addition, all hardware
Corfirmation components in the cluster solution rmust be "Certified far Windows Server 2012

Testing Options

Yalidating Vou must be a local administrator on each of the servers that you want to validate.

UL To continue, click Next.

More about preparing vour hardware for validation

More about cluster validation tests

["] Do not show this page again

6. On the Testing Options screen click Next to run all tests

@ Testing Options

Before Y'ou Begin Choose between munning all tests or running selected tests.

The tests examine the Cluster Canfiguration. Hyper' Configuration. Inventary, Network, Storage, and
Confirmation Systern Configuration.

Y alidating Microzoft supports a cluster solution only if the complete configuration [servers, network, and storage) can
pass all tests in this wizard. In addition, all hardware components in the cluster solution must be "Certified
Summary for Windows Server 2012,

® Run all tests [recommended)

() Runonly tests | select

More sbout cluster validation tests

< Previous || Mewt > | | Cancel

7. On the Confirmation screen click Next
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@ Confirmation

Before ou Begin “r'ou are ready to start validation.
Fleaze confirm that the fallowing settings are corect:

Testing Optionz

Confirmation
Servers to Test
HyperV03.contoso.com

Surmmary Hyperv04.contoso.com

Walidating

Tests Selected by the User Category
List Fibre Channel Host Bus Adapters Inventory
List I5CSI Host Bus Adapters Inventory
List SAS Host Bus Adapters Inventory
List BIOS Information Inventory

lick Envriranmant Warishlac Trrantnrs

To continue, click Nest.

More about cluster validation tests

< Previous || Mext » | | Cancel

8. On the Summary screen make sure both nodes are validated and click Finish. (In this example warnings
are expected due to hardware limitations of the environment)

@ Summary

Before v'ou Begin Tezting has completed successfully. The configuration appears to be suitable for clustering.
) ) However, you should review the report because it may contain warnings which you should address
Testing Options to attain the highest availability.

Confirmation

Validsting Failover Cluster Validation Report ~

Surnmary

HyperW03.contoso.com validated
Hypery04.contoso.com Validated

=1

More sbout cluster validation tests

To wiew the repart created by the wizard, click Wiew Repart. Wiew Repart...

To close this wizard, click Finish,
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9. On the Access Point for Administering the Cluster screen of the Create Cluster Wizard, enter the cluster
name EvalCluster, enter the IP address 192.168.1.30 and click Next

ﬁ Access Point for Administering the Cluster

Before Y'ou Begin Tupe the name you want ta use when administering the cluster.

Select Servers

Cluster Mame: EwalCluster

The MetBIOS name is limited o 15 charackers. One or more IPv4 addresses could not be corfigured

automatically. Far each network to be used, make sure the network is selected, and then tvpe an
Confirmation address,

Creating Mew Cluzter

Metworks Address
192.168.1.0/24 192 . 188

Surnmary

< Previous || MNext > | | Cancel

10. On the Confirmation screen, review the entries are correct and click Next

ﬁ Confirmation

Eefore 'You Begin ‘Y'ou are ready to create a cluster.

S elact Servers The wizard will create your cluster with the following settings:
Access Paint for
Adminiztering the Cluster: EvalCluster

Cluster Node: Hypervo4.contoso.com
Confirmation Node: Hypery03.contoso.com
IP Address: 192.168.1.30

Creating Mew Cluster

Surnrnary

[w] Add all eligible storage ta the cluster.
To continue, click Nexst.

< Previous || Mext » | | Cancel
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11. On the Summary screen click Finish

Summary

Before You Begin i “fou have successfully completed the Create Cluster wizard.

Select Servers

Access Paoint for
Administering the

Cluster Create CI uster

Confirmation
Creating Mew Cluster
Cluster: EvalCluster

Node: Hyperv04.contoso.com
Node: Hyperv03.contoso.com
Quorum: Mode Majority

IP Address: 192.168.1.30

Summary

W

xxr .

To wiew the report created by the wizard, click View Report. YWigw Fepart...

To cloze this wizard, click Finizh.

12. The cluster is now created, from the Failover Cluster Manager you should see the resources online

mimClusterCore Resources
M ame Status
Cluster Name
25 Marne: Evvall £ Orline

2% IP Address: 192.168.1.30 (®) Oniine

At the end of this exercise we have created a Microsoft Failover Cluster. This technology will allow you to build
resilient and fault redundant applications in your private cloud.
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Configure Microsoft Hyper-V Replication

As HyperV03 and HyperV04 are already part of a Failover Cluster, the standard Hyper-V replication between
two hosts cannot be used. Instead a Hyper-V Replica Broker will need to be used. The Hyper-V Replica Broker is
an additional role that needs to be added to the Failover Cluster:

1. From HyperV03 open Server Manager and confirm that the Dashboard is open. From the Tools menu

items, select Failover Cluster Manager

Manage Tools View

Cluster-Aware Updating
Component Services

Computer Management

Defragment and Optimize Drives

Event Viewer

Failover Cluster Manager

Hyper-V Manager

iSCSI Initiator

Local Security Policy

QDBC Data Sources (32-bit)
QDRBC Data Sources (64-bit)
Performance Monitor
Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Secunty
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x86)
Manageabilit Windows PowerShell ISE

Windows PowerShell ISE (x80)

. Windows Server Backup
Services I

All Servers

Events
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2. In the Failover Cluster Console click on EvalCluster, then in the Actions column select Configure Role

Actions

EvalCluster.contoso.com -

Configure Role..
Validate Cluster...
Wiew Walidation Report
Add Mode..,

Close Connection

Reset Recent Bvents

E ﬁ' v Li‘{}i Lrﬁ_% lﬁ }'E’

Mare Actions b
Wienr 3
@] Refresh
B Properties
E Help

3. In the High Availability Wizard, on the Before You Begin window, click on Next

&) High Availability Wizard =3

_'l?'il,_ Before You Begin
;-L;'
Tl

: 'ou Begin Thig wizard configures high availability for a role, After vou successfully complete this wizard, if a clugtered
Select Rl zerver fails while running the rale, anot_her clu_ster_ed Ferver autorna_tically beginz run_ning the role [a
process khown as failover). IF the role itself fails. it can be automatically restarted, either on the same
server of oh anather server in the cluster, depending on options that you specify.

If you want to cluster a complex application such as a mail server or database application, see that
application's documentation for infarmation about the comect way ta install it.

Mare about roles that vou can confiqure for high availabiity

[] Do nat show this page again

Mext > | | Cancel
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4. Select Hyper-V Replica Broker, then select Next

@ Select Role

Before You Begin Select the role that you want to configure for high awailability:

Clignt &ccess Point

%DFS Mamespace Server Description:
Comtimeta iﬁDHCP Server Hyper'¥ Replica Broker enables the

Configure High \4=» Distributed T ransaction Coardinatar (DT C) failover cluster to participate in virtual
machine replication with Hyper-

A ailabilit i f :
valaniy ﬂ File Server Replica. Only one Hypery Replica

Summary E Generic Applicatian Broker can be configured on each
2] Generic Seript failower cluster. Far more information,

JQ'G i Serv see Configuring HyperY Replica
A ABNBINC S EIvICE Broker in & Failover Cluster,

iSCS1 Taraet Server

tore about roles that you can confiqure for high &vailability

4 Previous || Mest > | | Cancel

5. In the Client Access Point screen, type in the name EvalBroker, and for the IP address input
192.168.1.31. Then select Next

@ Client Access Point

Before You Begin Tepe the name that clients will use wheh accessing this clustered rols:

Select Rol
B Mame: EwalBroker

The NetEIOS name is limited to 15 characters. One or more IPv4 addresses could not be configured
automatically. For each network to be used, make sure the network is selected, and then bvpe an
Canfigure High address.

Avvailability

Canfirmation

Surnmary Metwarks Address
192168.1.0/24 192 . 1E8

< Previous || Next > | | Cancel

Setup and deploy- Configuring the Private Cloud experiences



6. On the Confirmation screen click Next

@ Confirmation

Before You Begin “You are ready to configure high availability for 2 Hyper¥ Replica Broker.

Select Aole

Client Access Point

B Network Name: EvalBroker
Canfirmatiarn ou:

CM=Computers,DC=contoso,0C=com

Configure High IP Address: 192.168.1.31
Aeailability

Summarny

To continue, click Mest.

< Previous || Mext > | | Cancel

7. On the Summary screen click on Finish

ﬁ Summary

Before You Begin High availability was successully configured for the rale,

Select Role

Client Access Paint

Corfimaton Hyper-V Replica Broker

Configure High
Availability . . . f
To allow replication of virtual machines to the cluster

Summaty nodes from other servers, you must configure replication
settings for the Hyper-V Replica Broker role. To do this,
select the 'Replication Settings” action for the role.

Network Name: EvalBroker
ou: CHN=Computers,DC=contoso, DC=com v
T Addracc- 147 1682 1 21

To view the report created by the wizard, click Wiew Fepart. iew Repart...

To cloze this wizard, click Finish.
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8. From HyperV03 open Server Manager and confirm that the Dashboard is open. From the Tools menu
items, select Failover Cluster Manager

:}' | r Manage Tools View

Cluster-Aware Updating
Component Services

Computer Management

Defragment and Optimize Drives

Event Viewer

Failover Cluster Manager

Hyper-V Manager

i5CSI Initiator

Lacal Security Policy

ODBC Data Sources (32-bit)
ODBC Data Sources (b4-bit)
Performance Monitor
Resource Moniter

Security Configuration Wizard
Services

System Configuration

System Information
Task Scheduler

Windows Firewall with Advanced Security

Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Manageabhilit Windows PowerShell ISE
Windows PowerShell ISE (x86)

All Servers

Events

. Windows Server Backup
Services I

9. Expand EvalCluster, then click on Roles

-agzg Failower Cluster Manager
A 53451 EwalCluster.contoso.com
% Roles
I éﬁ Modes
b ) Storage
I i:‘] Metuarks
Cluster Events
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10. Right click on EvalBroker then select Replication Settings

=, EvalBroker (%) Running Hyper-V Replics
Start Role

& &

Stop Role

Wi
==

Replication Settings |

Move »

Change Startup Priority 4

Information Details...

Show Critical Events

Add Storage
Add Resource 3

More Actions »

Remave

X 0 EEBDS @ M

Properties

11. Tick the Enable this cluster as a Replica server, the Use Kerberos (HTTP), and the Allow replication from any
authenticated server boxes. In the Specify the default location to store Replica files box input
\\HyperV02\SMB3Share then select OK

ﬂ'ﬁ Feeplication Configuration

[#] Enable this cluster as a Replica server.

Authentication and ports

Specify the authentication bypes ko allow Far incaming replication traffic, Ensure that the parts you specify are open in the
Firewall,

[w] Use Kerberos (HTTP):
Data sent over the network will not be encrypted,
Specify the port:

[] Use certificate-based Authentication (HTTPS):
Data sent over the network will be encrypted.
Specify the port: 443

Specify the certificate:

Issued Tt

Issued By:
Expiration Dake:
Intended Purpose:

Select Certificate. .

Authorization and storage
Specify the servers that are allowed to replicate virkual machines ka this cluster,

® Allow replication from any authenticated server
Specify the default location to store Replica Files:

[VirypervozisMBaSharel, |

Erowse. ..

) Allow replication from the specified servers:

Primaty Server Storage Location Trust Group
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12. Take note of the Inbound traffic needs to be allowed in the Firewall information box. As Windows
Firewall has been disabled on all hosts this information can be disregarded. Select OK

Hyper-V Replica Broker Configuration Settings -

Inbound traffic needs to be allowed in the
Firewall,

Ensure the inbound TCP exception for port ‘80" is
enabled in the Firewall on each node of the cluster. If
you are using Windows Firewall, enable "Hyper-V
Replica HTTP Listener (TCP-In)" rule on each node of
the cluster.

[[] Please don't show me this again

The next step is to configure the other end of the replication partnership. This is to be completed on HyperV02.

13. Open Hyper-V Manager on HyperV02, right click on HyperV02 in the left hand column, and then select
Hyper-V Settings...

35 Hyper-V Manager
o3 HYPERYO2 Virtual Machines

M ey 3

Irmport Wirtual Machine...

Hyper-W Settings... |

Wirtual Switch Manager..,
Wirtual 34N Manager..,

Edit Disk...
Inspect Disk...

Stop Service
Remowe Sereer

Refresh
Wiewy 3

Help
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14. On the Hyper-V Settings for HyperV02 window, select Replication Configuration. Tick the boxes Enable this
computer as a Replica server, then Use Kerberos (HTTP), and Allow replication from any authenticated
server. In the Specify the default location to store Replica files: box input C:\VirtualMachines (create the
C:\VirtualMachines folder if it does not already exist). Select OK

% Server i Replication Configuration
a Wirtual Hard Disks
Cii\Users\PubliciDocurmentsiHyper-. .. [ Enable this computer as a Replica server.

2 virtual Machines Authentication and porks

CiiProgramDataiMicrosoftiWindo. . Specify the authentication types ko allow For incoming replication traffic, Ensure

R Physical GPUs that the parts you specify are open in the Firewall,
gt R ke GPL
anans Remats 8 [W] Use Kerberos (HTTP):
1 NUMA, Spanining
Allaws MM Spanning Data sent over the network will not be encrypted.

ﬁ Live Migrations Specify the pork:

2 Simultaneous Migrations B e
E,; Storage Migrations [[] Use certificate-based Authentication (HTTPS):

2 Simultaneous Migrations Data sent over the network will be encrypted.
ﬂ'ﬁ’ Replication Configuration
Enabled as a Replica server
& User Specify the certificate:
e Kevboard Issued To:
Use an the virtual machine Issued By:
g* I Rel P Expiration Dake:
QUsE RElRase Key Intended Purpose:
CTRL+ALTHLEFT ARROW

2= Reset Check Boxes Select Certificate. ..

Reset check boxes

Specify the port: 443

Authorization and storage

Specify the servers that are allowed to replicate virtual machines to this
cornputer,

® allows replication From any authenticated server

Specify the default location to store Replica files:

|C:'|,VirtuaIMachines'l,| |

Browse. ..

O allove replication From the specified servers:

Primnary Server Storage Locakion Trusk Group

| | Cancel | | Apply

15. Take note of the Inbound traffic needs to be allowed in the Firewall information box. As Windows
Firewall has been disabled on all hosts this information can be disregarded. Select OK

This concludes the configuration of the replication partnership between EvalCluster and HyperV02. No Hyper-V
guests will be replicated until it has been configured accordingly. The configuration of the guests will be covered
in Story 1 Scenario 4.
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Add EvalCluster and HyperV02 to System Center 2012 VMM SP1

1. Login to the VMM server using the Contoso\Jeff account that was previously created and start Virtual
Machine Manager

ﬁ §§T§’Eem Center2012

Virtual Machine Manager

Server name: |Iocalh ost8100

Example: vimmmserver.contoso.com:8100

® Use current Microsoft Windows session identity
) Specify credentials

User name:

Example: contoso\domainuser

Pazsword:

[[] Autematically connect with these settings Connect | | Cancel

2. Inthe Virtual Machine Manager console click on Settings in the left hand column

% VMs and Services

4, Fabric
& Library

Jobs Settings
Cirl+5

SE‘“jl’lgS —
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3. Click on Create Run As Account in the top ribbon (if not there, expand Security, Click on Run As
Accounts, click on Create Run As Account)

[ =Rd Home
rg £ PowerShell - C x E
G EH & g™ W
Create  Create Run  Create Servicing Impaort Backup Enable Disable Delete | Properties
User Role As Account Window Conscle Add-in E PRO
Create Import Backup Window Run As account Delete Properties
Settings Create Run As Account <  Run As Accounts (3)
/g General |
» y FE—— | MName | Description
B8 NT AUTHORITY\LocalService
Sl Senvicing Windows FL NT AUTHORITY\NetworkService
 Canfiguration Providers B NT AUTHORITY\System
3 System Center Settings
Q Console Add-ins

4. For this Create Run As Account we will be using the previously created Domain Admin
contoso\VMM_Runas. For the Name and Description type VMM_RunAs_Contoso. The User name will
be contoso\VMM_Runas with the password set to pass@word1, click on OK and the account is now
created

Provide the details for this Run As account

Name: VMM _Runis_Contosa
Description: VMM_Ru nAs_Conhosd

User name: CONTOSOVWMM_RunAs
Example: contoso\domainuser or localuser

Password: sssssssses

Confirm password: esse ..

Validate domain credentials
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5. From the VMM server log in using the contoso\Jeff account and start the Virtual Machine Manager
console. Click on VMs and Services in the left column

Home Folder

@ P o IF

‘ =4 ) [
= —

Create Create Virtual Create Create Host
Service  Machine = Cloud Group

Create
VMs and Services <
';f:’ Tenants
&5 Clouds
L VM Networks
Storage

1 All Hosts

;‘$' VMs and Services
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6. Right click on All Hosts and choose the add Hyper-V Hosts and Clusters option

Home l Folder
i : : = PowerShell
3 @ o 7 4 4 @@S 4 o
Create Create Virtual Create Create Host Create VM Assign Overview | VMs |Services VM
Service  Machine = Cloud Group Network Cloud Networks @ PRO
Create ‘ Cloud ‘ Show ‘ Window ‘
VMs and Services < VMs (0)
TE; Tenants |
& Clouds | Name | status = | Virtual.. = | Availatili
< VM Networks
| Storage
|5 All Hosts L
| ¥ | Create Senvice
3‘ Create Virtual Machine
|°ﬂ Add Hyper-V Hosts and Clusters
ﬂ Add Citrix XenServer Hosts and Clusters
ﬂ Add ViMware ESX Hosts and Clusters
* | Create Host Group
?:w Move
4] | View Networking
7< | Delete
Properties

7. On the Add Resource Wizard ensure the Windows Server computers in a trusted Active Directory
domain is chosen and click Next

F Resource location

| Resource location | Indicate the Windows computer location

Credentials (® Windows Server computers in a trusted Active Directory domain
Discovery scope ) Windows Server computer in an untrusted Active Directory domain

() Windows Server computers in a perimeter network
Target resources

If you select this option, before you continue, use VMM Setup to install the VMM agent locally on the
Host settings targeted computers. Ensure that you configure the perimeter network settings during the agent setup.
Summary () Physical computers to be provisioned as virtual machine hosts

Select this option to add bare-metal computers with baseboard management controllers.

Previous || Next || Cancel
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8. On the Credentials screen ensure Use an existing Run As Account is checked and click on Browse

£ Credentials

Resource location Specify the credentials to use for discovery

Credentials The Run As account or credentials will be used to discover computers and to install the Hyper-V role and
the Virtual Machine Manager agent if necessary.
Discovery scope

®) Use an existing Run As account
Run As account:

) Manually enter the credentials

Target resources
Host settings
Summary

User name:
Example: contoso\domainuser

Password:

A 1! The above provided credentials or Run As account should be a local administrator on the host
machines. If a Run As account is provided, then it will be used while adding the host as well as for
providing future access to the host during its lifetime, If credentials are entered manually, then they
will only be used while adding the host. Once the host has been successfully added, the VMM service
account will be added as local administrator on the host and used to provide any future access to it.

| Previous H Next || Cancel ‘

9. On the Select a Run As account options choose the user VMM_RunAs_Contoso and hit OK

| Add Resource Wizard lil

IS Credentiz's

Resource location Select a Run As account
Credentials [ 2] i the Hyper-V role and
Discavery scope MName Description User Role
NT AUTHORITY\System
Terget resources NT AUTHORITY\LocalS
Mot
Host settings NT AUTHORITY\Netwo..,

Summary WMM_RunAs_Contoso VMM_Runés_Contoso Administrator

tor on the host

B host a5 well as for

H manually, then they
dded, the VMM service
pny future access to it

Create Run As Account

‘ Previcus H Next H Cancel
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10. Choose Next to ok the Run As account

& Credentials

Resource location
Credentials
Discovery scope
Target resources
Host settings

Summary

Specify the credentials to use for discovery

The Run As account or credentials will be used to discover computers and to install the Hyper-V role and
the Virtual Machine Manager agent if necessary.

(®) Use an existing Run As account

Run As account; |YMM_RunAs_Contoso

() Manually enter the credentials

User name:
Example: contoso\domainuser

Password:

J,,i The abave provided credentials or Run As account should be a local administrator on the host
machines. If a Run As account is provided, then it will be used while adding the host as well as for
providing future access to the host during its lifetime, If credentials are entered manually, then they
will only be used while adding the host. Once the host has been successfully added, the VMM service
account will be added as local administrator on the host and used to provide any future access to it

11. In the Discovery scope screen add the servers HyperV02 and HyperV03 and click Next

£ Discovery scope

Resource location

Credentials

Specify the search scope for virtual machine host candidates

Search for computers by whole or partial names, FODNs, and IP addresses, Alternatively, you may

Discovery scope

Target resources
Host settings

Summary

Setup and deploy-

an Active Directory query to discover the desired computers.
(®) Specify Windows Server computers by names

() Specify an Active Directory query to search for Windows Server computers

Enter the computer names of the hosts or host candidates that you want VMM to manage. Each
computer name must be on a separate line.
Computer names:

Hypery/02
Hyper02

[] Skip AD verification

Examples:  serverl
server] contoso.com
10.0.1.1
2a01:110:1e:3:f8fcfadd:23
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12. The Virtual Machine Manager will now confirm the computer names entered. Notice in this example that
although HyperV03 was selected as a single host, Virtual Machine Manager detects it as a Cluster and

allows you to select it as a whole entity. Tick the boxes for both HyperV02 and EvalCluster and click

Next

£ Target resources

Resource location
Credentials

Discovery scope

Select the computers that you want to add as hosts

Discovered computers:

Computer Name

QOperating System

Hypervisor

Target resources

Host settings

Summary

Setup and deploy- Configuring the Private Cloud experiences

’ hypend2.contoso.com
== EvalCluster.contoso.com
? HyperV4.contoso.com
’ Hyper03.contoso.com

Windows Server 2012 Standard
Windows Server 2012 Standard
Windows Server 2012 Standard
Windows Server 2012 Standard

Hyper-V

Selectall || Refresh ||

Stop
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13. On the Host Settings options just click Next

£ Host settings

Resource location Specify a host group and virtual machine placement path settings for hosts

Credentials
Assign the selected computers to the following host group:

Discovery sco
1 seope Host group: | a All Hosts

Target resources
If any of the selected hosts are currently managed by another Virtual Machine Manager (VMM)
o ngs environment, select this option to reassociate the hosts with this VMM management server.

Migration Settings [[] Reassaciate this hast with this VMM environment

Summa
v VMM uses virtual machine placement paths as default locations to store virtual machines placed on a

hast. To add a new virtual machine placement path, specify a path and click Add.

Add the following path:

Selected virtual machine placement paths:

14. On Migration Settings tick the Turn on incoming and outgoing live migrations. Tick Use Kerberos and
click Next

£ Migration Settings

Resource lacation Specify the live storage and migration settings

Credentials Live storage migration

Discovery scope Maximum number of simultaneous live storage migrations:

Target resources Live migration settings

Turn on incoming and cutgoing live migrations
Host settings
Maximum number of simultaneous live migraticns:

Migration Settings Authentication protocol:
() Use Credential Security Support Provider (CredSSP)
(® Use Kerberas

Summary

Incoming live migration settings:
(® Use any available network
() Use the following IP subnets:

Subnets
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15. Review the Summary page and click Finish

Resource location Confirm the settings

Credentials

Resource type: Hyper-V capable Windows Servers

Discovery scope
Resource location:  Trusted Windows computer

Target resou
g rees Discovery credentials: VMM_RunAs_Contoso
Host settings

Discovery scope: Computer name based discovery

1 computers and 1 clusters are selected to manage

Migration Settings

Host settings: Host group:

All Hosts

Summary

| Previous || Finish || Cancel |

16. You will now see the jobs running and complete. In this example you will receive warnings around
Multipath 10 not being enabled; this is to be expected and can be ignored. Close this window

Recent Jobs (10)
\ 2]
Narne Status - ~ | Start Time ~ | Result Name Owner
o ompleted 012 9 a a 0 -
Q Discover clusters and their nodes  Completed 19/12/2012 9:38:29 am. EvalCluster.contoso.com CONTOSOM Jeff
0 Create new Runfs Account Completed 19/12/2012 9:35:41 am. WMM_Runds_Contoso CONTOSON Jeff
0 Remave a Runés Account Completed 19/12/2012 9:34:43 am. VMM_RunAs_Contoso CONTOSON Jeff =
0 Create new RunAs Account Completed 19/12/2012 2:2%:54 am. VMM_RunAs_Contoso CONTOSCeff
0 Remave a Runds Account Completed 19/12/2012 9:27:42 am. VMM_RunAs_Contoso CONTOSCON eff
A Add virtual machine host Completed w Info 19/12/2012 9:38:33 a.m. HyperV03.contoso.com CONTOSON Jeff
A Add virtual machine host Completed wf Info 19/12/2012 9:38:32 a.m. HyperV(4.contoso.com CONTOSONeff
A Add virtual machine host Completed w/ Info 19/12/2012 9:38:27 a.m. hyperv02.contosa.com CONTOSOM eff v

@ Create new host cluster

[] Show this window when new objects are created
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Create a Virtual Guest on HyperV02

Log onto HyperV02 as an administrator, copy the previously downloaded Server 2012 Evaluation VHD from
Microsoft website (http://technet.microsoft.com/en-nz/evalcenter/hh670538.aspx) to an easily accessible location.

In this example we are using the folder C:\VirtualMachines

1. On HyperV02, open the Hyper-V Manager console from Server Manager

Tools View

Manage Help
Compaonent Services
Computer Management

Defragment and Optimize Drives

Event Viewer

Hyper-V Manager
i5CSI Initiator

Local Security Policy

QDBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor
Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

‘Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x86)

Windows PowerShell ISE

Windows PowerShell 15E (x86)

eabilit Windows Server Backup

VEers

2. On the Actions column (right hand side), click on New, then select Virtual Machine...

Actions

HYPERW(2 =
Mew Wirtual Machine...

Ley Importyi Hard Disk...

[ Hyper-y Floppy Disk...

Ef: Wirtual Switch Manager...,
@) Mirtual 38N Manager..,

7 Edit Disk...

I.E.I Inspect Disk...

@ Stop Service

75 Remove Server

0 Refresh

Wieuy »

Help
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3. In the Before You Begin screen, select Next

LS Mew Virtual Machine Wizard -

[ *J Before You Begin
= —

This wizard helps you create a virtual machine, ¥ou can use virtual machines in place of physical
computers For & variety of uses, You can use this wizard ko configure the virtual machine now, and
wou can change the configuration later using Hyper-¥ Manager,

Specify Mame and Location

Assign Memar
g v To create a virkual machine, do one of the Following:

Configure Metworking
+ Click Finish to create a virtual machine that is configured with default values,

Cannect Yirtual Hard Disk. + Click Mext to create a virtual machine with a custom configuration,

Installation Options

Summary

[7] Do nat show this page again

| Mexk = H Finish || Cancel |

4. On the Specify Name and Location window, in the Name: box input Guest01. Tick Store Virtual Machine in
a different location, and in the Location: box, input C:\VirtualMachines. Select Next

i New Virtual Machine Wizard .
[ |r Specify Mame and Location

=S

Before You Begin Choose a name and location for this virtual machine.

The name is displayed in Hyper-Y Manager. We recommend that vou use a name that helps you easily
Assign Memary identify this virtual machine, such as the name of the guest operating system or workload,

Configure MNetwarking Mame: |Guest01

Connect Virbual Hard Disk ‘fou can create a folder or use an existing Folder ko store the virtual machine., IF you don't select a

Installation Options Folder, the virtual machine is stored in the defaulk Folder configured For this server,
Summary Stare the virtual machine in a different location
Location: | | Brawse. ..

1. If wou plan ko take snapshaots of this virbual machine, select a location that has enough free

space, Snapshots indude virtual machine data and may require a large amount of space,

< Previous || Mexk = || Finish || Cancel
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5. On the Assign Memory window leave all settings at default (do not change default of 512MB or tick the
box Use Dynamic Memory for this Virtual Machine). Select Next

Assign Memory

Before You Begin Specify the amount of memory to alocate to this virtual machine, You can specify an amount from &
ME through 14030 MB, To improve performance, specify more than the minimum amount recommended
for the operating system,

Assign Memary Startup memory:

Configure Networking

Specify Mame and Location

[] Use Dynamic Memary for this virtual maching,
Connect Yirkual Hard Disk

‘when you decide how much memory to assign o a virtual machine, consider how you inkend to

L=taletiopOntion use the virtual machine and the operating system that it will run,

Summary

| < Previous | | Mexk = | | Finish | | Cancel |

6. On the Configure Networking window, select the network External Virtual Network from the drop
down box. Select Next

Configure Networking

Before You Begin Each new virtual machine includes a network adapter, ¥ou can configure the network adapter to use a

Specify Mame and Lacation virkual switch, or it can remain disconnected.

Assign Memory Connection: |Mot Connected

Connect Virtual Hard Disk
Installation Cptions

Summary

< Previous | | Mest = | | Finish | | Canicel
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7. Tick the Use an existing virtual hard disk, then select Browse...

Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system, ¥ou can specify the

skorage now or configure it later by modifying the virtual machine’s properties.
Specify Mame and Location g g v B [

Assign Memary (O Create a virtual hard disk

Configure Networking Use this option to create a dynamically expanding virbual hard disk with the default Format {¥HDE).

Connect Yirtual Hard Disk. Mame: |Guest01 wehide |

Summary

Location: |C:'l,\u'irtuaIMachines'l,GuestD1'|,Virtua|HardDisks'l, || Browse. .. |

Size: GB {Maximumn: 64 TB)

(®) Use an existing virtual hard disk

Use this option to attach an existing virkual hard disk, either YHD or YHDY Format,

Location: | & ] rkual Har Browse. ..

(O Attach a virtual hard disk later

Use this option to skip this step now and attach an existing virtual hard disk later,

| < Previous | | Mext = | | Finish | | Canicel |

8. Browse to C:\VirtualMachines, select the Microsoft Windows server 2012 Evaluation VHD file, then select
Open

@ - 1 |j¢ » Computer » Local Disk (C) » WirkualMachines » v (_';| ‘ Search VirtualMachines -l |
Organize = New folder = ~ [ @
& Micosoft Monage | M : Date modified Type Size
| Opshigr 12/5/3012 18BN File folder
S Favorites | Orchestrator 1WA I03IPM File folder
B Desktop | ServiceMgr 12/5/2012 1ABEM  File falder
|8 Downloads | ServiceMgrDW/ 1252012 148 PN File folder
| Recent places [ 9200.16984 amdBfre.win_rtrn. 120725-1247_server_serverdatacenteraval_en-uswhd  7/26/2012 B05F0  Hard Disk Image F. 3723,73
| cw SPTVHDwhex 12192012 10:06 .. Hard Disk Image F...  14,25817
55 Libraries -
@ Docurments
& Music
(=] Pictures
BE videos
M Computer
2, Local Disk (C3)
s Data {1
— Metinteme a7 | € ] IE
File nome: | 8200, 16384, d6dfre wint_rtm. 120725-1247_server_serverdatacentereval_en-us.vhd v [Virtual hard disk files ¢*svht, |
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9. Select Finish

~ New Virtual Machine Wizard x|
Ek! Connect Virtual Hard Disk
Before You Begin A wirbual machine requires storage so that you can install an operating system. You can specify the

storage now o configure it later by modifying the virtual machine’s properties.
Specify Marne and Location g g v by [

Assign Memory () Create a virtual hard disk.

Use this aption to create a dynamically expanding virtual hard disk with the default Format {YHDX).

Configure Metworking

Conn ual Hard Disk Mame: Guestol,vhdx
Summary Location: |[C:virkualMachines|Guest0 1 irtual Hard Disks', Browse. ..
Size! 127 | GB (Maximum: 64 TE)

@) Use an existing virtual hard disk

Use this option to attach an exisking wirtual hard disk, either YHD or YHDY Format.

Location:

Browse. ..

() attach a virtual hard disk later

Use this option to skip this step now and attach an existing virtual hard disk later,

|<Previ0us || Mext > || Finish || Cancel |

10. Within Hyper-V Manager on HyperV02 right click Guest01 and then click on Settings...

Virtual Machines
Marme “ State CPU Usage Assig
=) Running 0 252
é AppController Running 0% 2048
2| DPM Rurning 0 1125
i Furinitig 512 b
Z OpsMor Connect... 83
g Drch.estrator Settings... a7
= SemviceMar 754
é Serviceb gl Turn Off... 28
ER Shut Down... 402

Sawve

Pause L

Reset o
Snapshots -

Shapshot o

rowe.,,

Rename..,

Enable Replication..,

Help
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11. Within the Window Settings for Guest01 on HYPERV02, under the Hardware column expand Processor,

select Compatibility, and tick the box Migrate to a physical computer with a different processor version.
Click on OK

|Guest01 Vl 4 b |Q

% Hardware

¥ Add Hardware
1A BIOS Processor compatibility

R Compatibility Configuration

Boot From 0 ‘fou can limit the processor Features that a virtual machine can use, This improves
the virtual machine's compatibility with different processar versions,
i Memory

512 MB
= R Processar
1 Wirtual processor
B compatibility
3 numa
= EE IDE Contraller 0
a Hard Drive
9200, 16354, amdadfre. win, .
= EE IDE Contraller 1
4 DYD Drive
Mone
B 5051 Contraller
[ Metwork Adapter
External Yirtual Metwork

T com1

Mone

T comz

Mone
Diskette Drive
Mone

[w] Migrate ta a physical computer with a different processor version

# Management
(L] Mame
Guestil
Inkegration Services
All services offered
@-j Snapshot File Location
CivirtualMachinesiGuest0l
sﬂé Smart Paging File Location
CiivirtualMachinesGuestol

| | Cancel | | Apphy

i Opskar Connect..,
i Orchestratar Sesillige
§ ServiceMar
§ Serviceb gl | Start |
§ Wb Snapshot
hlowe. .,
Export.., L
o —
Snapshots Ename
Delete... -
Enable Replication..,
Help
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13. Connect to Guest01 by double clicking its name in Hyper-V Manager. Wait for OS to load and the
License Agreement to be displayed, tick | accept the license terms for using Windows. Then click on
Accept

| accept the license terms for using Windows.

14. Select the correct Regional and Language settings, select Next

Region and Language

Country/region United States
Language English (United States)

Keyboard layout us
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15. Input the password pass@word1 twice, then click on Finish

Settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Password

Reenter password

16. Log into the Guest01, open Windows Firewall and disable the firewall for Private and Public. Click on
oK

& Customize Settings [ [o [

(-I - 1 |ﬂ <« Windows Firewall » Customize Settings v & | ‘ Search Control Panel R |

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
al () Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Firewall blocks a new app

@I (® Turn off Windows Firewall (not recommended)

Public network settings
a_l () Turn on Windows Firewall
Block all incoming connections, including these in the list of allowed apps

MNotify me when Windows Firewall blocks a new app

@_I (® Turn off Windows Firewall (not recommended)

17. Log off of Guest01
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Install SQL 2012 SP1

All the experiences in this guide will use SQL Server 2012 SP1 in their scenarios. To install SQL Server 2012
complete the following instructions:

1. Log onto Guest01 as GUESTOT\ADMINISTRATOR and the password pass@word1
2. Install SQL 2012 SP1 on the Guest01 virtual machine from the media downloaded previously. For further
information on the prerequisites and installing SQL Server 2012 refer to the following articles on MSDN:

Reference Links

SQL Server prerequisites http://msdn.microsoft.com/en-us/library/ms143506(SQL.110).aspx

SQL Server installation http://msdn.microsoft.com/en-us/library/bb500395.aspx

3. Ensure the following roles and features are installed during the SQL Server installation
a. Database services
b. Management Tools — Complete

Synopsis

Jeff has now configured his infrastructure to take advantage of many of the new and exciting features of Server
2012 and System Center 2102 SP1. So far he has accomplished the following:

e Set up a new failover cluster which will give him the ability to create Highly Available virtual infrastructure
e Configured a connection broker which will allow him to configure Hyper-V Replicas of his virtual machines
e Configured a SMB 3.0 share for storing virtual machine operating files

e Configured Virtual Machine Manager to manage his virtual infrastructure

e Built a virtual guest to host new applications and services

Setup and deploy- Configuring the Private Cloud experiences 78



These roles and features that Jeff has configured will allow him to start taking advantage of many of the new
capabilities available when Windows Server 2012 and System Center 2012 SP1 come together. The following
scenarios will walk Jeff through step by step guides of how to configure and utilize features such as:

e Shared Nothing Live Migration
e Storage Pooling using Just a Bunch Of Disks (JBOD)
e Business Continuity through High Availability and Hyper-V Replica

o Network Traffic management through Quality of Service in Hyper-V

Setup and

Introduction deploy your Experiences Other Info
Private

Links to other cloud

areas of interest \YETETeT Manage Private \ETEL[ Reporting

Private Private Cloud Apps in the insights of
Cloud Cloud Automation Private the Private

Resources Capacity Cloud Cloud
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Experiences

The following experiences are designed to help you experience the key features of System Center 2012 SP1 and
Windows Server 2012. They highlight the most important new functionality of System Center and take you
through how you might use these features in your own network.

The experiences are designed to be consumed as you wish- you can go through them systematically or start with
the one that intrigues you the most and try out others as you wish. They can be done in any order, at any time.
You will want to ensure that you've installed and configured your network as described in “Setup and Deploy your
Private Cloud.” The steps included in “Configuring the Private Cloud Experiences” are important to be able to
successfully follow the step-by-step instructions.

The five experiences are:

Manage Private Cloud resources

Manage Private Cloud capacity

Private Cloud automation

Manage Apps in the Private Cloud

i wn =

Reporting insights of the Private Cloud

Inside each Experience are scenarios. Each of the scenarios will allow you to evaluate and identify how the System
Center Private Cloud can assist in alleviating problems in the current environment, or provide you with the basis
for a plan to take advantage of Windows Server 2012 and System Center 2012.
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Experience 1: Manage Private Cloud resources

This experience will take you through some of the features that are provided by the Microsoft Private Cloud.
These features will be invaluable in creating a robust, low cost and resilient infrastructure, while also delivering on
the core tenets of the Private Cloud:

Scalable and Elastic

™ Shared Resources
-

@ Always Up, Always On

Prerequisites

To evaluate this experience you will require the following resources in place in your Eval Guide lab. Refer to the
Scenario Prerequisites for additional information on how to configure these items:

e The HyperV role installed on HyperV02, HyperV03, and HyperV04

e An SMB3.0 share on HyperV02

e A Failover Cluster installed and configured on HyperV03 and HyperV04
e The Hyper-V Cluster Broker installed and configured on the Failover Cluster
e Guest01 prebuilt and running on HyperV02

Scenario: Verifying VM storage infrastructure

Jeff has identified that his virtual infrastructure appears to require alteration to take advantage of the new features
of the private cloud he is implementing. He investigates the current configuration of his virtual infrastructure to
see where he can best implement these features.

In this scenario Jeff will take a look at the resources of Guest01 which is currently hosted on HyperV02. This is
typical non-highly available Hyper-V installation running local, non-shared direct attached storage. In this scenario
Jeff will confirm the location of the storage for Guest01

1. From HyperVO02 open Server Manager and confirm that the Dashboard is open. From the Tools menu
items, select Hyper-V Manager
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Manage Tools View
Component Services
Computer Management
Defragment and Optimize Drives

Event Viewer

| Hyper-\ Manager
iSC3I Initiator

Local Security Policy

QDBC Data Sources (32-bit)
QDBC Data Sources (64-bit)
Performance Monitor
Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security

Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
leability Windows Server Backup

VErs

2. If HyperV02 is not listed under Hyper-V Manager, right click Hyper-V Manager, then select Connect to
Server...

File  Action  Wiew Help

e |
|§§ Hyper-W Manager| ” [
| Caonnect to Server..,
Wiew 3
Help

3. Tick Local computer, select OK

Connect to virttualization server

® Local computer

() Another computer: || Browse... |

Ok, || Cancel |
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4. This will return you to the Hyper-V Manager. Select the Virtual Machine Guest01, and in the right hand
column click on Settings...

Guestl Fiurning

i

Opzhdar R unning

s

Orchestrator Running

Servicebd gr Fiurning

i

Servicehd griiw R unning
Wb Running

11T TEQ TN TE TR TR ]

| S o T e Y o R
ad

s

Guestd] =
=1 Connect.

24| Settings..
@ Turn Off...,
@ ShutDown...
@ Save

Il Pause

Reset
Shapshot

Pl o,

LuE S

Fename...

QE Enable Replicatian..,

E Help
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5. Expand IDE Controller 0 in the Hardware column and select Hard Drive

| Guestd v | 4 b Q
# Hardware - a Hard Drive
ﬂ]i Add Hardware
& BIOS ‘fou can change haw this virtual hard disk is sttached to the virtual machine. IF an
Foot from 0 operating system is instaled on this disk, changing the attachment might presvent the
ook trom virtual machine from starting.
i Memory
512 ME Controller: an.atmn.
R Processor IDE Controller 0 | |D {in use)
1 Virtual processor Media
= [EE IDE Cortroller 0 ‘fou can compact or convert a virtual hard disk by editing the associated File,

Specify the full path ta the file,

® virtual hard disk:

= [EE IDE Controller 1

|C:WirtuaIMachines'LQZDD. 16354, amdo4fre, wind_rkm, 120725-1247fserverfser\|

4 DVD Drive
Hone | Hew | | Edit | | Inspect ‘ | Browse... |
B 5CSI Contraller
@ Nebwork Adapter _ () Physical hard disk:
Exkernial Virtual Network = |:|
7 comt
Mone 0 If the physical hard disk you want to use is not lisked, make sure that the
@ oMz disk is offline. Use Disk Management on the physical computer to manage
Mone physical hard disks,
I Diskette Drive
hone To remove the virtual hard disk, click Remowe. This disconnects the disk but does not
A delete the associated file,
L o
Guestdl
= . & Some settings cannot be modified because the virtual machine was running when
= Integrat.\nn Services this window was opened, To modify a setking that is unavailable, shut down the
All services offered wirtual machine and then reopen this windaw.

11 Snapshot File Location
CiWirtualMachines! Guestil
5.“5 Smart Paging File Location
CwirtualMachines|Guestol —
ib) Automatic Start Ackion
Restart if previoushy running w

QK | | Cancel | | Apphy

6. Take note of the path under Virtual hard disk.

As Jeff can see the storage for this particular virtual machine is located on the local C: drive of the server
HyperV02. In the event of an interruption to service, this virtual machine would not be available, and in the case
of a hardware failure, the data may well be lost. Through the following steps Jeff will migrate the storage of
Guest01 to a shared storage platform and host the virtual machine on a Microsoft Failover Cluster to take
advantage of the Availability and Resiliency that clustering gives.
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Scenario: Migrating VM storage with SMB 3.0

Debbie has discussed with Jeff the importance of a particular server in the Contoso environment that houses
much of the code and development work her project team are preparing for release. Debbie needs to ensure that
the data is always available to her project teams who work in several locations and in different time zones, so high
availability is very important. She also needs to ensure that in the event of hardware fault, the server will continue
operating.

Jeff decides to migrate the server Guest01 to the cluster to ensure that the server is always on, even if one physical
server fails, and also if he needs to shut down hosts for maintenance. He also decides to take advantage of the
SMB 3.0 storage for the virtual machines, reducing the cost of implementing the highly available solution.

In this scenario Jeff will migrate the server Guest01 from HyperV02, to the cluster EvalCluster. The purpose for
this is to provide a stable, highly available platform that is resilient to hardware failure and loss of service. Prior to
configuring this, some specific changes have to be made to the SMB 3.0 share. These changes will allow live
migration to take place to and from the SMB 3.0 Share

Storage of Virtual Machines on remote SMB 3.0 shares is a new feature in Hyper-V 3.0 and provides the following
features:

e Ease of provisioning and management. You can manage file shares instead of storage fabric and logical
unit numbers (LUNSs).

e Increased flexibility. You can dynamically migrate virtual machines or databases in the data center.

e Ability to take advantage of existing investment in a converged network. You can use your existing
converged network with no specialized storage networking hardware.

e Reduced capital expenditures. Capital expenses (acquisition costs) are reduced.

e Reduced operating expenditures. You can reduce operating costs because there is no need for specialized
storage expertise.

1. Connect to the Active Directory server AD as an administrator and load Active Directory Users and
Computers

File  Action  Wiew Help

e« o Ee= Bm 2eaETER

] Active Directary Users and Computers [AD.contosa.com] MName Type
p | Saved Queries M APPCONTROLLER Computer
4 liﬂ cantoso.com 1 ppM Computer
b Builtin 1% ByvalBroker Computer
,j: Computers M EVALCLUSTER Cornputer
I+ .E Dornain Controllers 1A HYPERY02 Computer
1 [ ForeignSecurityPrincipals 1A HYPERYOS Computer

B | LostAndFound

= ; 1R HYPERVO Camputer
b [0 Managed Service Accournts .
p Progragm Data 1 OPSMGR Computer
b [ System 1% ORCHESTRATOR Computer
B ) Users 1 SERVICEMGR Computer
b [ NTDS Quatas 1 SERVICERMGRDY Computer
B TPM Devices 1AM Computer
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2. Click on View and tick Advanced Features

Wiew | Help

Add/Remove Columns...

Large lcons
Smmall lcons
List
(@] Deti
Users, Contacts, Groups, and Computers as containers

| \/| Advanced Features

Filter Options...

Custamize...

3. Next, right click the Contoso.com domain and select Find

4 lﬁﬂ contoso.com | 1
p ] Builtin Delegate Contral..,
r O Compute| Find...
F '_il Domain g Change Dormain...
:: g EZZ:.EnndS: Change Dormain Contraller...
b ] Managed Raise domain functional level,.,
- || Program Cperations Masters..,
[ ._:l Systemn Mewr 5
E g f%l-.lfl?[;; Qu All Tasks »
B[] TPR Dewi Wiy .
Refresh
Export List...
Properties
Help

4. Change the Find: box from Users, Contacts and Groups to Computers

File Edit ‘Wiew

Find: |Users, Contacts, and Groups % | [r: |£§ contozn.com V| | Browsze. . |

sers, Contacts, and Groups
= . ed

Printer Fitrd Mo
Shared Folders
Organizational Units
e
Custom Search
) Clear &l
Common Queries
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5. Type in HyperV02, then click on Find Now

File Edit Wiew

Find:|Computers v| In: |fﬂ contoso, com v| | Browse... |

Computers | &dvanced
Fitnd Mowy
Cornputer name: | Hypervoz|

Cwnier: |

=2

Role: |,qm,-

6. Right click on HyperV02 then select Properties

Mame tlachine Role Quyner

i tioh
Delete
Add to a group..,
MNarme Mappings...
Disable Account

Feset Account

<] Vowe. 5]

Manage

| Properties |ﬁ

Displays the properti
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7. Click on the Delegation tab, tick Trust this computer for delegation to specified services only, and tick Use
Kerberos only. Click Add...

Pazsword Replication | Location | Managed By | Object | Security I Dial-in
General | Operating System I Wermber OF | Drelegation

Delegation iz a securty-sensitive operation, which alloves services to act on
behalf of anather user.

(2 D not trust thiz computer for delegation
() Trust this computer for delegation to any service [Kerberos anly)
(®) Truszt this computer for delegation to specified services only

(0 Use arw authentication protocal

Services to which this account can present delegated credentials:

Service Tppe  User or Computer Port Service M

<l

[ Expanded

Cancel | | Apply | | Help

8. Click Users or Computers...

To allow services o be delegated for a user or computer, select the appropriate
users or computers, and then click the services.

To select one or mare Lser ar computer names, click
p . Users or Computers. .
|Jzers or Computers.

Available zervices:

Service Tppe  User or Computer Service Name [

|| Cancel |
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9. In the object name box, type in HyperV03; HyperV04, click OK

Select this object twpe:

|L|$er$, Computers, Built-in secunty principals, or Other objects | | Object Types... |

From this location:

|cu:untusu:u.cu:um || Locations... |

Enter the object names to select (examplez]:

Hyperv03; Hyparv0d] Check Mames

==n)

10. Scroll down and select Microsoft Virtual System Migration Service for HyperV03 and HyperV04 (hold
the ctrl key to select multiple items), click OK

To allow zervices to be delegated for a uzer or computer, zelect the appropriate
users or computers, and then click the zervices.

To zelect one or more uzer or computer names, click [ —
Usgers or Computers.

Available services:

Service Type Uzer or Computer

megzenger HYPERW(O3

Microzoft Vitual Conzole Service HYFERWD4
HYPERW03

HvPERYD4
HvPERYO3

mzizerver HvPERW04 E
<] [>]

|| Cancel |
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11. Click OK to close the HyperV02 properties

Pazzword Replication I Location | Managed By | Object I Security I Dial-in |
General | Operating System I tember OF | Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another uzer.

() Do niot bruast this computer for delegation
() Trust thiz computer for delegation b any service [Kerberos anly)
(®) Trust thiz computer for delegation to specified services only

® Uze Kerberos anly

() Use any authentication pratocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service M
Microgoft Vir... HYPERWVO3
Microzoft Vit HYPERWO4

<

[] Expanded [ Add || Remove

Cancel | | Apply | | Help

12. Repeat the above steps 5 — 11 for HyperV03 and HyperV04. The following delegation roles will need to
be added to each server:

13. HyperV03

a. CIFS HyperV02
b. Microsoft Virtual System Migration Service HyperV02
c.  Microsoft Virtual System Migration Service HyperV04

14. HyperV04

a. CIFS HyperV02
b. Microsoft Virtual System Migration Service HyperV02
c. Microsoft Virtual System Migration Service HyperV03
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Next Jeff will need confirmation that Guest01 experiences no loss of service during the migration. A simple way to
check this is to set up a persistent ping to Guest01 and confirm that no pings are dropped during the transfer.

1. From HyperV02 open Server Manager and confirm that the Dashboard is open. From the Tools menu
items, select Hyper-V Manager

Manage Toals View Help
Component Services
Computer Management

Defragment and Optimize Drives

Event Viewer

Hyper-\ Manager

iSCSI Initiator

Local Security Policy

QDBC Data Sources (32-bit)
QDEC Data Sources (64-bit)

Performance Monitor

Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memary Diagnostic

Windows PowerShell

Windows PowerShell (x86)

Windows PowerShell ISE

‘Windows PowerShell ISE (x86)

vers

eabilit Windows Server Backup

2. Click on Guest01 in the Virtual Machines pane

Virtual Machines

State CPU Usage

Running 0%

Running 0%
| Running ]
i Running
é Opshdgr Running 0%
é Orcheztrator Running 0%
é Servicebgr Running 0%
é Serviced griDia Running 0%
= WMM Riunning 2%
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3. In the Guest01 box at the bottom of the console, click on the Networking tab, and take a note of the IP
address. This IP address is the network address for Guest01 and will be used in the next step. In this
example the IP address is 192.168.1.109

Guest01

Adapter: Metwark, Adapter [Dynaric MAC: 00:15:50:8E:F8:0F)
Connection:  External Virtual Metwork

IP Addresses: 1327163.1.103, fe80::f353:1 ach:eA23:e205

Status: (]

Summary | Memary | petworking | Feplication

4. On HyperV02, load the Command Prompt, and type in the command ping <Guest01 IP> -t then press
return. This will now set up a persistent ping to the Guest01. In the previous step the IP address was
192.168.1.109, so in this example the command used would be ping 192.168.1.109 -t

5. Leave the Command Prompt box open so you can review the results of the ping

(== |

E3 Administrator: Command Prompt - ping 192.168.1.109 -t

icrosoft Windows [Uersion 6.2.920081
Cc> 2812 Microsoft Corporation. All rights reserved.

m | >

NUserssadninistrator .CONTOS0>ping 192.168.1.168% —t

Pinging 192_.168.1.18%9 with 32 hytes of data:

i 2 92.168.1.189: 32 time{ims TTL=128

1. H 2 time<{ims TTL=128
. H time{ims TTL=128

2

2 time{ims TTL=128
2 time<ims TTL=128
% time<1 TTL=128
2
2

time{ims TTL=128
time<{ims TTL=128

: hytes=32 time<ims TTL-128
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The next steps will make the SMB 3.0 share available to the HyperV cluster. This will be used for the shared
storage of Guest01

1. Load the Virtual Machine Management Console and log in as Jeff. Click on VMs and Services

VMs and Services

Fabric

m o |y

Library

|}

Jobs

Settings

2. Expand All Hosts, right click on EvalCluster, then select Properties

4 [7] All Hosts
- . EvalCluster =
Create Service
# Hypervo3 N ) ]
? HyperV4 2 | Create Virtual Machine
# hypen02 % |Refresh

%353; Optimize Hosts

% | Mave to Hast Group
i | Uncluster

!ﬂi Add Cluster Nede
ﬁ?— Validate Cluster

& | View Netwaorking

== | Remove

| Properties
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3. Click on File Share Storage, click on Add

General File Share Storage

Status The following file shares will be available as storage locations for VMs deployed to nodes in this dluster:

File Share Path Access Status | Free Space | Total Capaaity

Available Storage

File Share Storage

Shared Volumes

Virtual Switches

Migraticn Settings

Custom Properties

Repair H Add... || Remove |

Use an existing Run As account to access file shares for ongoing operations.

Run As account:
.

4. On the Add file share window in the File share path, type \\Hyperv02\SMB3Share click OK

Specify a valid SMB share path to use for Vi
deployment

Filz share path: |\\HYPEI'V02\SMB3SharE |v|

To register a file share to this cluster, select a managed file share from the
list or enter the UNC path for an unmanaged file share.

For managed shares, VMM grants file share access to the Active Directory
computer account for the virtualization cluster and the VMM cluster
management account. For unmanaged file shares, ensure that the Active
Directory computer account for the virtualization cluster and the VMM
cluster management account have access to the file share,

To bring a file share inta management: in the VMM console, open the
Fabric workspace, click the Providers node, and then click "Add Storage
Device"
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5. Click on the Browse button next to the Run As account box, select VMM_RunAs_Contoso Click on OK

Select a Run As account

Name Description

NT AUTHORITY\System

MNT AUTHORITY\Locals...

MNT AUTHORITY\Netwo...

VMM_Runhs_Contoso VYMM_Runfs_Contoso Administrator

| Create Run As Account |

ok || Cancel |

6. Confirm your settings then click on OK

General File Share Storage

Status The following file shares will be available as sterage locations for VMs deployed to nodes in this cluster:
File Share Path Access Status Free Space Total Capacity
WiHyperV02\SMB3Share

Available Storage

File Share Storage

Shared Volumes

Virtual Switches

Migration Settings

‘Custom Properties

Repair || Add... || Remove |

Use an existing Run As account to access file shares for ongoing operations,

Run As account: VMM_RunAs_Contosa
v [ox [ oma ]
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This final step will start the migration of Guest01 from HyperV02 to EvalCluster.

1. Load the Virtual Machine Management Console and log in as Jeff. Expand All Hosts, click on HyperV02

VMs and Services <
'7,}' Tenants
&2 Clouds
< WM Metworks
Storage

4 | 7] All Hosts
- .EvalCIusler
# Hypervo3
F Hypervid
i hyper02

2. In the VMs pane right click on Guest01 then select Migrate Virtual Machine

Create »

Shut Down

Power On

Power Off

Pause

Resume

Reset

Save State

Discard Saved State

Migrate Storage

Migrate Virtual Machine

Store in Library

Create Checkpoint
Manage Checkpoints
Refresh

Repair

Install Virtual Guest Serv

Connect or View 4

Delete

X et oucGnHsrBSCO T=0cE | *

Properties
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3. Wait for Virtual Machine Manager to assess your servers and provide the scores for each of your hosts.
Tick the box Make this VM Highly available, and Virtual Machine Manager will now reassess the
servers and score their suitability from a high availability perspective. Select HyperV03 then click on Next

Select Host

Select a destination for the virtual machine

Select Path Destinations are rated based on the virtual rachine requirements and on the default placement options,
Select Networks Expected Utilization... Make this Wi highly available
Summary
|Search p v||n |AHHosts
Rating 7 Destination “Warni...  Transfer Type  Metwo..,
W WY ﬁ l Hyper/03.contoso.com 3 Liwe (Sh)
9 % WY * l Hyperd.contoso.com 5 Liwve (Sh)
ey B frieent hosti - homend? contnsn ZE i Stara

Placement has finished calculating ratings for each potential destination of this virtual machine,

@Datails

Details | (i) Rating Explanation | () Starage Area Network (SAM) Explanation

Description
Status 0K
Operating system Microsoft Windows Server 2012 Standard

Previous || Mext H Cancel ‘ 4

4. Confirm that the SMB 3.0 share on HyperV02 is being used, don't change any other settings, click Next

Select Path

Select Host Select storage locations on the host for the virtual machine files

Select Path
l Selected host: HyperV03.contoso.com

Select Networks

Storage location for VM configuration:
WHyperV02.contoso.com\SMB3Share

Summary

[] Add this path to the list of default storage locations on the host

(®) Automatically place all VHDs with the configuration
() Allow VHDs to be placed individually

Transfer over the network even if a SAN transfer is available

Previous || MNest || Cancel
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5. On the Select Networks window, leave the settings are default then click Next

Select Networks

Select Host Specify which virtual switches to use for the virtual machine.

Select Path

l Selected host: HyperV03.contoso.com

Select Networks

Virtual Network Ad... | VM Network ‘ Virtual Switch Port Classification

Summary

Network Adapter 1 {Virtual - Virtual Swi.. | External Virtual N [ ][ o Port Classificar | 7]

Restore defaults

E.j} The Virtual Switch column contains the virtual switches that are configured for each physical network
adapter on the host

Previous || Nea || Cancel

6. Review your settings, then finally click Move

Select Host Before you migrate the virtual machine to the new host, review the

Select Path settings that you chose View Script

Select Networks

Wirtual machine: Guest01
Source host: hyperv02.contoso.com

Destination host: HyperV03.contoso.com
Path: “HyperV02.contoso.com\SMB35hare\Guest1

[[] Start the virtual machine after deploying it

J} To migrate the virtual machine, click Move. You can track the progress of this job in the Jobs
workspace,

Previous || Move || Cancel

Experience 1: Manage Private Cloud resources

98



While migration is taking place, look at the ping results in the command prompt on HyperV02. You should find
that there are very little, if any dropped network packets during the migration. Small fluctuations in ping times and
a small number of dropped packets are expected during the final handover of the migration.

With the completion of this step Jeff has successfully migrated the non-highly available Guest01 to the newly created
highly available failover cluster. Not only is GuestO1 now highly available, but it was migrated with no downtime or
loss of service. The virtual machine was also migrated with no shared storage between the two nodes — an excellent
example of Shared Nothing Live Migration. Virtual machines can be migrated between different Hyper-V 3.0 hosts
that share no commonly accessible storage with no downtime.

Scenario: Using remote SMB storage shares on a VHD

Now that Jeff has performed the migration, he investigates the virtual machine settings in his recently
implemented Virtual Machine Manager environment. Jeff will confirm that the storage of Guest01 is now located
on the SMB 3.0 share located on HyperV02, and that the VM is running on the cluster EvalCluster.

1. Load the Virtual Machine Management console and enter the username contoso\Jeff and the
password pass@word1. Click on Connect

o e

System Center 2012

Virtual Machine Manager
Servr name: locathont 3100

} Line cument Mcrosoh Windcus sesson Sessity

B Speciy crsdersivn
Uses mame:  comtanclel
PR oo =
Actomuteally comect with Bate settings Connect | [ Cancel |
2. Click on VMs and Services
Servcey Funerg
B vum Funnng
CRrv— Funrrg
oo [
Guret Runeg
WM and Services
L0 Fabeic
B by
[EF™
7 Seitngs
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3. Expand All Hosts and click on EvalCluster

¢

A
&) Fabre
& oy
L sotn

4. Right click on Guest01

§§

Ii
2

T
§§§§¥'

jt

X P @IoRG U rECLOT=OCH+

FTETE

|

5. Left click on GuestO1 and select Properties then click on Hardware Configuration

Comvert 12 e By irtusd havd dish

Comgact vrtual hard dirk

Dwperdencies gt vartual hardd dib (58} T
naton ez
Acoea
peateng rystem for
2 Deviees s
Guesall
Vorws Lenpt oo
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6. Click on the Hard Drive 0 under IDE Controller

Generst ol Sve s | News . Dk ) ST Adupter BOVD B Nebaost Adigtir | 75 Remive
® Gianeral [
O Frocesrar
otz anne
- Memony Prietiey ehanesel 00 0o se)
sizmp
~ kel Fropy brive
et | | [TTreerp————- e T R —
Custom Properes. T coM1
e & i
ey oMz
Nare,
ctions. W5 Video Adupber \r et
Distn vt 3.
Comvert venual disk b VD format
Semvcing Window % Bus Configeration
[5G Weoriens | Canvertto fs i type vl hard disk
Dependences 2 Drces sttach. Compartvirual hard disk
Expund vetual Baed sk =
aidation Erary o Lo 7
azeens
Contint the aperating rystem for the vitual msching
Ve St e S

7. Confirm that the location of the drive is now \\HyperV02\SMB3Share
8. Click on OK

At the end of this scenario Jeff has confirmed that Guest01 has been migrated from HyperV02 to EvalCluster
and is utilizing a remote SMB Share for storage of the virtual hard disk.
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Scenario: Using replication for shared nothing failovers

Now that the Guest01 server hosting the critical data is highly available, Jeff decides to implement another feature
of Hyper-V in Server 2012 to ensure business continuity in event of a total site failure. Setting up a replica allows
for a shared nothing failover to another Hyper-V host using Windows Server 2012. This means a quick and simple
way of ensuring continuity with the virtual infrastructure, especially if the hosts are in different geographic

locations.

Jeff also notes that one of the features of Hyper-V Replica is the ability to change the IP address of the virtual
machine when the failover occurs. This ensures the server can communicate on a different subnet with no
intervention from the administrators during failover.

In this scenario we will replicate Guest01 from EvalCluster back to HyperV02.

1. Load the Hyper-V console on HyperV03

Windzwr Firewall with Acvanced Secusty
Windows Memary Diagnastic
Windze Powerihel

2. Right click Guest01 and select Enable Replication

« | = B
B Pyt ¥ Mgt
e v Virtual Machines

i e CPUURIgE Asuigned Mamory  Upbme Trwn
i Oumen Purrirg 0% L) 7
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3. Click on Next

%a Before You Begin
L ecoevouteon |
‘Soecty Raghca Server Oy crmputer.
‘Spechy Connection B verky th, e th spectied Rephca
Farsmaters s, deking
[pe——— el
Corfigua Bacoveey History
[ L—
Potterd
Sy
] 0 ks s e g
e sbout erabing replcation e 3 vt maches

4. Type in the name HyperV02

o A |

5. Click on Next

%a Spedity Connection Parameters.

Bulie Yom Bagn Reghcaserveri  [4peril contoss. com 1
Soucy A berve Rakcs gt [ 0]
dtharecaon Tyve
®
Choee il Sagicaton,
Hathd B
Sumary =

B Comprass the data that i armited over the retwsrt.

[emosos | [ce> ] [ ovit ] [Ccmen ]
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6. Click on Next

| e e N
aa ‘Ohoose Replication VHDs.

Selirs o Bogr

Specky Rgca 5 SV unadfor & dedicated pagrg Fle

SIS 3200, 16304 kb, ) st | 207251247 _oar]

<pwcn | [ mets [ eeen | [ el |

7. Click on Next

Spchy the e of recovery s 1o s,

-

L cictoresecner oo ISR
Choos Indiad Replation

recovery paints

<hevos | [ mets | [ e | [ one |

8.

Leave these settings default, click on Next. (For the purposes of the evaluation guide these
settings can be kept at default, although it would be good to familiarize yourself with the delivery
options for your initial replication.)

[ Y )

‘Specty Rephca Server

Brantemed to the Rl server.
Faramaters

[T
Indial Replcation Method

®

o
[ ————
Sy

o

Craass this sption

T restorssd vetusl machine vl b used a5 the ksl ooy

 Start rephcation mmedately

O Start rophcation on:

iz @- | [wom B

0 10 Wednesdny, Deosmibes 26

[emeson | | s || remh | [ caen |
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9. Click on Finish

Befors o Begr.

Spacty foglen Server

Spacty Corrmction Descripton:
Fararters

Chooss Repcation Wk
Corturs Rocsvery Hitery Compreia data: o

T erun replestio, wnd che She e, el Frash.

< Preven | [ e ][ cwem |

At the end of this scenario we have successfully replicated Guest01 from EvalCluster to HyperV02. Hyper-V
replication is not a point-in-time snapshot and the data will be constantly replicated from EvalCluster to
HyperVo02.

Now that the replica has been configured, Jeff has successfully implemented a robust business continuity solution
without having to purchase additional hardware of software. This will ensure the cost of business continuity for
Contoso Electronics is kept low.

Synopsis

Jeff has successfully implemented several features that will allow the Contoso Electronics company to continue to
work in the event of hardware failure, or if maintenance is required. Previously, work would stop for several hours
when Jeff needed to patch his servers or upgrade hardware. Now he can implement improvements and
configuration changes to his infrastructure without interrupting the business. This is critical as it allows Jeff to
ensure the infrastructure continues to supply the business with always on and efficient supply of computing power
to continue to grow and operate.

Setup and

Introduction deploy your Experiences Other Info
Private

Links to other cloud

areas of interest \YETETeTS Manage Private \ETEL[ Reporting

Private Private Cloud Apps in the insights of
Cloud Cloud Automation Private the Private

Resources Capacity Cloud Cloud

Experience 1: Manage Private Cloud resources 105



Experience 2: Manage Private Cloud capacity

Once Jeff has a Private Cloud in place it's time to take advantage of the features of Windows Server 2012 and
System Center 2012 SP1 to increase your capacity or manage your workloads dynamically without downtime.

In this Experience we'll step through three scenarios:

e Dynamically expand storage for workloads
e Modifying network resources of VM's
e Using dynamic memory to improve workloads

Scenario: Dynamically expand storage for workloads

In this scenario we can see how the Jeff can dynamically expand the storage capacity of a server utilizing the
Storage Spaces features in Windows Server 2012 without interrupting service.

Debbie has informed Jeff of upcoming projects that will require large amounts of disk capacity for storing SQL
databases for a new Sales application that is being developed. Jeff assesses the current capacity and identifies
that it will not meet the needs of the business. Jeff also realizes that he does not have enough budget this month
to purchase new disk for his storage server.

Jeff identifies that he has a pool of different size disks left over from previous projects and hardware upgrades
that is still functional, but because they are all different sizes they cannot be included in a typical RAID volume.
Jeff decides to take advantage of the Just a Bunch Of Disks (JBOD) features of Server 2012 and present these disks
in a pool to the project team for storage. He will also allow for growth on the volume in case the project overruns.

1. Load the Virtual Machine Manager console, select Use current Microsoft Windows session identity
and click Connect

"& g?;{em Center2012

Virtual Machine Manager

Server name:  localhost:8100

Example: vimmiserver.contoso.com:8100
®) Use current Microsoft Windows session identity
) Specify credentials

User name:

Example: contoso\domainuser

Password:

(0 Automatialy connectwith these setings
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2. Click on VMs and Services and click on All Hosts

W and Servions. o W
o Tonanss B —
s Clensts J—l—"’"
% | B pplontroter
whe WM Harworia :’. % 5
1 Storage | & 20
|2 et B cpoige
| B Servceiiyr
| B wam
| B Crenestinser
| & oo
| 8 Goen

WM and Services

A Fabec
B by
] tekn
2] g
3. Click on Guest01
-.!r-u:“ I
s Ol [ [teme | St - | Vsl Machine Seste
e |ﬁ» appConmoie Humnng Fenrung
B Serscehigiw Rumning Running.
Stoage & a0 Ruanng Rannng
¢ M ety | Costyr Busnng Funning
| Servcebiye L] Funring
& v Ruming Running
& Crcremince Rusrng Funsang.
& oowm Rumring Rumeing
4. Right click Guest01 and click on Properties
= Hame -
Farduare Corbguraten
Chechpents Computer nase: WIN-UGEAD1658T4
Semngs Clhonat
F. Tree: e Vetusl Mackics:
[oaen 2012 Dutscenser =l
Sarcing Windowi Wirtual maching guest sereces: B.25200. 1388
Dependensied Acded: Wednesday, 19 December 2012 1181 am.
P | Modfed Wedneiday, 19 December 2012 1231 pm.
= (o] [Camat ]
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5. Click on Hardware Configuration

General el Srve s | Moo Dk 3 50T Adapter WENWD B Batweark Adupter | 74 Remowe
2 Geneial ] [ 520016398 aemaitre.minB i 1207251247 strver.se
bid Fracernas
T peoceid Channel
n2ME
Checkpoents. H Flappy Drve.
Hoblads Caphs \irbypervii.contase.com B Share e t0TRH] | Browse—
Cuatom Propertes 7 com L]
Hors 2 vedimd st ioe
e » ot ’ ek vy
Horm
Actions B Video Aduptar P
Dedand vades o
Comrt vartual desk o VRO fosmrat
Sarviciny Windemm: & flus Configuation o
T Devicer Cormart to Fued type vtusl haed del
Dependancer 2 Dievices stach. Compact vitunl hied deit.
a Guemd od i o B
el o Expand virtusl hard disk (GE): 1 _1
€ Virtus! DVD
iz HoMedaCa
S Adigter 0
O Devics stach
P Cortand the opersing fystem for the virtual machne
View et o] o]

6. We will be adding 3 SCSI disks to Guest01 as it will allow us to hot-add storage without
rebooting the guest OS.

7. Scroll down until you can see SCSI Adapter under the Bus Configuration and select SCSI
Adapter

I Srve s | W o Ditk ST Aduptar SENVD B Betwark Audapart | 7% Ramowy
T Froppy Doe - [ T

Ho ke Cagirndd

]
Suta
e
Hom
Checkpeints
Cunsom Progetes
Settings
Actions
Dependences

T comi ‘_‘
Norw

8. At the top, click on New: Disk, change the size of the disk to 10 GB and click on OK

Genensl ol Save s | New . Disk 3 ST Adupner BDVD B Platwcst Adigtes | 7€ Reenove
el Fropey e - Gued ik, 1
States N Mot Caghuns =
7 oM Channal:
=X Savainra
7 comy
Crecigants Nare: L
o
O Fepdie ) Create » new srtunl haed disk
o Pasa through te physical deive on hast
2 Ut w bocl virtaal Iard sk avendable o the host
Actions
e
.y Saze (000 E 5]
Degendences Fin e
¥ [t st 1
Vaidation brrors ey
wccest
L] Contusns e oparating system for thee virtusl machine
o]
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9. Wait for the VM to finish updating, then repeat the above steps to add an additional 2 disks.
These disks will need to be 12GB and 15GB in size.

10. At the end of this you will have three additional disks assigned to Guest01, these will be 10GB,
12GB, and 15GB in size. When we created the disks, VMM will automatically place the created
disks in the same location as the current Guest01 VHDX files. If you look at the SMB3Share on
HyperV02 you will notice the newly created VHDX files.

11. Connect to Guest01 and within Server Manager, click on File and Storage Services.

i Local Server
B8 Al Servens
BE Fite and Sorage Seneces

Experience 2: Manage Private Cloud capacity 109



14. In the Before you begin screen click Next

Before you begin
Aher
g e space which
Storage Poci Name optratiag system.

T tuch s
To comtinge, cick Nt
Loar more ot mioxage pock
] D't thow this page again

= =

15. In the Storage Pool Name screen, type Pool01 into the Name field, click on Next

Specify a storage pool name and subsystem

Safore ou Begn Mame: L
Bescrption: |

Fhysical Ditks
Managed by niasie ta Subyyiten  Prmeedial Peel
GuestOl [ Stonge tpaes Prmordal

< Preveus | | e s Create Cancel |

16. In the Physical Disks screen tick the 12 GB and 15GB disk. Do NOT select the 10GB disk. Click
Next

Select physical disks for the storage pool

Bty o Bagin rage poci,

Total stlected capacity.  2T0G8
D Seternong these hsios il create & local pool

< Preveus | | Meats Create Cancel |
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17. Click Create

Confirm selections

Safore You Begin Confinm that the following are the comect settings, and then click Create.

orage Podl Narma STORAGE POCL LOCATION

Fhysical Disks F— Gomi
Couster rode Hot Chastered
Shmrage wbetem: Sorage Spaces
‘STORAGE POCL PROPERTES.
Hame: ool
Capacty: Y
PHYSICAL DISKS.
PryscalDak? (GuestlT) 12068
PhyicalDik iGomsdT) 150 GB

[croms] | o> | [ e | [ Comcm |

18. Once completed, tick the box that says Create a virtual disk when this wizard closes and then
click on Close

View results
iou have successfully completed the MNew Siorage Pool Wizerd,
Task Progres Stabus
Completed
Create sioage pool —— e
| peas Congted

A Crenne 2 vartual ek i s weed cioses

<preom | et e

19. The New Virtual Disk Wizard will now open. Click on Next

T 1|
Before you begin

Secrage Posd A virtual sk

00 Dot show shis page agen

<roion] [T [ oo | [
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20. Select Pool01 and click Next

Select the storage pool

Bafore O Bigin Stonage poot
Pocl Haree

Maraged by | Avalable s Capacity Free Space | Sukeptes
Virtual Ditk hame

=

21. Name the virtual disk VirtualDisk01 and click Next

Specify the virtual disk name

Beters v B Nome VoGt
5w Fool

= Deterpton
Storagh LSt

e

22. Select Simple and click Next

Select the storage layout

Bt Vo Begin Lyt _ Darrptom )
5 Fool Smpe ] -
= - increbsing INCUThEAL Bun detrensin resatsbey, Th stovage
Virsaal Dk Name
Fasity 2 ik fasure.
Provitining
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23. Ensure that Fixed is selected and click Next

Setore vou Begn
St Pocl
Wirtual Disk Nama
Sroragt Layod

S

Specify the provisioning type

Proviioning type:

) Fised

o] ()

24. Tick the box Maximum size and click Next

Bafor o bigin
Sarage Fool
Vet Dk e
sacrage Layout
Provisioning

Confrmmasion

Specify the size of the virtual disk

By default, Windoy

‘ol thare s suttcien free tpace.

e stonage ool

Storage postfen seace: 25068

© Speckysize

Virtual disk sz [a [7]

) Mariouen ize

[ crene | [CemaiT]

25. Click Create

Canfirm selections

Balore 'ou Bagin
Sacrage Poc
Virtaal Disk Biama
Saorage Layout
Freviicning

sw

Confirm that the following ane the comect settings, and then chick Create.

VIRTUAL DISK LOCATION

Sereer o)
Subpytem Seeage Spaces
Secrage post mame Pooldl
Saam: o

Frew space: noes
VIRTUAL DHSK PROFERTIES

Namra: VertuaOakdt

Storage Lyt Simgle:
Provoring type Fed

[Srwaeus | | het» | Crome | [ Cament
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26. Ensure that the Create a Volume when this wizard closes box is ticked, click on Close

View results

The Mew Virtual Disk Wizsed successfully completed.

Tosk Brogeess [ |

F Crewne & vadume when s maaed cioses

< Prevens | [ Nea» Cancel

27. The New Volume Wizard will now open. Click Next

Before you begin
[ oec oo ] e s 1 s -

Server and Cisk

T contins, chck Kint.

] Dot s this page again

e ]

28. Review the settings and click Next

Select the server and disk

[ Seren
Provacn ts St Cuter Fole  Davtnation
e
(et ) [ ]
=
Dk Vil Dk Capacity Free Space | Subsyiness
ik VietalDkd1  220GE 1908 Storage Spaces
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29. Confirm the size of the disk as 21.9GB and click Next

Specify the size of the volume

Before ou Begn dnaanie Cappotyt 219 GE
Sarew and Cist Merumum s B0 ME

—p— s

Do Latmae o Foidar

Cre

30. Select the drive letter E: and click Next

Assign to a drive letter or folder

Bafore o Bagn ) - B iy
Server and Oisk
. iz e
D
Pl Sy Settogh ) Tha folloming foder

) Dot g 15 o drive e o sker.

Crne

31. Change the Volume Label to Data and click Next

Select file system settings

Bt ' Begr Fim sy
Sarvar and ik ) T
Sie .

Driv Lamar or Feider

Conlrmpson Tcharacter 4 1ba

[ ] [CemaiT]
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32. Click on Create

Confirm selections

Confirm that the folowing are the comect settings, and then click Cresne.

WOLUME LOCATION

Completion
iou harve successfuly completed the MNew Volume Wizard.
Ttk Frageem. Seatua
Gather iloraanan S ergheted
Complated
Completed
=1 Completed
X ot

34. Within Server Manager, click on File and Storage Services and click on Volumes

a o W

A Volume Staus FeSystemlsbel  Proveioning Capschy FreeSpace Dedupbostion Rase

4 Guestd1 ()

006 0GR

Confirm that your new volume is listed there and the free space is correctly reported. If you did not give your
newly created drive the drive letter of E: then take note of the Volume letter here. This information is required for
the next step.

35. Copy the VHDtool.exe Application from \\HyperV02\SMB3Share to the folder C:\Tools on
Guest01

Experience 2: Manage Private Cloud capacity 116



36. Open a command prompt by moving to the bottom left hand corner of the screen, opening the
Start screen and typing CMD. Click on the Command Prompt icon. Browse to the folder that
VHDtool was downloaded to by typing cd c:\tools.

Teols

37. Type in the following: VHDTOOL /Create E:\Test.VHD 22987654321 and press enter. If you
created your new drive with a different drive letter then change the above command accordingly.

38. You will now have 21.4GB VHD file on your volume. Close the command prompt.
39. Load Server Manager, click on File and Storage Services then Volumes

* Volumes *

VOLUMES

40. Take note of the free space on the E: drive and the fact that the Percent Used is now in a red

emergency state

41. Click on Storage Pools
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42. Right click on Pool01 under Storage Spaces

5 - cage poci, vy ik phould e wlocated #s bt ppanes that relace faied
ks

[ Sict | Mame Copacity Bus  RPM | Model Wocaton Cranss

o PoyseaiDesi] - 100G 5081 Vs Dk desomatic ®

[t ]

he s30rage pos

Total srected capacity WD GE

45. Right click on VirtualDisk01 under the Virtual Disks panel

VIRTUAL DISKS
Peil] n Guestll! Ty - Posill o

File

Exterel Virtusl Disa._
Dwtate Virtual Dak

46. Left click on Extend Virtual Disk

VIRTUAL DISKS
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47. Input a new value of 28GB and click on OK

| Comemtsce 22008

Newsze M G |-

48. Click on Volumes in the left hand pane

= voLumEs
Servers W 2 voturnes | 2 1o

Deses

Storage Pocts

4 Guestdl (2)
E

49. Right click the E: drive and select Extend Volume

VOLUMES

4 Guessdl ()
e Scan File Syvtem for Eron hes 3w0cs
Uiarage Drsve Leser and Acess Paths.
Format_
| Estend Vouma

Dwiete Viskurme

Prapertes

50. Input the number listed under Maximum size (i.e. 27.9GB) and click on OK

[k Extend Valume

Comentrze  19GH
Masimen size: 179 B

Hew size Firl [=1]

51. Once completed, confirm that the E: drive has now additional free space.

VOLUMES

4 Guassl 7}

E o g s 16
[3 [ K001 100 -
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At the end of this scenario Jeff has created a single virtual

volume that spans multiple physical drives of varying sizes. |mporta Nt Note

This allowed him to utilize the disparate disks and combine

them into a single pool of storage for the developers to Do not delete the created VHD file as this
utilize. will be used in the following scenario.

He then added additional storage to the pool and extended

out logical volume when they over-utilized their assigned capacity.

This highlights the ability of administrators to take advantage of disparate disks they may have in different
locations to create large pools of storage. JBOD can become an inexpensive way to ensure that environments can
extend their disk resource with little new investment in infrastructure.
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Scenario: Modifying network resources of VM'’s

Jeff has noticed that a new server that has been implemented into Production that hosts the new sales application
is performing at capacity. In fact it appears to be utilizing much of the network resources of the underlying
physical infrastructure to the detriment of other virtual servers hosted on the same server.

Jeff needs to alter the configuration of the virtual machine without interrupting the service to reduce the network
throughput to allow other servers equal access to network resources.

In this example, the network load is generated using a large file copy.

1. Connect to Guest01
2. Using File Explorer browser to the virtual volume file created in the previous scenario in the E:\
drive labelled Test

i Hame [rv—r— Type e

I Desktop e Tent VI/VIONA 13T PM Fhard Drk Bmage e AEE
B8 Downloss

B Recent places

i Lnse
% Docurnests
o Muike
o Poetares
B vtens

B Computer
B Local Dush o0y
o Dea (B}

3. Right click on the file and select Copy

B Dwiitop o et VALIBATH LI PL_ By E Byage Pl AR
& Doweloss) i Mot
3 Racent places Open with_

B veteor Cruste shestzut

8 Computer Ransme
B Locw it 2y
a Duta )

4. Browse to \\HyperV02\SMB3Share, right click and select paste

ﬁ Home e View
o

= 1 [ L Netwsrk b Bypend? s bl 8
. Fame - Dot madified Type
I Diitop b Gunatt VAN HOOPM  Fie ldar

8 Dowsicaas
L Recent places
i Lraries
3| Documents
o Music
i Pactres View
H veteor Sartby
ezup by
 Computer Refresh
B Locu Dist 089
Custommioe this folder..
ca Data )

[ Pame
[T Pasie shostout

Progestis

Experience 2: Manage Private Cloud capacity 121



The Windows Copy dialogue box will now open and show you the speed at which you are transferring your file.
Click on More Details as this will show you a graph that displays the current speed of the transfer.

On a 1T00MB network this should be around 11.4MB/s on a 1000MB network this should be around 110MB/s.
Confirm the current speed that the file is copying at and take a note of it.

Copywg | Aem feom Dt (£ b0 smbishare
0% complete

Speed: 107 MBS

I

Hame: Test

i remasrun About 3 hosrs bad 33 mantes
Rams remairing: 1 (212 6B

() Fewer enads

5. With this window still open, open the HyperV Manager console on HyperV03

e Aaman  View  Help

= 2[m B

23 Hyper W Minager
e Virtual Machines

tate CPUUssge  Auiigned Mamory  Upsime Sttt

Hama £
fRomt R s e wer

6. Select then Guest01 virtual machine and right click it then select Settings

B Fype ¥ Managar
e Himem Virtual Machines
rlum - st U Unage uﬁw Uptems Statur
Cannect...
———
Tuen OH..
Dhast pam
e
Pause
Raset.
Trapiat
| Mirve..
Snapshots Ranarme...
[ | Rephation
Help The peincted vebusl machre hat o inapshot.
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7. Click on Network Adapter

] Tragatot Ple Loxation ‘services e ot instaled i the uest operstieg Frstem.
[ S Y
o G
g Rephcatn
Lesding -

8. Under Bandwidth Management, tick the box Enable bandwidth management

2. Ity st Servces 0 Umalorr e i
Tttt

o e
A Srgbt Pla Lacaten, Services are ot rtalied 1 the Quest aperatng Fysten.
v cortma i [ | g
'] S dosn the
ity b emarecy
# O Westeaton
Py i 0
= =]

Experience 2: Manage Private Cloud capacity 123



9. In the Maximum Bandwidth box type 10. This will reduce the network to a TMB/s network. Click
on Apply

arces e it ke st Quett cperdEeg Erstem.

wan
opsmec. T mocify & settng that i uravaliti, shit down the
vt st ane then rmopen this reco.

[ J[ oo [[ a1

10. Go back to Guest01 and confirm that the speed of your transfer has been reduced. It should be
approximately TMB/s

Cepyinn 1 em foewm Dt (£ b srmbdibare

6% complete T

Marne Tt
Time remairing: &bt § howrs and B3 mintes
tems remnngs 1 (280 GE)

() Fawer dotais

11. Once you have confirmed this, go back to the Hyper-V Manager console and remove the tick
from the Enable Bandwidth Management tick box and click OK

‘servioes are ok nckaled e Quest cperating Syshem.

rtual machine and then recpen S sndow.

I -
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12. Once Bandwidth Management has been disabled, if you monitor the file transfer of Guest01
you will notice that it will have returned to its original speed.

Cixpyng | e Trom
6% complete

4

Hamee Test

Sperd: 10.TME/

Tirre sermaiing: Abcut I heurs ind 30 minutes
Bermu semaming: 1 (10568

() Fowes detait

At the end of this scenario Jeff has successfully throttled the network bandwidth of Guest01. This will ensure that
one virtual machine in the infrastructure will can be prevented from impacting other virtual machines hosted on
the same physical host.

Important Note

The minimum setting is another important feature as it
can ensure that an important server can continue to
receive a minimum amount of bandwidth in times
when all servers hosted on the same infrastructure are
under load. This can be utilized to ensure that
business critical applications continue to operate at
critical times of business flux.

Experience 2: Manage Private Cloud capacity 125



Scenario: Using dynamic memory to improve workloads

Jeff has noticed that at times of load the Sales application in production becomes non-responsive. During one of
these periods he investigates the SQL Server and finds that it has consumed all of the available memory. Jeff

decides to utilize the Dynamic Memory features of Hyper-V and SQL Server 2012 to allow the server to consume
more memory resources as it requires.

1. Log onto the Hyper-V server HyperV03, open the Hyper-V Manager and Select Guest01
2. Right click and select Shutdown

File  Action  View Help

+ 9 == BE=

35 Hyper-V Manager

53 HYPERVO? Virtual Machines

Marme - State CPU Usage Assigned bermory

I Guest(1 Runring
Connect...
Settings..,
Turn Off...
Shut Down,..
Save
Pause
Reset
Snapshot

Rewvert..,

kowe...
Rename..,

Enable Replication...

Help
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3. Once the server has shutdown, right click and select Settings and select Memory from the hardware
section

|Guest01 | 41 b |G

# Hardware W Memory

4}@ Add Hatdware
1 BIoS ‘fou can configure options For assigning and managing memory For this virtual machine.

Boot From CD Specify the amount of memary that this virkual machine will be started with,

Startup RAM: ME

Cryniamic Memory

B R Processor
1 wirtual processor
= [EE IDE Contraoller 0

a Hard Drive ,
9200, 16354, amds4fre.win. . [L] Enable Dynamic Memory

= = IDE Controller 1 i Rk ME

48 VD Drive
More Mazirnum RLAM: ME

(= ¥ 5CsI Cortraller
] Specify the percentage of memory that Hyper-¥ should kry to reserve as a buffer,
o Hard Drive i Hyper-Y uses the percentage and the current demand For mermary to determine an
Guestdl_disk_1_B2CF48F2. .. amount of mernary For the buffer,

a Hard Drive .
Guest0l_disk_Z_FOFCSF7a, ., Mermary buffer: 200 o
a Hard Drive
Guest0l_disk_3_FFDFERSZ, .. Memory weight

& @ Metwork Adapter Specify how to prioritize the availability of memory For this wirkual machine
External Wirkual Network, compared ko other wirkual machines on this computer.

2 comy -

Mone Law {J High

T comz

Mane 0 Specifying a lower setting For khis virkual machine might prevent it from
H Diskette Drive starting when other virtual machines are running and available memory is low,

Maore

‘You can manage the amount of memory assigned to this virtual machine
dynamically within the specified range.

A Management
] Mame
Gueskol
|§| Inteqration Services
All services offered

4. Set the following memory configuration and press OK

Dynamic Memory Enabled
Minimum RAM 512MB
Maximum RAM 1024MB
Memory Buffer 20%
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| GuestD1

v 4 @

R Hardware

-~

‘#ﬂ Add Hardware

& BIOS
Boot from CD

T Memory
512 MB

£l R Processor
1 Virtual processor

(= L IDE Contraller 0
(& Hard Drive

= il IDE Controller 1
4 DVD Drive
Mone
= & SCSI Controller
(—a Hard Drive

s Hard Drive
i@ Hard Drive

[# @ Metwork Adapter
External Virtual Network

" com1

Mone
" com2
Mone
| Diskette Drive
Mone
% Manag

9200.16384.amde4fre. win. ..

Guest01_disk_1_6204E29A...
Guest01_disk_2_C41BC64...

Guestd1_disk_3_B8CS5E60S...

Mame

Guestd1

*-| Integration Services
All services offered

i Memory

“You can configure options for assigning and managing memary for this virtual machine.

Specify the amount of memory that this virtual machine will be started with.

[ siw

Startup RAM:

Dynamic Memory

You can manage the amount of memary assigned to this virtual machine
dynamically within the specified range.

[+ Enable Dynamic Memary

—l
o v

Spedify the percentage of memory that Hyper-V should try to reserve as a buffer.
Hyper-\V uses the percentage and the current demand for memory to determine an
amount of memary for the buffer.

g

Minirnum RAM:

Maximurn RAM:

Memory buffer:

Memory weight

Specify how to prioritize the availability of memory for this virtual machine
compared to other virtual machines on this computer,

Low C High

ﬂ Specifying a lower setting for this virtual machine might prevent it from
starting when other virtual machines are running and available memory is low.
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5. Select Guest01, right click and select Start

Virtual Machines

Fs
Marme

i Guestd

State CPU Usage Azsighed Mermory Uptirme Shatus

Connhect,..

settings..,

| Start

Shapshot
Rewvert...
Mowe,.,
Export..,
Rename..,
Delete...

Enable Replication,.,

Help

6. Select Guest01, right click and select Connect

Virtual Machines

.
Mame

State CPU Usage Assigned Memory Uptirne Status
i Guestin R urning E % 512 ME 000042

Connect...

Settings..
Turn Off...
Shut Down..,
Save

Pause

Reset
Znapshot
Rewert..,
klove,.,
Renarne...

Enable Replicatian,.,

Help

7. Logon as administrator with the password pass@word1
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8. Download and extract, the Adventure Works 2012 sample database from codeplex website:
http://msftdbprodsamples.codeplex.com/releases/view/93587

9. Copy the downloaded database files to C:\Program Files\Microsoft SQL
Server\AMSSQL11.MSSQLSERVER\MSSQL\DATA

Home Share e
@ C%Program Filesyhicrosoft SOL Sen QL. WER \DATA| v| V] | ‘ Search DATA
a

< Favorites Marne Date modified Type Size
B Desktop | . AdventureWWorks2012_Database 14/21/2012 11:46 ... File folder |
8 Downloads [F master 127217221140 .. S0L Server Databa,., 4,006 KB
"] Recent places (& mastlog 12/21/20M2 1140, S0L Server Databa.., ThE kB
[ rmodel 12/21/20M2 1140, S0L Server Databa.., 3136 KE
[ Libraries [ rnodellog 12/21/201211:40 .. 30L Server Databa... S12 KB
@ Docurments 5l MS_AgentSigningCertificate T/ 1140 .. Security Certificate TKR
Ji hdusic A MEDEData 127217212 11:40 .. S0L Server Databa.., 17,088 KB
[ Pictures [ MSDBLag T2/21/22 1140 .. SOL Server Databa.., 20,096 KB
i Wideos [F ternpdb T2/21/22 1140 .. SOL Server Databa.., 8192 KB
[ ternplog 121221140 .. S0L Server Databa.., 512 kB

Lol Cornputer
L, Local Disk (T3
[ia OVD Drive (D SOLServer
a Data (B}

ﬁ Metnork

10. Start SQL Server Management Studio and click Connect

? WSewerzolz

Server type: | [atabasze Engine

Server name: | GLUESTOA

Authentication: | YWindows Authentication

|Jzer name: | GUESTOT \Adminiztrator

Fazzword: |

[] Remember pazaward

Connect || Cancel || Help || Optiong = |
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11. Select Databases, Right click and select Attach

aﬁ_
File Edit iew Debug Tools Window Help

Object Explarer
Connect~ 3 3J @ “F EQ
= Lﬁ GUESTOT (501 Server 11.0.2000 - GUEET
[ Catabases
[ Securit Mewe Database..,
[ Serwert

[ Replica
[ Abavays Restare Database..,

Attach...

[ Manag Restare Files and Filegroups...

[ Integra
[ S0L e

Deploy Data-tier Spplication..,

Irmport Data-tier &pplication...

Start Powershell

Reports

Refresh

12. Click Add
T Attach Databases = | = -
Select apage [ =
Script > Hel
A General S soimt ~ [T Helo
Datahases to attach:
MDF File Lacation Database Name Attach As i
< m >
Add Remove
Database details
Original File Mame File Type Current File Path Message
Connection
Server,
GUESTOM
Connection:
GUESTO1 Admiristraton
3 Yiew connection pioperties
Progress Remove
Ready

Experience 2: Manage Private Cloud capacity 131



13. Browse to C:\Program Files\Microsoft SQL Server\MSSQL11.MSSQLSERVER\MSSQL\DATA and click OK

Databaze Data File location: |E:'\F'rugram FilestMizrozoft SEL Server'\MSSD| |

-3 Boot Adventureia 2_[Data.mdf
Ej Documents and Settings L master.mdr
"Ei Perflogs [ model. mdr
= Program Files ) MSDEData.mdf
--Ej Cornmaon Files 0 tempdb mdf
[+~ Intermet Explorer
--Ej Microzoft Analyziz Services
--Ej Microzoft Help Yiewer
=-C0 Microsoft SAL Server
&-C3 100
=-C3 110
- 80
E-C 90
=3 M5S0L11.M550LSERVER
-0 M5SEL
--Ej Backup

-1 Binn

&£ JOBS v

File name: |-"3¥dVEﬂthEWka32U1 2_Data mdf | | D'atabase Data Files(® mdf)

Ok Cancel
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14. Click OK to attach the AdventureWorks2012 database

Selectapage 8 Seript + [ Help

2 General

Databases to attach:

MDF File Location D atabaze Mame Attach bz
C:“Program Files\Microsoft SOL Ser... El Adventurewiorks2012 Adventure'work:2012

<

“Adventurewiork 200 2" databaze details:

Qriginal File Mame File Type Current File Path tMeszage
Connection Adventurgiwiorks20 . § Data C:*Program Files\Microso. . I:l

Server  Adventursworks20... Log C:\Program Files\Microso. . I:l
GUESTO

Connection;
GUESTO1\&dministrator

.Hj Wiew connection properties

Progress Add Catalog... || Remave

Ready

Cahcel
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15. Select the AdventureWorks2012 database by expanding the Databases section in Object Explorer, right
click and choose New Query

Object Explorer * 0 x
Connect= 3 3 m 7 [#] L
= |B GUESTOT (501 Server 11.0,3000 - GUEST
= 4 Databases
+ [ Systern Databases
+ [ Database Snapshots
PR odventureiarks2012
+ [ Security Mewe Database..,
+ [J Sewnj:rO.hJects MNew Cuery
+ [ Replication Serint Datab
5 [ AhwaysOn High Svailabil Cript Uatabase a3 '
+ [ Management Tasks »
+ [ Integration Services Cata
Palicies b
|_-% 0L Server Agent (Agent
Facets
Start PowerShell
Reports k
Rename
Delete
Refresh
Properties

16. Copy and paste the following commands into the query window:

--create the table

create table bigtable (

id integer not null identity(1,1), --8 bytes
pad char(192) default " not null, --192 bytes
PRIMARY KEY (id) --? bytes

);

go

--fill with data
create procedure bootstrap_database
as
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begin

declare @cur integer = 0,

@block integer = 1000,

@table_max integer = 55 * 100000, --approx 1 GB every 5,500,000 rows
@sql nvarchar(max) = 'insert into bigtable (pad) values '

while @cur < @block

begin

set @sql = @sql + N'("ggqqqqgggggwwwwwwwwwweeeeeeeeeerrrrrrrrrrttttttttttyyyyyyyyy™),'
set @cur = @cur + 1

end

--trim trailing ,

set @sql = substring(@sq|, 0, len(@sql))
set @cur = 1

declare @handle integer;
exec sp_prepare @handle output, N", @sql

while IDENT_CURRENT('bigtable’) < @table_max
begin

exec sp_execute @handle

set @cur = @cur + @block

end

exec sp_unprepare @handle
end

go

exec bootstrap_database
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sl uey1.al - G Admnieator 65 [

Connect~ 2 3 m T g ; --create the table

= [ GUESTO1 (SOL Server 11,0.3000 - GUEST screate table bigtable (- .
id integer not null identity(1,1), --8 bytes
= 3 Databases

pad char(192) default '' not null, --192 bytes
+ [0 3ystem Databases PRIMARY KEY (id) --? bytes
% [ Database Shapshots Vi

+ {_-J AchventureWorks 2012
+ [ Security EO
+ [ Server Objects
+ [ Replication
+ [ AlwaysOn High Availability

--fill with data
—lcreate procedure bootstrap_database

+ [ Management ZZgin
+ [ Integration Services Catalogs declare (@cur integer = @,
|_% S0L Server Agent (fgent XPs disabl fiblock integer = 1088,
itable_max integer = 55 * 108888, --approx 1 GB every 5,560,000 rows
@sgl nvarchar(max) = 'insert intc bigtable (pad) values '

while f@cur < @block

begin
set @sql = @sql + N'(''qgqqgqaqqq rererrerrttttttttttyyyyyyyyy ')’
set @cur = @cur + 1

end

--trim trailing ,
set @sql = substring(@sql, @, len(@sql))
set f@cur = 1

declare (ihandle integer;
exec sp_prepare (handle output, N'', @sql

while IDENT_CURRENT('bigtable') < @table_max
begin

exec sp_execute (fhandle

set @cur = @cur + @block
end

17. Click Execute — this will take a few minutes to complete

File Edit ‘iew CQueny Project Debug  Tools Window Help
Pl T | S MewQuery [fyfyply (| % 2@ (9 -0 -S-5 g b | %
P | |AduentureWorks20‘I2 v|| ¥ Execute b Debug B o 25 =l | TR E | =2 | o
Obics Eporer -1 > 2 w-aamntar oy I
Connect~ 33 3d m 7 (2] .5 = the table
- 3 GUESTOT (SOL Server 11.03000- GUEST|| 7 Create fable bigtable (- =
id integer not null identity(1,1), --8 bytes
= [J Databases pad char(192) default '' not null, --192 bytes
+ [ Systern Databases PRIMARY KEY (id) --? bytes
+ [ Database Snapshots Vs
+ [;J AdventureWiforks2012
+ [ Security go
+ [ Server Objects
% [3 Replication --fill with data
£ Abays On High Availabil —lereate procedure bootstrap_database
e Y 9 ty as
+ [ Management begin
+ [ Integration Services Catalogs declare ficur integer = @,
|_% S0L Server Agent (Agent ¥Ps disabl @block integer - 1008,
itable_max integer = 55 * 188088, --approx 1 GB every 5,588,880 rows
@sql nvarchar(max) = 'insert into bigtable (pad) values
while @cur < @iblock
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18. Once the script has completed, right click on Guest01 (SQL SERVER ...... ) from within Object Explorer
and select Properties

Ohiject Explorer 0 W s0LQuerd sql - GU..Administrator (SB)* X_
Connect~ ) 30 @ F (2] L§ --create the table

— B = = —lcreate table bigtable (
= GLESTO ser 11.0.3000 - GU .
] GLIESTO! R o TS “—integer not null identity(1,1), --8 by

= [ Databases Connect... | char(192) default '' not null, --192
# [ 3ystem Database DMiscannect MARY KEY (id) --? by
+ [ Database Snapsh

+ [J Adventuretiforks
[ Security Mew Query
+ [ Server Objects
+ [ Replication
+ [ AhoweaysOn High devai Start
+ [ Management

Register...

oy

Activity Manitor with data
procedure bootstrap_database

o
# [ Integration Services 5 i lare ficur integer = @,
|ﬁ) S0L Server Agent (A ausE [iblock integer = 1888,
Resume @table_max integer = 55 * 1080680,
Restart @sql nvarchar(max) = 'insert into
Palicies b |le @cur < @block
Facets in

set f@sql = f@sql + N'(''gggggggqggowessen
Start Powershell

Reports »

Refresh ils) affected)

Praperties

i(s) affected)
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19. Note the Memory allocated to the SQL Server instance

Select apage

2 General

1 Memony

2 Processors

ﬁ Security

24 Comnections

27 Database Settings
A5 pdvanced

ﬁ’ Permizzions

Connection

Server
GUESTO

Cannection:
GUESTO Administratar

_!Q “igw connection properties

Progress

Ready

g Script Help

GUESTO
Praduct Microzaft SOL Server Enterprize Evaluation [B4-bit
Operating Syztem Microzaft \windows MT 6.2 [3200)
Platfarm MT xB4
Yersion 11.0.3000.0
Language English [United States)
Memany 1024 ME]
Processors 1
Root Directany C:%Program Fileshbicrosoft SOL ServerMS50LT1
Server Collation SOL_Latind_General CP1_Cl_AS
Iz Clustered Falze
|z HADR Enabled Falze

Memory
Memary far the aperating system.

#, Changes to server properties and settings may affect the perfarmance, security, and
availability of thiz SEL Server instance. Befare making any such changes, consult the
product documentation.

20. Click OK
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21. Select the AdventureWorks2012 database again, right click and choose New Query

Object Explorer * X
Connect~ 3 @d m "7 [#] ;
= LB GUESTOT £30L Server 11.0.3000 - GUEST
- 1 Databases
+ [ Systern Databases
+ [ Database Shapshots
+ lJ Sclvernturetiorks2012
+ [ Security Mew Database...
+ CJ Ser'-.nj:rO.hjects MNew Query
+ [ Replication Serint Datab
# [ AlwaysOn High Availabil cript Latabase a3 d
+ [ Managerment Tasks »
+ [ Integration Services Cata
: Paolicies b
[Fy 30L Server Agent (Agent
Facets
Start PowerShell
Reports b
Renarne
Delete
Refresh
Properties

22. Enter the text in the box below into the new Query window, then Execute Query

declare @table_max int = 55 * 100000; --approx 1 GB every 5,500,000 rows
declare @random_id int = cast(rand() * @table_max as int)

select * from bigtable where id > @random_id and id < @random_id + 50000;

SalGuery2sgl - GULAdministrator (3200 3 RelREIVTTNPET={ e 1l Bte (TR TE T el T 1)

Sldeclare ([@table_max int = 55 * 188888; --approx 1 GB every 5,588,880 rows
declare [@random_id int = cast(rand() * {table_max as int)

select * from bigtable where id » @random_id and id < firandom_id + 58000;
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23. Monitor the memory usage on Guest01 with Task Manager and opening up the Performance tab

SQLQuery2sql - GULAdministrator (32))* X gl - GU 1)
Sldeclare @table_max int = 55 * 10@8e8; --approx 1 GB every 5,500,800 rows
declare @random_id int = cast(rand() * @table_max as int)

select * from bigtable where id > @randem_id and id < {@random_id + S@088;

I Task Manager = | = -

File Options  Wiew

Processes | Perfermance | Users I Details I Services |

O CPU
11% 2.99 GHz Memory 1.0 GB
Memaory usage 1.0 GE
O Memory T

0.9/1.0 GB (90%)

O Ethernet
5: 16,0 Kbps R: 0 Kbps

100% - <

=1

60 seconds
3 Results _'j Meszsages Memory composition

1 | 099999gaqg
2 QQQqQqqq
3 3033009 gggggggoogumaasagg
4 3093010 gggggggoogunaansaaeg In use Byailable Slots used: /A
[} 3093011 QQggoogqooguwsA L 907 M B -1 -1 2 M B Hardware reserved: 0 MB
[ 093072 qgqagogagg e . Maxirnum memory: 1.0 GB
7 I — Committed Cached
8 3093074 ggggoogooguwesases -1 2]"20 G B 977 M B
3 033015 qagagaqgaswweee Paged pool Non-paged pool
10 3093016 ggggooggogumeaa
11 3093017 ggggoggoogumsasagg 112 MB  33.7MB
12 3093018 ggggoggoggumansiae
13 3093018 goggoggoggumaansae . = )
F details | (N) Open R Monit
14 30930 quugaagaagHWWWWWY @ ewer details | (%) Open Resource Monitor

m

209301 AP AATOALL LA,

1

24. Notice that the memory on the server is now consumed by the SQL Server

25. Change to the Hyper-V Manager console on HyperV03
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26. Right click on Guest01, click Settings and change the memory values as defined below

Minimum RAM 512MB
Maximum RAM 4096MB
= Settings for Guest01 on HYPERVO3 =|0 -
Guest0l W G
% Hardware " F# Memory
":L Add Hardware
K BIOS ‘fou can configure options For assigning and managing memory For this virkual machine,
Bioot From 0 Specify the amount of memory that this virtual machine will be started with,
B Memory Startup RAM: 512) MB
512MB
D F‘rocessclur Drvnamic Memary
1 ¥irk
— st processer Yau can manage the arount of memory assigned to this virtual machine
=) {5 IDE Controller O dynarmically within the specified range.
= Hard Drive
9200, 163584, armdEdfre, win. ..
= EE IDE Controller 1 MR RAM: ME
% DWD Drive
sQLServer20125P1-Fullslip,.. | _ Mazximurm RAM: 4094 MB
=) ® 551 Controller -
] Specify the percentage of memory that Hyper-Y should try bo reserve as a buffer,
s Hard Drive _ Hyper-¥ uses the percentage and the current demand For memory ko determine an
GuestDl_disk_1_B2CF48FZ... amount of memary For the buffer,
_a Hard Crive =
Guestl_disk_z_FOFCSFTS.., Mernory buffer: 0o %
= Hard Drive
Guestl_disk_3_FFDFEESZ.., Memary waight
W Metwork Adapter Specify how bo prioritize the availability of memory Far this wirkual machine
External Wirkual Metwork compared ko other wirkual machines on this computer,
TS com
Mone Low U High
= comz )
Mo l@l Specifying a lower setting For this virkual machine might prevent it From
H Diskette Drive starting when other virtual machines are running and available memory is low,
Mone
& M t /I Some settings cannok be modified because the virtual machine was running when
anagemen this window was opened. To modify a setting that is unawvailable, shut down the
|L| Mamne virtual machine and then reopen this window,
Guestil
.i. Inkteqgration Services
all services offered -
Ok, | | Cancel | | Apply

27. Click OK

28. Change back to the guest virtual machine Guest01
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29. Execute the previous SQL Query again still in the SQL Server Management Studio

SOLOuery?.sgl - GULAdministrator (3200% ¢ R ReTE It R cll B [T R T
Sdeclare (@table max int = 55 * 188888; --approx 1 GB every 5,588,888 rows

declare ([@random_id int = cast(rand() * {@table max as int)

select * from

bigtable where id > @random_id and id < @random_id + 56888;

At

30. Using Task Manager, check the servers memory by selecting the Performance tab, and selecting

Memory

SOLQuery2 sql - GULAdministrator (320% 2

n

BT aTat Eatat sl

Sldeclare (@table_max int = 55 * 1@888@; --approx 1 GB every 5,580,800 rows
declare {@randoem_id int = cast(rand() * @table_max as int)
select * from bigtable where id > @random_id and id < @random_id + 5@008;
(= Task Manager == -
File Options  View
Processes | Performance | Users I Details | Services |
O CPU
o 208 GH s Memory 15 GB
Memory usage 1.5 GB
O Memory
0.9/1.5 GB (603%)
) Ethernet
S 240 Kbps R: 0 Kbps
100% - < 60 seconds 0
[ Results 'j Messages Memory composition
id pad
1 Lele aetelau ela R
2 1891315 ggqgaggqaguasmsimwm,
3 1891316 39qqgggqaouaamimimia,
4 1891217 qggqqgaqgauemmm, In use Available Slots used: MN/A
5 I — 950 MB 600 MB Hﬂlt-h-‘.-ﬂlEIEEEI‘.‘EE|: o0MB
g 1891919 qoqqagquaau Maximum memory: 4.0 GB
; 1891220 Committed Cached
JetelaTetela T e T ATRD T
g 1891321 399qqggqagumamimimiam, 13/25 GB 227 MB
El 1831322 gggoqqggaguwmwwL, Paged pool Mon-paged pool
10 1891323 ggggggoggoguasmansiae 114 MB 33.7 MB
" 1891324 ggggaggagguam, :
12 1891325 qgqgqggaaguassimym,
13 1831326 gagqqaqanauieH, @ Fewer details | (8) Open Resource Monitor
14 1831327 Qggqggggqgguasmaiiia,
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31. Notice that the system memory has increased dynamically

File  Options  WYiew

CPU
2% 299 Ghe Memory

Memory usage

Memory
1.2/1.7 GB (71%)

Ethernet
5 240 Kbps R 0 Kbps

60 seconds

Memory composition

In use Available Slots used:

1.1 GB 541 MB Hardware reserved:

Maximum memory:
Committed Cached

14/2.7 GB 555 MB

Paged pool Mon-paged pool

122MB 339 MB

@ Feweer details @ Open Resource Menitor
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32. Using the SQL Server Management Studio, right click on Guest01 (SQL SERVER ......) and select Properties

gs Script - E Help

Processors
Security = %l | —:I
Connectiohs Mame GUESTO
Database Settings Product Micragoft SOL Server Enterprize Evaluation [54-bit
Advanced Operating Spstem Microzoft Windows MT B.2 [9200)
& Permissions Flatform HT xB4
“ersion 11.0.3000.0
Language Englizh [United States)
I emary 1724 [MEB]
Proceszors 1
Foat Directany C:WProgram FileshMicrozoft SOL ServertdSS0L11
Server Collation SOL_Latinl_General_CP1_CI_AS
|5 Cluztered Falze
|z HADR Enabled Falze

Connechion

Server
GUESTM

Connection: Name
GUESTOT \Administrator Mame of the server and instance.

_i? “iew connection properties

ﬁ Changes to server properties and settings may affect the performance. security, and
availability of thiz SEL Server instance. Before making any such changes. consult the
product documentation.

Important Note

Jeff has successfully implemented Dynamic

Memory and as it was seen in the scenario, SQL Note the Memory allocated to the SQL Server instance
2012 automatically consumed the memory hot- has also increased dynamically, allowing the SQL Server
added to it without stopping the background instance to consume the additional memory allocated
processing of transactions. This is a major to the operating system, without taking the server
advantage in the ability to respond quickly to offline.

performance problems within Server

environments where resources are required to be added without interrupting an application. SQL 2012 combined
with Server 2012 and Hyper-V Dynamic Memory allows administrators to rectify issues of resource constraint
immediately.
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Experience 3: Private Cloud automation

This experience focuses on how to gain operation efficiencies through automation, control through self-service
and delegation and delivers a consistent management experience of the infrastructure. Organizations will have a
perspective of both the business unit owner to make requests for cloud resources as well as the datacenter admin
perspective of building extreme automation to control the environment effectively with little overhead. The key
components that are leveraged in this experience will be Service Manager, Orchestrator, App Controller and
Virtual Machine Manager.

One of the biggest strengths of System Center 2012 is its integrated approach to workflow, knowledge and data
management. System Center 2012 has connectors and integration packs that simplify communication between
the components that help to provide full life-cycle management of your applications and infrastructure. In this
chapter we will start with the overview of how to connect the components together.

Now that Jeff has installed Microsoft System Center 2012 SP1, he is going to set up the connections between the
components. Because Jeff's goal is to make sure that Emily’s application is monitored, deployed, and upgradable,
he needs to ensure that all of the components are working and communicating together. In this chapter, we are
going to create all these connections.

Bringing the System Center 2012 Components Together

Unified management for the Cloud OS

App controller ‘-i Orchestrator

HELLO MY NAME IS...

? Virtual Machine Manager
m} JH/L Operations Manager
|% A S ,

d Service Delivery Bl e
- . gaet onnguration Manager
Self service and Automation [l ] &) 4

SERVICE
PROVIDER

| @’ Data Protection Manager

oy Servi .  Servi
Q‘) ME;-:I::er Q‘) P;;::;er

Application Management Service Delivery and Automation Infrastructure Management
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When we look back at the model of interaction between Emily and Jeff, we see that the Orchestrator and Service

Manager components are located in the middle of the model. This is not a coincidence. Service Manager and

Orchestrator automate the workflows, the data management required to deliver self-service and efficiently deliver

the private cloud SLAs.

Integration across the infrastructure

Virtual Machine
Manager

Operations

Manager Orchestrator

Configuration
Manager

Active
Directory

Notifications
via Exchange

A

&

/

Microsoft Exchange

s
~
/
y
/
/
/
Y.
4”
/
;o
!
/!

(Admin + User) o
Azure Cloud 4
Management

Third-party /

Management Tools v

Service Manager

Service Manager
Data Warehouse

—
- LLLe. I'

Bl through Reporting and Dashboards

In this figure we see how the components work together. We will now describe the different connections and

then Jeff will configure them in his environment.

Orchestrator and the Integration Packs

Jeff knows that Orchestrator comes with an entire set of automation activities out of the box. But Orchestrator

can easily be extended by using integration packs. An integration pack is a combination of activities that can

extend the functionality of Orchestrator to provide more automation capabilities and integration into other third

party applications. In this evaluation, Jeff is going to use the Integration Packs for System Center 2012 SP1.

Downloading Integration Packs
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The integration packs can be downloaded from the following location:

http://www.microsoft.com/en-us/download/details.aspx?id=34611

Registering Integration Packs

Before we can use an integration pack in Orchestrator, we need to register it. Jeff is going to register the
Microsoft Virtual Machine Manager integration pack.

1. Connect to the Orchestrator server as contoso\administrator and open Local Users and Groups

2. Open the Group OrchestratorUsersGroup and add contoso\Domain Admins to allow Jeff to manage
Runbooks

General

@ Orchestratorl zersGroup

Diescriptian: Group uzed to manage permizsions for Orochestator

b embers:

& CONTOS0Nadrministratar
% CONTOSOMDomain Adrites

Changes to a uzer's group memberzhip
| Add... | | Femove | are not effective until the nest time the
Lzer logs on.

| | Cancel | | Apply | | Help
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3. Open the System Center 2012 Orchestrator Deployment Manager

File View Help
3 Refresh
Server Name | § ORCHESTRATOR ] = 8o
|| Name Description
=3 Orchestrator Management Server [ Integration Packs Integration Packs registered with this Orchestrator Management Server
1] Integration Packs [ Runbook Designers Runbook Designers registered with this Orchestrator Management Server
Runbook Servers registered with this Orchestrator Management Server

[ Runbook Designers [“4Runback Setvers

w04 Runbook Servers

Details

Log Entries
(@ Connecting to Orchestrator Management Server ORCHESTRATOR...

(@ Cannected to Orchestrator Management Server ORCHESTRATOR.

Ready

4. Right-click on Integration Packs and choose Register IP with the Orchestrator Management Server...

X Marme Description

= i Orchestrator Managerment Server

e Integration Packs
1‘_‘1 Runbook Design Register [P with the Orchestrator Managernent Server..,

& Runhook Sercers

Deploy IP to Runbook Server or Runbook Designer..,

5. On the Welcome to the Integration Pack Registration Wizard select Next
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Welcome to the Integration Pack
Registration Wizard

This wizard will walk wou through the steps of registering Integration Packs ar
Hotfixes with the local Orchestrator Management Server;

Selecting the Integration Packs or Hotfixes to register

Accepting the license agreement For each item

Integration Packs perform critical functions in wour environment, Microsoft
strongly recommends that vou verify the integrity of any Integration Pack
befare registering and deploying it.

Refer to the Orchestrator Security Guide For details on how to perform this
werification,

To continue, click Mext,

« Back ” Mext = || Cancel | | Help

6. Select the Add button and browse to the location where you stored your Integration Packs

Select Integration Packs or Hotfines |
Select the Integration Packs or Hotfixes to register with the Orchestrator Management Server

Product Wersion File Path

Add | | Remowve

< Back || Mext = || Cancel | | Help

7. Select the System Center 2012 Virtual Machine Manager Integration Pack and the select Open
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Laok i | . Orchestrator Integration Packs v| (< s A

-

Marne
:;'.-j uSC2012SP1_Integration_Pack_f-:-r_Azure.oip

Recent places u SC2M25P1 _Integration_Pack_for_Configuration_Manager.oip
uSC2012SP1_Integrati0n_Pack_fu:ur_Data_Prntection_Manager.oip
|_]5C20125P1_Integration_Pack_for_Operations_Manager.oip
Desktop | | SC20125P1_Integration_Pack_for_REST.oip
uSC2012SP1_IntegratiDn_Pan:k_fnr_Service_Manager.nip

E | u SC2M25P 1 _Integration_Pack_for_Wirtual_Machine_Manager.oip
| i u Systern_Center_2012_5P1_Integration_Pack_for_ActiveDirectory.oip
u Systern_Center_2012_SP1_Integration_Pack_for_Exchangeldmin.oip
&f u Systern_Center_2072_SP1_Integration_Pack_for_Exchangelser.oip
' u Systern_Center_2012_5P1_Integration_Pack_for_FTP.cip

Computer

[<] m |
@ File name: |SC2D1 251 _Integration_Pack_for_irtual_Mac V|
Metwork

Files of type: | Orchestrator Integration Pack. Files v |

[ ] Open as read-only

8. Select Next when you have added the management pack

Select Integration Packs or Hotfines
Select the Integration Packs of Hotfixes to register with the Orchestrator Management Serwer

Product Yersion File: Path
Swstem Center 1., 7.1 C:\TemplOrchestrator Integration Packs. ..

< Back || Mext = || Cancel | | Help

9. On the Completing the Integration Pack page, select Finish
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Completing Integration Pack Registration Wizard _

Completing the Integration Pack
Wizard

The wizard has collected the information required to
determine the location and options For the Inkegration Pack.
reqiskration,

Integration Pack Registration Wizard:
Selected Integration Packs or Hotfixes:
- C:WTEMPYORCHESTRATOR INTEGRATION PACHSY

< 1] >

Werify that the information is correct,  Click Finish to register
wour selections.,

« Back ” Finish | | Cancel | | Help

10. Accept the End-User License Agreement by selecting Accept. You will have to do this multiple times
(one EULA per integration pack)

End-User License Agreement -

Syskem Center Inkegration Pack For System Center 2012 Wirtual Machine Manager

PLEASE NOTE: This software is Additional Software.  You may use this
software with each walidly licensed copy of Microsoft System Center 2012
Service Pack 1 server software (Server Software). You may not use this
software if you do not have a license for the Server Software. Your use of

this Additional Software is subject to the license agreement governing your
use of the Server Software.

Accept || Zancel
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Deploying Integration Packs

Now that Jeff has registered the Integration Packs, he also needs to deploy them to each Runbook server and to
each server / workstation with a Runbook designer that will use the integration packs. In our evaluation, Jeff is
going to deploy them on the Orchestrator server as this is the server that he is going to use for the evaluation.

1. Open the System Center 2012 Orchestrator Deployment Manager

File View Help
4 Refrech
Server Name | § ORCHESTRATOR | = Go
* | | Masme Description Version
=@ Orchestratar Management Server [ ystem Center Integration Pack... Acthities for System Canter 2012 Virtusl Maching Ma... 7.1
# L Munbook Desigrers
% 14 Ranbook Servers
Lag Entries Details
8 Connecting to Dichestiator Managerment Server ORCHESTRATOR..
& Cannected to O ORCHESTRATOR.
& Erurneratang Integratson Packs..
1 Finished enurnersting Integration Packs
Feady

2. Right-click on Integration Packs and choose Deploy IP to Runbook Server or Runbook Designer...

* Mame Descriptic
=" i Orchestrator Managernent Server System Center Integration Pack... Activities
PR (ntegration Packs
:i‘a Runboak Design Register IP with the Orchestrator Management Server..,
& Runbook Servers | Deploy [P to Runbook Server or Runbook Designet... |

3.  On the Welcome to the Integration Deployment Wizard select Next
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Welcome to the Integration Pack
Deployment Wizard

This wizard will walk you through the steps of deploving an
Integration Pack or Hotfix to single or multiple computers,

Selecting the Integration Pack or Hotfix bo deploy

Selecting the computers to deploy on

To continue, click Mext,

[ skip this welcome page in the Future.

| < Back ” Mext = || Cancel || Help

4. On the Deploy Integration Packs or Hotfixes page select the integration pack that Jeff registered and
then select Next

e System Center Integration Pack for System Center 2012 Virtual Machine Manager
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Deploy Integration Packs or Hotfixes
Select the Inteqgration Packs or Hotfixes that wou want to deploy

Mame
[] Swstem Center Integration Pack for System Center 2012 Virtual Machine Manager

5. On the Computer Selection Details page, type in the name of the runbook server (in our case this is
Orchestrator) and select the Add button. Then select Next

Computer Selection Details
Select the computers that wou want to deploy the Inkegration Pack or Hotfix on,

Computer: Crchestrakor | III |

Orchestrator

Remowve

Experience 3: Private Cloud automation 155



6. On the Installation Configuration page, Jeff is going to choose to deploy the Integration Packs now.
This will stop all the running runbooks on that server. If that would be a problem, then Jeff could have
chosen to schedule the installation or to install the Integration Packs without stopping the runbooks and
restart the server afterwards.

Installation Configuration SE%

Configure the installation options For the Integration Packs or Hotfixes

ou can Install the Inkegration Packs or Hotfixes now, or at a time that wou specify.

[ schedule installation

Petform installation at: 12147115 pum, =

‘15,!'01,!'2013

#dvanced Options

(®) Stop all running Runbooks before installing the Integration Packs or Hotfixes

() Install the Integration Packs or Hotfixes without stopping the running Runbooks,
You may need bo restart the computer bo complete the installation.

= Back ” Mext = || Cancel ||

7. On the Completing the Integration Pack Deployment page, select Finish
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Completing the Integration Pack
Deployment Wizard

The wizard has collecked the information required to
determine the location and options For the Integration Pack
or HotFix deployment,

Integration Pack Deployment Wizard:
Target Serwvers:
© ORCHESTRATOR

Integration Packs
+ Bvstem Center Integration Pack for Ss

Install on schedule: MN/A
< m >

Werify that the information iis correct,  Click Finish to deploy
wour selections,

< Back || Finish || Cancel | | Help

8. You can verify that the deployment is successful by looking at the Runbook Designers folder within the
Orchestrator Deployment Manager to see that the Integration Packs are there. You can do the same by
looking at the Runbook Servers and selecting Orchestrator to see if the Integration Packs are shown.

X | Mame Wersion

B i Orchestratar Management Server System Center Integration Pack for Systerm Center 2002 Virtual Machine Manager 71.3020.0
| Integration Packs

- ak Runboaok Designers

= (R CHESTRATOR
‘3 Runbook Servers

Configuring the System Center 2012 Virtual Machine Manager
Integration Pack

Before Jeff can actually use the Integration Packs, he needs to configure them so that they have a connection to
the correct server(s) and that they have a username and password to connect to these servers. In the next steps,
Jeff is going to configure the four integration packs that he just registered and deployed.

Before Jeff can configure an integration pack, he needs to make sure that the prerequisites are OK. In the
documentation on TechNet, he finds all the information that he needs:

Experience 3: Private Cloud automation 157



http://technet.microsoft.com/en-us/library/hh295851.aspx

To configure the System Center 2012 Virtual Machine Manager Integration Pack, Jeff needs to have the
following prerequisites:

e System Center 2012 — Orchestrator
e System Center 2012 - Virtual Machine Manager (VMM)
e Windows Management Framework (Windows PowerShell 2.0 and WinRM 2.0)

Jeff has deployed the Orchestrator server and the VMM server in Chapter 3. The Orchestrator server is
configured on Windows Server 2008 R2 SP1 so the Windows Management Framework is also covered. Last but
not least, Jeff needs to change the execution policy of PowerShell. The execution policy in Windows PowerShell
determines which scripts must be digitally signed before they will run. By default, the execution policy is set to
Restricted which prohibits loading any configuration files or running any scripts.

1. Right Click on the PowerShell icon and choose Run As Administrator

Tasks

3 Run as Administrator
&4 Run ISE as Administrator
& Windows PowerShell ISE

B Windows PowerShell

o Unpin this program from taskbar
E Close window

2. In the PowerShell window, type set-executionpolicy remotesigned and select Enter
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ey Administrator: Windows PowerShell

indows PowerShell
opyright (C> 2812 Microsoft Corporation. All rights reserved.

PS C:sUserssadministrator.CONTOS0> set—executionpolicy remotesigned_

3. Type Y when asked

ey Administrator: Windows PowerShell

Hindows PowerShell
opyright (C> 2812 Microsoft Corporation. All rights reserved.

PS C:slUserssadministrator.CONTOS0> set—executionpolicy remotesigned

[Execution Policy Change
he execution policy helps protect you from scripts that you do not trust. Changing the execution

policy might expose you to the security risks ribed in the about_Execution_Policies help topic
at http:-//go.microsoft.com/fulink/?LinkID=13517@. Do you want to change the execution policy?
[¥]1 Yes [NM1 Ho [5]1 Suspend [?]1 Help <{default is "¥">: y_

4. Complete steps 1-3 on the server VMM
5. Jeff is now ready to connect the Integration Pack to the Virtual Machine Manager server. Open System
Center 2012 Orchestrator Runbook Designer
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Actions  Edit  Options  View Help
3 Refresh ||} Run [ Stop ‘l;l CheckIn [ Check Out P Undo Check Out D] Runbook Tester | Orchestration Console ‘Evaluatiunvers\un:180day(s) left
Activities

Connections
b & ‘E EL ) System

B 5 ORCHESTRATOR ®End Process {8 Run Pragram

[ Runbooks W Get SNMP Varisble 3 Run SSH Cammand
£a . ter 6 Hmonitor SMMP Trap 7] Save EventLog

c Computer Groups
= Runbzuk SENE,E & Query Wil Bl Send SMMP Trap
ﬂi ﬁEJRestart Systern ESet SMMP Wariable
5 Blobal Settings EJRun JMNet Script MStartlStop Service

7] Scheduing

{4 Monitoring

4 File Managemert

=1 Email

/i Natitication

b Utiities

| Text File Management

[l st 2012 Virtual Machine Manager
A% Runbuook Control

Q%

Log | LonHistory | Auct History | Everts \

6. On the menu bar, select Options and select SC 2012 Virtual Machine Manager

Options | Wiew  Help
| BC2M 2 Virtual Machine Manager

Invoke Wfeb Services

Crchestration Consale

Configure

7. On the Prerequisite Configuration page, select Add...
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Prerequisite Configuration

Prerequisice configurations settings for the activity.

Configurations

add. ., || Edit. .. || Remaove |

| Finish | | Cancel | | Help

8. On the Add Configuration page, type in the Name (VMM Connection) and click on the ... button to add
the Type (System Center Virtual Machine Manager). Then fill in the following properties and then select
oK

e VMM Administrator Console: vmm.contoso.com
e VMM Server: vmm.contoso.com
e User: administrator

e Domain: contoso
° Password. *kkkkkkkkk

e Authentication Type (Remote only): Default
e Port (Remote only): 5985
e Use SSL (Remote only): False

e Cache Session Timeout (Min.): 10
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Marne: | YMM Connection

Type: | System Center Yirtual Machine Manager

Properties

wimm.contosa,com

administrator

I**********|
Default
5935

| | Cancel

9. Select Finish

Prerequisite Configuration

Prerequisite configurations settings for the activity,

Configurations Mame Type
WMM Connection System Center Wirtual Mac. ..

|| Remove |

| Finish || Cancel || Help

Jeff has now configured the Integration Pack to connect to Virtual Machine Manager in his environment.
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Service Manager and the Connectors

Jeff has created the connections in System Center 2012 Orchestrator using the Administrator account. Now he
needs to configure the Connectors in System Center 2012 Service Manager. Connectors in Service Manager
are used to build the configuration management database, CMDB. The CMDB is created and maintained by
importing configuration items (Cl's) from Active Directory Domain Services, Operations Manager, Virtual Machine
manager, and Configuration Manage. There is also a connector that allows you to automatically import alerts from
Operations Manager and you can import data manually as well from a CSV file. By having an accurate and easily
maintained CMDB, Jeff can accurately create the organizational processes and automated responses required to
maintain his private cloud SLAs.

For creating the connectors in Service Manager, Jeff logs on to the Service Manager server as a Domain
Administrator

The Active Directory Connector
The Active Directory Connector will import users, groups, printers and computers as configuration items into the
Service Manager CMDB database. Those objects then can be used as objects in incidents, requests and so on.

Jeff is going to configure this connector.

1. In the Service Manager console, under Administration, click on Connectors
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Administration <

4 Eﬁ'éAdminislration

L oAnnouncements
<+ Connectors
[#] Deleted ltems
= Management Packs

¥ | Notifications

29 Security

» & Service Level Management
Settings

b2 Workflows

i Library

E Work Items

2. Inthe Tasks pane, on the right, select the Create connector button

Connectors
Create connector ¥
Import from CSY file..
ﬁ Refresh

3. Choose Active Directory connector
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rt Time Finish Time Status Connectors Lad

44 Active Directory connector (Create connector b

) Configuration Manager connector Import from CSV fle...

44 Operations Manager Alert connector =]

4y Operations Manager Cl connector ninistration -~
47 Orchestrator connector Start PowerShell Session

45 Virtual Machine Manager connector

4. On the Before you begin page, select Next

B ® Before You Begin

Befare You Begi . :
e Create an Active Directory connector

General This wizard helps you create an Active Directory connector which imports data about users, user

Domain/OU groups, computers and printers.

Select objects
Summary

Completion

[] Do not show this page again To continue, click Next.

Cancel || < Previous || Next > || Create

5. On the General page, type in the following parameters and select Next

e Name: Active Directory Connector
e Description: Connector for Active Directory
e Enable this connector: checked

Experience 3: Private Cloud automation 165



Before You Begin _—
i Enter a name and description for the connector

General

Domain/OU e

| Active Directory Connector

Select objects

Summary Description:

Completion Connecter for Active Directclr)l

Enable this connactor

Cancel || < Previous || Next > || Create

6. On the Domain or organizational unit page, select the domain then select New... to create a specific
account for this connection or choose an already created account. In this case, we are going to create a

new one.

®® Domain or organizational unit

Before You Begin . L 5
s Select a domain or organizational unit

General

Domain/OU ~Server ion

Select objects Specify which Active Directory domain or organizational unit (OU) to connect to.

(%) Use the domain: contass.com
Summary
. () Let me choose the damain or OU
Completion

‘ contoso.com

Credentials

Run As account:

|

Cancel || < Previous || MNext > || Create
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7. On the Run As Account page, fill in the following parameters; after that, when back on the Domain/OU
page test the connection and select Next

e Name: Active Directory Account

e Description: Account to connect to Active Directory
e Account: Windows Account

e User name: administrator

e Password: ******
e Domain: contoso

% Run As Account

Display name:

| Active Directory Account

Description:

Account to connect to Active Directory

Management pack

Service Manager Linking Framewerk Configuration
Last modified: 14/01/2013 2:20:10 p.m.

Account:
| Windows Account

Usar name:

| administrator

Password:

| unnnnl

Domain:

| conToso

8. On the Select objects screen, select All computers, printers, users and user groups, tick Automatically
add users of AD Groups imported by this connector, and select Next
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B W Sclect objects

Before You Begi .
are You Begin Select objects

You can select all computers, printers, users and user groups from the specified domain or
Domain/OU crganizational unit {CU), or you can select individual computers, printers, users or user groups.

General

SEtaisiEas (O] computers, printers, users and user groups

Summa
v ()~ Select individual computers, printers, users or user groups

Completion
) Provide LDAP query filters for computers, printers, users, or user groups (advanced)

[¥] Automatically add users of AD Groups imported by this connector
[] Do not write null values for properties that are not set in Active Directory

Cancel || < Previous || Next > || Create

9. On the Confirm connector settings screen, review your settings and select Create to create the
connector

Summary

Before You Begin B
Confirm connector settings

General
Connector name:

Domain/QU Active Directory Connector

Select abjects
Connector Description:

Summary Connector for Active Directory

Completion Domain or organizational unit:

contoso.com

Run As Account:
Active Directory Account

To change settings, click Previous. To create the connector, click Create.

Cancel ||<Prev1'uus|| Next > || Create

10. On the Completion screen, select Close
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B ® Completion

Before You Begin

@ Active Directory connector successfully created

General

Domain/OU Connector name:

Select objects Active Directory Connector

Connector Description:
Connecteor for Active Directory

Summary

Completion

Domain or organizational unit:
contoso.com

Run As Account:
Active Directory Account

To exit the wizard, click Close.

Cancel || < Previous || Next » || Close

11. From the Tasks column, click on Synchronize now

> Tasks

B e

Active Directory Connector A
/< Delete

I Disable

Enable

Properties
&8 Search for Knowledge Articles

# Synchronize Mow

Connector Synchronize Now

q J Synchronize Active Directory connactor

12. Click on OK to confirm the synchronization request
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@ The synchronization request has been submitted.

The Orchestrator Connector

The System Center Orchestrator Connector provides the capability to synchronously invoke runbooks from within
Service Manager through the use of workflows.

1. In the Service Manager console, under Administration, click on Connectors
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Administration <

4 qFéAdminislration
L oAnnouncements
<+ Connectors
[#] Deleted ltems
= Management Packs
4 Motifications
&? Security
= Service Level Management
Settings
b2 Workflows

-

-

I Administmtion
gljbrary
Wark Items

2. In the Tasks pane, select the Create connector button

Connectors
Creste connectaor b
Import from CSY file..
fi. Refresh

L]

3. Select the Orchestrator connector button

rt Time Finish Time Status Connectors

S Active Directory connector

44 Configuration Manager connector
S Operations Manager Alert connector
J Operations Manager Cl connector
S Orchestrator connector

J Virtual Machine Manager connector

Create connector @
Import from CSV file...
Refresh

ninistration

Start Powershell Session
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4. On the Before you Begin page, select Next

B ® Before You Begin

Before You Begin

General

Create a System Center Crchestrator connector

Connection

Sync folder This wizard helps you create a System Center Orchestrator connector that imports runbooks.
Web Console URL

Summary

Completion

To continue, dick Next.

[[] Do not show this page again

Cancel || < Previous || Next > || Create

5. In the General screen, enter the following parameters and select Next
e Name: Orchestrator Connector
e Description: Connector used for Orchestrator

e Enable the connector: checked
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B General

Before You Begin _—
i Enter a name and description for the connector

General

Connection (e

| Orchastrator Connectar

Sync folder

Web Console URL Besenpuon

Summary Connector used for Orchestrator

Completion

Enable this connactor

Cancel || < Previous || Next > || Create

6. On the Connection page, fill in the URL for the Orchestrator Web Service URL. This is
http://servername:port/Orchestrator2012/Orchestrator.svc so in our environment this is

http://orchestrator:81/Orchestrator2012/Orchestrator.svc For the Run As Account select Active
Directory Account

B ® Connection

Before You Begi
ol Teu Begin Provide the URL and credentials for the Orchestrator web service

General

Connection Server ion

Sync folder Orchestrator Web Service URL:

Web Console URL

I httpi//orchestrator:81/Orchestrator2012/0Orchestrator.sve
Summary

Completion

Credentials

Run As account:

Active Directory Account - | | New... |

Test Connection

Cancel || < Previous || Next > || Create |
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7. For the credentials use the contoso\administrator account, then click on OK

ser name:

administrator

Passwaord:

t*ttt*ttttl

Domain:

CRIT

8. Click on Test Connection to confirm the credentials, then click OK

@ The connection to the server was successful,

9. On the Sync folder page, you can select which folders in Orchestrator that you want to import. If you
choose the \ folder as Jeff is going to do, then you will import all the runbooks from Orchestrator. Select
Next
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Befare You Begin
s Select sync folder

General

Sync folder | \

Connection
Sync folder
Web Console URL

Summary

Completion

Cancel || < Previous || Next > || Create

10. On the Web Console URL page, enter the URL for the Web Console of Orchestrator. This is
http://orchestrator:82/(or http://orchestratormanagementserver:port). Select Next

B ® \web Consale URL

Before You Begi
i Ton gl Provide an Orchestrator Web Console URL

General

Cannection If you would like to enable hyperlinks to runbook ir ion and job details, enter the URL of the

Sync folder Orchestrator Web Conscle server (e.g. http:/fwebconscle:82/)

Web Console URL | httpif/orchestratar82/

Summary

Completion

Cancel || < Previous || Next > || Create

11. On the Summary page, review your settings and select Create
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Summary

Before You Begin .
s Confirm Connector Settings

General
Connector name:

Connection Orchestrator Connector

Sync folder
Connector Description:

Web Console URL Connecter used for Orchestratar

S Web Service URL:
Completion httpi/forchestrator:81/Orchestrator2012/0rchestrator.sve

Sync folder:

Run As Account:
Active Directory Account

To change the settings, click Previous, To create the connector, click Create.

Cancel ||<Prev1'uus|| Next > ||

12. On the Completion page, select Close

B ¥ Completion

Before You Begin
@ Orchestrator connector successfully created

General

Connection Connector name:
Sync folder Crehestrator Connector
Web Conscle URL Connector Description:

Connector used for Orchestrator
Summary

Web Service URL:

C leti
ompletion http:fforch 81/Orchestrator2012/Crchestrator.sve

Sync folder:

Run As Account:
Active Directory Account

To exit the wizard, click Close.

Cancel || < Previous || Next > || Close

Service Manager and the Data Warehouse
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After you have deployed the service manager management servers and data warehouse management servers, you
need to set up reporting. To do this, you run the Data Warehouse Registration Wizard. This wizard registers the
service manager management group with the data warehouse management group. It also deploys management
packs from the service manager management server to the data warehouse management server.

Important Note

This process can take several hours to complete. Itis
advised that you don't turn off any services during
this period. You can work with Service Manager
during this time without any problems.

Registering with the Data Warehouse

Jeff is not going to evaluate the reporting now but he sure will want to look into this in a later phase of the
evaluation. For now, he is going to register the Service Manager installation with the Data Warehouse

1. In the System Center 2012 Service Manager console, go to Administration
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Administration <
4 E'E& Administration
» oAnnouncements
24 Connectors
[#] Deleted ltems
& Management Packs
4 MNotifications
» ySecurity
» = Service Level Management
Settings
r 2] Workflows

E Library
Work Items

Configuration ltems

2. On the Administration Overview page, click on Register with Service Manager Data Warehouse
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Administration

~ Administration Overview
7 ” Summary of the Administration workspace
- -
*‘ Getti ng Started Required configuration tasks before you begin using Service Manager
"2 Set Up Notifications ' Create connectors
Configure Service Manager notification opticons to enable Create incidents from Configuration Manager DCM problems and
communication by e-mail. Operations Manager 2007 alerts.
< Configure notification channels “» Create a Configuration Manager connector
“» Set up subscriptions “» Create an Operations Manager connector

“» Create e-mail templates

& Import User Accounts B Import Management Packs

Import user accounts from Active Directory to keep user Impart managemeant packs to enable additional Service Manager
informaticn up to date, functionality.

< Import user accounts with the Active Directory connector < Import additional management packs

“» Create and assign user roles

| Register with Service Manager's Data Warehouse
Register this Service Manager server installation with a Service Manager data warehouse installation.

+ Register with Service Manager Data Warehouse
+ Unregister with Service Manager Data Warehouse

3. On the Before You Begin page, select Next

B ® Before You Begin

Before You Begin

Data Warehouse

Register with the Service Manager Data Warehouse

Credentials This wizard will walk you through the process of registering this Service Manager management group

with the Service Manager data warehouse,
Summary

Completion L . . - S
This will provide you with the ability to run reports and use cther data warehouse functionality.

To continue, click Next.

Cancel | < Previous | Next > | Create |

4. On the Data Warehouse page, type in the Server name ServiceMgrDW and select the Test Connection
button.
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Before You Begin

Specify the data warehouse management server name

Data Warehouse
Server name:

Credentials ServiceMgr‘DM n

Summary

Completion Test Cannection

The current conscle user must have administrative privileges on the data
warehouse management server.

Cancel || < Previous || Next > || Create

5. If the connection test succeeds, select Next

Before You Begin N
9 Specify the data warehouse management server name

Data Warzhouse
Server name:

Credential
snEE SewviceMgrOW | = |

Summary

Completicn Test Cannection @ Your connection to the data warehouse management server was

successful

The current console user must have administrative privileges on the data
warehouse management server.

Cancel || < Previous || Next > || Create

6. On the Credentials page, select the DW_ServiceManagerMG SecureReference Run As Account and
select Next
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BE Credentials

Before You Begi ~ -
ore Tod Bean Provide credentials for the data warehouse

Data Warehouse

Credentials Create or select the Run As account that the data warehause will use to connect to this
Service Manager installation. The account must have administrator privileges on this server,

Summary

Run As account:
| DWW _ServiceManagerMG SecureReference = | ‘ New... |

Completion

A If the selected user is not currently a Service Manager administrator, the selected
user will be added to this user role.

Cancel || < Previous || Next > || Create

7. The system will request you to enter the Password for these credentials. Enter the password and select
oK

User name:

administrator

Passward;

EEERRRERER

Domain:

faralthralalal

8. On the Summary page, review your selections and select Create
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Before You Begin
Data Warehouse

Credentials

Summary

Completion

Confirm Connection Settings

Data warehouse management server:

[ senvicemgrDw

Run As account:

| DW_ServiceManagerMG SecureReference

To change the settings, click Previous, To complete the registration, click Create.

Cancel || < Previous || Next » || Create

9. When the Report Deployment process popup appears, select OK

The report deployment process is in progress. To determine when
managerment pack deployment is complete, see the procedure in the
Service Manager Deployment Guide. You can view reports after

management packs have been deployed.

10. On the Completion page, select Close
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B ® Completion

Before You Begin
Data Warehouse
Credentials

Summary

Completion

@ The data warehouse registration succeeded

Data warehouse management server:

[ senvicemgrow

Run As account:

| DW_ServiceManagerMG SecureReference

To exit the wizard, click Close.

Cancel || < Previous || Next » || Close

How to determine when the Data Warehouse registration is complete

Jeff knows that the synchronization process can take up to a few hours. In the meantime, he will continue with his

evaluation. During this time, he also would like to check on the status of the registration process.

Jeff can see if the initial synchronization process is finished by following this procedure:

1. In the System Center 2012 Service Manager console, go to Data Warehouse > Data Warehouse Jobs
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Data Warehouse

4 | Data Warehouse
iixl Analysis Libraries
Cubes
. Data Sources
%~ Data Warehouse Jobs

5 Management Pack Lists all data warehuusejobsl
4 w Security

|/} Administration
@ Library
Work Items

Configuration ltems

2. In the Data Warehouse Jobs pane, double click MPSyncJob

Data Warehouse Jobs &
Filter R | Edit Criteria v
Name Category Enabled Status
Extract_DW_ServiceManagerMG Extract Yes Mot Started
Load.Common Load Yes Not Started
Load CMOWDataMart Load Yes Not Started
Load. CMDWDataMart Load Yes Not Started
Transform.Commeon Transform es Not Started
MPSynclob Synchronization Yes Not Started

3.

On the MPSyncJob details page, go to Status and review the Job details list. The management pack

deployment process is complete when the status for all of the management packs is Associated or
Imported
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General ~ Status

Schedule Job details:

Batch I Data Source Management Pack Status

574 ServiceM, MG System.Workltem.CF R Library  Pending Assaciatior| _

£ 1

574 ServiceManagerMG Microsoft.EnterpriseManagement.Servic...  Pending Associatior
574 ServiceManagerMG SystemWorkltem.ChangeRequest.Library  Imported

77 DW_ServiceManagerMG  ServiceManager.LinkingFramework.Library  Associated

77 DW_ServiceManagerMG  Microseft.SystemCenter.Warehouse Syst...  Associated

77 DW_ServiceManagerMG  System.Snmp.Library Associated

574 ServiceManagerMG Microsoft.SystemCenter.Datawarehouse.... Pending Associatior
574 ServiceManagerMG System.Knowledge.Library Pending Associatior
574 ServiceManagerMG System.Adminltem.Library Pending Associatior
574 ServiceManagerMG ServiceManager.RunbookActivity.Library  Pending Associatior
77 DW_ServiceManagerMG  Microsoft.SystemCenter.Grooming.Library  Associated

574 ServiceManagerMG System.Snmp.Library Pending Associatior
77 DW_ServiceManagerMG  System.Software Library Associated

574 ServiceManagerMG ServiceManager.IncidentManagementli.. Imported

77 DW_ServiceManagerMG  System.Workltem.Library Associated

574 ServiceManagerMG ServiceManager.Workltem.Library Pending Associatior
574 ServiceManagerMG System.Workltem. Activity.Library Pending Associatior i

O I B ] »

-

4.  After the management packs have been deployed (as determined in step 3), make sure that the following
five data warehouse jobs appear in the Data Warehouse Jobs pane:

e Extract_<Service Manager management group name>
e Extract_<data warehouse management group name>
e Load.Common

e Transform.Common

e MPSynclob
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Data Warehouse Jobs 13

Falter B Edit Criteria v
Mama Categaory Enabled Status

Load CMDWDataMart Load Yes Mot Started
Load. OMDWDataMart Load Yes Mot Started
Process.SystemCenterChangefndActivityMana..  Cube Processing Yas Running
Process. SystemCenterPowerManagementCube Cube Processing Yes Running
Process.SystemCenterSoftwarelpdateCube Cube Processing Yes Running
Transform.Comman Transfarm Yes Mot Started
Process.SystemCenterWaorkItemzCube Cube Processing Yes Running
Process.SystemCenterSanviceCatalogCube Cube Processing Yas Running
Process.SystemCenterConfigltemCube Cube Processing Yes Rumnning
MPSynclob synchronization Yes Mot Started
Load.Commen Load Yes Mot Started
Extract_ServiceManagerMG Extract Yes Mot Started
Extract_DW_ServiceManagerMG Extract Yes Mot Started

Adding Virtual Machine manager to App Controller

Important Note

Viewing the App Controller portal with Internet
Explorer requires the Silverlight plugin. In this
example, Jeff is running it on the App Controller
server itself but you could use another Server /
Workstation to connect to the portal without
needing to install Silverlight on the App Controller
server.

1. Open the App Controller portal by browsing to https://appcontroller/. When prompted with the
certificate warning, click Continue to this website and add the site to the trusted site list.
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<« | E & O App Contraller x LR

@ There is a problem with this|
Cantent from the website listed below is being
I ° blocked by the Internet Explorer Enhanced

The security certificate presented SeEny Ceiigrain

The security certificate presented https: //appoontroller

Security certificate problems may [ Igntinue ha prompt when wehsie contert s Blacked the

server. Learm more about [nternet Explorer's Enhanced S ecurity Configuration...

We recommend that you close ¢ . . o R
ye 1 wau trust this website, vou can lower security settings far the site by adding it
@ N B to the Trusted sites zone. |f you know this website is on your local intranet,
Click here to close this webpagl| jaview help for instructions on adding the sits to the local intranet zone
instead
@ Continue to this website (not re

To add this site to Trusted sites zone : Select the Taok menu, then Intemet
® More information Diptios. Oin the Securty tab, selsct Trusted Zane and then Sites

Important: adding this website to the Trusted sitex zone will lower the: security
settings for all content from this web site for all applications, including Intemet
Explorer.

2. At the login screen enter the user name contoso\Administrator and relevant password and click Sign In

Micrasaft:

< System Center2012 App Controller

Enter your credentials to sign in

User name:

Contoso\Administrator

Password:

Sign In

Service Pack 1
© 2012 Microsoft. All rights reserved,

3. On the Overview page, under the Private Clouds heading click Connect a Virtual Machine Manager
server and clouds
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[ ritpz//appeontroller, O ~ B & || & app Controller x

Microsoft- App Controller
System Center2012 o
o Hi, Signout Help
< .
(& Overview Overview
&5 Cloud:
eus @ Last refresh: 41047 p.m.
¥ Services <
Virtual Machines T
: Status
= Library
[ Jobs Private Clouds Public Clouds Hosted Clouds
b [ZSettings 5 Connect a Virtual... B Connect a Windows... B Add an external service...
| Connect a virtual Machine Manager server and clouds |
Next Steps
Common Tasks How To L
Connect a Virtual Machine Manager server. ¢ Obtain 2 Windows Azure subscription
Connect a Windows Azure subscription ¢ Use network file shares for templates and...
[ Add a network file share ¢ Manage private doud quota
ge pi q
Manage services
* Create service templates
ﬁ Add a service template to a cloud
#2, Moving from virtual machines to services
Service Pack 1 © 2012 Microsoft. All rights reserved, Privacy Send feedback to Microsoft

4. On the Add a new VMM connection window enter the following information and click OK
e Connection name: VMM
e Description: Production VMM server
e Server name: vmm.contoso.com
e Port: 8100
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Add a new VMM caonnection

You can add a connecticn from only a Virtual Machine Manager for
System Center 2012 management server.

Connection name; *
Wik

Description:

Praduction VMM Server

*

Server name: * Port:

Ivm m.contoso.com | |E 100

] Automatically import 550 certificates
Te copy files and templates to and from a VMM management
server, &pp Controller must import 55L certificates from the
management server,

Maore about imperting certificates

K Cancel

To confirm the VMM server connection has been created, on the Overview page under the Private Clouds
heading you should now see 1 Virtual Machine Manager server.
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[ hitps://appeontroller’ £ - B¢ [ 2pp Controller x

b Microsaft: App Controller
< _ System Center2012 b
ks Hi, Signout Help
< .
(& Overview Overview
£ Cloud:
ouas Q4 Last refresh: 4:13:46 p.m.
#% Services B
Virtual Machines B
i Status
= Library
[ Jobs Private Clouds Public Clouds Hosted Clouds
b [FlSettings 1 Virtual Machine Manager server 8 Connect a Windows Azure... E5 Add an external service provider...
Connect a Virtual Machine... [ - =
1 Virtual Machine Manager server |
Next Steps
Common Tasks How To
Connect a Virtual Machine Manager server and clouds 7 Obtain a Windows Azure subscription
Connect a Windows Azure subscription 3 Use network file shares for templates and resources
] Add a network file share ¢ Manage private cloud quota
¢ Manage services
9¢ Create service templates
¢ Add a service template to a cloud
#2, Moving from virtual machines to services
Community
System Center Blogs Recent Farum Posts
@ RSS feed is empty @ RSS feed is empty
Import certificates completed for "vmm.contoso.com” X 3
Service Pack 1 @ 2012 Microsoft. All rights reserved, Privacy Send feedback to Microsoft

Summary

In this chapter, Jeff configured some of the connectors between the System Center 2012 components. He
configured the Integration Packs between Orchestrator and Virtual Machine Manager, and linked Operations
Manager and Virtual Machine Manager through their connector. He then created the connector between Service
Manager and Active Directory, then created this Service Manager Data Warehouse association. Jeff is now ready to
start configuring his Self Service Portal.
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In this scenario we are going to explore the automation possibilities of the Microsoft Private Cloud. The primary
component of System Center 2012 we will be focusing on will be System Center 2012 Orchestrator.

Jeff wants to build some automation into his environment. Initially, Jeff would like to explore some of the
automation capabilities available, and may later decide to re-use his new runbooks in his production environment.

Creating the Create Private Cloud runbook
Jeff manages a large number of private clouds that are manually created by him through requests from Emily.
Because automation is a key component of the private cloud, Jeff wonders if he can automate this simple task. If

he succeeds, Emily’'s requests will be fulfilled faster, and Jeff can continue to focus on his existing work instead of
repeating this simple task. Jeff decides to try to achieve this objective utilizing System Center 2012 Orchestrator.

1. Log on to the Orchestrator server Orchestrator

2. Open the Runbook Designer

A p pS Results for “runbook ”

Eﬁii! Runbook Designer

3. On the left, under connections, right-click on Runbooks and select New... > Folder
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Connections
B o&o &
= 3 ORCHESTRATOR

13'& Runbooks
1:;‘ Computer MNew... 3 Folder
:_E Funbook
‘-_EI Global Set Fename Funbook
[elete
Pl e
Import..,
Export...
Permissions...

4.  Give the new folder a name, for example CloudResources

Connections

ES ER

0 o5 ||f| &t

= 2 ORCHESTRATOR
EIE'E Runbooks
: |'_’| ClowdResources

#-Lg Computer Groups

..... 3 Runbook Servers

-1 Global Settings

5. On the newly created CloudResources folder, right-click and choose New... > Runbook
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= 3 ORCHESTRATOR
Eiﬁ Runbooks

|'_’| CloudResources

:a Cornputer Groups

:—3 Runbook Servers

& Global Settings

M., »

Faolder

Fename
Delete

e

Import...
Export...

Permissions...

Funbook

6. On the newly created Runbook, right-click and choose Rename from the context menu.

Connections

P ko

g8 Mew Runbook |

=5 ORCHESTRATOR
Eiﬁ Runbaoaks

:a Cormputer Graups
... 5 Runbook Servers
;& Global Settings

Check Qut
Runbook Tester

Run

Rename

Delete

M oe
Export...
Permissions...

Properties

7. When you receive the Confirm Check out, select Yes

Are wou sure ywou want to check out this runbook?
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8. To assist in identifying the purpose of the new runbook, change its name to Create Private Cloud

9. From the activities pane (right side of the console), select the Runbook Control folder, to expose the
contained activities.

;ﬂ Runbook

Cantrol

e - .
|r'|ItIE||IIE

Drata

@ Return Data

ﬂb]unctinn

Fﬁlnvnke Runbaook

10. Drag the Initialize Data activity object to the runbook canvas (as illustrated below)

Actions  Edit Options View Help

GuRefrest | B o @ Sop I Checkn (2 Check 00t 7] Undo Check Out 5] Runbook Tester | @ Orchestration Console |(2) Evaluation version: 179 day(s) left

148, Runbooks
] CloudResources
L& Computer Groups
174 Runbook Servers
15, Global Settings

11. Next, select the SC 2012 Virtual Machine Manager folder to present its activities

Connections |/ Create Private Cloud
Fe

B & \G ]

- 3 ORCHESTRATOR

Tnitalize Data;
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. System
7 Scheduing
i Montoring

4 Fils Management

= Email

/4, Wotification

b Utities

4 Text File Management
5C 2012 Yirtual Machine Manager

4% Runbook Cortrol

[Snitialize Data
5 Return Data
I Junction

1P Invoke Runboak
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[Ell =¢ 2012 vinual Machine Managsr

E%Apply Pending Service Update
Ii,'ﬁ"'(:onﬁgure Service Deployment
1 ® Create Checkpoint

i Create Mew Disk

1= Create Mewr Disk Frarn wHD
{i¥ Create Network Adapter

% Create User Rale

L Create W Fram Template
54 Create WM from WHD

54}3 Create WhA from Wi
E’?Deploy Service

fﬂGet Checkpaint

£ Get Cloud

¥ Get Disk

fg Get Metwork Adapter
$Get Service

f‘ﬁ,Get Service Configuration
@Get Service Termplate

‘ﬁ Get Tier

‘C'fGetUsearle

%!’Get User Raole Quota

2 Get WM

= Get WM Host

“2 Get W Metwork

5 Get WM Subnet
EManage Checkpoint

P Move W

{'ﬂRemuve User Role

?‘g' Rerriowe Whi
émRepairVM

IE Resume Wi

5 Run WM PowerShell Script
Bascale TierIn

:I> Scale Tier Out

%Set Pending Service Update
B2 Shut Down Wi

P2 Start i

ﬁStop Service

B ctop WM

“é Suspend Wi

£ Update Disk

ﬁ Update Metwork Adapter

-4\’} Update User Role Property
%!’Update User Raole Quota
72 Update W

12. Drag the following activities to the runbook canvas as illustrated below:

e Run VMM PowerShell Script
e Create User Role

e Update User Role Property
e Update User Role Quota

e Update User Role Property — Becomes Update User Role Property (2)

5] System Center 2012 Orchestrator Runbook Designer [=TomE.
Actions [t Options  View  Help
O Refreen | e ] H checkin 7| Undo Check Out 5] Runbook Tester [ Orchestration Console | (5 Bvalustion version: 178 day(s) left
‘onnections L Create Prnvate Clowd Atins
b & & 4 Sysen
§ ORCHESTRATOR I Scheduing
= [, Runbooks % Montoring
Cloudesewees - Fie Management
Cormnp “ Emad
i ) Melieation
%1 i Global ety &
a, Tet Fie Marengrrreed
= = " s Y A
- 5] 5 3) £} f 3) Bl 5 702 Vs Mactaem Morene
[Intisiize it P VMM Create User Update User Updite User Updibe User «Update User Role Praperty

Fole Property Rt Quota

PRale Proper..

1 Update User Rale Quota
3 Update Whe

13. Next, we will create three connections in the runbook to wire up the workflow, these connections are
commonly referred to as the “pipeline” or “databus”, because this is the mechanism utilized to pass
information between each activity. On the runbook canvas, move your mouse to the right of the Initialize
Data activity until your pointer changes to a crosshair. Then, holding down the left mouse button, draw a
connection between the Initialize Data and the VMM PowerShell Script activity.
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E ‘.‘rbﬁb

Initialize Data Fun Whakd
Poweershell
Script

Repeat the process, this time from:

VMM PowerShell Script activity to the Create User Role activity

Create User Role activity to the Update User Role Property activity

Update User Role Property activity to the Update User Role Quota activity.
Update User Role Quota activity to the Update User Role Property (2).

Jeff now has created his first, simple runbook. It will start with the first activity “Initialize Data,” then proceed to
the VMM PowerShell Script, then Create User Role, then Update User Role Property, Update User Role
Quota, then and finally perform the Update User Role Property activity, passing the results of the previous
activity over the pipeline, and available for the following activity to utilize.

Initialize Data Rur Whir Create User Update User
PowverSh., Rale Rale Property

Update User
Rale Praper.,

14. Jeff must now configure the activities in the runbook, as currently it has no configured task to perform. To
begin, double-click on the Initialize Data activity to open the properties dialog box.
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Details Information

Define the parameters for the Initialize Data activity.

Details

Add || Remave |

| Finish | | Cancel | | Help

15. On the dialog Details page, select the Add button five times to add five parameters.

Details Information

Define the parameters for the Initialize Data activity.

@ Parameter 1 {data bype: String )
m Parameter 2 (data bype: String )
@ Parameter 3 (data type: String )
@ Parameter 4 {data bype: String )
E Parameter 5 (data bype: String )

Add | | Remave

| Finish | | Cancel | | Help

16. Next, select Parameter 1 and change that name to MemoryGB, and then repeat for Parameter 2,
Parameter 3, Parameter 4 and Parameter 5, changing their respective names to StorageGB,
CloudName, NoOfVMs and Username . Once complete select Finish to close the dialog
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Details Information

Define the parameters for the Initialize Data activity.

BE MemoryGE (data type: String )
BE storageGE (data type: String )
BE Cloudname (data type: 3tring )
Details @ MoOFYMs (data bype: Skring )

E Username (data type: String )

Add || Remave |

| Finish | | Cancel | | Help

17. Back on the canvas, double-click the Run VMM PowerShell Script activity.

Properties
Define the properties used by the ackivity,

Configuration

Mame:

Propetties

Finish | | Cancel | | Help

18. Select the “...” button on the right of the Configuration Name: and then select the connection (VMM
Connection) that Jeff created previously
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Run VMM PowerShell Script Properties =

Properties
Define the properties used by the ackivity,

VMM Connection
Configuration

General

Properties Properties

| | Cancel |

| Finish | | Cancel | | Help

19. In the text field next to PowerShell Script, right-click and choose Expand... Copy and paste the following
PowerShell script.

$CloudName "

$MemoryGB =

$StorageGB

$NoOfVMs =

If ((Get-SCCloud -Name "$CloudName") -eq $null) {

$GUID = [System.Guid]::NewGuid().ToString()

Set-SCCloudCapacity -JobGroup "$GUID" -UseCustomQuotaCountMaximum $true -
UseMemoryMBMaximum $false -UseCPUCountMaximum $true -UseStorageGBMaximum
$false -UseVMCountMaximum $false -MemoryMB ($MemoryGB * 1024) -StorageGB
$StorageGB -VMCount $NoOfVMs

$addCapabilityProfiles = @()
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$addCapabilityProfiles += Get-SCCapabilityProfile -Name "Hyper-V"

Set-SCCloud -JobGroup "$GUID" -RunAsynchronously -AddCapabilityProfile
$addCapabilityProfiles

$hostGroup = (Get-SCVMHostGroup | where {$_.ParentHostGroup -eq $null})

$hostGroups = @()

$hostGroups += $hostGroup

$Cloud = New-SCCloud -JobGroup "$GUID" -VMHostGroup $hostGroups -Name
$CloudName -Description ""

20. On the first line of the PowerShell script ($CloudName = “”) between the quote marks (“”) right click and
select Subscribe > Published Data from the context menu.
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£Cloudame = ", A

EMemoryGe = Subscribe » | Published Data |

$Storageck = Cut Wariable

EMoOfMs =
Copy

If ((Get-SCCloud Paste eq $nully { =
Delet

$GUID = . 101, ToString

Select Al

Set-SCCoom_apscy=ooE oo FGUID" -
UseCustomQuotaCounthaximum $true -UseMemaryMBMaximum $false -
UseCPUCounttaximum $ue -UseStoragecBhaximum $false -
UsevMCountMaximum $false -MemoryMB EMemoryGE * 10247 -Storageck
$StorageisB -MCount EMoOfYMs

taddCapabilityProfiles = @0

taddCapabilityProfiles += Get-SCCapabilityProfile -Mame "Hyper-4"

| QK | | Cancel

21. In the Activity drop-down, the “Initialize Data” activity should be presented. The “pipeline” or “databus”
attributes of "MemoryGB”, “StorageDB", “CloudName” and "NoOfVMs" which we created earlier are now
available to select.

Select the CloudName property and click OK
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Activity: | Initialize Data

MName Descripkion
CloudMame

B NoOFYMs

@MemuryGB

@Username

@SturageGE

[ ] Show commen Published Data

22. For the following PowerShell script lines, repeat the previous steps however right click after the equals
sign (=) and select Subscribe > Published Data from the context menu and select the associated
properties (MemoryGB, StorageGB and NoOfVMs).

e $MemoryGB =
e $StorageGB =
e $NoOfVMs =
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Run VMM PowerShell Script Properties =

Dronarticc

$CloudMarme = "{CloudName from "Initialize Data"™}" ~
MemaryGB =
$StorageGe = 2 Published Data -
EMoORME =
Activity: |3 mitigliz= Data v]
If ({Get-SCCloud -h3
Marme Description
$EUID = [S EF;CIDudName
BB Noofums
Set-SCClou EB
UseCustomouotaCo @Usemame

UseCPUCounthax i
UsevMCountiasimu
$£5StorageGe -YMCou
$addCapabi
faddCapabi

EF}StorageGB

[ shaw comman Published Data

K || Cancel |

23. Confirm that the first four lines of the PowerShell script are as below and click OK and then click Finish.

tCloudrame = "{Cloudiame from "Initialize Data"l" A
tMemoryEE = {MemoryGE from "Initialize Data™t

$£StorageGk = {StorageGB from "Initialize Data™}

FMoOfMs = {NoOfYMs from "Initialize Data™}

If ((Get-SCCloud -Mame "$CloudNarme") -eq $nully {
FEUID = [Systern.Guid]: NewGuid (. ToString ()

Set-SCCloudCapacity -JobGroup "$GUID" -
UseCustomQuotaCounthaximum $true -UseMemaryMBMaximum $false -
UseCPUCounttaximum $ue -UseStoragecBhaximum $false -
UsevMCountMaximum $false -MemoryMB EMemoryGE * 10247 -Storageck
$StorageisB -MCount EMoOfYMs

taddCapabilityProfiles = @0

taddCapabilityProfiles += Get-SCCapabilityProfile -Mame "Hyper-4"

| QK | | Cancel
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24. In the text field next to Output Variable 01 click in the text field and type “Cloud”. Click Finish.

Properties

Define the properties used by the activity,

Configuration

Mame: | WM Connection

Properties

Properties

_ $CloudMame = "{Cloudrame From "Ir

Optional Properties. ..

Finish || Cancel || Help

25. Back on the canvas double-click the Create User Role activity to open the properties dialog box

Properties

Define the properties used by the activity,

Configuration

Mame:

Properties Properties
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26. Select the “..."” button on the right of the Configuration Name: and then select the connection (VMM

Connection) that Jeff created earlier.

Create User Role Properties

Properties

Define the properties used by the activil

Zanneckion

Properties

Run

(074 | | Canicel

[ Finish

| | Cancel

| | Help

27. In the text field next to User Role Name, right click and select Subscribe > Published Data from the

context menu.

Properties
Define the properties used by the activity

Configuration

Mame: | WMM Connection

Properties Properties

R | |

Subscribe

Published Data

Cut
Copy
Paste
Delete

Wariable

Select All

Expand..

o

Finish | | Caniel

Help |
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28. In the Activity drop-down, select “Initialize Data”. The “pipeline” or “databus” attributes of “MemoryGB”,
“StorageDB", “CloudName” and "NoOfVMs" which we created earlier are now available to select. Select

CloudName and click OK

Activitys | Initislize Data

Marne Descripkion

BB

B2 MoDFyMs
@ MemaryGE
@ Username

@ Storageh

[ shaw comman Published Data

ok | | Cancel |

29. At the end of the text box add the text: _SelfServiceUser

Experience 3: Private Cloud automation 206



Properties
Define the properties used by the ackivity,

Configuration

Mame: | ¥MM Connection | III

Properties Properties

_ ‘Initialize Data"} _SelfServicellser|

Optional Properties, ..

Finish | | Cancel | | Help

30. In the text field next to Profile Type click in the text field and select the “...” and select Self Service User
from the Profile Type window. Click OK. Click Finish.

Properties
Define the properties used by the ackivity,

Configuration

Name: | WM Connection | III

Properties Properties

_ {CloudMame From "Initialize Data"t "Se

ProfieType L [sel Service User £

Optional Properties, ..

Finish | | Cancel | | Help
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31. Back on the canvas double-click the Update User Role Property activity to open the properties dialog
box.

Properties
Define the properties used by the ackivity,

Configuration

Mame:

Properties

32. Select the “..." button on the right of the Configuration Name: and then select the connection (VMM
Connection) that you created earlier in Chapter 4.

Update User Role Property Properties £

Properties

Define the properties used by the activi

1 Connection

| Finish || Cancel || Help
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33. In the text field next to User Role Name, right click and select Subscribe > Published Data from the
context menu.

Canfiguration
Mame: | YMM Connection | EI
Froperties
User Role Mame || | |
action Type | Subscribe 3 | Published Data
Propetty Cut Watiahle
Value
Copy
Paste
Delete
Select All
Expand..,
Finish | | Cancel | | Help

34. In the Activity drop-down, the “Create User Role" activity should be presented. From the list of “databus”
attributes select User Role Name and click OK
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Ackiviby: |${} Create User Role

MName Descripkion
@Member hames

@F‘rnfile Type

@Run as Account Mames

@SQL Profile Resource Mames
@Service Instance Resource Mames
@Service Temnplate Resource Marmes
@User Role Data Path

@User Rale ID

2™ Lser Role Mame

@VM Instance Resource Mames

%HM Template Resource Mames
£ m

[ ] Show commen Published Data

35. In the text field next to Action Type click in the text field and select the “...” and select Add from the
Action Type window. Click OK.
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Update User Role Property Properties =

Properties

Define the properties used by the activi

ok, | | Cancel |

| Finish | | Cancel | | Help

36. In the text field next to Property click in the text field and select the “..." and select Clouds from the
Property window. Click OK.

Update User Role Property Properties £

Properties

Define the properties used by the ackivi

Cl
User Role Data Path
Genet al ; Actions _ |Z|
Run as Accounts
| |Library Servers
1 |Members
Service Templates fram "Create User R
R Bel Service Instances
Wi Templates
WM Instances
Application Profiles _ El
Guest O3 Profiles
SL Profiles
Hardware Profiles

| Finish || Cancel || Help

37. In the text field next to Value, right click and select Subscribe > Published Data from the context menu.
In the Activity drop-down, select “Initialize Data". . From the list of “databus” attributes select
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CloudName and click OK.

Update User Role Property Properties £

Properti
Define the

Bctivity: | Tnitialize Data

Mame Description
2™ Cloudtame

FE Noofyms

mMemoryGB

@Usemame

@StorageGB

Properti

[ shaw common Published Data

| | Cancel

38. Click Finish.

Properties
Define the properties used by the ackivity,

Configuration

Marng: | MM Connection | |Z|

Properties

_ {User Role Mame from "Create User R

Add

Pty cows

{CloudMame From "Initialize Data"}
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39. Back on the canvas double-click the Update User Role Quota activity to open the properties dialog box.

Properties
Define the properties used by the ackivity,

Configuration

Mame:

Properties Properties

Finish || Cancel || Help

40. Select the “...” button on the right of the Configuration Name: and then select the connection (VMM
Connection) that Jeff had created earlier and then click OK.

Update User Role Quota Properties =

Properties

Define the properties used by the activi

1 Connection

Properties

Run

| | Cancel |

| Finish | | Cancel | | Help
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41. In the text field next to User Role Name, right click and select Subscribe > Published Data from the
context menu. In the Activity drop-down, select “Create User Role”. From the list of “databus” attributes
select User Role Name and click OK

Update User Role Quota Properties £

Activity: |*§_} Create User Role

Marne Description
@ Mermber Marnes
@ Profile Type
@Run as Account Mames
@SQL Profile Resource M. ..
@Service Instance Resau...
@Service Template Resa..,
@User Role Data Path
@User Role ID

“lUser Role Mame
@\-‘M Instance Resaurce ...
@\-‘M Template Resource ...

[]shaw comman Published Data

42. In the text field next to Cloud Name, right click and select Subscribe > Published Data from the context
menu. In the Activity drop-down, select “Initialize Data”. From the list of “databus” attributes select
Cloud Name and click OK
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Update User Role Quota Properties =

Activity: [ = rritalize Dt

MName Description

CloudMame
EE MocFyms I D
@ MemoryiaB
@ Username
@ StarageGE cer

[ 5how comman Published Data m

43. In the text field next to Level click in the text field and select the “...” and select Member from the Level
window. Click OK.

Update User Role Quota Properties £

Properties
Define the properties used by the activity,

e from "Create User R,

om "Initialize Daka"}

| | Cancel |

Finish | Cancel || Help |

44. Click Optional Properties...
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Configurakion

Mame: | ¥MM Connection | III
Properties
User Role Mame {User Role Mame from "Create User R
Cloud Mamne {Cloudmarne From “Initialize Daka"}-

Lewvel |Member “II

Cptional Properties, .,

45. From add/remove property add Max VMs, Max Storage in GBs and Max Memory in MBs and click OK

Selected

Available

Max Custorn Quoka (=0 For unlimited) = Max WMs (=0 For unlimited)
Max Virkual CPUs (<0 For unlimited)

Max Skorage in GEs { =0 for unlimited
MMax Memoty in MEs {<0 For unlimited)

46. In the text field next to Max VMs (<0 for unlimited), right click and select Subscribe > Published Data
from the context menu. In the Activity drop-down, select “Initialize Data”. From the list of “databus”

attributes select NoOfVMs and click OK
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Properti
Define the Aickivity ! | Initialize Data

Mame Description
@CIoudName

General (il 5

@MemoryGB

@Username

@StorageGB

Properti

[]show common Published Data

oK | | Canicel

47. In the text field next to Max Storage in GBs (<0 for unlimited), right click and select Subscribe >
Published Data from the context menu. In the Activity drop-down, select “Initialize Data”. From the list
of “databus” attributes select StorageGB and click OK

Properti
Define the Ackivity: | Initialize Data

ame Description
@CloudName

General 5 NaOFyMs

@MemoryGB

=

Properti

[ 5how commen Published Data

oK | | Cancel

48. In the text field next to Max Memory in MBs (<0 for unlimited) type [Mult(, 1024)]

Experience 3: Private Cloud automation 217



Properties

ser Fole Mame {User Role Mame from "Create User f
Cloud Mame {Cloudiarne Fram "Inikialize Daka"}
Level Member

Mazx WMs (=0 For unlimited) JNoCOFYMs From "Initialize Data"}

Max Skorage in GEs (=0 For unlimited)  {Storagess From "Initialize Data"t
Max Memary in MEs { <0 For unlimited) |[rul, 1024)]|

Cptional Properties. .,

49. Right click between the left parenthesis ( () and comma (,)and select Subscribe > Published Data from
the context menu.

Properties

User Role Mame {User Role Mame from "Create User F

Cloud Name {Cloudrarne From "Initialize Data"}

Lewel Member

Maz ¥Ms (=0 for unlimited) {MoOFYMs From "Initialize Data"}

Mazx Storage in GEs (<0 For unlimited) {StoragedE From "Initialize Data"}

Mace Memary in MBs (=0 For unlimited) | [pulk(]_tnz4i1
Subscribe v || Published Data
T Wariable
Copy

Firis Paste Help

Delete
Select All
Expand...

50. In the Activity drop-down, select “Initialize Data”. From the list of “"databus” attributes select
MemoryGB and click OK. Then click Finish
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Properti
Define the | Ackivity: | Initialize Data

Marne Description

mcloudName

EElu

m SkorageGE

Properti

[ Showe common Published Data

51. Back on the canvas double-click the Update User Role Property (2) activity to open the properties

dialog box.

Properties
Define the properties used by the activity,

Configuration

Mame:

Properties
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52. Select the “...” button on the right of the Configuration Name: and then select the connection (VMM
Connection) that you created earlier in Chapter 4.

Update User Role Property (2) Properties £

Properties

Define the properties used by the activi

_onneckion

General

Properties

| Finish || Cancel || Help

53. In the text field next to User Role Name, right click and select Subscribe > Published Data from the
context menu. In the Activity drop-down, select “Create User Role”. From the list of “databus” attributes
select User Role Name and click OK

Activity: |*\s} Create User Role

Marme Description
@Member Names
@Profile Tvpe
Run as &ccounk Names
@SQL Profile Resource ...
@Service Instance Resou...
@Service Template Reso...
@User Fole Data Path
@User Role ID

@VM Template Resource ...

[ shew common Published Data
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54. In the text field next to Action Type click in the text field and select the “..."” and select Add from the
Action Type window. Click OK.

Update User Role Property (2) Properties =

Properties

Define the properties used by the ac=

o] 4 | | Cancel |

| Finish | | Cancel | | Help

55. In the text field next to Property click in the text field and select the “...” and select Members from the
Property window. Click OK.
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Update User Role Property (2) Properties =

Properties

Define the properties used by the ack=

User Role Data Path
General Actions
Run as Accounts

Library Servers
Properties bembers

Service Templates
Service Instances
WM Templates

WM Instances
Application Profiles
4 | 5uest 05 Profiles
SGL Profiles
Hardware Profiles

| Finish | | Cancel | | Help

56. In the text field next to Value, right click and select Subscribe > Published Data from the context menu.
In the Activity drop-down, select “Initialize Data”. From the list of “databus” attributes select Username
and click OK. Click Finish

Activity: | Initialize: Data

Marne Description
@CIoudName

FE aofyMs

@MemoryGB

mStorageGB

[ 5how common Published Data

oK | | Cancel
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Testing the Runbook

Jeff has now created his first runbook. The only thing he now has to do is start the runbook, provide the four
parameters and his job should be automated, saving him time in the future. But before he relaxes, he must now
check to see if the runbook actually works. For that, he is going to use the Runbook Tester which is integrated
into the Orchestrator Runbook Designer we have already been utilizing. For his test, Jeff wants to create a new
cloud called "XYZ" and assign the following resources:

16GB of Memory
200GB of Storage

Allow a maximum of 8 virtual machines to be created in the cloud.

1. Select the Runbook Tester in the menu bar

{3 Refresh | b n MW o | I CheckIn g Check out ?_"]Undo Check Cut RunbnnkTester | mOrchestration Console

2. The System Center 2012 Orchestrator Runbook Tester window will now be presented, select the Run
button to test the runbook.

File Wiew Test Help
[ Fun ||’StepThmugh |m5lep M Stop |'Togg\eE|eakpomt

Fun Time Properties []

L

Initialize Data Run kit Create User Riole Update User Fole Update User Role Update User Role
PowerShell Serpt Property Quata Property (2]

Desian Time Propertiss

L

21 /2 Resource Browser

@ Start time 16/01/201311:3358 am Activity name Initizlize: Data ~ | [Computer Groups j
End time Shiaw Details Counters @
@ Start time 16/01/201311:3%59 am Activity name RunYiM PowerShel Script Variables zj
End time Show Details Schedules
@ Start time 16/01/201311:40:27 a.m, Activity name Create User Role
End time Show Details
@ Start time 16/01/201311:40:29 a.m Activity name Update User Role Property
End time Show Details
() Start time 16/01/2013 11:40:31 am Activity name_Update User Rols Quota ~
|
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3. The Initialize Data Parameters dialog will be presented; here we will assign the MemoryGB as 16,
StorageGB of 200, CloudName as XYZ, NoOfVMs as 8 and Username of contoso\Emily. Then select
OK

b e B
StorageaB
CloudM ame
Mofy s
ContasosE mild

(o)1 I Cancel

4. Using the Log pane, Jeff can observe the runbook activities which are currently active, or have completed.
By selecting the Show Details link, or expanding the + icon, Jeff can view the results of each activity as it
processes within the workflow.

Lag [Start Time: 1/22/20013 2:46:06 Pr]

@ Start time 1/22/201 3 2:46:07 P Activity name  Initislize Data
End time Show Details

[ Activity name = Run Vit PowerShell Script : Activity 1D = {837641C0-4CFD-4435-8F 2E-DEAJBRA4B037}

5. When all activities are complete, Jeff will see that the job status now reads, “success”
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Start tirme 1/22/20132 2:46:07 P Activity name  |nitialize Data -~
End time Shows Details
() Start time 1/22/2013 2:46:07 PM Achivitg name  Fun Wk PowerShell Script
End time Show Detailz =
Start tirme 1/22/2013 2:46:42 P Activity name Create User Role
End time Shows Details
@ Start time 1/22/2013 2:46:43 P Achivity name Update User Role Property
Etd time Showe D etails
Start time 1/22/2013 2:46:46 PM Activity name Update User Role Quota e

6. Back in the Virtual Machine Manager Console, Jeff should now also see that the Cloud called XYZ cloud
has been created.

VMs and Services <

- \,;' Tenants
bl’ HWZ _SelfServicelser

4 &5 Clouds

&5 XY7
=k VM Networks
Storage

» 1 All Hosts

Check In the Runbook

Prior to utilizing our completed runbook, it must be “checked in” again, using the Orchestrator Runbook Designer.
If the runbook has not been checked in, it will not be replicated to Service Manager in the next chapter.

1. Open the Runbook Designer
2. Locate our Runbook which we named Create Private Cloud

3. Select the Check In button from the menu bar

(i Refresh | b W Stop | I checkin [ check ot ?_iUndo Check Out Runl:ucnok Tester | ﬁOrchestratinn Consale

Scenario: Simplified Self Service

Overview

Experience 3: Private Cloud automation 225



In the previous scenario, Jeff created a runbook with the objective of optimizing his time not addressing repetitive
tasks. Jeff read about the Self-Service potential of the private cloud and plans to embrace automation even
further. Currently, Jeff must still start his new runbook and provide the private cloud details each time he receives
a request ticket. Unfortunately, many times he simply only receives an email request, eager to automate the
complete process, Jeff plans to present Emily and her team a simple web page to request the change, letting
Service Manager and Orchestrator do the rest.

Prerequisites E%

Before Jeff begins to create the Self-Service portal, he will need to first source all the required components for the

project. For his evaluation implementation, Jeff is going to use the SharePoint server to install all the required
components. As SharePoint Foundation does not support Windows Server 2012, the SharePoint server will be
installed with the Windows Server 2008R2 operating system. In production, Jeff will follow the recommend
guidelines, utilizing additional virtual machines to distribute the roles and service loads. The Windows Server
2008 R2 evaluation can be downloaded from

http://www.microsoft.com/en-us/download/details.aspx?id=11093

The initial installation that Jeff needs is SharePoint Foundation 2010. The Self-Service portal is a collection of
components that live on top of SharePoint. In production, he will embed those components on his production
SharePoint farm, while for the evaluation; he is going to utilize the free SharePoint Foundation sever that he
downloads from http://www.microsoft.com/download/en/details.aspx?id=5970

Prior to beginning the installation of SharePoint Foundation 2010, Jeff must download and install the following
prerequisites specifically for SharePoint

SharePoint Foundation 2010 prerequisites:

Prerequisite URL
Windows Identity Foundation: http://www.microsoft.com/download/en/details.aspx?id=17331
Microsoft Sync Framework Runtime http://www.microsoft.com/download/en/details.aspx?id=15391

v1.0 (x64):

Microsoft Chart Controls for http://www.microsoft.com/download/en/details.aspx?id=14422
Microsoft .NET Framework 3.5:

Microsoft Filter Pack 2.0: http://www.microsoft.com/download/en/details.aspx?id=17062

Microsoft Server Speech Platform http://www.microsoft.com/download/en/details.aspx?id=16789
Runtime (x64):
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Microsoft Server Speech Recognition
Language - TELE(en-US):

SQL 2008 R2 Reporting Services
SharePoint 2010 Add-in:

Microsoft Sync Framework Runtime
v1.0 (x64):

Microsoft® SQL Server® 2008 R2
Native Client

Microsoft SQL Server 2008 Analysis
Services ADOMMD.NET

Microsoft .Net Framework 4.0

http://go.microsoft.com/fwlink/?LinkID=166371

http://www.microsoft.com/download/en/details.aspx?id=622

http://go.microsoft.com/fwlink/?LinkID=160382

http://www.microsoft.com/en-us/download/details.aspx?id=16978

http://go.microsoft.com/fwlink/?LinkID=160390

http://go.microsoft.com/fwlink/p/?LinkID=232304

Next, Jeff proceeds with the installation of SharePoint Foundation 2010 as a Standalone server with the default

settings

After the installation, he then runs the SharePoint Configuration Wizard (default settings)

Once Jeff has installed SharePoint Foundation 2010 he will need to download and install SP1 from the Microsoft
website. This is to add compatibility for SQL 2012. It can be downloaded from the following location

http://www.microsoft.com/en-us/download/details.aspx?id=26640

Installing the Self-Service Portal

Now that all the prerequisites have installed, Jeff can start installing the System Center 2012 Service Manager

web portal.

1. Still working on the SharePoint computer, Run setup.exe from the System Center Service Manager

installation media

2. On the Service Manager splash screen, select Service Manager web portal
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[ service Manager Setup Wizard

T Microsoft:
~  System Center2012

Service Manager

Service Pack 1

For a complete installation of Service Manager, you need both a Service Manager management server and a
data warehouse management server. A Service Manager management server cannot be installed on the same
computer as a data warehcuse management server.

Install Additional Resources
Service Manager management server Deployment Guide

Service Manager data warehouse management server P

Install (Op‘tlo nal) Search Support Articles

Service Manager console View System Requirements

Service Manager web portal Cloud Service Pack Guide

Download
Process Pack for Cloud Services and [T GRC

© 2012 Microsoft Corporation. All ights reserved.

3. On the Portal Parts screen, select both the Web Content Server and SharePoint Web Parts and select
Next

[ service Manager Setup Wizard

Getting started
| I N

Portal Parts

We recommend that you conly install both parts of the Service Manager web portal on separate computers unless you are
working in a lab environment. You must install the web content server before you install the SharePoint Web Parts. If you
select both parts, the web content server will be installed first.

¥ Web Content Server: Provides a connection to the Service Manager database, contains the Silverlight code for the
‘Web Parts, and caches data for better performance.

¥ SharePoint Web Parts: Installs a site, appliss a SharePoint template, deploys the web parts and configures them with
the web content server.

< Previous Mext > Cancel
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4. On the Product registration page, fill in a Name and Organization, select | have read, understood,
and agree with the terms of the license terms and select Next

[ service Manager Setup Wizard

Getting started
| I N

Product registration

Name: IAdministratUr

Crganization: ICnntoso
Privacy statement

License terms:
MICROSOFT SOFTWARE LICENSE TERMS 5’
MICROSOFT SYSTEM CENTER 2012 CONFIGURATION MANAGER SERVICE PACK 1

MICROSOFT SYSTEM CENTER 2012 CLTENT MANAGEMENT SUITE SERVICE PACK 1

MICROSOFT SYSTEM CENTER 2012 STANDARD SERVICE PACK 1

MICROSOFT SYSTEM CENTER 2012 DATACENTER SERVICE PACK 1

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its
affiliates) and you. Please read them. They apply to the software named above, which indudes the media on
which you received it, if any. The terms also apply to any Microsoft

updates,

cumnlamante

IV I have read, understood, and agree with the terms of the license terms. Print

< Previous | Mext = | Cancel |

5. On the Installation location page, change the installation location or leave it default and select Next

[ service Manager Setup Wizard

Getting started
| I N

Installation location

The recommended default location for the virtual website is displayed.

Location: IC:\inetpuh\wwwrmt\System Center Service Manager Portal Browse... |

Disk space required: 1 GB
Free space: 111.5 GB

() The disk space is verified.

< Previous | Mext > Cancel
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6. On the System check results, when you have passed the system requirements, select Next

[ Service Manager Setup Wizard

Prerequisites

System check results

Setup can continue but this computer does not meet optimum system requirements, which may affect performance.

Service Manager Self-Service Portal Expand All v =

1\ Memory check There is not enough memory in this computer v
The suggested memory requirement is 8192 MB. This computer has only
4095 MB.

() Processor speed check The CPU processor check passed

() TIS check 1IS 7.0 is installed

() ASP.NET check ASP.NET is installed

() Basic Authentication check Basic Authentication is enabled

(~) Windows Authentication check Windows Authentication is enabled

() Microsoft .NET Framework 4 Microsoft .NET Framework 4 is installed
check
@ Windows Service Pack check Windows Service Pack is installed _I
Review full system requirements
< Pravious Neat > Cancel

7. On the Configure the Service Manager Self-Service Portal name and port, uncheck the Enable SSL
encryption and make sure that the Port is 81. Select Next to continue
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[ service Manager Setup Wizard [x]

Configuration

Configure the Service Manager Self-Service Portal name and port

Specify a name for your Self-Service Portal and the port that this website will uss.

Website name: | sCsMwebcontentserver Port: IB]

[~ Enable SSL encryption (recommendead)
To more securely transfer data between the browser and the Self-Service Portal, you must configure the Self-
....Senvice Porfal fo.use. Secure. Sackets Layer. (S5L) encryphian.... e e

SSL certificate:

< Previous Next = Cancel

8. On the Select the Service Manager database page, in the Database server text field enter servicemgr,
and set the SQL Server instance dropdown to Default. Finally, in the Database dropdown select
ServiceManager. Then select Next

[ Service Manager Setup Wizard

Configuration

Select the Service Manager database

Specify the name of the server that hosts the instance of SQL Server 2008 that contains the Service Manager database,
and then select the Service Manager database.

@) Service Manager Self-Service Portal will use the existing *ServiceManager' database

Database server: |ser\.ricemgr SQL Server instance: |Default -

Database: | ServiceManagar ~ | A1\ To connect to the existing configuration
database, you must be logged on as a
member of the Administrators user role
on Service Manager management server,
otherwise setup will fail.

< Pravious Mext > Cancel
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9. On the Configure the account for the Self-Service Portal page, select the Domain account option;
provide the User name as administrator, provide the relevant password, and then set the domain to
contoso. Select Test the credentials. When the test succeeds, select Next

[ service Manager Setup Wizard

Configuration

-e——— ||

Configure the account for the Self-Service Portal

The Self-Service Portal can access the Service Manager database under the Local System account, if installed on the same
computer, or under a domain user or service account. Setup will add the domain account to the Service Manager
Administrators user role.

€ Local System account

@ Domain account:

User name:
Iadminl’stratur
Password:
I sevessanee
Domain:
|conToso -

Test Credentials (+) The credentials were accepted.

< Pravious Next = Cancel

10. On the Configure the Service Manager SharePoint Web site, uncheck the Enable SSL encryption and
set the port to 82. Set the Database server as ServiceMgr, the SQL Server instance drop down to
Default, and the Database name to read SharePoint_SMPortalContent. Then select Next
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[ service Manager Setup Wizard

Configuration
eee——— |

Configure the Service Manager SharePoint Web site

Specify the name and port number for the SharePoint Web site. Specify the server and database that will be used to store
content for this SharePoint Web site, and then specify the URL for the web content server.

SharePoint site:
Website name: Service Manager Portal Port: I 82

[~ Enable 55L encryption (recommended)

S5L certificate:

SharePoint database:

Database server: ISER\:’ICEMGR SQL Server instance: | Default -

Database name: | Sharepoint_SMPartalCantent

Web content server:

URL: [ ttp://SHAREPOINT:81

< Pravious Mext = Cancel

11. On the Configure the account for Service Manager SharePoint application pool, provide the User
name as administrator, provide the relevant password, and then set the domain to contoso. Select
Test the credentials and when the test succeeds, select Next

[ service Manager Setup Wizard

Configuration

Configure the account for Service Manager SharePoint application pool

The Service Manager SharePoint application pool can run under a domain user or service account.

User name:

I administrator

Password:
| sssnsans
Domain:
|CONTOSO -
Test Credentials () The credentials were accepted,
< Pravious et > Cancel
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12. On the Help improve Microsoft System Center 2012 - Service Manager choose if you want to
participate anonymously in the Customer Experience Improvement Program or not, then select Next

57 Service Manager Setup Wizard

Configuration

-e—— ||

Help improve Microsoft System Center 2012 - Service Manager

Customer Experience Improvement Program

The Customer Experience Improvement Program collect data abeut yeur use of Microsoft applications to identify possible
improvements for Microsoft products. { Tell me more about the program )

= Yes, [ am willing to participate anonymously in the Customer Experience Improvement Program

€ No, 1am not willing to participate

Privacy statement

< Previous Next > Cancel

13. On the Use Microsoft Update to help keep your computer secure and up-to-date page, select if you
want to use Microsoft Update, and select Next
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ervice Manager Setup Wizard

Configuration

Use Microsoft Update to help keep your computer secure and up-to-date

Microsoft Update offers security and important updates for Windews and other Microsoft products, including Microsoft System
Center 2012 - Service Manager. Updates are delivered using your Autematic Updates setting, or you can visit the Microsoft Update
Web site,

@ (% Use Microsoft Update when 1 check for updates (recommended).

¥ C I do not want to use Microsoft Update.

[ Initiate machine wide Automatic Update.

See the Microsoft Update FAQ
Privacy Statement

< Pravious Mext > Cancel

14. On the Installation summary, review your settings and select Install

[ Service Manager Setup Wizard

Configuration

I

Installation summary

Review the selections for the parts you are installing. To continue, click Install. To change these selections, click Previous.

Self-Service Portal virtual directory: =
C:\inetpub\wwwroot\System Center Service Manager Portal
Web content server website name:

SCSMWebContentServer

Web content server website port:
81

Use Service Manager database on:
servicemgr

Database name:
ServiceManager

Application Pool account for wab content server webeite: |
CONTOSO\Administrator

SharePoint Web site name:
Service Manager Portal

SharePoint Web site port:
a7

=]
< Pravious | Install I Cancel |
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15. On the Setup completed successfully page, write down the URL (http://sharepoint:82/SMPortal) of
your newly created portal as presented in the results text. Finally you may select Close to complete the
exercise.

e Manager Setup Wizard

Finished

Setup completed successfully.

Setup has installed the Web Content Server which may be accessed at http://SHAREPOINT:81/ServiceHost/Services/
DataAccessService.sve. You can access the configuration via the Internet Information Services (IIS) Manager via site name
'SCSMWebContentServer'.

Setup has installed the SharePoint site "Service Manager Portal'. This site may be accessed at hitp://SHAREPOINT:82/SMPortal/. The
SharePoint site may be configured using the SharePoint 2010 Central Administration tool for site "Service Manager Portal’.

@ Tnitialize L]

¥ Install files Deployment Guide

(¥) Configure registry settings Release Notes

(+)  Configure portal Web site Search Support Articles

(¥ Configure portal SharePoint Web site View System Requirements

) Finalize Cloud Service Pack Guide
Open the Setup Log

Creating a Runbook

Jeff now considers the steps which he needs to repeat in order to deliver a service to his end-users, some of these
will not require to be repeated each time, so the list will act as a guide for him as he proceeds to publishing his
new service offerings on the portal.

e Pre-Work

e Create a Runbook in Orchestrator (already covered in this chapter)

e Create the Orchestrator Connector in Service Manager (already covered in this chapter)
e Synchronize Orchestrator with Service Manager

e Create a Runbook Automation Activity template

e Create a Service Request template

e Create a Service Offering

e Create a Request Offering

e Add the Request Offering to the Service Offering
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As this is the first time Jeff has encountered this new process, he decides that he will attempt to complete each of
these steps now so he understands the process, and later when he is ready to offer additional services he can opt
to exclude the optional steps if he so wishes.

Pre-Work

Prior to Jeff beginning the work of offering new services, he first will create a Management Pack. This
management pack will be used to store all the customizations which he will create as he implements his offerings.
An advantage of this approach is that he can undo his changes by deleting the management pack, but also he can
export the management pack from his evaluation environment, and simply import it onto another environment,
for example Production at any time in the future. This enables Jeff to have a good test first approach for delivering
new services.

1. In the System Center 2012 Service Manager console, with the Administration workspace selected,
expand the navigation tree to select Administration > Management Packs

Administration <

4 E’m Administration
4 o Announcements
- Connectors
[# Deleted ltems
i Management Packs

Motifications
4 &? Security
¥ Run As Accounts
h User Roles
& Service Level Management
Settings

» 2] Workflows

& Library
Work Items
Configuration Items

| Data Warehouse

Reporting

2. The context of the Tasks Pane will update, and now we can choose Create Management Pack
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> Tasks
@
Reporting Infra MP A
75 Delete
Export
[~ Properties

Management Packs A

Create Management Pack

u Import

'ﬁ. Refresh

Administration o

Y start PowerShell Session

3. On the Create Management Pack dialog, in the Name text box enter CONTOSO Service Requests
Management Pack, and in the Description text box enter: This is a Management Pack that contains
all customization Service Request offerings. Then select OK
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E Management pack general properties

Mame:

| Contoso Service Requests Management Pack

Description:

This is a Management Pack that contains all customization Service Reguest offerings.

Synchronize Orchestrator with Service Manager

As we created a runbook in the previous chapter he must now synchronize this new information with Service
Manager, otherwise the new runbook will be unavailable for us to utilize in Service Manager.

1. In the System Center 2012 Service Manager console, with the Administration workspace selected,
expand the navigation tree to select Administration > Connectors.
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Administration <

4 Eﬂ Administration
4 o Announcements
<+ Connectors
[%] Deleted ltems
& Management Packs
4 Matifications
4 y Security

¥ & Service Level Management

Settings
» o E] Workflows

t Library

E Work Items

E Configuration ltems

] Data Warehouse

Reporting

2. Select the previously created Orchestrator Connector connection

Connectors 2
Filter £ Edit Criteria v
b
Name Enabled Data Provider Name
Orchestrator Connector Yes System Center Orchestrator Runbook Connector
3.

The context of the Tasks pane will update, and now we can choose Synchronize Now
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Orchestrator Connector ~
75 Delete
Il Disatle
Enable
Properties
&8 Search for Knowledoe Articles

= Synchrenize Mow

4. Select OK on the Synchronize Now page and then refresh the page until the synchronization has
finished.

@ The synchronization request has been submitted.

Create Runbook Automation Activity Template

Next, Jeff needs to prepare Service Manager to offer the runbook that he created in Chapter 9 as available for
use in his templates. Once this is complete Jeff can then utilize the runbook in any of his service templates,
including requests and incidents. Jeff also has the option to take advantage of the template to define some
parameters now, so they do not need to be redefined every time the runbook is required.

1. In the System Center 2012 Service Manager console, with the Library workspace selected, expand the
navigation tree to select Runbooks.
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Library <

4 BB library

ﬁ Groups

B ¥nowledge
& Lists
1. Queues
& Runbooks

» [l service Catalog
Tasks
3 Templates

/|| Administration

Work Items

Configuration ltems

] Data Warehouse

Reporting

2. Select the Runbook from the Runbooks pane that you created in Chapter 9 called Create Private Cloud
= If you don't see the Create Private Cloud runbook in the Runbooks pane, then run the
following SQL statement on the Orchestrator server:
USE Orchestrator

TRUNCATE TABLE
[Microsoft.SystemCenter.Orchestrator. Internal].AuthorizationCache

Filter P| Edit Criteria v
Name Description Folder Path
|_ Create Private Cloud "CloudResources\Create Private Cloud

3. The context of the Tasks pane will update, and now we can choose Create Runbook Automation
Activity Template.
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» Tasks
(7]
Create Private Cloud .

-,.',i:' Create Runbook Automation Activity Template

Mol =k
LATIERE

E Properties
=2 Search for Knowledge Articles
& View Runsook

4. Fillin the following data on the Create Template page. When done, select OK to open the template
editor
e Name: Create Private Cloud Runbook Activity Template
e Description: This is the template used for the Runbook Create Private Cloud
e Class: Runbook Automation Activity
e Management Pack: CONTOSO Service Requests Management Pack
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j Create Template

Enter a name and description for the termplate

Mame:

| Create Private Cloud Runbook Activity Template

Description:

This is the template used far the Runbook Create Private Cloud

Class:

Runbook Automation Activity Browse...

For example, to create an incident template, szlect the Incident class.

Select an unsealed management pack where the template will be saved.
Management pack

Contoso Service Requests Management Pack
Last modified: 17/01/2013 12:08:23 p.m.

When | click CK, open the template farm.

5. Now you can change the parameters for the runbook activity. Those parameters will be automatically
filled in when a new activity is created in Service Manager.

e Title: Create Private Cloud
e Description: Create Private Cloud
e Area: Hardware\Server
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'*' Create Change Request

. '*' Create Release Record
Runbook Activity 1 Is Reacly For Automation & print

. &= Search for Knowledge Arficles
Title:

o View Asscciated Runibook

| Create Private Cloud

@ view Most Recent Jab

Description: General
Create Private Cloud (2| Refresh

Area

| Hardware\Server

Assigned Ta: Designer:

Comment: Private

6. Ensure the option Is Ready for Automation box is checked; otherwise you cannot use this runbook as an
automated activity. Finally close and save the dialog changes, click Apply

Runbook Activity Is Ready For Automation

Title:

| Create Private Cloud

Description:

Create Private Cloud

Area: Stage:
Hardware\Server | - | | | - |
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7. Click the Runbook tab, here we define the Runbook that is associated with this Activity Template. Select
SELECT, make sure Create Private Cloud is highlighted then click on OK. Click on OK when returned to
the Runbook Activity Template form.

Status: Created On: 1/17/2013505:19pM §| > Tasks

Parent Work ltem: Created By: @

Runbook Automation A... ~

General Runbook = Configuration ltems  Scheduling Related ltems  History N

4 Create Change Request

Last Status: Updated On: 1"(- Create Release Record
Active | | 111772013 4:31:20 PM & Print

Runbock Information

&2 Search for Knowledge Articles

Narne: @ view Asseciztes Rursook
| Create Private Cloud | | Select.. |

@ view Most Recent Jab

Parameter Mapping: General

|| Refresh
Mame Tyoe Value

-

Username (In) String | | ‘ Edit Mapping ‘ [

Mappad 1o proparty Texit

MemonyGE g | | [zt wapping

Mappad to proparty Text2

StorageGE (In) String | | ‘ Edit Mapping ‘
Mapp2a 1o propany Texia

= 1
“ | »

Documentation:

Create Service Request Template

When the end user connects to the Self Service portal to submit a new request, Service Manager is presenting a
Service Request offering; these offering are based on the Service Request Template, and can be customized to
auto-populate some of the fields in the request. Additionally, the Service Request Template allows Jeff to define
which workflow will be carried out when this request offering is implemented. In this example the main activity Jeff
is concerned with is his recently created runbook activity.

1. In the System Center 2012 Service Manager console, with the Library workspace selected, expand the
navigation tree to select Templates
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Library <

4 E Library
% Groups
» . Knowledge
ﬂ Lists
1 Queues
[5'} Runbooks
» il Service Catalog

El Tasks

Templates
Temp

/| Administration

-
Work ltems
Configuration Items

] Data Warehouse

Reporting

2. The context of the Tasks pane will update, and now we can choose Create Template.

> Tasks
B @

Create Private Cloud Runbook Activity Template A

75 Delete
5 Duplicate
Properties

Templates ~
: Create Template
4 Refresh

3. On the Create Template page fill in the following data:

e Name: Create Private Cloud Request Template
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e Description: This template will serve as the template for the Service Request
e Class: Service Request

Our management pack called CONTOSO Service Requests should still be selected, and we can Select OK to open
the Template Editor

j Create Template

Enter a name and description for the template

MName:

| Create Private Cloud Request Template

Description:

This template will serve as the template for the Service Reguest

Class:

Service Request

For example, to create an incident template, select the Incident class,

Select an unszaled management pack where the ternplate will be saved.
Management pack

Contoso Service Requests Management Pack
Last modified: 1/17/2013 5:58:47 PM

When | click CK, open the template form.

4. Once the form is presented, we will be placed on the General tab, where we can customize the
parameters which we would like to be automatically filled for each new service request created in Service
Manager based on this template

e Title: Automated Service Request — Create Private Cloud

e Description: Through the Self-Service Portal, users will be able to request a new Private
Cloud Environment.

e Urgency: Medium
e  Priority: Low

e Area: Hardware\Server

Experience 3: Private Cloud automation 248



10 Activity stage: Created On:
Request Offering: Created by:

‘ General | Activities Results Related Items History

| »

Service Request Information ~

Affected User Alternate contact method

[— |

Title
| Automated Service Request — Create Private Cloud |

Description

Through the Self-Service Portal, users will be able to request a new Private Cloud Environment.

Urgency Priority Source
o ] [ion = | B
Area Support Group Assigned to
| Hardwarg\Server | 7 | | | i | ") | %p El
User Input ~
Ok || cancel || appy |

5. We can then proceed on to the Activities tab. Here we can define the workflow of activities which should
be executed for this service request. Examples here may be a Review Activity when we would first prefer a
manager to approve the request prior to moving on with the next step in the workflow. Jeff has decided
that, for his initial validation, to add the Runbook Activity he created earlier so as to understand how this

i

really works. He proceeds by selecting the button.
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20 Activity stage: Created On:
Request Offering Created by:
General ‘ Activities ‘ Results Related Items History
- X 2@
Activities | Activities | Zoom | Views
Addl
START
v . ~
~\ | /
END
# Details
Select an activity to view its details
Ok || cancel || appy |

6. In the Select Template dialog, choose the Runbook Automation Activity that we created a little earlier
and called Create Private Cloud Runbook Activity. Then select OK
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j Select Template

| Type to filter...

Templates:

-

Mame Class

| [| Create Private Cloud Runbook Activity Template Runbogck Automation Activity

[ Default Dependent Activity Dependent Activity
|_=—_=] Default Manual Activity Manual Activity
[ Default Parallel Activity Parallel Activity

«C

Description:

Default Sequential Activity

7. As Jeff does not plan to add any additional activities for now, just select Apply and OK to complete
creating the Service Request template
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20 Activity stage: Created On:
Request Offering: Created by:
General Activities Results Related Items History
. = X 1
Activities Activities | Zoom | Views
START
v . ~
2 saat: 0 Al
+
+
Drag existing activities here or:
&b Add Activity
~\ | /
END
# Details
Select an activity to view its details
OK | | Cancel | | Apply |

Create a Service Offering category

Now that Jeff has created both his templates, he can finally proceed to create the offerings that will appear on the
Self-Service portal. Jeff has browsed through some information about this process and learned that there are two
types of offerings.

A) Service Offering, these are really nothing more than a collection of different Request Offerings.

B) Request Offerings are the actual offering which end-users are presented, and are normally customized
with specific questions relevant to the request.

Create a Service Offering
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In this example Jeff will be creating the offerings called Emily’s Cloud Offerings. Since a Service Offering is a
collection of different Request Offerings, Jeff will add all offerings specific for Emily’s Cloud under this Service
Offering.

1. In the System Center 2012 Service Manager console, with the Library workspace selected, expand the
navigation tree to select Service Catalog > Service Offerings.

Library <

T Library
ﬁ Groups
4 . Knowledge
& Lists
1= Queues
;ﬁ-ﬁ Runbooks
4 [l Service Catalog
¥ |=| Request Offenings
» | [ Service Offerings
Tasks
_:I Templates

/|| Administration

Work ltems

Configuration ltems

] Data Warehouse

Reporting

2. The context of the Tasks pane will update, and now we can choose Create Service Offering
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> Tasks

L
Service Offerings ~

'*‘ Create Service Offering

Create View

Service Catalog -
Create Folder

3. The Create a new service offering wizard will be presented, select Next to begin

“ Before You Begin

Before You Begin Create a new service offering

General

A service offering is the catalog item visible to Service Manager portal users that groups reguest
Detailed Information offerings,

Related Services
. The Service Offering created here is visible in the portal to the users if they have access to the catalog
Knowledge Articles item groups configured in Security, In order to create a Service Offering you need to provide:

Request Offering * Title, Description, Image
Publish This template is used in the offering in order to map the user responses to the appropriate fields in
the template
Summary
* Detailed Information
This information can include the service level agreement (SLA), cost, and other detailed informaticn
about the service offering that is shown to the user.

Completion

[] Do nat show this page again To continue, click Next.

Cancel || < Previous || Next > || Create

4. On the Specify the information for this offering page fill in or select the following information:
e Title: Infrastructure Services
e Category: General
e Language: Leave empty!
e Overview: Here are all the Offerings specific for Infrastructure Services
e Description: On this page, you will find all the offerings for Infrastructure Services
e Management Pack: CONTOSO Service Requests Management Pack

Select Next
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’Fi General

Before You Begin Specify the information for this offering

General
ener Title: Image (32 x 32):

Detailed Information ||nfraslru(turESer\.ricEs | "

Related Services

Knowledge Articles Category: Language:

Request Offering | Genera| | T | ‘

Publish Overview, shown on the portal home page:

Summary | Here are all the Cfferings specific for Infrastructure Services

Completion
Description, shown on the service offering page:

On thiz page, you will find all the offerings for Infrastructure Services

Management pack

Contoso Service Requests Management Pack New...
Last modified: 1/17/2013 5:58:47 PM

Cancel || < Previous || Next > H Create |

5. The Detailed Information page enables Jeff to provide both Service level agreement (and a related
URL), as well as Cost information (and a related URL), which are associated with the service offering.
Currently Jeff has not figured out what these might be in his evaluation, but will review these before going
into production, for now, just select Next

’ii Detailed Information

Before You Begin Specify the information for this offering

General

Detailed Information Service level agreement information:

Related Services

Knowledge Articles

Request Offerin:
9 9 Link for additional information:

Publish |

Summary

Completion

Link for additional information:

Cancel || < Previous || Next > || Create |
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6. Click Next

#N Related Services

Before You Begin Select the services that are related to this offering
General

Related services:

Title Fully Qualified Name Last Modified

Detailed Information

Related Services

Knowledge Articles
Request Offering

Publish

Summary

Completion

Cancel || < Previous || MNext > || Create

7. Click Next

1] Knowledge Articles

Before You Begin Select the knowledge articles that are related to this offering
General
Related knowledge articles:

Identifier ~ Title Last Modified

Detailed Information

Related Services

Knowledge Articles

Request Offering

Publish

Summary

Completion

Cancel || < Previous || Next > || Create
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8. On the Request Offering page, we have the ability to add the request offerings that users will see
grouped under this service offering. Because we have not yet created a request offering, we will leave this
empty for now and select Next

1] Request Offering

Before You Begin Select the request offerings that users will see grouped under this service offering
General
Request offerings:

Title Last Modified Add

Remove

Detailed Information

Related Services

Knowledge Articles

Request Offering

Publish

Summary

Completion

Cancel || < Previous || Next > || Create

9. On the Specify publishing information page, we will set the Offering status to Published and set the
Offering owner to Jeff. And again we can select Next
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¥R Publish

Before You Begin Specify publishing information. Offerings must be set to Published in order for
General them to appear on the portal.

Detailed Information
Offering status: Offering owner:

Related Services [Publzhed -] @ [ seff gern | %"EI
Knowledge Articles

Regquest Cifering Published date: Published by:
| 141772013 33707 PM | ‘ CONTOSC\Administrator

Publish

Summary
Internal notes:

Completion I

Cancel || < Previous || Next > || Create

10. Finally, we can review the choices from the Summary page, before we select Create

] Summary

Before You Begin
Please confirm the settings of this offering
General
Detailed Information Title:

Relatad Services Infrastructure Services

Knowledge Articles Category:

Gi |
Reguest Cffering enera

Publish Language:
Displayed to all users

Summary

Offering status:
Published

Completion

Overview, shown on the portal home page:
Here are all the Offerings specific for Infrastructure Services

Description, shown on the service offering page:
On this page, you will find all the offerings for Infrastructure Services

Cancel || < Previous || Next » || Create

11. When the offering has been created, select Close. Please note that we will not see this service offering
presented in the portal until we associate at least one request offering to the service
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¥ Completion

Before You Begin }

A new offering was successfully created.

General

Detailed Information
To exit the wizard, click Close.

Related Services

Knowledge Articles

Request Offering

Publish

Summary

Completion

Cancel || < Previous || Next » || Close

Create Request Offering

Jeff just finalized his Service Offering and is now eager to publish his first Request Offering. As Jeff required just
some specific information for this runbook, instead of manually extracting the information from a generic request,
and transposing this into his runbook, he is instead going to customize the offering specifically prompting the
user for the information which is relevant to this specific request.

1. In the System Center 2012 Service Manager console, with the Library workspace selected, expand the
navigation tree to select Service Catalog > Request Offerings
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Library

4 B Ubrary
EiGrﬂtms
» .Kmvdedge
o] Lists
1= Queues
2% Runbooks
4 [l service Catalog
b [1] service Offerings
mTasks
JTEETI[‘BES

||| Administration

Work [tems

E Configuration Items

] Data Warehouse
Reporting

2. The context of the Tasks Pane will update, and now we can choose Create Request Offering

*> Tasks

L]

Request Offerings ~
:\r Create Request Offering

Create Wiew

Service Catalog ~
Create Folder

3. The Create Request Offering wizard will be presented, select Next to begin
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i Before You Begin

/W‘ Create a new request offering

General

A request offering is the catalog item visible to Service Manager portal users that describes the item,
User Prompts assistance, or action that is available to end users.

Configure Prompts
You can bundle ane or mare request offerings in a service offering. Once you create an individual
request offering, you can optionally include it in a service offering. However, a request offering can
exist stand-alone without being grouped within a service offering. Before you begin please ensure
you have:

Map Prompts

Knowledge Articles
Publish . R
* Created a service or incident request template
Summary This template is used in the offering in order to map the user responses to the appropriate fields in
Completion {hekiempkd
* User prompts and responses

You will be entering the user prompts in this wizard for the Portal form and map them to the
template fields. Please ensure that you have them written down before you proceed with the wizard,

[] Do not show this page again To continue, click Next.

Cancel || < Previous || Next > || Create

4. On the Specify the information page, fill in the following information:
e Title: Create Private Cloud
e Description: This request will allow you to create a private cloud

e Template name: Create Private Cloud Request Template
Jeff now understands why he created the template earlier, as every request that will be made through the

portal will be created in Service Manager utilizing this template.

e Contoso Service Request Management Pack Select Next
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Before You Begin Specify the information for this offering

General

Title:
| Create Private Cloud

User Prompts

Configure Prompts

Map Prompts Image (32 x 32):

Knowledge Articles "

Publish

Summary Description, shown on the request offering page:

Completion | This request will allow you te create a private cloud

Template name:

| Create Private Cloud Request Template | [Zz select template ¥

Management pack

Contoso Service Requests Management Pack
Last modified: 1/17/2013 5:58:47 PM

Cancel || < Previous || Next > || Create |

The User Prompts page enables Jeff to define what questions should be presented to his end users when they
select this request offering, these can be marked as mandatory or optional for the user to provide.

(For more information about the different prompt types:
http://blogs.technet.com/b/servicemanager/archive/2011/11/08/request-offering-wizard-overview.aspx )

For Jeff's example there are four questions which he requires to be answered, so appends these to the form

e Private Cloud Name > Required > Text
¢ How much Memory (GB) > Required > Simple List
e How much Storage (GB) > Required > Simple List

e How many VMs > Required > Simple List

Select Next
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Before You Begin Enter the prompts or information text

General - -
Form instructions:

User Prompts

Configure Prompts

Map Prompts

Knowledge Articles

Enter prompts or information text + ras f ‘

Publish User Prompts or ion Response Type | Prompt Type |

a

Summary Private Cloud Name Required Text

Completion How much Memary (GB) Required Simple List
How much Storage (GB) Required Simple List

How many VMs Required Simple List

0 You can configure the prompts above on the next wizard pages.

Cancel || < Previous || Next > || Create

5. On the Configure Prompts page, we will need to configure the List user prompts Select the How much
Memory (GB) prompt and click the Configure button.

i Configure Prompts

Befare You Begin Configure user prompts

General
Select a prompt and click Configure below to constrain valid input for the prompt.
User Prompts

* Configure Prompts Configure

Map Prompts User Prompts or Infi ion Prompt Qutput
Private Cloud Name 1: String (string)

Knowledge Articles

How much Memary (GB)
How much Storage (GB)

Publish

Summary
How many VMs

Completion

b 3 prompts require configuration

Cancel || < Previous || Next » || Create

6. On the Configure prompt, add the following items, these will represent the predefined units of memory
(in GB) that can be configured for a new Private Cloud.
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e 16
e 32
e 64
Click OK
7. Repeat the previous step for the How much Storage (GB) and How many VMs prompts populating the

lists with the following values:
How much Storage (GB)

e 64

e 128
o 256
e 512

How many VMs

e 4
e 8
e 16
e 32
Click Next
8. On the Map prompts page, we are going to map the user's responses to fields so that we can process

them in Service Manager. Jeff plans to use all of the prompts to be passed as parameters to his runbook
activity so that Orchestrator knows what we would like to take action on. To do this, we simply select the
Runbook Automation Activity we created earlier called Create Private Cloud

Now, we can map all of the prompt fields to the parameters of the activity by widening the Property field
to see the full entry, and then mapping the matching option in the Prompt Output field. For example, for
the Property that is mapped to Runbook parameter StorageGB, select the Prompt Output option
How much Storage (GB).

Additionally we need to pass the user name of the person creating the service request to the runbook as a
parameter, to do this map the Token: Portal User Name to the Text property that is mapped to
Runbook parameter Username.

Proceed by selecting Next
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i Map Prompts

Before You Begin Map prompts to properties

G |
e Select an object and map its properties:

User P t
ser Frompts 4 Automated Service Request — Create Private Cloud - (Service Request)

Canfigure Prompts |Cnaate Private Cloud - (Runbook Autamation Activity)

Map Prompts

Knowledge Articles

Publish Property . | Prompt Output
Text1 (mapped to Runbook parameter Userna... Token: Portal User Name A

Summary

Completion Text2 (mapped to Runbook parameter Mermor... 2. How much Memory (GB): L. =

Text3 (mapped to Runbook parameter Storag... = ‘

Text4 (mapped to Runbook parameter Cloud...

1. Private Cloud MName : String
¥ 2. How much Memory (GB) : ListValue
®) Display commaon properties (@) Display all propert| 3. How much Storage [GB]: ListValue
4. How many VMs : ListValue

¥ Token: Portal User Name

Text5 (mapped to Runbook parameter NoOfV...

4

‘ Cancel || < Previous || Next > | Create |

9. Click Next on the Knowledge Articles

10. On the Publish page, change the Offering status to Published and change the Offering owner to Jeff.

Select Next
reate Request Offering
B Publish

Bafore You Begin Specify publishing information. Offerings must be set to Published in order for
G them to appear on the portal.
User Prompts Offering 3 Offeri :
Configure Prompts | Published | - | | | Jeff {(Jeff) | _%9 B
Map Prompts
i P Published dats: Published by:

2 = [ 41512012 13441 A | | admiristrator |
Fublish |
Summary Intzmal notes:
Completion

Cancel || < Previous || Next = | Create |

11. On the Summary page, review your settings and then select Create
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Create Request Dffering

i Summary

Before You Begin

General

User Prompts
Configure Prompts
Map Prompts
Knowledge Articles

Fublish

Summary

Completion

Please confirm the settings of this offering

Title:
Change the owner of a Virtual Machine

Offering status:
Published

Description, shown on the request offering page:
This reguest will allow you to change the owner of a vitual machine

Template name:
Change Owner of a Virtual Machine Request Template

rodan

Next >

12. Once the Completion page is presented we can select Close

ate Request Dffering

i Completion

Before You Begin
General

User Prompts
Configure Prompts
Map Prompts
Knowledge Articles
Publish

summary

Completion

A new offering was successfully created.

@ To exit the wizard, click Close.

Cancel

< Previous

Next >

Add the Request Offering to the Service Offering
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Jeff now has to add this Request Offering to the Service Offering that we created earlier. Then we will be able
to see the offering on the Self-Service portal.

1. In the System Center 2012 Service Manager console, with the Library workspace selected, expand the
navigation tree to select Service Catalog > Request offerings > Published Request Offerings

Library <

« B Library
E Groups
4 . Knowledge
ﬂ Lists
15 Queues
rﬁ.ﬁ Runbooks
4 i'_| Service Catalog
4 |=| Request Offerings
=) All Request Offerings
\=# Draft Request Offerings
|=» Published Request Offerings
|= Standalone Request Cfferings
v [ service Offerings
Tasks
;J Templates

/|| Administration

Work ltems

Configuration ltems

] Data Warehouse

Reporting

2. Select the Create Private Cloud offering from the presented list
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Published Request Offerings 3
Filter P Edit Criteria ¥
Title Brief Description
Generic Incident Reguest This reqguest allows you to submit the incident
Generic Incident Reguest (EN) This reguest allows you to submit the incident
| Create Private Cloud This request will allow you to create a private cloud

3. The context of the Tasks pane will update, and now we can choose Add to Service Offering

> Tasks

L7

Generic Incident Request ~
&= Add to Service Offering

5= Create a Copy

|

<~ Create Change Reguest to Publish
?( Delete

Properties

=P Publish

&2 Sgarch for Knowledge Articles

¢m Unpublish

Published Request Offerings ~

4 Refresh

Request Offerings s
-,,r Create Reguest Offering

@ Create View

Service Catalog ~

@ Create Folder

4. Choose Infrastructure Services and select Add. Then select OK
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g Select objects

To add objects to the list, select the objects and click Add. You can use Search and Filter to better define the
list,

Type to filter... K~ | |Sewice Offering - | E

Available objects: 1 of 1, Enter mere details in the search criteria to narrow the result list,

Title Status Brief Description

Infrastructure Services  Published Here are all the Offerings specific for Infrastructure Services

Selected objects:

Title Status  Brief Description  MNotes  Last Modified

Create Service Catalog Groups

Jeff creates a Service Catalog Group that be will used for defining role based access to specific Service Request
Offerings from the Self-Service Portal. For example Jeff may wish to only show HR related Service Request
Offerings to a specific HR AD group - he does this by created Service Catalog Group and selecting only those
specific Service Request Offerings and create a User Role which is assigned to the Service Group Catalog and
an associated AD group. This section will be broken down into two sections

FYI: User Roles in Service Manager are cumulative.

1. From the System Center Service Manager console click Library
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/|| Administration

= -
!'l.:

-

[F] work Items

Configuration ltems

] Data Warehouse

= Reporting

2. Then select Service Catalog

Library

4 = Library
ﬁ Groups
+ B Knowlzdge
&) Lists
1= Queues
;ﬁ-ﬁ Runbooks
4 [l service Catalog
b |=] Request Offerings
» [ service Offerings

E Tasks

3 Templates

3. And in the right-hand side column, click Create Catalog Group
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i Catalog Item Group

A collection of service catalog items such as
service offerings or reguest offerings

= Create Catalog Group
= Create Group

4. From the Create Group Wizard click Next

I‘E“ Create Group Wizard

L=lors ba far Create a group

General

Groups are collections of configuration or catalog items. If the group that you are creating will have
Included Members 2 large number of members, you should create the group when there is less activity on the Service
Manager management server, because it can slow down other user processes,

Dynamic Members
Subgroups This wizard helps you to complate the fallowing tasks:
- Specify a name and description for your group
Excluded Members .
- Select an existing management pack or create a new one
Summary - Specify members to include in and exclude from your group

Completion - Specify subgroups to include in your group

[] Do not show this page again To continue, click Next.

Cancel || < Previous || MNext > || Create

5. Next Jeff creates a Catalog Group called Contoso Service Catalog Group and adds all Service Offerings
& Request Offerings to this group
e Group name Contoso Service Catalog Group
e Group description Provides access to the following Service Offerings: Create Private Cloud
e Management pack Contoso Service & Request Offerings
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l& General

Before You Begin Group name:

General | Contosa Service Catalog Group

Included Members
Group description:

Dynamic Members - N - - N
Provides access to the following Service Cfferings @ Create Private Cloud

Subgroups

Excluded Members

Summary

Completion

Select an existing management pack where this group will be stored.

Management pack

Conteso Service Requests Management Pack
Last modified: 1/25/2013 4:20:21 PM

Cancel || < Previous || Next > H Create

6. From the Included Members screen click on Add...

Included Members

Before You Begin Included Members

General Choose the items that will be included as members of this group.
Included Members

Narne Path

Dynamic Members
Subgroups
Excluded Members
Summary

Completion

Cancel || < Previous || Next > || Create
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7. Select Create Private Cloud and Infrastructure Services, click OK

g Select objects

To add objects ta the list, select the objects and click Add. You can use Search and Filter to better define the
list,

Type to filter... »~ | |Catalog ltem - | Ij

Available objects: 25 of 27. Enter more details in the search criteria to narrow the result list.

Marne Class Path

=| Allman incidentbegéran Request Offering  ServiceManager.ServiceCatalog.Genericine =
=| Altalanos eseménykérés Request Offering ServiceManager.ServiceCatalog.Genericnci|—
=| Anmadning om generisk heendelse  Request Offering  ServiceManager.ServiceCatalog Genericlneil

=| Demande générique d'incident Request Offering  ServiceManager.ServiceCatalog.Genericinci

=| Genel Olay Istegi Request Offering ServiceManager.ServiceCatalog.Genericinci

=| Generic Incident Request Request Offering ServiceManager.ServiceCatalog.Library.Gen

=| Generic Incident Request (EN) Request Offering  ServiceManager.ServiceCatalog.Genericlnci

=| Generieke incidentaanvraag Request Offering  ServiceManager.ServiceCatalog.Genericinci »
q | ’

Remaove

Selected objects:

Name Class Path
Create Private Cloud Request Offering Offeringb5ec04751d654b87ace2e0380513...
Infrastructure Services  Service Offering Offering3b19dd91aabf43e3885a63f10b8f441a

OK | | Cancel

8. Confirm Create Private Cloud and Infrastructure Services are shown then click Next
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I& Included Members

Before You Begin Included Members

General Choose the items that will be included as members of this group,

Included Members

Narne Path

Infrastructure Services Offering3b19dd91aa6f4323885a6311 00874415
Subgroups Create Private Cloud Ciferingb5ec04751d654b8Tace2e972805113da
Excluded Members

Dynamic Members

Summary

Completion

Cancel || < Previous || Next > || Create

9. For Dynamic Members leave all as default and select Next

Dynamic Members

Before You Begin Dynamic Members

General Specify the class and add criteria to build your guery.

Included Members |

i r Related classes: rAvailable properties:
Dynamic Members prop

Subgroups <Search>

Excluded Members
Summary

Completion

Criteria:

Cancel || < Previous || Next > || Create
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10. For Subgroups leave all as default and select Next

n‘,} Subgroups

Before You Begin Subgroups

General Choose any groups that you want to include in this group. If you have not entered any members in

Included Members the last two pages of the wizard, you must add at least one group in this page.

Dynarnic Members Groups:

Subgroups MNarne
Excluded Members

Summary

Completion

Cancel || < Previous || MNext > || Create

11. For Excluded Members leave all as default and select Next

V& Excluded Members

Before You Begin Excluded Members (Optional)

General Choose the items that will be excluded from this group.

Included Members

Narne Path
Cynamic Members

Subgroups

Excluded Members

Summary

Completion

Cancel || < Previous || Next > || Create
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12. On the Summary Screen click Create

Before You Begin Confirm new group settings

General
MName:

Included Members Contoso Service Cataleg Group
Dynarnic Members Description:
Subgroups Provides access to the following Service Cfferings @ Create Private Cloud

Excluded Members

Summary

Included members:

Infrastructure Services
Create Private Cloud

Completion

MNote that when the group is created, it can take some time to synchronize the group members. To
create the group, click Create.

Cancel ||<Prev~iuus|| Next > || Create

13. Click Close after the group is created

.'I'I” Completion

Before You Begin
@ The new group was created successfully

General
Included Members You have successfully created a new group.
Dynamic Members
Subgroups

Excluded Members

Summary

Completion

To exit the wizard, click Close.

Cancel || < Previous || Next > || Close
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Create User Role

In System Center 2012 — Service Manager SP1, the security rights that allow users to access or update information
are defined in a user role profile. A user role profile is a named collection of access rights, and it usually
corresponds to an employee’s business responsibilities. Each user role profile controls access to such artifacts as
knowledge articles, work items (incidents, change requests), authoring, administration, and other credentials.
Think of user role profiles as defining what you are allowed to do.

Jeff will now grant Emily access to the relevant parts of Self-Service Portal so she can submit a new service
request.

1. On the System Center Service Manager console, click Library then click Create User Role

]

<.F Service Catalog Checklist

1. Create Service Reguest templates

“» Create Manual Activity ternplate
¥ Create Runbook Activity ternplate
“* Create Service Reguest template

2. Create Request Offerings
= Launch Request Offering wizard

3. Create Service Offerings

“* Launch Service Offering wizard

4. Create Catalog Groups
= Create Catalog Group

5. Create User Roles

* Create user role

. Verify portal setup

Contact your organizaticn's web admin and make sure the
self-service portal has been sstup

7. Publish offerings

= Publish Service Offering
=» Publish Reguest Offering
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2. On the Before You Begin screen click on Next

. Before You Begin

Before You Begin

General
Management Packs
Classes

Queues
Configuration item Groups
Catalog item Groups
Tasks

Views

Form Templates
Users

Summary

Completion

Create a new user role

This wizard creates a new user role accarding to the selected user role profile, Service Manager user
roles previde credentials for console tasks.

Use this wizard ta perform the following tasks:
- Add users to the user role

- Select the permissions that you want them to have

The user role profile defines the chjects that are available for users in this role to act upen.

[] Do not show this page again To continue, click Next.

Cancel || < Previous || Next > || Create

3. Input the name Contoso Service Catalog Users, click Next

. General

Before You Begin

| General

Management Packs
Classes

Queues

Configuration item Groups
Catalog item Groups
Tasks

Views

Form Templates

Users

Summary

Completion

Enter a name and description for the user role

Author

Authors can create or edit any work items that are in their gueue scope and any configuration items
that are in their group scope, They may also create, edit, and delete announcements that are
displayed on the Service Manager Self-Service portal. Authors can also make limited customizations
that are stored in management packs, Such customizations can include creating, editing, and
deleting list iterns, tasks, templates, views, and view folders.

Mame:

Contoso Service Cataleg Users

Description (optional):

Cancel || < Previous || MNext » H Create
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4. In the Management Packs screen check the Select All box and click Next

« . Management Packs

Before You Begin

General

Management Packs

Classes

Queues

Configuration item Groups
Catalog item Groups
Tasks

Views

Form Templates

Users

Summary

Completion

Define the objects to show in the wizard

The selection of management packs on this page is used only as a filter for the subseguent wizard

pages and is not saved as part of the user role definition.

Management Packs =
Activity Management Report Library
Change Management Report Library
Configuraticn Management Repart Library
Configuraticn Manager Report Library
Contosa Service Requests Management Pack
[rata Warehouse Library
Default Management Pack
Distributed Application Designer Library
Health Library
Help for Activity Management
Help far Change Management

[7] Select All

5. Leave the Classes as default and click Next

. Classes

Before You Begin
General

Management Packs

Classes

Queues

Configuraticn item Groups
Catalog item Groups
Tasks

Views

Form Templates

Users

Summary

Completion

Select the classes to which the user role has access

For management pack authoring only. When an authar creates views, tasks, and templates, they can
target only the selected classes. Select the classes that you want to be available to the users in this

user role,

(#) All classes can be accessed

() Provide access to anly the selected classes

[] Object System Library
| | Collection System Library
[] Logical Entity System Library
|| ManagementPack subelement 5 System Library
|| Mabile device System Library
|| Netwerk Adapter System Library
|| Operating system [mobils) System Library

MNarme Management Packs

|| Perspective System Library

[ I - P =

[] Select All

Cancel || < Previous ||

Next > || Create
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6. Tick All for the Queues followed by Next

. Queues

Before You Begin
General
Management Packs

Classes

Queues

Configuration item Groups
Catalog item Groups
Tasks

Views

Form Templates

Users

Summary

Completion

Select the queues to which the user role has access

Selecting queues limits access to work items. Select the queuess that you want to be available to the
users in this user role. Work items in gueues that are not selected will not be visible to users in this
role,

(®) All work items can be accessed

() Provide access to anly the selected queues

MName Management Packs

[ ] Work Item Group System Work ltem Library

[] Select All

7. Tick All for the Configuration item Groups followed by Next

« . Configuration item Groups

Before You Begin
General
Management Packs
Classes

Cueues

Configuraticn item Groups

Catalog item Groups
Tasks

Views

Form Templates
Users

Summary

Completion

Select the configuration item groups to which the user role has access

Selecting groups limits access to configuration items. Select the groups that you want to be available
to the users in this user role. Configuration items in groups that are not selected will not be visible to
users in this role,

(#) All configuration items can be accessed

() Provide access to only the selected groups

MNarme Management Packs

["] Global users instance group Service Manager Console Man...
|| Global Operators Group
[] ANl Groups Instance Group Library

Service Catalog Generic Incide...

[] Select All

Cancel || < Previous || Next > || Create
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8. On the Catalog item Groups check, Provide access to only the selected group: Contoso Service
Catalog Group and click Next

w . Catalog item Groups

Before You Begin . .
s Select the catalog item groups to which user role has access
General
Selecting catalog groups limits access to Catalog ltems, Select the catalog groups that you want to be
Management Packs available to the users in this user role, Catalog items in groups that are not selected will not be visible
to users in this role.
Classes
(Z) All catalog items can be accessed
Queues X
(%) Provide access to only the selected groups

Configuraticn item Groups

MName Management Packs
oty (En Seas | | Contoso Service Cataleg Group Contoso Service Regq) Manag Pack
Tasks [] Generic Incident Request Catale  Service Catalog Generic Incident Request
Views [] Catalog ltem Group System Service Catalog Library
Form Templates
Users
Summary
Completion

[] select &l

Cancel | | < Previous | | Next > | | Create

9. Tick All for the Tasks followed by Next

Before You Begi :
i Ton gl Select the tasks to which the user role has access

General
Select the user-defined tasks that you want to be available to this user role. Tasks that are not selected

Management Packs will not be visible to users in this role.

Classes (®) Al tasks can be accessed

Oueues () Provide access to only the selected tasks

Configuraticn item Groups Mame Description Management Packs

Catalog item Groups [] Add Request Offerir  Add request offering Service Manager Service Catal...

[] Create Managemen  Create a Management P... Service Manager Data Wareho...
[ | | Properties View or configure the pr... Service Manager Change Man...
Views || Delete Delete Price Sheet Service Manager Chargeback P...

|| Delete Delete Service Manager Runbook Libr...

Form Templates
U [] Link Link to existing Parent R... Service Manager Release Man...

sers
| Run Start or Resume release...  Service Manager Release Man...
Summary || Create 3 Copy Creates a copy of the re...  Service Manager Service Catal...

Completion [] Restart Deployment  Restart Deployment Service Manager Data Wareho...

[] select ANl

||<Prev1'uus|| Next > H Create

10. Tick All for the Views followed by Next
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Before You Begin

General

Management Packs
Classes

Queues

Configuraticn item Groups
Catalog item Groups

Tasks

Views

Form Templates
Users
Summary

Completion

Select the views to which the user role has access

Select the views that you want to be available to this user role. Views that are not selected will not be

visible to users in this role,

(#) All views can be accessed

() Provide access to anly the selected views

Mame

|| Performance

|| Medium severity alerts in the las
[] ANl distributed applications in a £
|| Object Discoveries

|| Diagram View

[ All alerts in the last 24 hours

|| High severity computer alerts in
] Events

|| High severity service alerts in the

Management Packs

System Center Internal Library
System Center Internal Library
System Center Internal Library
System Center Internal Library
System Center Internal Library
System Center Internal Library
System Center Internal Library
System Center Internal Library
System Center Internal Library

[] Select All

Cancel || < Previous || Next >

| | Create

11. Tick All for the Form Templates followed by Next

. Form Templates

Before You Begin

General

Management Packs
Classes

Cueues

Configuraticn item Groups
Catalog item Groups
Tasks

Views

Form Templates

Users
Summary

Completion

Select the forms to which the user role has access

Select the form templates that you want to be available for this user role, Forms that are not selected

will not be visible to users in this role.

(®) All forms can be accessed

() Provide access to only the selected forms

Mame

O Assigned To User Netification Te
|| Standard Change Request

|| Default Sequential Activity

|| Incident portal template

[ ] Linking Framewsork Active Direct
[] Linking Framework Configuratio
|| End User Notification Templats

|| Netwarking Issue Incident Temp
|| Azsigned To User Notification Te

Management Packs

Service Manager Incident Man...
Service Manager Change Man...
Service Manager Activity Mana...
Microsoft System Center Servi...
Service Manager Active Direct...

System Center Configuration...

Service Manager Incident Man...
Service Manager Incident Man...

Service Manager Change Man...

[] Select All
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12. For Users click Add

Before You Begin
Selected users:

General -
Member name
Management Packs
Classes

Queues

Configuraticn item Groups

Catalog item Groups
Tasks
Views

Form Templates

Users

Summary

Completion

Cancel || < Previous || Next > H Create

13. Type contoso\domain users followed by OK

Select this object bupe:

|L|$ers, Groups, or Built-in security principals | | Object Types... |

Fram this location:

|cuntu:usu:u.u:u:um || Locations. .. |

Enter the object names to select [examplez)]:

COMTOS0MD omain L zerg Check Mames

14. Confirm CONTOSO\Domain Users is displayed then click Next
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Before You Begin

General

Management Packs
Classes

Queues

Configuraticn item Groups
Catalog item Groups
Tasks

Views

Form Templates

Users

Summary

Completion

Selected users:

Member name =

2, CONTOSC\Domain Users

||<Previuus|| Next > H Create

15. On the Summary screen click on Create

wla SumMmMary

Before You Begin

General

Management Packs
Classes

Cueues

Configuraticn item Groups
Catalog item Groups
Tasks

Views

Form Templates

Users

Summary

Completion

Review the user role selections

User Role:
Author

User role name:
Contoso Service Catalog Users

Description:

Queues:
All Werk Items

Groups:
All Configuration ltems

Tasks:
All Tasks

To change the settings, click Previous. To creats the user role, click Create.

Cancel ||<Prev1'uus|| Next > ||

16. Once this has been completed click on Close
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ws Completion

Before You Begin
General
Management Packs
Classes

Queues
Configuration item Groups
Catalog item Groups
Tasks

Views

Form Templates
Users

Summary

Completion

P
| The user role was created successfully

User Role:
Author

User role name:
Contoso Service Cataleg Users

Description:

Queues:
All Work [tems

Groups:
All Configuration [tems

Tasks:

To exit the wizard, click Cloze,

Cancel < Previous Next =

Running through the Service Request

Prior to Jeff releasing this new Service Offering to Emily, he first plans to verify the experience which will be
presented to the users and that the interactions with Orchestrator and Virtual Machine Manager do indeed work

as planned. For his test scenario, Jeff will create a test Private Cloud.

Jeff decides to test this with his own account. He logs onto the Service Manager server as himself (contoso\jeff).

Important Note

Viewing the App Controller portal with Internet
Explorer requires the Silverlight plugin. In this
example, Jeff is running it on the Service Manager
server itself but you could use another Server /
Workstation to connect to the portal without
needing to install Silverlight on the Service Manager
server.
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1. Opens the Service Manager portal by browsing to http://Sharepoint:82/SMPortal After a few moments
the portal will be presented, select Infrastructure Services from the category General

site Actions » B Page

Need hen:)? ECategow\riew Eljstview

Find common IT requests within the service offerings below. Using specific, canned requests are the most
efficient way to communicate your need. If you don't find what you're looking for, create a general request.

+« General

I Infrastructure Services

Here are all the Offerings specific for
Infrastructure Services

2. As Jeff only has a single Request offering created and published, this will be presented on the
Infrastructure Services page. Here Jeff will select this offering Create Private Cloud

Site Actions ~ @ B Page
SM Porta| Search this site... pl O
L) Jeff
Service Offering

Service offering
.%Infrastructure Services

Service offering

»

Overview
On this page, you will find all the offerings for Infrastructure Services

Available requests on Infrastructure... Help articles on Infrastructure...

R Create Private Cloud

3. On the Request offering page, select Go to request form
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Site Actions ~ @ B - Page
Search this site... P @
SMPortal
LAl

Jeff

Request Offering

Service Request

Create Private Cloud
This request will allow you te create a private cloud

Related help articles: Related service offerings:

Infrastructure Services

Here are all the Offerings specific for Infi

4. Our four user prompts which we created on the request form are now presented, and we can proceed to
fill these out as follows. In the Private Cloud Name text box enter MyCloud, from the How much
Memory (GB) list select 16, from the How much Storage (GB) list select 128, and from the How many
VMs list select 8. Then we can select Next

site Actions ~ @ B - Page
Service Request

This request
belongs to:

Create Private Cloud

Infrastructure...

1

MyCloud Review and submit

Private Cloud Name

How much Memory (GB) Confirmation

16 -

How much Storage (GB)

128 v

How many VMs

8 5

< Back Next » Cancel X
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5. On the Review and Submit page, we can double check our information prior to selecting Submit

Site Actions ~ g 1 - Page
Service Request

This request
A belongs to:
Create Private Cloud
Infrastructure. ..
Review your information. When satisfied, submit your request, or... Provide information

Private Cloud Name

MyCloud
2 Review and submit

How much Memory (GB)
16

Confirmation
How much Storage (GB)
128

How many VMs
8

& Back Submit @ Cancel X

6. The Confirmation page will then be presented where we now have the option to select View my
requests
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5

site Actions -~ @ B Page

Service Request

This request
belongs to:

Create Private Cloud

Infrastructure...

Provide information

« Your request has been submitted ID:

Review and submit

Request opened on:

Friday, January 18, 2013 1:25:20 PM 3 _
Confirmation

It may take a few moments before your...

1} Back to home View my requests

7. After Selecting the View My Requests button, we can observe that our request is currently in progress.
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Requests  Type
Senvice Requests

Automated Service...
SR54 | In Progress

8. Switching back to the Service Manager Console, Jeff can see the newly created service request by
ensuring the Work Item workspace selected, and expanding the navigation tree to select Service

Site Actions = E - Page

= SMPortal

My Requests

Search this site... L @

Jeff

My Requests

Automated Service Request — Create Private Cloud
ID:  SR54 Last updated: 1/18/2013 1:26:26 PM

Status: In Progress

Description

Through the Self-Service Portal, users will be able to request a new Private
Cloud Environment.

Request activities

1. RBS5 : Create Private Cloud In Progress

Request action log

b New activity was added 1/18/2013 1:26:24 PM

P There was a status change for Service Request 1/18/2013 1:26:12 PM

User Input

Request Fulfillment > All Open Service Requests
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Work Itams <

4 |:| Work ltems
r B2 Activity Management
4 n Change Management
4 ﬁ Incident Management
+ [ problem Management
4 Release Management
4 a Service Reguest Fulfillment
4 Al Open Service Requests
Q Assigned To Me
q Cancelled Service Requests
[%) Closed Service Requests
[&) Completed Service Requests
:é Failed Service Requests
[é Service Reguests with Service Level Breached
a Service Reguests with Service Level Warning

|| Administration

i Library

Configuration ltems

] Data Warehouse

-'_” Reporting

9. In the All Open Service Requests, the ticket created is now presented, matching the ID which was
reported on the My Requests page in the portal. We can now double-click this request to open it

All Open Service Requests 1

Filter P Edit Criteria v
Iz Title Owner Status Priority

SR54 Automated Service Request — Create Private Cloud In Progress Low

10. On the general page we can see that all the fields which we defined in the template are now completed
as we provided
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Activity stage: Create Private Cloud Created On: 1/28/2013 2:01:23 PM
Request Offering: Create Private Cloud Created by: Jeff

SR93 - Automated Service., &
[ assign To Anatyst

Service Request Informatian B4 AssignTo Me
4 Cancel

| General | Activities ~ Results  Related ltems  Service Level History

Affected User Alternate contact method A Close

(Sl __(@ a
= Y B ‘ ) Complete
Alternate contact method 1 Craste Changs Requast
Title

46 Create Incident
'*- Create Release Record
) Print

& Put On Hold

‘ Automated Service Request — Create Private Cloud

Description

Through the Self-Service Portal, users will be able to request a new Private Cloud Environment.
Resume

=5 Sgarch for Knowladge Articies

Set First Response or Comment

Urgency Priority Source Saizel -~

[ ] [ = | 2] e

Area Suppert Group Assigned to
‘ Hardware\Server ‘ 7 | ‘ | - ‘ [

ok | [ Cancel ||

SR93 Activity stage: Create Private Cloud Created On: 1/28/2013 2:01:23 PM
In Progress Request Offering: Create Private Cloud Created by: Jeff

d Servi... ~

ﬁ Assign To Analyst

ﬂ X I3 Assign To Me

Activities Zoom | Views

General ‘Acliviﬁs| Results  Related Items  Service Level History

Activities

Cance!
Close

Complete

'*' Create Change Reguest
'*' Create Incident
'*' Create Release Record
e Print
Put On Held
Resume
&9 Search for Knowladge Articles

Set First Response or Comment

General ~

N (2| Refresh

# Details

Select an activity to view its details

oK
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12. Switching over to the Virtual Machine Manager console, Jeff can see a new cloud called MyCloud has
been created, exploring the properties of the new cloud will show the allocated resources requested.

General Set the capacity for this cloud

Resources Cloud capacity:

Dimension | Total Capacity | Use Maximum Assigned Capacity

Logical Networks —
Unlimited

s
128
Unlimited

—

Virtual CPUs: Unlimited

Load Balancers Memory (GB): 16
Storage (GE): 1219
(ARpiemElates Custom quota (points): Unlimited

OxO0 e

Virtual machines: Unlimited
Port Classifications

Storage

Library

Capacity

Capability Profiles

PRO Configuration

PRO State

Custom Properties

13. Switching back again to the Self-Service Portal, Jeff refreshes the request to see that its status is now also
updated, and marked as complete.

My Requests

Requests Type V:
St Hepet Automated Service Request - Change the owner of a Virtual Machine
m: SRl Last updated: 4/5/2012 B:31:27 AM

Automated Service Request -... Status Completed

SR11 | Completed

Description

Through the Self-Service portal, users will be able to change the owner of a Virtual Machine automatically

Request activities

1. RB12 : Change Owner of a Virtual Machine Completed

Request action log

4 There was a status change for Service Request 4/5/2012 8:31:27 AM

There was a status change for Service Request SR11 - Automated Service Request
- Change the owner of a Virtual Machine. The status is now Completed

F Mew activity was added 4/5/2012 8:25:21 AM
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14. In the Service Manager console, ensuring the Work Item workspace is selected, and expanding the
navigation tree to this time select Service Request Fulfilment > Completed Service Requests

Work Items <

» Ei Incident Management
> [ problem Management
’ Release Management
4 u Service Reguest Fulfillment
u All Open Sarvice Reguests
Q Assigned To Me
q Cancelled Service Requests
% Closed Service Requests
[ Completed Service Requests
Q Failed Service Requests
[a Service Requests with Service Le
1 Service Reauests with Service Le ™

17| Administration

ﬁ Library

ﬂ Configuration Items

| Data Warehouse

[ Reporting

15. Jeff can now see his Service Request is indeed presented and its status updated to read Completed.

Completed Service Requests 1

Filter B Edit Criteria v
(0] Title Owner Status
SR11 Automated Service Requast - Chang. .. Complated

Using the Service Request in Production

Now that Jeff has verified that the automated service request process for creating a private cloud is working as
expected he notifies Emily so that she can now create a new development environment using the Self Service

Portal.

Before Emily can access the Self-Service Portal Jeff will need to add the Create Private Cloud request offering,
and the Infrastructure Services service offering to the Generic Incident Request Catalog Items Group.

1. On the Service manager console on ServiceMgr, Choose Library and click on Groups, select Generic
Incident Request Catalog Items Group, then in the Tasks pane, click on Properties
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File Llanguage View Go Tools Tasks Help

€ =~ | % » Lbray » Library » Groups

Library < | Groups 2

4 BB Library Filter
E Groups Name Sealed

+ B Knowledge Generic Incident Request Catalog ltems Group Na

ﬂ Lists Global Cperators Group Na
1. Queues
ﬁ-i Runbooks

+ Bl service Catalog

E Tasks

3 Templates

Work Items

Configuration ltems

] Data Warchouse

"—|| Reporting

2. Click Included Members, followed by Add

General

~
Included Members Included Members

Dynamic Members Choose the items that will be included as members of this group.

Subgroups Mame Path Add..
Evcluded Members )?tllman incidentbegaran ServiceManager.ServiceCata.. Eemaove
Altalanos eseménykérés ServiceManager.ServiceCata..,
Anmaodning om generisk h..  ServiceManager.ServiceCata...
Demande générique d'incid...  ServiceManager.ServiceCata...
Genel Olay Iste@i ServiceManager.ServiceCata...
Generic Incident Request ServiceManager.ServiceCata..,
Generic Incident Request (EN)  ServiceManager.ServiceCata...

Generizke incidentaanvraag ServiceManager.ServiceCata..

Generische Vorfallsanforder...  ServiceManager.ServiceCata...

Generisk hendelsesforespar..  ServiceManager.ServiceCata...
Obecna Zadost tikajic se in..  ServiceManager.ServiceCata..,
Pedido de Incidents Gengrico  SenviceManager.ServiceCata...
Richiesta generica eventi im...  ServiceManager.ServiceCata..
Rodzajowe zadanie zdarzenia ServiceManager.ServiceCata...
Solicitagdo de incidente Ge...  SenviceManager.ServiceCata...
Solicitud de incidente genér..,  ServiceManager.ServiceCata..

Yleisen tapauksen pyyntd ServiceManager.ServiceCata...
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3. Add Create Private Cloud, and Infrastructure Services, then click OK, followed by OK on the Generic
Incident Request Catalog Items Group properties screen.

g Select objects

To add objects ta the list, select the cbjects and click Add. You can use Search and Filter to better define the
list,

Type to filter... R | Catalog ltem e | E

Available objects: 2 of 26. Enter more details in the search criteria to narrow the result list.

Mame Class Path
|=] Create Private Cloud Request Offering Offeringb5ec04751d654b87ace2e9f38051f3da
[ Infrastructure Services  Service Offering Offering3b19dd91aa6f4323885a63f10b8f441a

add | | Remove

Selected objects:

MNarme Class Path
Allman incidentbegdran Request Offering ServiceManager.ServiceCatalog.Ge nericlnciden'él
Altalénas eseménykérés Request Offering ServiceManager.ServiceCatalog.Genericlnciden’

Anmaodning om generisk haendelse  Request Offering  ServiceManager.ServiceCatalog.Genericinciden

Mamanda ndndrinne Alincidant Bennest Offerinn Sardirabzanznar Senvicral atalam Ganariclaciden T

« Ii | »

OK | | Cancel

Testing the Self-Service Portal with a user

Jeff is now ready for Emily to connect to the Self-Service Portal and create her own private cloud.

1. Open the App Controller portal by browsing to https://appcontroller . When prompted with the
certificate warning, click Continue to this website and add the site to the trusted site list.
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(& hitpsi/fappcontroller/ P~ &) & Certificate Erron Mavigation.. %

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
¥ Continue to this website (not recommended ).

@ More information

2. At the login screen enter the user name contoso\emily and relevant password and click Sign In

Microsoft:

2 _ System Center 2012 App Controller

Enter your credentials to sign in

Uszer name:

Contoso\Emily

Passwaord:

Il.ll.l..4

Sign In

Service Pack 1
© 2012 Microsoft. All rights reserved.

3. Click Clouds from the navigation pane, Emily will see that there are no Clouds available for her.
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SEon, Mierosatt App Controller

< _ System Center 2012 e
e Hi, Emily Signout Help

@ s ' Clouds (0)

5 Clouds =

$ 3= G m l4ee] Last refresh: 4:40:53 PM
Services

2| Virtual Machines Name Connection Name Description Subscription 1D Virtual

& Library

E Jobs

4. Open http://Sharepoint:82/SMPortal and login as Emily. After a few moments the portal will be
presented, and Emily can select Infrastructure Services from the category General

' S M Portal Search this site... 5 ©

Emily

Home

Need help? ECategorfview EListview

Find common IT requests within the service offerings below. Using spedific, canned requests are
the most efficient way to communicate your need. If you don't find what you're looking for,
create a general request.

« General

?'Q Infrastructure Services
Here are all the Offerings specific for
Infrastructure Services

5. Select the Create Private Cloud offering
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' S M Portal Search this site... 7 @

Emily

Service Offering

Service offering
@ Infrastructure Services

Service offering

L3

Overview
On this page, you will find all the offerings for Infrastructure Services

Available requests on... Help articles on Infrastructure...

?{_ Create Private Cloud

6. On the Request offering page, Create Private Cloud select to Go to request form

1 S M PO rtal Search this site... 5 @

Emily
Request Offering

Service Request

Create Private Cloud
This request will allow you to create a private cloud

Related help articles: Related service offerings:

Infrastructure Services

Here are all the Offerings specific

7. Our four user prompts which we created on the request form are now presented, and we can proceed to
fill these out as follows. In the Private Cloud Name text box enter BusinessApp2, from the How much
Memory (GB) list select 32, from the How much Storage (GB) list select 256, and from the How many
VMs list select 16. Then we can select Next
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Service Request

This request balongs to:
Create Private Cloud nfrastructure Services
Private Cloud Name
Businessipp2 ;.) eviews aol satumit
How much Memory (GB) ’S Confiramation

k4 -

How much Storage (GE)

256 .

How many VMs

|16 ]

€ Back Next > Cancel X

8. On the Review and Submit page, we can double check our information prior to selecting Submit

Service Request

This request belongs to:

Create Private Cloud Infrastructure Services

Review your information. When satisfied, submit your request, or go back to make changes. 1 Provide information

Private Cloud Name

BusinessApp2
2 Review and submit

How much Memory (GB)

32 )
‘Confirmation

How much Storage (GB)
256

How many VMs
16

< Back Submit » Cancel X

9. The Confirmation page will then be presented where we now have the option to select View my
requests
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Service Request

This request belongs to:

Create Private Cloud e

Provide information

J Your request has been submitted ID: SR77

Heview and submit

Request opened on:

Tuesday, January 22, 2013 12:01:03 PM
3

Tt may take a few moments hefore your request is availahle for viewing.

& Badk to home View my requests

10. Selecting the View My Requests button, we can observe that our request is currently in progress.

Search this sile. 2 @

g, SMPortal

My Requests

Emily

e — My Requests

SRR e e Automated Service Request — Create Private Cloud

. D:  SR7T Last updated: 1/22/2013 12:01:27 BM
Automated Service Request —...
SR77 | In Progress

Status: In Progress

Description

Automated Service Request —...
Through the Self-Service Portal, users will be able to request a new Private Cloud Environment.

SR69 | Completed

Request activities

1. RB78 : Create Private Cloud In Progress

Request action log

» New activity was added 1/22/2013 12:01:27 PM
b There was a status change for Service Request 1/22/2013 12:01:25 PM
User Input

T

11. After a few minutes Emily refreshes the request to see that its status is now also updated, and marked as
complete.
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= SMPortal

My Requests

Requests Type

Service Requests
Automated Service Request —...
SR77 | Completed

Automated Service Request —...
SR69 | Completed

Search this site p @

Emily

My Requests

Automated Service Request — Create Private Cloud
Ip:  SRT? Last updated: 1/22/2013 12:06:28 PM

Status: Completed

Description

Through the Self-Service Portal, users will be able to request a new Private Cloud Environment.

Request activities

1. RB78 : Create Private Cloud Completed

Request action log

P There was a status change for Service Request 1/22/2013 12:06:28 PM

» New activity wes added 1/22/2013 12:01:27 PM

P There was a status change for Service Request 1/22/2013 12:01:25 PM
User Input

12. Emily returns to the App Controller portal and clicks the Refresh button from the toolbar in the Clouds
pane. Emily sees the BusinessApp2 cloud, and clicking the Show items as cards from the toolbar
displays the available resources for the private cloud.

Neef!

? §§§"ﬁem Centerzo12

App Controller
Hi, Emily Signout Help

(8 Overview Clouds (1)
5 Clouds [ Z
2 Deploy Manage Run As accounts =] Q {68 Lastrefresh: 12:11:06 p.am.
2% Services - .
§ virtusl Blschines Name Connection Name Description Subscription D Virtual Machines = CPU Memory Storage
= Library 4Connection Name: VMM
[ElJobs [Ell BusinessApp2 VMM 0/16 0/ Unlimited 0 MB / 32768 MB 0 GB / 256 G&
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Scenario: Provision storage to increase cloud capacity

Jeff decides that he would like to implement a flexible and vendor neutral storage solution that he can use for
future provisioning of private clouds. Using the SMI-S provider that is included Virtual Machine Manager, Jeff is
able to connect to an iSCSI target and provision his storage as and when the need arises.

Install SMI-S target Server on HyperV02

Prerequisites

e Install the update described in Microsoft KB article 27558246:

http://www.microsoft.com/en-us/download/details.aspx?id=34851
This update contains WMI-related changes to iSCSI Target Server that improve VMM discovery
performance.

e Install the SMI-S provider, using the iSCSI Target SMI-S Provider Setup wizard.

The SMI-S provider is included with the System Center 2012 Virtual Machine Manager SP1 installation.
You can find the setup file on the installation CD under the
path:\amd64\Setup\msi\iSCSITargetSMISProvider.msi, or alternatively on the VMM server under
\Program Files\Microsoft System Center 2012\Virtual Machine
Manager\setup\msi\iSCSITargetProv\iSCSITargetSMISProvider.msi. Complete the wizard to install
the SMI-S provider on the iSCSI Target Server computer.

1. Load the PowerShell console on HyperV02 and run the following command:

Add-WindowsFeature FS-lIscsiTarget-Server

This will install the iSCSI Target feature to HyperV02. A reboot will not be required.
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PS C:sUserssAdministrator?> Add-WindowsFeature fs—iscsitarget-server

Success Restart Meeded Exit Code Feature Result

MoChangeMNeeded {

PS5 C:slUsers~Administrator> _

Add a storage provider on HyperV02

Jeff has just configured HyperV02 as an iSCSI target, he will use this target as the storage destination for his
private cloud solution. Once the iSCSI target has been configured, Virtual Machine Manager can be connected to
this target via SMI-S. In this scenario the iSCSI target is HyperV02, alternatively this could be any other SMI-S
compatible storage solution.

1. From the server VMM, open the VMM Management Console as an administrator, and then run
PowerShell from the console.

Home
i - él HeServices &3 PowerShell
]| > “ 5

i VM [ Jobs
Create Create  Create File Create Add Allocate Overview | Fabric |
Classification Logical Unit ~ Share - Resources~ | Capacity Resources |1 Hosts/Clusters | [ PRO
Create Add Capacity Show Window

2. Type the following command into the console:

$cred = Get-Credential
contoso\administrator

*Note that any account that is part of the Local Administrators group is sufficient.
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[ ] Windows PowerShell - Virtual Machine Manager
[PS C:sUserssadministrator.GCONTOS0> Scred = Get—Credential
mdlet Get—Credential at command pipeline position 1

Bupply values for the following parameters:
redential

Windows PowerShell Credential Re... |7 |

Enter wour credentials.

User name: | € contosoladministrator

Password: |...o..oood

3. Create a RunAs account in VMM as follows:

$runas = New-SCRunAsAccount —Name “i1SCSIRunas” —Credential $cred

Srunas = Hew SCRunfAzsAccount —Mame "iSCSIRunas" —Credential Scred

4. Add the storage provider as follows:

Add-SCStorageProvider -Name "Microsoft iSCSI Target Provider" -
RunAsAccount $Runas -ComputerName "‘HyperV02'" —AddSmisWmiProvider

Add-8CStorageProvider -Name "Microsoft iSCSI Target Provider" -Runfisficcount $Runas —ComputerName “HyperUB2" -AddSmisUmiProvider
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View storage properties

1. Review the storage array attributes as follows:

$array = Get-SCStorageArray —Name “HyperV02”
$array.StoragePools

2. This final command will display the list of iSCSI Targets configured on HyperV02. Jeff notices that the
results correlate with the logical drives on HyperV02, he takes note of an iSCSI target name that maps to

a logical drive with at least 50GB of space free. In this example Jeff will use the iSCSI target: “iSCSITarget:
HyperVo02: D:"

Userssadministrator.CONTOS0> Sarray = Get—-SCStoragefirray —Name "Hyperl@2"

Userssadministrator.CONTOS0> Sarray.StoragePools

Add pools from iSCSI Target Server for VMM Management

1. Jeff will populate the following PowerShell command with the iSCSI Target that he determined in the
previous step:

$pool = Get-SCStoragePool —Name “iSCSITarget: HyperV02: D:”

Spool = Get—-SCStoragePool —Hame "iSCSITarget: HyperVUB2: D:

2. Jeff then creates a new storage classification called "Gold":

$class = New-SCStorageClassification —Name “Gold”
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tclass = Mew—SCStorageClassification —MName '"Gold"

3. He then adds the Storage Pool to VMM:

Set-SCStorageArray —AddStoragePoolToManagement $pool —StorageArray
$pool.StorageArray —StorageClassification $class

Set—-SCStoragefrray -AddStoragePoolToManagement %pool -Storagefirray 5pool.Storagefirray -StorageClassification $class

4. Finally he allocates the newly created storage pool to the "All Hosts” host group

Set-SCStoragePool -StoragePool $pool -AddVMHostGroup (Get-
SCVMHostGroup -Name "All Hosts™)

Set—3CStoragePool —StoragePool Spool —AddUMHostGroup (Get—SCUMHostGroup —Mame "All Hosts')

Install Multipath-10 on HyperV03 and HyperV04

Before Jeff can connect to the iSCSI target on HyperV02 he will need to install the Multipath-10 feature on
HyperV03 and HyperV04:

1. From HyperV03, he opens PowerShell with elevated privileges and runs the command:

Add-WindowsFeature multipath-io

PS C:slUserssadministrator.GONT0S0> Add-WindowsFeature multipath—io
[Buccess Restart Meeded Exit Code Feature Result

Success {Multipath 1.0}

rue No
JARNING: Windows automatic updating iz not enabled. To ensure that your newly—installed role or feature
iz automatically updated, turn on Windows Update.
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2. Jeff repeats the above step on HyperV04

[PE C:sUsers“administrator.CONIOS0> Add—YindowsFeature multipath—io

[Buccess Restart Meeded Exit Code Feature Result

Success {Multipath 1,0}
: Windows automatic updating is not enabled. To ensure that your newly—installed role or feature
is automatically updated,. turn on Windows Update.

3. Jeff also needs to run the iSCSI initiator on both HyperV03 and HyperV04 for discovery of the iSCSI
target. Jeff is prompted that the service is currently not running by default and click Yes to start the
required service.

@, iSCSI Initiator
[

»
-

Microsoft iSCSI =

The Microsoft i3C5 service is not running. The service is required to be started for
i3C5 o function correctly, To start the service now and have the service start
autormatically each tirne the computer restarts, click the Yes button,

Create a LUN

Jeff now needs to create a LUN which will be presented via the iSCSI Target.

1. Run the following command from Powershell on the server VMM:

$LUN = New-SCStoragelLogicalUnit —Name “iSCSI11” —StoragePool $pool —
DiskSizeMB 50000
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SLUN = New—-SCStoragelogicallnit —Mame "iSCSI1" —StoragePool Spool -DiskSizeMB 58086

2. He then allocates the LUN to the All Hosts host group as follows:

Set-SCStoragelLogicalUnit —StoragelLogicalUnit $LUN —VMHostGroup
(Get-SCVMHostGroup —Name “All Hosts™)

Set-8CStorageLogicallnit —StorageLogicallUnit SLUM —UMHostGroup (Get—SCUMHostGroup —Mame "Al1l Hosts'>»

3. Jeff then goes into the Virtual Machine Manager console on VMM and clicks on the VMs and Services
button and expands All Hosts and then Evalcluster.
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VMs and Services <

= '{}Tenanu
‘{} BusinessApp2 _SelfServicelUser
"{:"‘ MyCloud _SelfServicellser

4 &5 Clouds
<5 BusinessApp2
&5 MyCloud
= WM Networks

| Storage

4 | 7] All Hosts
= .EvaICIuster
# hypen03
: HyperV/04
# hypen02

| %‘ VMs and Services

g

3, Fabric

i Library
[ Jobs

Settings

4. Jeff then Right clicks on the HyperV03 server and clicks on Properties

4 [T All Hosts — e
- 'E\raICIuster =
A —— | Properties
Fi Hyper\/04
4 hypen02

5. Choose the Storage tab, click Add at the top and choose Add iSCSI Array.
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General

Status

Hardware

Host Access

Virtuzl Machine Paths

Storage

e Add |x Remove

< | Add Disk

>

| Add i5CSI Array

& | Add Fike Share

=1 iSCSI Arrays

File share path: ‘\hyperv02.contoso.com\smb3share

Access to file share: o

=l Fibre Channel Arrays

Reserves

[=1 SAS Arrays

Storage
=l File Shares

Virtual Switches | Mhypen02.contoso.co..
465.76 GB (210.94 GB...
Migration Settings
Placement

Servicing Windows

Custom Properties

PRO State

6. On the Create New iSCSI Session page, Jeff clicks on the drop down on the array and chooses HyperV02
from the selection, and then clicks Create

Array: | hyperl2

SM name: hypervl2.contoso.com
Total capacity:  1,169.65 GBE

Storage pools: 3 (1 managed)

[ | Use advanced settings

Target portal: |

Target name: |

Initiator IP: |

View Script
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7. Jeff now sees that HyperV03 now has an iSCSI session against the configured HyperV02 iSCSI Array. Click
OK.

Storage

4& Add P Remove

E Disk Array name:  hypen02

. WAPHYSICALDRIVED SM name: hyperdd2.contosc.com

465.66 GB (447.71 GE... Total capacity: 1,169.63 GB
Storage pools: 3 (1 managed)

= iSCSI Arrays

hypen02

1,169.65 GB (3 pools) The target supports multiple sessions, you can create additional

session by clicking Create Session.

El Fibre Channel Arrays Create session,

=l SAS Arrays

= File Shares

| whypend2.contoss.co.
465.76 GB (210.94 GB...

8. Jeff then Right clicks on the HyperV04 server and clicks on Properties

4 71 All Hosts A&l | View Networking
4 EvalClust
'ﬂ ST ustEr Remove
hypenv03 | —
! HyperV(4 | Properties
& hypen02

9. Choose the Storage tab, click Add at the top and choose Add iSCSI Array.

Experience 3: Private Cloud automation 312



.

General 7 Storage

Status efa Add ‘ HK Remove
Hardware < | AddDisk File share path:  \\hypenv02.contosa.comismb3share
» .
Add iSCSI Arr:
: . Y] Access to file share: o
Host Access @] | Add File Share

1 iSCSI Arrays
Virtual Machine Paths

=l Fibre Channel Arrays

Reserves
[ SAS Arrays
Storage I
=l File Shares
Virtual Switches | \Whypen02.contoso.co...
46576 GB (210.94 GB...

Migration Settings

Placement

Servicing Windows

Custom Properties

PRO State -

o [ o |

10. On the Create New iSCSI Session page, Jeff clicks on the drop down on the array and chooses HyperV02
from the selection, and then clicks Create

Array: | hyperl2
SM name: hypervl2.contoso.com
Total capacity:  1,169.65 GBE

Storage pools: 3 (1 managed)

[] Use advanced settings

Target portal: |

Target name: |

Initiator IP: |

View Script
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11. Jeff sees that HyperV04 now has an iSCSI session against the configured HyperV02 iSCSI Target.

= HyperV04.contoso.com Properties -
General ] Storage
Status IZESI Add K
Hardware =l Disk Array name:  hypenv02
. WAPHYSICALDRIVEO 5M name: hypen02.contoso.com
Host Access 465.66 GB (451.38 GB Total capacity: 1,169.65 GB
1 ISCS1 Arrays Storage pools: 3 (1 managed)
Virtual Machine Paths
hyperv02 . . -
Reserves 1,169.65 GB (3 pools) The target supports multiple sessions, you can create additional

session by clicking Create Session.

=l Fibre Channel Arrays
Storage
[l SAS Arrays

Virtual Switches

m

[l File Shares
Migration Settings W Mhypend2contosoco..
465.76 GB (210.94 GB.

Placement

Servicing Windows

Custom Properties

PRO State >

12. Next Jeff needs to create a LUN for the Cluster “EvalCluster”

$host01l = Get-SCVMHostCluster —Name EvalCluster
Register-SCStoragelLogicalUnit —StoragelLogicalUnit $LUN —
VMHostCluster $hostO1

Shost@l = Get—SCUMHostCluster —Mame EvalCluster

Register—SCStorageLogicallnit —StorageLogicalllnit SLUM —-UMHostCluster Shost@i

13. Jeff now runs Virtual Machine Manager console and from VMs and Services expands the All Hosts. He
then right clicks on EvalCluster and chooses properties.
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4 [ All Hosts
» @ EvalCluster
# hypen2

Create Service

Create Yirtual Machine

Refresh

B %4

rga | Optimize Hosts

ﬂ:ﬁ Mowe to Host Group
= Uncluster

B | Add Cluster Node

il | validate Cluster

& | View Networking

Remaowve

Properties

14. From the EvalCluster properties, click on Shared Volumes and then click Add

|

General Cluster Shared Volumes (0)

=
Btatils CSV Path ‘ Current 0wner| Capacity | Free Space | Total Space | Cluster Resource

Available Storage

File Share Storage

Shared Volumes

Virtual Switches

Migration Settings

PRO Configuration

PRO State

Custom Properties

Add... | | Remove ‘ |Cunverl to Available Slurage|
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15. Tick on the iSCSI1 target we created earlier to add the cluster shared volume and click OK.

Select the disks you want to add as Cluster Shared Volume
Name = Classification | Size | Partition Style | Volume Label | Quick Format | Force Farmat
iSCSI Gold 4883 GB O O
i Any data that exists on the disks will be overwritten. Create Logical Unit...

16. We now see that the iSCSI target has been added as a shared volume to the cluster, press OK now to exit.

Experience 3: Private Cloud automation 316



)

General Cluster Shared Volumes (1)

Status

CSV Path ‘ Current 0wner| Capacity | Free Space | Total Space | Cluster RAEOIU(.E

Available Storage N sss3ce 4sa3ce

File Share Storage
Shared Volumes
Virtual Switches
Migration Settings
PRO Configuration
PRO State

Custom Properties

Add... | | Remove ‘ |Cunverl to Available Slorage|

17. Jeff now checks Server Manager on HyperV02. He opens File and Storage Services and checks the iSCSI

status. We can see the iSCSI VHD we created and also the EvalCluster servers attached to the storage
currently.

ISC51 VIRTUAL DISKS :
Servers AN ESCH virtual disi | 1 total TaSKS |

Filter p e W=

Virtusd Deik . Target Mamne Terget Status  Iniialer 10

Last refreshed on 172472073 55350 M

Target Stats  Initistes I

1/24/2003 54038 PA
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18. Jeff now navigates to either HyperV03 or HyperV04 and opens up Failover Cluster Manager. We can
see that the Clustered Shared Volume is now available to all servers in the cluster. The change may not be
reflected immediately and the disk may take 5 minutes to appear in Failover Cluster Manager.

4 Failover Cluster Manager D Actions
4 @aIRCI\‘.Istemuntuso.com Search 5 || Gueries v |ked ~ [l | Disks -
= Roles
b 5 Modes Name Status Assigned To Owner Node Disk Number ~ Capacity information | < Add Disk
4 [} Srorage 2 Cluster Disk 1 (#) Online: Cluster Shared Volume HyperVD4 1 49GB & Mave fuailable Storage »
& Disks
View »
H Pools
b (53 Metworks ] Refresh
£1] Cluster Events < ul > Help
v %uuu[ﬁ,ﬁ1 Cluster Disk 1 =
oL
Fd Bring Online
Volumes (1) A Take Offline
Clustered Disk (C\ClusterStorageiVolume1) & information Details...
= 4] Show Critical Event:
7 CSUFS 43 GB ree of43GE L] Show Crica Events
1 Mave »
More Actions 3
3 Remove from Cluster Shared Volumes
Properties
Help

19. If we navigate to C:\ClusterStorage we can access and use the iSCSI shared disk created on the
HyperVO02 server.

Summary
At the end of this scenario Jeff has implemented a storage solution that he knows will grow with the business’s

storage requirements.

Setup and

Introduction deploy your Experiences Other Info
Private

. Cloud
Links to other
areas of interest Manage Manage Private Manage Reporting
Private Private Cloud Apps in the insights of
Cloud Cloud Automation Private the Private

Resources Capacity Cloud Cloud
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Experience 4: Manage apps in the Private Cloud

This experience will show how System Center 2012 SP1 improves datacenter service levels with dynamic reporting
and monitoring to provide deep application insight. Ultimately, organizations will be able to improve root-cause
analysis processes while reducing the mean time to service restoration. You can now leverage Operations
Manager and Global Service Monitoring to deliver better application support. The scenarios to follow will
visualize how Operations Manager, Visual Studio and Virtual Machine Manager provides seamless integration and
simplifies IT oversight of the infrastructure and applications.

Scenario: Deep application performance insight

Jeff has a customer facing .Net web application used for Sales called Contoso Electronics. This application has
been developed internally and the development team have asked for feedback on how the application has been
performing. Jeff wishes to leverage the features of System Center to closely monitor the website and associated
systems, and provide detailed feedback to the developers.

Jeff also notes that along with many of his other applications he spends a large amount of time delving into logs,
server management consoles and performance monitor logs to try and find the reason an application is
performing poorly. Most of the evidence provided by the end user is anecdotal and non-specific as they have no
personal insight into the different layers of an application. Jeff decides to implement System Center 2012
Operations Manager with Application Performance Monitoring (APM) and begin collecting precise data on the
activity of the application.

The business has also dictated to Jeff that the Sales Application is extremely important and must be available 99%
of the time. Within the terms of this Service Level Agreement it is defined that poor performance is also
considered to be not meeting the terms of the SLA.

Prerequisites:

These prerequisite steps will deploy the Sales Application to the GUESTO1 server already present in the lab
environment. This will give a target for the Operations Manager agent to discover, inventory and monitor.

e Guest01 added to the Contoso domain. Refer to the appendix information on how to achieve this
e Microsoft SQL 2012 installed on Guest01 in mixed mode, with the sa account enabled and a password of
pass@word1
e lIS installed on Guest01
e Enable the following features under .NETFramework 4.5 Features > WCF Services
0 HTTP Activation
0 TCP Activation
¢ Memory on Guest01 will need to be configured accordingly
0 Startup RAM 1024
o Dynamic RAM Enabled
0 Minimum RAM 1024
0 Maximum RAM 2048
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e Guest01 will require 2 vCPU'’s

Download the Contoso Electronics Web App source and extract to \\HyperV02\SMB3Share\SalesApp. The source is
located here http://go.microsoft.com/?linkid=9825975

Disable IE Enhanced Security Configuration via the Server Manager Console

Install the Contoso Electronics Web App sales application

1. After downloading the Contoso Electronics Web App from http://go.microsoft.com/?linkid=9825975, you
now install it. Run the file, check I accept the terms in the License Agreement, then click Install

i3 Contoso Electronics Web App - Evaluation Guide Setup I;li-

Please read the Contoso Electronics Web App -

@ Evaluation Guide License Agreement

MICROSOFT SOFTWARE LICENSE TERMS

CONTOS0 ELECTRONICS WEB APP -
EVALUATION GUIDE

These license terms are an agreement
between Microsoft Corporation (or based on
where you live, one of its affiliates) and you.
Please read them. They apply to the
software named above, which includes the
media on which you received it, if any. The
terms also apply to any Microsoft

[w] T accept the terms in the License Agreement

ack | Install | | Cancel

2. Click Finish to complete the install
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i3 Contoso Electronics Web App - Evaluation Guide Setup I;li-

Completed the Contoso Electronics Web
App - Evaluation Guide Setup Wizard

Click the Finish button to exit the Setup Wizard.

(]
W)
T

3. Open Internet Explorer and browse to http://localhost

=2 http:/flocalhost/

o~¢

4. The website will now create the database, this can take approximately 2 minutes to complete. When you
get an error page with the title “The Operation has timed out”, refresh the page.

P~

G@ =2 http:r‘flncalhnst.-f

=2 The operation has tirmed out

5. Open http://localhost:81 and click on ContosoService.svc and confirm that the website displays as

below
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&« @ & httpe/ncalhost Al Contosoderice 2 = G || @ ContosaService Service % T ad cod
ContosoService Service

You have created a service.

To test this service, you will need to create a client and use it to call the service. You can do this using the sveutil.exe tool from the command line with the following syntax:

avcutil.exe http://localhost:81/ContosaService.avc?wsdl

You can also access the service description as a single file:

htep://localhost:81/ContosoService. ave?singledsdl

This will generate a configuration file and a code file that contains the client class. Add the two files to your client application and use the generated client class to call the Service.
For example:

6. Open http://localhost:82 and confirm that you receive the service console as displayed below

(- 1= ==
¢ | T 2 - 6] corar ecvoncs anvo. * |11 AAE
Contoso Electronics Control App
Hardware Application

Percent Server Delay DoS Attack || Zombies

0% 20 sec @ 0
Percent sqaL Delay SQL Load Target DB
0% Ox Primary

Hard Drive Percent Server Error || 404 Error MNetwork Client Error
@ Load
0% ®| ® ®

Install the Operations Manager Agent to Guest01

Now that the application exists in the domain, Jeff must deploy an Operations Manager agent to the server.

Log onto the server OpsMgr as
contoso\administrator and load the Operations Important Note
Manager console

To monitor a website using APM the server does not
need to be a member of the domain. It must have the
1. Click on Administration Operations Manager agent, but it may exist in a DMZ
or in an untrusted domain. This is especially important
when dealing with customer facing websites. For more
information refer to TechNet
http://technet.microsoft.com/en-

us/library/hh212856.aspx
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-. Monitoring
ﬁ" Authering

i = Reporting

i
Ly

#  Administration

!] My Workspace

2. Click on Agent Managed

Administration

4 @ Administration
5 Connected Management Groups
4 [i;. Device Management

d"*. Agent Managed
|_'},a Agentless Managed
@ Management Servers
lg_*} Pending Management
|_:'I U FyLinux Computers

W Management Padks

3. Right click Agent Managed and select Discovery Wizard...

Administration < Agent Managed

4 5 Administration ~ | Look for

@ Connected Management Groups Health State

4 [i; Device Managerment

[;". Agent Managed |
Discovery Wizard, ., |

o Bl Gl Bl e

I_'}g Agentless Managed
@ lManagement Servers

Create Management Pack
I__EF' Pending Managemer

|j UMIE/Linux Compute
T Management Packs
F] _:-g Metweark bManagement

Dowvnload Management Packs ..,

Import Management Packs...

Mewe User Role 3

4. In Computer and Device Management Wizard select Windows Computers and click Next
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Choose the type of computers or devices to discover and manage.

Windows computers

Digcover Windaows computers in your Active Directan
enviranment and install agents on the ones you want o

/s [~ M
\_{!" :J" manage.

UNIX /Linux computers
Thiz enables you to dizcover UM and Linus computers in

— wour enviranment and install agentz on the anes pau want to
manage.
=]

Metwork devices

Digcover and monitar netwark, devices using Simple
Metwiark, Management Pratocol [SHAP).

Select a discovery bwpe and click Mest bo continue.

< Previous Digcover

5. Tick Automatic Computer Discovery then click Next
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Choose automatic or advanced discovery

(®) Automatic computer discovery

Scans the "COMTOS0" domain For all wWindows-based computers,

() Advanced discovery

Allows you to specify advanced discovery options and settings.

Computer and Device Classes:
Servers and Clients

Mote: This setting applies only when scanning Ackive Direckory, You can configure how these
objecks will be discovered, on the next screent(s),

Management Server

Opstgr. conboso, conn

| < Previouz || Mest > | Digcover

6. Tick Use Select Management Server Action Account and click Discover. Discovery can take up to 2
minutes to complete.
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Administrator Account

Select a user account with Administrator rights on the computers vou will scan, These credentials will
also be used when installing the agents on managed computers.,

(#) Use selected Management Server Action &ccounk

() Other user account

ser name:

Password:

Damain:
CONTOS0

Maoke: When selecting the local account option, the agent installation task will be run
as the local account, while the Discovery task will be run using the Management

Server Ackion Account,

Meut » | Digcover || Cancel

7. Tick the computer Guest01.contoso.com then click Next
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Discovery Results

The discowvery process Found the Following un-managed devices,

Select the devices you want to manage: Select Al | | Deselect Al

|:| AL, contoso,.com

|:| APPCOMTROLLER., contosa,com
GLUESTO . conto
|:| HYPERVOZ, conktoso.com

|:| HYPERNO3, conkoso, com

|:| HYPERYO4, contoso.com

|:| ORCHESTRATOR, conkosa,com
[] SERVICEMGR.contoso.com
|:| SERNICEMGRDMWY, conkoso, comn
|:| WMM, conkosa, com

Mote: IF wou do not see all of the computers you expect to see, wou can obkain
information on troubleshooting discowvery issues ab http: /oo, microsoft, com, Pelink?

LinkID=128940,

Management Server

|OpsMgr.c0ntosu.c0m |

Management Mode:

|.0.gent

| ¢ Prevvious || Mewut » | Firizh

8. On the Summary Page leave the defaults and click Finish
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Summary

Agents ta be installed: 1

Agent installation directary:

SinProgramFilesys\3ystem Cenker Operations Manager

Agent Action Account

Specify credentials For the agent to use when performing actions.
(® Local System

(") Other
User name:

Password:

Dornair:

CONTOSO

Ta close the wizard and deplov the agents, click Finish,

Pest = Finizh | | Cancel

Import the Management Packs to Operations Manager

Operations Manager uses specific management packs for information on how to monitor everything in the
enterprise from Network Devices to specific software such as SQL 2012 or an operating system like Windows.
These management packs are maintained and updated in an online repository accessible via the Operation
Manager console. Many other vendors also release their own management packs to allow the Operations
Manager agent to get more granular understanding of devices and applications in the enterprise.

To allow Jeff to monitor the Sales Application from front end to back end database he must import specific

management packs for each of the technologies involved in the process such as SQL 2012, 1IS 8 and Windows
Server 2012.
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Important Note

A minimum of management packs are installed by
default to allow Operations Manager administrators to
only monitor and receive alerts from a small base
number of services. This alerting and monitoring can
be further fine-tuned through the use of Overrides to
ensure only the services and applications that require
monitoring are targeted, rather than receiving a storm
of alerts from every device on the network. See
TechNet for further information
http://technet.microsoft.com/en-
us/library/hh230704.aspx

1. Log onto the server OpsMgr as contoso\administrator and load the Operations Manager console

2. Click on Administration
_.__I Menitoring
__&r Authering

iq Reporting

oy
\_r\l Y a
) Administration

@ My Workspace

3. Right click Management Packs select Import Management Packs
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Administration

4 @ Adrninistration
E, Connected Management Groups
F] [i;, Device Management
%AgentManaged
|_'}_.- Agentless Managed
@ Managenent Servers
ﬂ_}' Pending Management
|_:1 UMIELinux Computers
U Management Parks

4 _ﬁ'g Mebwork Manageme| A Discovery Wizard...
[ i -
LE| Doy s =, Create Management Pack
o Metwark Dewi —
L e Dt =, Download Management Packs ..
_.L.r_f Metwork Devices Pir—
L |_' Import: Management Packs..
4 | Motifications
= Channels ,% Tewy ser Role
[ .
i8] Subscribers ] Create Run As Account...
2| Subscripti '
] =ubscriptions 1_ Create Run &s Profile...
a4 & Product Connectors
0 Internal Connedo =5 Mew channel
éa Fesource Poals 1_, ey subscriber,.,
4 ‘3? Run As Configuration =/ Mew subscription...,
@] A ts
1 Accoun M Add Management Group
{ Profiles
~
2] UIMIHALinuex Accour) W& Refresh F3

4 5 Security

4. Click Add, then select Add from disk ...
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Select Management Packs

@ Help

Import list : 4k Add + | Properties .. 7€ Rernove
Hame ersion Fiele Add from catalog ..,

Install Cancel

5. When prompted to check the online catalog for further dependencies choose No

e Some of the management packs you select may have

dependencies that cannot be located locally.

Would you like to search the online catalog for
these dependencies?

6. Browse to the System Center Service Manager installation media. In this example we are using
C:\Sources\Management Packs. Select the following packs and then click Open
e Microsoft.System.Center.Apm.Web.lIS7.mp
e Microsoft.System.Center.Apm.Web.lIS8.mp
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T | . » Computer » Local Disk (C) » Sources » ManagementPacks

Organize +  Mew folder

Name “ Date modified

|_| Microsoft.systemLenter ALY, INtemal.mp 1073072012 1343 P MIF File
I Desktop || Microsoft.SystemCenter. AlertAttachment.mpb 10/30/20123:50 PM  MPB File
Q: Downloads |_'| Microsoft.System Center.Apm.Infrastructure.Monitoring.mp 10/30/2012 1:34 PM - MP File
i Recent places || Microsoft.SystemCenter.Apm.Infrastructure.mphb 10/30/20123:50 PM MPB File
| Microsoft.SystemCenter.Apm Library.mpb 10/30/2012 3:50 PM MPB File
Y P! y.mp
|j Microsoft.SystemCenter.Apm.NTServices.mpb 10/30/2012 3:50 PM  MPB File
|j Microsoft.SystemCenter.Apm.Wef.mpb 10/30/2012 3:30 PM MPB File

37 Favarites

- Libraries
@ Documents

! Music || Microsoft.SystemCenter.Apm.Web.II57.mp 10/30/20121:34 PM MP File

=] Pictures | Microsoft.SystemCenter.Apm. Web.II58.mp 10/30/20121:34 PM_ MP File

B Videos || Microsoft.SysternCenter.Apm.Web.mpb 10/30/20123:50 PM MPB File
=] Microsoft.SystemCenter. ApplicationMonitering, 360.5LA 10/30/2012 1254 ... XML Doc
|| Micrasoft.SystemCenter.ApplicationMenitoring. 360. Template.Dashboards.mp 10/30/2012 1:34 PM - MP File
|| Microsoft.SystemCenter.ApplicationMonitoring.360. Template.Dashboards.mpb 10/30/2012 3:50 PM - MPE File
|| Microsoft.SystemCenter.ApplicationMonitoring.360. Template.Library.mp 10/30/20121:34 PM MP File
|| Microsoft.SystemCenter. ApplicationMonitoring.Library.mpb 10/30/2012 3:50 PM MPE File
|| Microsoft.SystemCenter.ClientMonitoring.Internal.mp 10/30/20121:23 PM - MPFile |

<] 1] [ >

M Com puter
2, Local Disk (C)

ej MNetwork

File name: |"Micrnsnft.SystemCenter.ﬂ«pm.Weh.llSB.mp" "Microsaft.SystemCenter.Apm. et v| |AH Management Packs (*mp; * v|

| Open | | Cancel |

7. The following management packs will also need to be installed. These are not located on the System
Center Service Manager installation media, these have to be downloaded from the online catalog. An
internet connection will be required for these packs to be downloaded:

e SQL Server 2008 (Discovery)

e SQL Server 2008 (Monitoring)

e SQL Server 2012 (Discovery)

e SQL Server 2012 (Monitoring)

e Windows Server 2008 Internet Information Services 7
e  Windows Server 2012 Internet Information Services 8
e Windows Server 2008 Operating System (Discovery)
e Windows Server 2008 Operating System (Monitoring)
e Windows Server 2012 Operating System (Discovery)
e Windows Server 2012 Operating System (Monitoring)

8. Click on Add followed by Add from Catalog
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Select Management Packs

Import list : 4k Add + | Properties .. 7€ Rernove

Name Wersion Fele

Add fram disk ..,

Install Cancel

9. Wait for the following dialogue box to disappear:

() Connecting to Management Pack Catalog Web Service...

Operations Manager iz attempting to connect to the Microzoft Management Pack Catalog 'web
Service. |f pou do not wish to connect to the Web service, click Cancel to retum to the beginning
of the wizard.

10. Type SQL into the Find query and hit search. You can now expand the results in the management packs in
the catalog and find the required SQL Server 2012 (Discovery) and click on Add.
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Select one or more management packs in the cataleg list and click Add. 1

EmdE View connection certificate
[saL

View

|AII management packs in the catalog

Management packs in the catalog @ Properties ...

Mame Status Wersion Release Date |~
[+ SOL Server 2005

[+ SOL Server 2008

4 SOL Server 2012
Microzaft SOL Server 2012 Always0n Discovery Management Pack Update avalable  E.3173.1 g/21/2mz2
Microsoft SOL Server 2012 Alwayz0n Monitoring Management Pack. Update available 631731 a/a12mez
SOL Server 2012 [Discovery] Update available 631731 8/21/2012
SGL Server 2012 [Monitaring] Update avalable 631731 a/a12mez
SOL Server Core Library Update available  B.3.173.1 gr21/2m2

Selected management packs :

Mame Status Wersion Felease Date
0L Server 2012 [Discovery] Update available 83,1731 gfa1reoz
S0L Server 2012 [Monitoring) Update available 63,1731 /2172012
S0L Server 2008 [Monitoring) Update available 83,1731 gfa1amz

S0L Server 2008 [Discovery] Update available 63.173.1 afa1s2012

11. Repeat Step 10 and add the other Management packs:
e SQL Server 2008 (Discovery)
e SQL Server 2008 (Monitoring)
e SQL Server 2012 (Discovery)
e SQL Server 2012 (Monitoring)
e Windows Server 2008 Internet Information Services 7
e Windows Server 2012 Internet Information Services 8
e Windows Server 2008 Operating System (Discovery)
e Windows Server 2008 Operating System (Monitoring)
e Windows Server 2012 Operating System (Discovery)
e Windows Server 2012 Operating System (Monitoring)

Click OK once completed

12. Once the Management Packs have been added you will be returned to the Import Wizard.
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Select Management Packs

@ Help

Import list : 4k Add ~ 2 Properties .. 3% Rernove

M arne Wersion Release Date  Status ELILA

& SOL Server 2012 [Discovery] E.31731 /21202 Resolve
A S0OL Server 2008 [Monitoring) E.31731 a/2emz Resolve
& SOL Server 2008 [Discovery) E.31731 /21202 Resolve
Status details
This management pack depends on ather management packs that are not imported but are availablz in the
anline catalog
“r'ou must resolve these dependencies ta import this management pack. Ta resolve these dependencies,
either right-click the management pack and click Resolve, or click Resolve in the Status column for more
details.

Install Cancel

13. A number of the packs will have dependency issues, click on Resolve to resolve these issues.
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& Warning: Rezolve management pack dependencies

SQAL Server 2012 (Discovery) depends on management packs that are not imported but
are available in the online catalog. Click Resclve to add the dependent management

packs to the Import list.

Werzion

SOL Server Core Library £.3.1731

14. Click Resolve to fix any dependency errors seen.
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& Warning: Resolve management pack dependencies

SQAL Server 2012 (Discovery) depends on management packs that are not imported but
are available in the online cataleg. Click Resolve to add the dependent management

packs to the Import list.

Yersion

SOL Server Core Librany B.3.1731

15. Click on Install to complete the installation of the Management Packs
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@ Help

<k Add + % Properties ... 3¢ Remove

Impart list :
Name Wersion Release Date  Status EULA ~
@ Operations Manager APM Web Il 7.0.9538.0 .
+f SQL Server 2008 (Moritoring) £3.173.1 82172012
J SQL Server 2008 (Discovery) 6.3.173.1 8/21/2012
+f SQL Server 2012 (Discovery) £3.173.1 82172012
J SQL Server 2012 {Monitoring) 6.3.173.1 8/21/2012 =
J Windows Server 2008 Intemet Inf... 6.0.7600.0 2/8/2010
J Microsoft Windows Server 2012 In... 7.0.8862.0 10/4/2012
of Windows Server 2008 Operating ... 6.0.6989.0  10/3/2012
J Windows Server 2012 Operating ... 6.0.6989.0 10/3/2012 L
v

Status details

Operstions Manager AFM Web 115 7 version 7.0.9538.0 has already been imported.

16. Once the import has completed, click on Close
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F|
!’:{3 Import Management Packs
{

Select Management Packs @ Help

Downloading and importing the selected management packs.

Marne Wersioh Status
J Operations banager APk \wieb 11 T09538.0 Imported
W .0

Import Status Details

Create the .Net Application Monitor

Now that Jeff has imported the correct management packs, these will be disseminated to the agents on the
monitored servers when they next check in. If the software or application that these management packs apply to
exists on the server it will be inventoried and the data returned to the management server. In this case, all IIS
websites and SQL Databases will be inventoried.

Once the inventory has been completed and the data returned to the Operations Manager server, Jeff will be able
to select specific websites and databases to monitor. In this case he will create a specific .Net application monitor
that will invoke APM to delve deep into the .Net code.

During this set up Jeff will configure the APM agent
to monitor two things — the web service and the
front end web site. For the front end website he will
also enable the Client Side monitoring which will
allow APM to inject code into the webpage and
return error and performance metrics on how the
client sees the final webpage.

Important Note

APM can be utilised to monitor Java web applications
and .Net based Windows Services as well as .Net based
web applications.

1. Once imported, click on Monitoring and browse to Application Monitoring, .Net Monitoring
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Meonitoring «

4 [ Monitotng ~
|| Active Alerts
,ﬂ Discovered |nwe ntony
% Distributed Applications
;‘e_‘, Task Status
2] URIKLinux Computers
ﬂWindows Compuers
r_;l Agentless Exception Monitoring
A | 2| Application Maoniboring
@ Anplications
> |4, MET Monitaring
> 'r_élWebApplicationA\failabilityMonib:ring

» |4 Data'warehouse
> 2| Microsoft Audit Callection Semnices
4 Microsoft SOL Server
> |4 Microsoft Windows Client
* ’_3| MicrosaftWindows Internet Information Senvices
> |4 MicrosoftWindows Sener
» 2| Metwork Monitoring
r_;l Operations Manager
> L4 PRO
» |4 SyntheticTransaction
> L UNI¥/Linux Computers
» ’_3| Yirtual Machine Manager w

Showe or Hide \iews..,

Mews Wiew b

.._. Menitoring

2. Click on 1S 8.0 ASP.NET Web Application Inventory and wait for the Sales Application to appear in
this pane. This can take up to 15 minutes to appear

IS 8.0 ASPNET Web Application Inventory (2)

4, Look for: | | Fird Mowe Clear

15 Application Marme Application Wirtual Root Path

SalesContraller FLMAISCI02/RO0T GUESTO. contoso, carm M3 Svic /102
SalesFrontEnd SLMASISVC 00RO OT GUESTM.contosa.cormMAEVC,00

3. Once it has appeared, click on Authoring
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Authoring

4 I‘Z'Authuring
[ 1&) Managerent Pack Templates
#E Distributed Applictions
= Groups
[» % Management Pack Chjeds

Add Monitoring Wizard. ..
Mew Distributed Application. ..

MNew Group...

_._. Meonitoring

ﬂ/" Authoring

4. Right click Management Pack Templates and select Add Monitoring Wizard

Authoring

4 | 7 Authoring

£  Management Pack Templati

[» ['EE"'.:' kManagement Pack Templates

% Loaok for:
1

7% Distributed Applictions
=1 Groups

5. Select .Net Application Performance Monitoring and click Next

E Add Monitaring Wizard..,

T4 Refresh

F3
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@ Help

Select the monitoring type

.MET App

OLE DB Data Source

Process Monitaring

TCP Part

UIMIE/Linux Log File Maonitoring
LIMIEALinus Process Monitoring

‘wieb Application Availability M anitaring
‘wieb Application Tranzaction Maonitoring
Windows Service

SIS IS

Drescription:

This template lets pou monitor ASP.MET and WCF Applications hosted in 115 7.0 and 1S 8.0, in addition to Windows Services that uge the |
Microsoft MET Framework. To monitor 45P.MET applications and web services, you must install and import either the Windows Server

2008 Internet Information Services 7.0 management pack or the Windows Server 2012 Internet Information Services 8.0 management

pack. To uze this template to monitor a Windows service that iz bazed on the MET framework with the APM feature, you must install the |~

6. Inthe Name field type Sales Application Monitor
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@ Help

Enter a friendly name and description

Mame:

Sales Application Manitod

Drescription:

Management pack

Select destination management pack:

|<Se|ect Management Pack: v| | Mew...

. To select ASP.NET applications or services hosted on 115 7.0 for monitoring, you need to impaort the following management
l W packs:
+ [Operations Manager APM ‘Web |15 7 management pack

7. Click on the New button next to the Destination Management Pack field

Management pack

Select destination management pack:

<Select Management Pack: v| | Mew. .

8. Enter Contoso Management in the Name field, click Next
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Management Pack General Properties

1D :

&) Help

| Contozo.Management

Marne :

| Contoso Management

Wergion ;

11.0.0.0

| For example, 1.0.0.0

Dezcription :

9. In Knowledge Article window that opens, click Create

< Previous

10. This should now be selected in the destination management pack field. Click Next

MHest =

Create

Cancel

Create

Cancel
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Management pack

Select destination management pack:

| Contozo.Management w | |

Mew...

To select ASP.MET applications or services hosted on IIS 7.0 for monitoring, vou need to import the following management

__b packs:

~ = Operations Manager APM Web |15 7 management pack

£ Previousz | | Mewt » Create

11. Click Add

Add application components to monitor

Application group: Sales Application Monitor

Application components ()

12. Select Web Applications and Services and click Search

To add objects, search for the objects and then add them to the selected objects list.

Search for:

Cancel

Rernowe

Web Applications and Services

Filter by part of name [optional]:

13. Click and highlight SalesFrontEnd and SalesWebService and click Add
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Available items

Component Application Path
@ SalesContraller S alesContraller
(]

Selected objects Add | | Remove
Component Application Path
Ok, | | Cancel
14. Click OK

Available iterns

Component Application Path

@ S alesController SalesController

SalesFrontEnd SalesFrontEnd

ﬂ SalefwiebService Sales'webService

Selected objects | Gee | | Flslioifs
Cornponent Application Path
ﬁ SalesFrontEnd SalesFrontEnd
@; SalefwiebService SaleswebService
[].8 | | Carcel
15. Click Next
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@ Help

Add application components to monitor

Application group: Sales Application Monitor

Application components E:i Add.., == Remove
Component . Application Path

@ SaleswebService SaleswebService

Monitoring scope

Usge the environment tag and targeted group to control where monitoring will be applied. The tag will become part of the display name
and targeted group defines servers where monitoring will occur,

Environment: | Mone v

Targeted group: 4 Create.., p Search... == Rernaowve

< Previous | | Mest > Create

16. Change the Performance Event threshold to 500ms and ensure the box Enable Additional
Configuration Options is ticked and then click Next

Important Note

This threshold is purposefully set very low in this
monitor to ensure alerts are generated. In a
production situation this would require discussion with
the business, tuning and testing to find the best fit for
your environment.
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@ Help

Configure the default monitoring settings

Event monitoring
Tum on performance event alerts

Tum on exception events alerts

Configure performance event monitoring
Performance event threshold [ms):

500 2

Use advanced settings to further customize the configuration for the application group

| Advanced Settings...

Enable additional configuration options for server-side and client-side monitoring

< Previous | | Mest > Create

17. Click Next
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@ Help

Customize monitoring for individual application components

/Customize...
Component . Application Path Configuration
@ SaleswebService SaleswebService Default
< Previous | | Mest > | | Create | | Cancel

18. Tick the turn on Exception Events Alerts box, change the Page Load and Ajax
thresholds to 500ms and click Remove twice to clear the IP Address filter and click Next
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@ Help

Configure client-side monitoring

Event monitoring
Tum on performance event alerts

Turh on exception events alsrts

Configure performance event collection
Page load threshold [ms): Aijax and WCF threshold [me]:
500 z 500

<>

Configure client IP address filter

gp Add... /7 Edit.. == Rernove
| IP Address o Metmask Deny Type

More about client 1P address fiters

Use advanced settings to further customize the configuration for the application group

Advanced Settings...

< Previous | | Mest > Create

Important Note

The subnets are removed in this scenario to ensure all
client web requests have APM injected code in the
return. In a production implementation this would be
tuned to a small percentage of web clients depending
on factors such as the number of web requests,
network configuration and the location of clients.

19. Tick the Enabled box next to SalesFrontEnd and click Next
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@ Help

Enable client-side monitoring for web applications

Client-side monitoring uzes JavaScript scripts automatically added to each managed web application that iz configured for monitoring.
To ensure that these scripts can un, you should run the Check Client-Side Monitoring Compatibilty task against any new web
applications.

/ Customize...
Enabled Component Excluded Pages Configuration

115 Application Path

More about client-side monitoring

Monitored servers

Y'ou can target a group to limit the scope of the monitaring to the group of servers.
Targeted group:

95 Create.., p Search... == Rernove

< Previous | | Mest > Create

20. Click Create
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@ Help

Summary
Application Group: Sales &pplication Monitor ~
Management Pack: Contozo Management
Warnings:

£ 115 may need to be restarted.

Server-side monitoring defaults:

Monitored servers All

Performance event alerts Enabled

E xception event alerts Enabled

Performance event threshold 500 mz

Monitors enabled Average Request Time exceeds threshold =

% Exception Events/sec exceeds threshold
% Performance Events/sec exceeds threshold

Client-side monitoring defaults:

Monitored servers All

Performance event alerts Enabled

E xception event alerts Enabled

Fage load threshold B00 ms

Ajax/wCF load threshold B00 ms

Monitors enabled Average Request Time exceeds threshold

% Exception Events/sec exceeds threshold
% Performance Events/sec exceeds threshold

Application Components: 2
SalesFrontEnd
Customized Falze v
< m >

o] [

21. Back on Guest01 wait for 10 minutes then open an administrative command prompt and type the
command

lisreset

E Administrator: Command Prompt

icrosoft Windows [Uersion 6.2.928@1
(c) 2012 Microsoft Corporation. All rights reserved.

sHWindows“system32>iisreset
Attempting stop-..
Internet services successfully stopped
Attempting start...
Internet services successfully restarted

sHindowsssystem32 >
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Important Note v

The IIS reset is required as the APM agent begins in a
disabled state before a .Net monitor is configured.
When the agent detects that a .Net monitor for a
website hosted in the server has been enabled, it starts
the APM agent, creates Application Pools and injects
itself into 1IS and the website. At this point IIS must be
restarted to enable the new configuration to be
loaded.

Create a Web Application Availability Monitor

Now that Jeff has created a .Net Application monitor, he also needs to monitor the website to ensure it is
responding within a specific timeframe. This is accomplished by creating Availability Monitors which use
Operations Manager agents to run requests against specific websites. This means that any server with an
Operations Manager agent can be used to monitor a website. This can allow Jeff to build up a map of how a
website is responding from a perspective of any of his managed sites within the enterprise.

Important Note v

This can also be extended to the point of view of an
external source also. Using Global Service Monitor
(GSM) availability monitors can be created to report on
your websites from multiple countries around the
globe. This gives a true 360 degree perspective of your
web applications and adds even more granularity to the
triage process. For more information see
http://www.microsoft.com/en-us/server-cloud/system-
center/global-service-monitor.aspx

1. In the Operations console on OpsMgr click on Authoring
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Bl Monitoring
_yr Authoring
iq Reporting
{4 Administration

@ My Workspace

2. Right click Management Pack Templates and select Add Monitoring Wizard

File Edit View Go Tasks Tools Help

| Search™ _ E-' Add Monitoring Wizard _ L E

Authoring

<  Management Pack Templates 9

4 lﬁ’ Authaoring % Look for:
1

[> |l Management Pack Templates — -
LQ _ L E Sdd Monitoring Wizard..,
$ Distributed Applictions

= Groups T4 Refresh Fi

3. At Select Monitoring Type click on Web Application Availability Monitoring and press Next
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@ Help

Select the monitoring type

4 MET Application Performance Maonitoring
-, OLE DE Data Source

-, Process Maonitoring

- TCP Port

- UMIx/Linus Log File Maonitaring

i Windows Service

Drescription:

Thiz template allows you ta create availability monitoring tests for one or more 'Web Application URLs and rn theze monitoring tests from
internal or external locations.

4. In the Name field type Sales Application Availability

@) Help

Enter a friendly name and description

W ame:

Sales Application Availability

5. Select Contoso Management in the Management Pack drop down box and click Next
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Management pack

Select destination management pack:

Contozo Management v| | Mew...

< Prewious | | Mest > | | Create | | Cancel

6. Inthe Name field type Sales Application and in the URL field type HTTP://Guest01 and click Next

@ Help

Enter URLs to be monitored

Add URLs to the list by typing, pasting or importing & file into the table, including the appropriate protocol [hitp: /¢4 or https:#4). You can
paste entire rows az pairs of comma-zeparated values [C5Y) that is in the format 'Mame, URL', or you can paste just the list of URLs.

+ Add.. == Remove

Mame LURL

Sales Application

< Previous | | Mext > | | Create | | Cancel
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7. Click Add

@ Help
Select the locations from which you want the URLs monitored
Internal locations are abways displaved. You can also monitor from extemnal locations by signing up for System Center Global Service

onitar.

tore about Global Service Monitor.

Internal locations: Eﬂa»’-‘«dd... == Flemove

Important Note

At this point if GSM is enabled, you may select external
servers in one of many global locations to run your
web monitors from.

8. Type OpsMgr in the Filter area and click Search

Select the locations that you want to monitor from the list below.

Search for;

| Internal location - Agent W |

Filter by part of name [optional)
|u:||:|smgr |

9. Click on OpsMgr.contoso.com, click Add and then OK
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‘where ta monitar:

Marne Location
m Opstar.contoso.com

1<l t | [>]

Selected locations: o | | Remave |

Marne Location
@ Opstdar.contozo.com

10. Click Next

@ Help

Select the locations from which you want the URLs monitored

Intemnal locations are always displayed. You can alzo monitor from external locations by signing up for System Center Global Service
Manitar.

More about Global Service Monitar.

Intemal locations: + Add.. ==Remove

Agent/Pool Type Location

< Previous | | Mest > | | Create | | Cancel
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11. Click Change Configuration from the Test List

Test list

Thiz iz a summary of all tests that will be rn. Select a location and click run test if you want to validate the test configuration now. Test
validation iz available for internal locations only. Select change configuration to change the default settings for all tests.

(4, Look for: || || Clear |

Test name LRL Location Agent/Pool

Test frequency: 10 minutes

Mumber of internal Tests: 1

Change Configuration...

12. Change the Test Frequency to 1 minutes and click OK

Test Frequency / Performance D ata Collection Interval
Performance data collection interval gettings are uzed for intemal teste only.

Test frequency: Performance data collection interval:

. Pirutes v |1EI hinutes

Test time-out;

13. Click Next
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@ Help

Test list

Thiz iz a summary of all tests that will be run. Select a location and click run test if you want to validate the test configuration now. Test
validation iz available for internal locations only. Select change configuration to change the default seftings for all tests.

QLookfor: | || Clear |

Test name LRL Location Agent/Pool

Test frequency: 1 minutes

Mumber of internal Tests: 1

Change Configuration. ..

< Previous | | Mest > | | Create | | Cancel

14. On the Summary page click Create
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@ Help

Summary

The following summarizes the configuration that is specified to monitor thiz template.

Mame: Sales Application Availability
M anagement Pack: Contozo Management
Test frequency: 1 minutes
Mumber of tests from internal locations: 1
Intemal locations: Opstdgr.contozo.com
Test summary: Sales &pplication |[HTTR://Guestl
Configuration summary
Monitors enabled: Status Code
Alerting: Each test generates an alert
Performance collection: Total Rezponze Time
Time to First Byte

Time to Last Byte
DMS Resolution Time
Content Size

Cortent Time

< m >

Mext > Create || Cancel

Create a Distributed Application

Now that Jeff has deployed his .Net Application monitor and Availability monitor he can start to draw a picture of
the status of the Sales Application from front end to back end. This can be easily compiled using the Distributed
Application monitor which can be utilised to create a single point of view of a service comprised of all of the
individual components that the service relies upon.
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Important Note

All devices and software that a specific service relies
upon can be collected into a single monitor. For
instance, a standard monitor for an Email application
may report on database status, connector state and
mail flow performance. Using a distributed application
we can add in network infrastructure, internet access,
other vendors mail filters, inter site connectivity and
much more. This gives an overall status of the entire
Email Service rather than a specific Mail Server status.
This more closely aligns with an end user view of a
service. Forinstance, an end user may be unable to
access their email, but it may be a network device
preventing them from doing so.

1. In the Operations console click on Authoring

_-__i Monitoring
_y-'r Authoring
;ﬁ Reporting

Q; Administration

My Workspace

2. Right click Distributed Applications and select Create a New Distributed Application

Authoring

4 |7 Authoring

[» @ Management Pack Termplates

< Distributed Applications (1)

% Look for:

Marme

Distributed Applications . ...
[g - $ Create a new distributed application...
roups
Refresh Fo
&y Management Pack Objeds (0 Refres

3. In the Name field type Sales Application Distributed App
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’& Create a Distributed Application

1. Name Your Distributed Application

Choose a name that best matches the distibuted application you want to create. v'ou can fill a description for it if
you like,

Name: Description [optional}
5 ales Application Distributed App|

4. Select the template .Net 3 Tier Application

2. Choose Distributed Application Template

Select a template that most clogely matches the distibuted application pou have deployed. & distributed application
object will be created along with a set of monitors, rules, views, and reports.

Template: Description

MET 3-Tier Application Thiz distributed application containg presentation, business and
Lire of Business Web Application data tiers with availability meazured by synthetic transactions.
Messaging

Blank. [hdwanced]
Y Wiew Details

5. Select Contoso Management in the Management Pack drop down list, click Ok

3. Save to a Management Pack

Select a management pack where your distnbuted application and itz components will be zaved.

M anagement Pack:

Contozo Management w | | Mew... |

6. In the designer, click on .Net Application Component on the left
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|ﬁNET .ﬁ.EEIicatiDn En:nmE-:-nent 2!

ASP.MET &pplication
_I D atabaze
Distril:uuteu:l Application Componett

Gy FPerspective

$ Service

=5 Weh Application &vailability Monitari...

7. Drag SalesFrontEnd to the object in the diagram labelled Sales Application Distributed App
Presentation Tier

[ENET Application Component [2]

Object Fath
3 5 alesFrontEnd A0f20cac-0fda-451 4-h &
SaleswebService  40f20cac-0fda-4514-b

Sales Application Distributed App Presentation Tier

SalesFrontEnd [40f20cac-0fda-4514-b20c-eed2b831cdbd]

8. Drag SalesWebService to the Sales Application Distributed App Business Tier

[ENET Application Component [2]

Object Fath
SalesFrontEnd A0F20cac-0fda-4514-b &
e 0 Ofda-4514-b

Sales Application Distributed App Presentation Tier

SalesFrontEnd [40f20cac-Ofda-4514-b20c-ee92b831cdbd ]

I

|i Sales Application Distributed 2App Business Tier

Sales\WWebService [40f20cac-Ofda-4514-b20c-eed2b831c..,

9. Click on Database on the left
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E‘]NET Application Component [2]
A5P.MET Application

§ Databaze
|E']Distril:uuted Application Compaonent

iy Ferspective

ﬁ Service

29 Web Application Awvalability Monitornin..

10. Drag the object Contoso.Electronics on GUESTO1 to the Sales Application Distributed App Data Tier

Obect Path B l

| AdventurewWorks2012 GUESTO....

[ Contosn Electionics ~ GUESTOT. .. Sales Application Distributed App Business Tier
| master Opstdgr.co...

| master GUESTON.... SalesWebService [40f20cac-0fda-4214-b20c-ee92b831cdbd]

| mioded GUESTM... =

| model Opstarco...

| medb Opstarco...

| msdb GUESTON.... \ 4

| DperationsManager  Opshorco.. || i Sales Application Distributed App Data Tier
| J Operationstdanager...  OpsMar.co...

| ReportServer Opstdar.co... | Contosa.Electranics [GUESTO.contaso.corm:MSSOLSERVER)

[ BenantS aresrTamalR Mnsckdar on

11. Click on Web Application Availability Monitoring

E‘]NET Application Companent [2]
&5P.MET Aypplication
j Databaze

E]Distributed Application Component

Ry Perspective

$ Service

&3 Web Application Asvailability Monitori...
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12. Drag the object Sales Application Availability to the Sales Application Distributed App Client

Perspective

Search for objects:

Advanced Search

Organize Dbject Types
[ENET Application Component [2]
ASP.MET Application

_I Databaze [15]
Di$tributed Application Compaonent
Gy Perspective

$ Service

boas] Web Application Awvailability Monitoring...

|i Sales Application Distributed App Client Perpective

B Sales Spplication Availability

@ Sales Application Distributed App Presentation Tier

SalesFrontEnd [40f20cac-0fda-4514-b20c-eed2ba31cdbd ]

Object Path

== Sales Application Availa...

13. Click the Save button in the toolbar and then once saved, close the designer

File  Wiew  Help

|i Sales Application Distributed App Business Tier

SalesWebService [d0f20cac-0fda-d4214-b20c-ee92b831cdb 4]

|E Save || [@ Objects |2 Details

Create a Service Level Tracking object

Now that Jeff has created an overall picture of the Sales Application service, he can apply an SLA to that service.
As decided previously, the business has decreed that the web application must be available 99% of the time so he
creates an SLA that matches that requirement.

1. Expand Management Pack Objects and right click Service Level Tracking and select Create
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File Edit Wiew Go Tasks Tools Help
 Jseach _ipcreate . % ccoo (Dind (Bl Taskd] @

Authoring ¢ Service Level Tracking

4 | Authoring \--k Look for:

[» @ ManagementPack Termplates
#% Distributed Applictions
=1 Groups

4 % Management Pack Ohjeds

Attributes

'l:_f; rManitors

Mame

| Object Discoveries

? Creerrides

|i=| Rules

@ Service Level Tracking . |

|—=:.T35k5 |u=g’ Create

| ] wiews TW  Refresh F5

2. In the Name field type Sales Application SLA and click Next
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Thiz wizard =ets the parameters that track service levels for specified objects. You can n reporte against
thiz tracking data.

Marne:

Sales Application 5L4]

Dezcription [optional):

3. Inthe Select a Class field, click Select

Specify the class of objects far which pou want to track service levels. IF necessary, specify a group or
object to reduce the zcope of the tracking request.

Targeted class

Select a clazs of object to target

| Select . |

4. Click on the item in the list labelled Sales Application Distributed App and click OK
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itemns easier ta find.

Look far:

Select a Target Class

Select the class, group, or object that you want to target from the list below. You can alzo filker or sort the list to make

| Clear

Search result filker:

| Diztributed Application

v]

Target v
MET 3-Tier Applicatian
Elank

Business Senvice

Connected Management Group
Line of Business Web &pplication
Management Group

Management Group

Messaging

Metwork Service

Operations Manager Management Gro
Sales Application Distributed &pp
Service

Service

Service

User Created Distributed Application

<

15 total Targets, 15 visible, 1 zelected

Management Pack
Microsoft System Center Ap
Distributed Application Desi
Distributed Application Desi
System Center Care Library
Distributed Application Desi
Wirtual Machine Manager Lib
Systermn Center 2002 Wirkual
Distributed Application Desi
Metwaork ManagemertLibrar
Sysbem Center Core Library
Contoso Management
“Wirtual Machine Manager Lib
System Center 2012 Wirkual
System Library
Distributed Application Desi

Description
This distributed application contains presentatior
This distributed application iz used for general pu
This class is used torepresent Business Service in:
This represents a connected management group,
This distributed application contains'Web Sites an

This class represents management groups manag
This distributed application cortai nswarious conmg
This class represents the nebwork senice

This type represents the Operations Manager Mar

This abstracktype isthe base type forall YMM ma
This class represents a serwice that is managed by
Defines the basic properties of services

Alldistributed applications edited or create dwith

Help | | ak. | | Cancel

5. Click Next
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Specify the class of objects for which you want to track service levels. If necessany, specify a group or
object to reduce the scope of the tracking request,

Targeted class

Select a class of object to target

|Sales Application Distibuted App | Select...

Scope (optional)

Specify objects within the class:
All objects of the targeted class

& group or object that containg objects of the targeted class

Select...
Management pack
Select destination management pack:
Contozo Manaasment Hew...

< Previousz || Ment > Finizh

6. Click Add and select Monitor state SLO

Service level objectives [SLO) defines the performance thresholds or the states that vou want to track for
the selected targeted class, objectz, or group.

Service level abjectives: EEiAdd |v LAl X R

Marme Targeted class tdonitor state SLO
Collection rule SLO

7. In the Service level objective name field type Sales Application Monitor and click OK
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Enter a name for the SLO and then zet the desired threzholds or states to rack.

Semvice level objective name;

| Sales Application Monitad

Targeted class

| Sales Application Distributed App | Select...

M onitor:

| Ayvailability v |

Semvice level objective goal [%):

|EIEI.DDD E

Specify the states you want to be counted az downtime in this objective:

Critical

[] Unplanned maintenance

[ Unmanitared

[ Manitoring unavailable
[ Manitor disabled
[] Planhed maintenance

[ ]warming

ak. | | Cancel

8. Click Add and select Collection Rule SLO

Semvice level objectives [SLO] defines the performance thresholds or the states that pou want to track for
the selected targeted class, objects, or group.

Service level objectives: Eﬂi 2 |v / el x I

Mame Targeted class hfonitor state SLO
Sales Application Monitor  3ales Application Distributed App Callection rule SLO

9. In the Service Level Objective name field type Sales Application Exception Events
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Enter a name for the 5L0, select the required collection rule and set the desired thregholds

Service level objective name:

|Sa|es &pplication Exception Events

Targeted class

|Sales Application Distibuted App | Select...

Performance collection rule:

| | Select.  |G)

Aggregation method:
' Min

®) Average

O Max

Service level objective goal:

|Less Than v | |5U

| | Cancel

10. In the Performance Collection rule, click Select

Perfarmance collechion rule:

| | Select.. |

11. Click on Collected Aggregated Average % Exception Events/Sec of Components of 3-Tier
Application Instances and click OK
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Select the collection rule that pou want to uge and click OK.

Loak far:

| Clear

-

Mame Category

Management Pack

[ Collect Aggregated Swerage % Exception Ewents/sec PerformanceCallection

JE0Application Monitaring Dashbe

CollectAggregated Swerage % Performance Events/s PerformanceCollection
CollectAggregated AverageTransaction Response Ti PerformanceCallection
Colleck&vailability of 3-Tier &pplication Instances PerformanceCollection

3E0Application Monitaring Dashbe
JeDApplication Maonitaring Dashbe
JE0&pplication Monitoring Dashbe

<l

>

4 total Targets, 4 vizsible, 1 zelected

Help

12. Click OK
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Enter a name for the 5L0, select the required collection rule and set the desired thregholds

Service level objective name:

|Sa|es Application Exception Events

Targeted class

|Sales Application Distibuted App | Select...

Performance collection rule:

|I:0||ect Aggregated Average % Exception Evente/zec of Componentz of 3-Tier ﬁpplicl Select...

Aggregation method:
' Min

®) Average

O Max

Service level objective goal:

|Less Than v | |5U

| | Cancel

13. Click Add and select Collection Rule SLO

Service level objectives [SLO] defines the performance thresholds or the states that pou want to track for
the selected targeted clazs, objects, or group.

Semvice level objectives: Eﬂi Add |v / Edlit x Remove

Mame Targeted class Monitor state 5LO

Sales &pplication Monitor Sales Application Distributed App Callectian rule S

14. In the Service Level Objective name field type Sales Application Performance Events
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Enter a name for the 5L0, select the required collection rule and set the desired thregholds

Service level objective name:

|Sa|es &pplication Performance Events|

Targeted class

|Sales Application Distibuted App | Select...

Performance collection rule:

| | Select. |G)

Aggregation method:
' Min

®) Average

O Max

Service level objective goal:

|Less Than v | |5U

| | Cancel

15. In the Performance Collection rule, click Select

Perfarmance collection rule;

| Select . [

16. Click on Collected Aggregated Average % Performance Events/sec of Components of 3-Tier
Application Instances and click OK
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Select the collection rule that pou want to uge and click OK.

Loak far:

| Clear

-

Mame Category
Collect Aggregated Swerage % Exception Ewents/sec of PerformanceCollection

hManagement Pack
FE0Application Monitaring Dash

[ Collect Aggregated Average % Performance Events/sec PerformanceCollection

FE0Application Monitaring Dash

CollectAggregated SverageTransaction Response Tim  PerformanceCollection
Colleck&vailability of 3-Tier &pplication Instances PerformanceCollection

3e0Application Manitaring Dash
30 Application Monitaring Dash

<l

>

4 total Targets, 4 vizsible, 1 zelected

Help

17. Click OK
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Enter a name for the 5L0, select the required collection rule and set the desired thregholds

Service level objective name:

|Sa|es Application Performance Events

Targeted class

|Sales Application Distibuted App | Select...

Performance collection rule:

|I:0||ect Aggregated Average % Performance Eventedzec of Components of 3-Tier ﬁppl Select...

Aggregation method:
' Min

®) Average

O Max

Service level objective goal:

|Less Than v | |5U

| | Cancel

18. Click Add and select Collection Rule SLO

Service level objectives [SLO] defines the performance thresholds or the states that pou want to track for
the selected targeted class. objects. or group.

Service level objectives: Eﬂi 2 |v / e x G

Mame Targeted class Monitor state SLO

Sales Application Monitor  Sales Application Distributed App Callection rule SLO

19. In the Service Level Objective name field type Sales Application Transaction Response
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Enter a name for the 5L0, select the required collection rule and set the desired thregholds

Service level objective name:

|Sa|es application Tranzaction Fesponse

Targeted class

|Sales Application Diztributed App

Performance collection rule:

| Select...

Aggregation method:
' Min

®) Average

O Max

Service level objective goal:

| Select.  |G)

|Less Than v | |5U

Ok

| | Cancel

20. In the Performance Collection rule, click Select

Perfarmance collection rile;

| Select.. |

21. Click on Collected Aggregated Average Transaction Response Time and click OK
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Select the collection rule that pou want to uge and click OK.

Loak far:

-

Mame Category
CollectAggregated Awerage % Exception Events/sec of Camponents of 3-T PerfarmanceCollection
Collect Aggregated Swerage % Performance Eventsfsec of Components of PerformanceCollection

| Clear

rManagement
3E0&pplicatio
3E0&pplicatio

[ CollectAggregated Swerage Transaction Respaonse Time of Components of Perfarmance Collection

JeDApplicatio

Colleck&vailability of 3-Tier &pplication Instances PerformanceColleckion

JE0Applicatio

<l

>

4 total Targets, 4 vizsible, 1 zelected

Hep [ [ ok

22. Click OK

Experience 4: Manage apps in the Private Cloud

Cancel |

379



Enter a name for the 5L0, select the required collection rule and set the desired thregholds

Service level objective name:

|Sa|es Application Tranzaction B ezponze

Targeted clazs

|Sales Application Distibuted App | Select...

Performance collection rule:

|I:0||ect Aggregated Average Trangaction Responge Time of Components of 3-Tier .-’-\pl Select...

Aggregation method:
) Min

(®) Average

O Max

Service level objective goal:

| Less Than W | |5|:I

| | Cahicel

23. Click Add and select Collection Rule

Service level objectives [SLO] defines the performance thresholds or the states that pou want to track for
the selected targeted class. objects. or group.

Service level objectives: Eﬂi 2 |v / e x G

Mame Targeted class Monitor state SLO

Sales Application Monitor  Sales Application Distributed App Callection rule SLO

24. In the Service Level Objective name field type Sales Application Availability
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Enter a name for the 5L0, select the required collection rule and set the desired thregholds

Service level objective name:

| Sales Application &vailabilitd

Targeted class

|Sales Application Distibuted App | Select...

Performance collection rule:

| | Select. |G)

Aggregation method:
' Min

®) Average

O Max

Service level objective goal:
| Less Than

QK. | | Cancel

25. In the Performance Collection rule, click Select

Perfarmance collection rile;

| Select.. )

26. Click on Collect Availability of 3 Tier Application Instances and click OK
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Select the collection rule that pou want to uge and click OK.

Loak far:

| Clear

Mame Category Management Pack
CollectAggregated Average % Exception Events/secof Cam PerfarmanceCollection Je0Application Manitoring
CollectAggregated Swerage % Performance Events/sec of ¢ PerformanceCollection Je0Application Manitoring
CollectAggregated Sverage Transaction Response Time of C PerfoarmanceCollection IedApplication Maonitoring
[ CollectSvailability of 3-Tier &pplication Instances Performance Colleckion JedApplication Monitoring

<l >

4 total Targets, 4 vizsible, 1 zelected

Help || ak || Cancel | )

27. Click OK
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Enter a name for the 5L0, select the required collection rule and set the desired thregholds

Service level objective name:

| Sales Application deyailability

Targeted class

|Sales Application Distibuted App | Select...

Perfarmance collection mle:

|I:0||ect Availability of 3-Tier dpplication Instances | Select...
Aggregation method:

O Min

®) Average

O Max

Service level objective goal:

|Less Than v | |5U

| | Cancel

28. Click Next
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General

Service level objectives (SLO) defines the performance thresholds or the states that you want to track for

Objects to Track
the selected targeted class, objects, or group.

Summary Service level objectives: *Add ‘v/Ed‘t xRemove

Mame Targeted class Goal Ohjective Type
Sales &pplication Monitor Sales &pplication Distributed App 99,000 Maonitor state

Sales Application Availability Sales Application Distributed App 50 Collection Rule
Sales &pplication Transaction Sales Application Distributed Spp S0 Collection Rule
Sales &pplication Exception  Sales Application Distributed App 50 Collection Rule
Sales Application Sales &pplication Distributed App 50 Callection Rule

< Previous | | Mext > | | Finish | | Cancel |

29. Click Finish
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General

Dbiects to Track Canfirm your settings for racking this service level
Service Level Objectives

Summary Name: Sales Appication SLA .y
Description:
Class: Sales Application Distributed App
Scope: All objects of the "Sales Appilication Distributed App™ class
Destinati pack: Contoso
Service level chjectives
Sales Appiication Availability
Objective type: Collection Rule
Targeted object: Sales Application Distributed App
Performance collection rule:  Collect Availability of 3-Tier Application Instances
AggregationMethed Average
Service level objective goal. Less Than 50
Sales Application Transaction Respense
Objective type: Coliection Rule v
Targeled object: Sales fion D App
To change settings, click Previous. To complete Service Level Tracking
wizard click Finish.
< Previous ‘ | Next > ‘ | Firish | | Cancel |

30. Click Close
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S
%/ Completion

General

Objects to Track The Service Level Tracking Wizard has completed.

Service Level Objectives

Summary

@ The Service Level Tracking object has been saved successiully,

Ta finish this wizard click Close.

Cloze

Create an SLA Dashboard

Once the SLA has been created, Jeff can create a dashboard that can show the status of the SLA. This will allow
managers and support staff to see at a glance, the status of their Service Level Agreements.

Important Note

Dashboards and their components can be published to
SharePoint Portals in the organisation to allow for
wider distribution of SLA Status information.

1. In the Operations Manager console, click on Monitoring
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Meonitoring <

4 W Monitorng ~

»

| Auctive Alerts
5_] Discovered Inventon

=22 | Distributed &pplictions
_if} Task Status

g UM Linuw: Camputers
ﬂ Windows Campriers

g Agentless Exception Maonitating

[ g Application Monitating
@ Anplications
a4 MET Manitaring
r_i_.l Web Application Availability M onitoring

g Data Wwarehouse

g Micrasoft Audit Collection Sendoes

g Mictasoft SOl Server

& MicrosoftWindows Cliert

g MicrosoftWindows Internet Infarmation Sendoes
g kicrosoftWindows Sener

g Metwork kManitoting

g Operations Manager

2 PRO

g Syithetic Transaction

g UMIE/Linux Computers

g Wirtual Machine Manager w

Showe or Hide Wiews,.,

Il e b e e

.. Menitaring

2. Right click on Contoso Management and select New then select Dashboard View
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Menitoring <

d ,!, Maonitoting ”~
Active Alerts

£ Discovered Invertony

22z| Distributed &Applictions

% Task Status

. LR FiLinux Camputers

Monitoring Ove

_1'Requhed(knﬁi

. Wihdowes Computers
Inarderfor Operations k

H :g Agentless Exception Maonitoring network you mustcompl

s :g Application Monitoring

[_‘] Contoso Management ] % Required : Import manal
>[4 Data‘warehouse Mew 4 | “|  Falder..
i _?I Microsoft Audit Collect r:" Refresh F5 Alert Wiew
> g Microsoft S0L Senver Open in new window Ewvent Wiew
» :g MicrosoftWindowes Clie State Wiews

= Add to by Warkspace...
> gy MicrosoftWwindows Int Performance Wiews

@] & A (& 8 5] & L

<| in & cut Ctrl +3 _ _
Diagrarm Wiews
Show or Hide Wiews.., LY Carl+C Task Status Wiew
; Paste Crl+W
T i e b Wieb Page Wiew
75 Delete Del
Dashboard Wiew
_._I Meonitoring =] Rename F2 W e
] My Warning:
j Autheoring Properties @ Healthy:
Personalize view.., () Maintenance Mode:

14:"!' Reporting () Unknown Status:

3. Select Service Level Dashboard and click Next
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" Select a dashboard layout or widget template
Template 4 All Templates Template Folder
General Properties I Microsoft Column Layout Layouts
Scope Grid Layout Layouts
Summary Service Level Dashboard  Layouts
Completion Summary Dashboard Microsoft
< Previous | | Mext = ‘ ‘ Create | | Cancel

4. In the Name field type Sales Application and click Next

™ Enter a friendly name and description

Template Name:

General Properties |Sa|es Application
Scope Description:
Summary

Completion

<Pleviuus|| MNext = H Create || Cancel ‘
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5. Click Add

Select the SLA(s) to display:

+.ﬁ.dd x Remove

6. In the available items click on Sales Application SLA and click Add and click OK

* Available items (1)

Service Level Management Pack Target

Sales Application SLA  Contoso Management

Add || Remove

* Selected itemns (1):
Service Level Management Pack Target

Sales Application SL& Contoso Management

7. Change time period at the bottom to 1 weeks
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Last: 1 Hours |-

1

Minutes

Hours

Days

8. Click Next

M Specify the Scope

Template

& P i Select the SLA(S) to display:

eneral Properties +

Add x Remaove
Scope
Service Level Management Pack Target

S

ummary Sales Application SLA  Contoso Management
Completion

| < Previous | | Next > ‘ ‘ Finish | | Cancel

9. Click Create
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Template

Confirm the settings
General Properties

Template:
Scope Service Level Dashboard
Summary Name:
Completion Sales Application

<Previous | | Next> || Create | [ Cancel

10. Click Close

Completion

Template ) L
. The visualization was created successfully
General Properties
Scope Template:
Service Level Dashboard
Summary
. Name:
Completion Sales Application

To exit the wizard, click Close,

< Previous || Next > || Close || | Cancel

Generating the load and analysing the data
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1. On Guest01 open Internet Explorer and browse to http://localhost

e@| @ http://localhost/ pL~C | @ Contoso | Index 4

2. Refresh the page several times (press the F5 key)

(- @‘ @ httpi/flacalhosty pP~C | & Contoso | Index

C/0ﬂ+0‘50 Search by Keyword, SKU # or product

Electronics

PRODUCTS SERVICES SHOPS & DEALS GIFTS

3. In the Operations Manager console, click on Monitoring

_._. Monitoring
ﬂf" Authoring
I“:H Reporting

L
-f '-\.Irl P e i
90 Administration

My Workspace

4. Expand Application Monitoring, .Net Monitoring and Sales Application Monitor
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Meonitoring

25| UMM Linuxe Computers
=28 i does CompLters
g.ﬂ.gentless Exception Monitoring
4 g Application Manitoring
Zm] Applications
4 g METMonitaring
| Active &lerts

=22 | 115 5.0A5P.NET Web Application Inwentan
58| 115 Hosted WiCF Web Service [nventory
25| Monitored Applications
4|, Sales Application Monior
= | Active Alerts
25| Sales Application Maonior
| SalesFrontEnd
| SalesFrontEnd [Cliert

| SalesWehService

5. Click on Active Alerts
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Monitoring

g M Linu: Computers
2 windows Computers
> 5 Agentless Exception Monitoring
4 g Application Monitoring
@ Applications
4 g METMonitaring
| Active Alerts

m2g| 15 80A5P.MET Web Application [nwentaony
225 115 Hosted WOF Web Service Inventary
w fMonitored &pplications
4 | Sales Application Monitor
| Active Slerts
=25 | Sales Application Montar
|| SalesFrontEnd
|| SalesFrantEnd [Client

» | SalesWehService

6. There should be several alerts available in the console

Active Alerts (4)

-, Look far: | | Find Mow Clear

= Source .é_":) Marre Description Resalu..

4 Severity: Warning (4
/0 GUESTMNSalesFrontEnd Client Performance Exception Client MWC Page : Home/Indexis sl Mewr
/0 GUESTO1/SalesFrantEnd Server Performance Exception '"WWC page ! Horme.GetProject’ has ... Mewr
/0 GUESTO1#5alesFrantEnd Server Performance Exception '"WWC page ! Homelndex' has excee.,  Mewr
/0 GUESTOT/ Sales\WebService Server Performance Exception 'Contoso.Electranics Services, Conto,,  Mewr

7. Click on one that is labelled:
e Name - Server Performance Exception
e Description - Contoso.Electronics.Web.ContosoService.IContosoService.GetWeeklyOfferProducts
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Active Alerts (4)

Q% Look for: Fird Mo Clear
2 Source @ Marne Description Resolu.. Created -
4 Sewverity: Warning (4
A GUESTO/SalesFrontEnd Client Performance Exception Client MV Page : HomefIndexis sl Mew 1/25/2013 1:41:00 P
/Ay GUESTO1/SalesFrantEnd Server Performance Exception ‘WWC page : Home.GetProject’ has .. New 1/25/2013 1:40:45 PM
@ GUESTO/SalesFrontEnd Server Performance Exception 'WVC page : Homeldndex' has excee.,  Mew 1/25/201312:42:50 PM
[@ GUESTON/SalesWehService Server Performance Exception 'Contoso.Electronics.Services.Conto...  Mew 17252013 12:42:48 PM

8. In the Alert Details pane below, in the Alert Description click on the URL beginning with
http://opsmgr/AppDiagnostics. IE ESC may have to be disabled to view the site correctly.

€5 Actions

Event properties | Similar events | Related events | Distributed chains Performance counters

Event dass: .MET Performance Event Event Date: 1/25/2013 12:42:20 PM
Component: System.Web. Mvc.dll Build: 3.0.0.0

Source: SalesFrontEnd Computer:  contoso.com\GUESTOL
Status: Mew Aspect: Performance

Slowest Nodes I

24,786 [ 24,786 ms WCF : Contoso.Electronics. Web. ContosoService. IContosoService. GetWeeldyOfferProducts (). Client side

Stack [

i Expand All (®) Execution Tree View (_) Resource Group View
= =% 29,063 ms b MVC page : Home.Index iz
L3 =y 1,523 ms Contoso. Electronics. Web. BadBehaviourFilter. OnActionExecuting()
= 1,523 ms Contoso. Electronics. Shared. ControlServiceClient. GetControlSettings()
- B =% 24,848 ms ¥ Action Execution: Home. Index
H =y 24,848ms  Contoso.Electronics. Web. Controllers. HomeController. Index()
={p 24,789 ms  Contoso.Electronics. Web. ContosoService. ContoseServiceClient. GetWeeldy OfferProducts{)

= 24,786 ms ¥ WCF : Contoso. Electronics. Web. ContosoService. IContosoService. GetWeeklyOfferProducts (). =]
Client side
=iy 2,667 ms ¥ MVC View rendering: Index

Collection Notes ]

Name Value

Full Application Path SalesFrontEnd
Process ID 1980

Thread ID 21200642320
CPU Cores 2

Threshold 500

1004 v

With this information it is easy for Jeff to start dissecting any alerts with the web application and discover the
component or components that are causing an issue. Using the alert above as an example, the WCF web service
took 24 seconds to respond to the web request that came through from the front end web site. Jeff can pass that
information along with all the associated data to the developers to allow them to start looking at the code.
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Important Note v

Another feature of Operations Manager is the ability to
integrate with (TFS). This feature allows Operations
Manager users to assign incoming alerts to
Engineering. Operations Manager then transfers the
data into TFS Projects ready for developers to
investigate. Intellitrace logs can also be gathered and
transferred in this fashion to allow for in-depth logging
and investigation.

Setup and

deploy your

Introduction Experiences Other Info

Private

Links to other cloud

areas of interest Manage Manage Private Manage Reporting

Private Private Cloud Apps in the insights of
Cloud Cloud Automation Private the Private

Resources Capacity Cloud Cloud
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Experience 5: Reporting insights of the Private
Cloud

This experience walks organizations through setting up reporting to delivery virtually no downtime with better
business continuity and higher SLA. IT is able to provide deep insight into infrastructure performance and
utilization via Chargeback which drives lower operational costs. Operations Manager, Virtual Machine Manager
and Service Manager will be used in the scenarios in this experience.

Scenario: Chargeback reporting for visibility into usage

Connecting System Center 2012 Virtual Machine Manager with System Center 2012 Operations Manager allows
you to monitor the health and availability of the virtual machines and hosts that VMM manages. You can also
monitor the VMM Management server, the VMM database server, library servers, and VMM Self-Service Portal
web servers, and see diagram views of the virtualized environment through the Operations console in Operations
Manager. As services are deployed in Virtual Machine Manager, a corresponding Distributed Application will be
created in Operations Manager. Also, through the connections between Virtual Machine Manager and Operations
Manager, you can view reports on the health and utilization of your private cloud infrastructure.

Jeff wants to make sure that he has those views. Because Virtual Machine Manager will be crucial in his private
cloud, he needs to make sure that every component is healthy.

Before he can start connecting Virtual Machine Manager and Operations Manager he needs to verify some
prerequisites:

Credentials

e An account which is a member of the Operations Manager Administrators user role
e Anaccount which is a member of the VMM Administrator user role

Management Packs

e SQL Server Core Library version 6.0.5000.0 or later
(http://www.microsoft.com/download/en/details.aspx?id=10631)

e Windows Server Internet Information Services Library version 6.0.5000.0 or later

e Windows Server Internet Information Services 2003 version 6.0.5000.0 or later

e Windows Server 2008 Internet Information Services 7 version 6.0.6539.0 or
later(http://www.microsoft.com/download/en/details.aspx?id=9815 )

e Operations Manager console installed on the VMM Server

Since this is an evaluation, he can use the administrator role for the credentials.
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Jeff performs these procedures first and then starts with the connecting procedure.

1. From the VMM Server open up the System Center Virtual Machine Manager console and click
on the Settings workspace. Jeff then clicks on System Center Settings

Settings £
g General

- a@ Security
'{3" User Roles
E Run As Accounts

= Servicing Windows
ﬁ Configuration Providers
<3 System Center Settings

@ Console Add-ins

#® VMs and Services
2,/ Fabric

& Library

Jobs

Settings

2. In the Settings pane, double click on Operations Manager Server

Settings (1)

| 2]

MName
[C] Operations Manager Server

3. From the Introduction page, select Next
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Introduction

Introduction

Connection to.. This wizard will guide you through the process of configuring integration with System Center Operations
Manager. Please note the following prerequisites:

Introduction

Connection to VMM
-Credentials
Summary
* An account which is @ member of the Operations Manager Administrators user role
* An account which is @ member of the VMM Administrator user role

-Management Packs

* SQL Server Core Library version 6.0.5000.0 or later

* Windows Server Internet Information Services Library version 6.0.5000.0 or later
* Windows Server Internet Information Services 2002 version 6.0.5000.0 or later

* Windows Server 2008 Internet Infermation Services 7 version 6.0.6539.0 or later

-Operations Manager console installed on the VMM Server

Previous || Next H Cancel

4. On the Connection to Operations Manager page, enter the following information and then
select Next
. Server name: OpsMgr
. Use the VMM server service account: Enabled
. Enable Performance and Resource Optimization (PRO): unchecked
. Enable maintenance mode integration with Operations Manager:
unchecked

Note: If the VMM server service account is LocalSystem, then tick the Use a
Run As account instead and select VMM_RunAs_Contoso
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Connection to Operations Manager
Introduction Configure connection from VMM to Operations Manager
Specify the root management server (RMS) to use, and enter the administrative credentials for the
management group to which you want VMM to connect.
Connection to VMM
Summary Server name: 095M9’|
@) Use the VMM server service account
Service account: CONTOSO\administrator
() Use a Run As account
[ "] Enable Performance and Resource Optimization (PRO)
You must separately enable PRO for each host group, host cluster, service, or cloud with which you
want to use PRO.
[] Enable mai: ce mode i ion with Operations Manager
When Hosts are put in maintenance mode in VMM, attempt to also set them in maintenance mode in
Operations Manager.
Previous || Net || Cancel
5. On the Connection to VMM page, fill in the following data and select Next
. User name: contoso\administrator

. Password: ******
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Connection to VMM

Introduction Configure connection from Operations Manager to VMM

Connection to.. Specify credentials for Operations Manager to use to connect to the VMM server. The account will be
assigned Administrator rights on the VMM server.

Connection to VMM

Summary User name: contoso\administrator

Example: contoso\domainuser

Password: | sesnssssee

Previous || Net || Cancel

6. On the Summary page, review your settings and select Finish

Introduction Confirm the settings

Connection to..

Connection to VMM RMS name: OpsMgr

’—‘ Operations Manager credentials: contosa'wmm_runas
Surmmal
L WMM credential contosahadministrator

Enable PRO: Yes

Maintenance mede integration:  Yes

7. A job window will open where you can see if the job succeeds or fails
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=]
Recent Jobs (8)

[ B

| Name | status - StartTime - | Resuit Name | Ouwner -

0 New Operations Manager connection Completed 1/23/2013 9:49:56 AM OpsMgr CONTOSC\Administrator

@ New Operations Manager connection v
Status: Completed Property Previous Value New Value

Command:  New-SCOpsMgrCannection
Result name: Opshiar
Started:  1/23/2013 9:49:56 AM

Duration:  00:00:24
Owner: CONTCSO\Administratar

Summary | Details | Change Tracking

Show this window when new objects are created

Install the chargeback report files on the Operations Manager
management server

1. Log on to the Operations Manager management server as contoso\Administrator

2. In the Chargeback folder (located on the ServiceMgr server \\servicemgr\c$\program files\Microsoft
System Center 2012\Service Manager\Chargeback\ ) copy the subfolder named Dependencies from the
Service Manager Management server to the Operations Manager management server. In this example
Dependencies has been copied to the desktop.

Share e

b Metwaork b oservicerngr b < v Program Files b Microsoft Systern Center 2012 ¢ Service Manager » Chargeback »

-

Marme Date modified Type Size

| Dependencies 142013 208 p... File folder

|| Chargeback.mpb Open 7 pe.  MPEFile S36KE
|| ChargebackRepo Open in new windaow 08..  HLSXFile 161 KB
[ ImporTosh Pinto Start Fa. Windows Powers., 16 KR
| SC20125P1RCUpg Restare previous versians Ba. Windows PowerS., 14 KRB
[y SC20125P1RCUpg Send to y Fan.  Microsoft SOL Ser., 4KB
|8 SC20125P1RCUpg cut Ba.. Windows Powers., 13 KB

Copy

3. On the Operations Manager management server, start Windows PowerShell and then navigate to the
Dependencies folder. Using the same example as above, the following command will work:
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cd c:\users\administrator.contoso\desktop\dependencies

Jindows PowerShell
opyright <G> 20812 Microsoft Corporation. All rights reserved.

[FS C:slUsershadministrator.GCONTOS0> cd c:susershadministrator.contosondesktopadependencies

4. If you have not already set execution policy to remotesigned, then type the following command, and
then press ENTER:

| Set-ExecutionPolicy —force RemoteSigned

Jindows PowerShell
opyright (C)» 2012 Microsoft Corporation. All rights reserved.

PSS C:sUseprssadministrator.CONTOS0> Set—ExecutionPolicy —force RemotefSigned

5. Type the following command, and then press ENTER to run the PowerShell script that imports chargeback
management packs and that add chargeback functionality to Operations Manager:

[ -\ImportToOM.psl

PSS C:slserssadministrator.CONTOS0> SInportToOM.

6. After the script has completed running, type exit, and then press ENTER to close the Administrator:
Windows PowerShell window.

Install the chargeback reports on the Service Manager Management server

1. Log on to the Service Manager Management server as contoso\Administrator.

2. If you have not already set execution policy to remotesigned, then start Windows Power shell as an
administrator, type the following command, and then press ENTER:

| Set-ExecutionPolicy —force RemoteSigned
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Jindows PowerShell
opuyright <C> 2812 Microsoft Corporation. All rightsz reserved.

3. Type exit and then press ENTER to close the Administrator: Windows PowerShell window.

S CixvlzerssAdministrator . CONTOSO0> exit

4. Still from the ServiceMGR server, click Start, type in Service Manager Shell and then click on the
Service Manager Shell icon to open the program.

5. Navigate to the Chargeback folder by typing in the command

| cd chargeback |

PS C:\Program Files“\Microsoft System Center 2B12\Service Manager’ cd chargehack

6. Type the following command, and then press ENTER to run the PowerShell script that imports chargeback
management packs and that add chargeback functionality to Service Manager:

| -\ImportToSM.ps1

PS C:\Program Files\Microsoft System Center 2812\Service Managerschargeback) .\ImportToSM.psi

After the script has completed running, type exit, and then press ENTER to close the Administrator:
Windows PowerShell window.
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ey Administrator: Service Manager Shell

PS C:“\Program Files“Microsoft System Center 201Z2\Semw
PS C:“Program Files“Microsoft System Center 2812%\Serv
here aredis?> 16 Management Packs to import.
Following Management Packs will be imported:
=“\Program Files“Microsoft System Center ZB12“Service
ows.InternetInformationServices .CommonLibrary.mp
:sProgram Files“\Microsoft System Center 2812“Service
ows .Server. Library.mp
=“\Program Files“Microsoft System Center ZB12“Service
syer . Library.mp
Program Files“\Microsoft System Center 2812 \Service
Center.Datallarehouse . Library.mp
Program Files“Microszoft System Center 2812°\Service
emCenter.Datallarehouse .Report . Library.mp
=“\Program Files“Microsoft System Center ZB12“Service
lization.Library.mp
=“\Program Files“Microsoft System Center ZB12“Service
emnCenter.OperationsManager . Library.mp
Program Files“Microszoft System Center 2812 \Service
anagement . Library.mp
:sProgram Files“\Microsoft System Center 2812“Service
ows .Server. 2088 . Discovery.mp
=“\Program Files“Microsoft System Center ZB12“Service
ows.InternetInformationServices . 2803 .mp
=“Program Files“\Microsoft System Center 2012\Service
ows.InternetInformationServices . 2808 _mp
=“\Program Files“Microsoft System Center ZB12“Service
emCenter.UirtualMachineManager.PRO.Library.mp
=“\Program Files“Microsoft System Center ZB12“Service
Center . UirtualMachineManager .PRO.U2 Library.mp
Program Files“Microszoft System Center 2812 Service
emnCenter.UirtualMachineManager.Pro.2008 .Library.mp
=“\Program Files“Microsoft System Center ZB12“Service
emCenter. UirtualMachineManager.2012 .Discovery.mp
:nProgram Files“\Microsoft System Center 2812“Service
emCenter. UirtualMachineManager.Library.mp
Importing Dependent Management Packs...
A1l the Dependent Management Packs were Imported?
Importing Chargeback Management Pack Bundle...

ice Manager> cd chargeback

ice Manager“chargeback?> .~ImportToSM.ps1
Manager~Chargeback Dependencies“Microsoft.Win
Manager~Chargeback-Dependencies“Microsoft . Win
ManagersChargeback Dependencies“Microsoft.5QL
ManagersChargeback\Dependencies \Microsoft.Sys
Manager~Chargeback Dependencieszs“Microsoft.8Sys
ManagersChargeback Dependencies~System.Uirtua
Manager~Chargeback Dependencieszs“Microsoft.8Sys
ManagersChargeback Dependencies~System.Networ
Manager~Chargeback-Dependencies Microsoft . Win
Manager~Chargeback Dependencies“Microsoft.Win
Manager~Chargeback\Dependencies \Microsoft Win
Manager~Chargeback Dependencieszs“Microsoft.8Sys
Manager~Chargeback Dependencieszs“Microsoft.8Sys
Manager~Chargeback Dependencieszs“Microsoft.8Sys
Manager~Chargeback Dependencieszs“Microsoft.8Sys

Manager~Chargeback-Dependencies \Microsoft.Sys

he Chargeback Management Packs Imported successfullyt?

PS C:“Program Files“Microsoft System Center 2812%\Serv

ice Managerschargeback?> exit_

7. In the Service Manager console, click Data Warehouse, expand the Data Warehouse node, and then

click on Data Warehouse Jobs.
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Data Warehouse

4 Data Warehouse
il Analysis Libraries
Cubes
. Data Sources
= Data Warehouse Jabs
& Management Packs
4 &? Security

][] Administration

g Library

Work Items

Configuration ltems

Reporting

8. In the list of data warehouse jobs, select MPSyncJob and then from the Task list, click Resume.

Data Warehouse Jobs 13

Filter

R Edit Criteria v
Name - Category Enabled Status :
Extract_DW_ServiceManagerMG Extract Yes Mot Startzd
Extract_ServiceManagerMG Extract Yes Not Started
Load. CMDWDataMart Load Yes Mot Started =
Load.Common Load Yes Not Started
Load. CMDWDataMart Load Yes Not Started
MPSynclob Synchronization Yes Not Started
Process.SystemCenterChangefndActivityM... Cube Processing Yes Failed Properties
Process.SystemCenterConfigltemCube Cube Processing Yes Failed =-Tme
Process.SystemCenterPowerManagementC...  Cube Processing Yes Failed Suspend -

The next step is to configure the Operations Manager Cl connecter and ensure that Service Manager has
discovered the virtual machine information from Operations Manager

Create the Operations Manager Cl connector
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1. From the ServiceMgr server open the Service Manager console and click on the Administration
workspace.

Administration <

4 Eﬁi Administration
4 o Announcements
4 0 Chargeback
-7 Connectors
[# Deleted ltems
‘ Management Packs

Notifications

4 5?S|eturit3uI

¥ = Service Level Management
Settings

r 2 Workflows

il

2. From the Administration workspace, expand Administration, and then click Connectors.

Administration <

- ﬁﬁ Administration
L OAnnouncemenis
» @ Chargeback
|. -+ Connectors |
[#] Deleted ltems
= Management Packs
» | Notifications
+ 29 Security
* = Service Level Management
Settings
b E Workflows

o
el

3. In the Tasks pane, under Connectors, click Create Connector, and then select Operations Manager CI
Connector.
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> Tasks
B @

Connectors ~

Creat ecto - ;
TERIS CONNECKAN 0 Active Directory connector

Impeort from C5V gy
(4 Refresh g0

Configuration Manager connector

Operations Manager Alert connector

Administration 45 Operations Manager Cl connector

Start PowerShell | 27 Crchestrator connectar

25 Virtual Machine Manager connectar

4. Click Next on the Before you Begin page.

=

B ® Before You Begin

Before You Begin
Create a new connector

General

This wizard helps you to complete the following tasks:

Server Details Specify what configuraticn items to bring in from Operaticns Manager.
Management Packs
Schedule

Summary

Completion

[] Do nat show this page again To continue, click Next.

5. On the General page, in the Name box, type OpsMgr Cl Connector for the new connector. Make sure
that the Enable check box is selected, and then click Next.
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B General

Before You Begin _—
i Enter a name and description for the connector

General

Mame:

Server Details |0psMgr Cl Ccmnedurl

Management Packs
Description:

Schedule
Summary

Completion

Enable

Cancel || < Previous || Next > || Create

6. On the Server Details page, in the Server name box, type OpsMgr leave the RunAs account as Active
Directory Account. Use the contoso\administrator account.

B ¥ Server Details

Before You Begin . .
s Enter the server name and credentials for the Operations Manager server

General

- Server ion
Server Details |

Server name:

Management Packs

Cpshgr
Schedule | PeYs
Summary ~ Credential
Completion Run As account:
Active Directory Account w7 || MNew... |

Cancel || < Previous || MNext > || Create
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7. Test Connection and confirm that the connection confirms correctly, click on OK and then click on Next

@ The connection to the serverwas successful,

8. On the MP Selection page, click Select all, and then click Next

B ® Management Packs

Before You Begin S B . _ -
9 Select the configuration items to import or reconcile with Cperations Manager

The management packs that are new to Service Manager are marked as such and the

Server Details configuration items from Operations Manager will be imported and kept

synchronized. Please note that only those configuration items derived from a pre-

Management Packs defined list of classes in the configuration file will be imported.

General

Schedule
Management Packs Operations Manager Version

Microsoft SystemCenter.DataWarehouse Library  7.0.84220
Microsoft.SystemCenter.ServiceDesigner.Library  7.0.8432.0
Microsoft Windows.InternetinformationServices.2  6.0.7600.0
Microsoft SystemCenterVirtualMachineManagerl 3.1.6011.0
System.NetworkManagement.Library 7.0.95380
Microsoft Windows.InternstinformationServices.C - 7.0.8862.0

LTINS T TR —cnenan

Summary

Completion

EREER

—

[] Select all

[] Do not write null values for properties that are not set in Operations Manager

Cancel || < Previous || Next > || Create

9. On the Schedule page, click Next, and then click Next again.
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BB Schedule

Before You Begin
General
Server Details

Management Packs

Schedule

Summary

Completion

Create a schedule

Synchronize | Every day = s [ 1000 AM

Cancel || < Previous || Next > || Create

10. Verify your connector settings are as per the instructions and then click Create.

Before You Begin
General

Server Details
Management Packs

Schedule

Summary

Completion

Confirm the connector settings
Name:
OpsMgr CI Connector
Description:
Server name:
Opshigr

Run As account:
Active Directory Account

Schedule:
Synchronize Every day at 10:00 AM

Management pack:
Data Warehouse Library, Distributed Application Designer Library, Windows Server 2008

Intarnat Infarmatinn Canicas T Cctan Cantar Vicheal Maching Aananae 2000 DT DR “

To change the settings, click Previous. To create the connector, click Create.

Cancel || < Previous || Next » || Create

The import process can take up to an hour to complete; you can check the status of the import by opening the
Service Manager console and checking the status of the MPSync job. Once the import has completed, close the

Experience 5: Reporting insights of the Private Cloud 412



Service Manager console and then reopen it. Under the Administration tab, expand Administration, and
confirm that Chargeback is now listed. Once it is there you can proceed to create your price sheet.

Important Note

The Chargeback facility is reliant on the capturing of data
over a period of time. Due to time constraints and the
minimal pool of resources in this evaluation guide, Microsoft
has provided a data generation tool that will pre-populate
the Service Manager database with chargeback information.

The data generation tool can be downloaded from here:
http://go.microsoft.com/?linkid=9825976

The installation of this tool is not required for the completion of this scenario, although it will help visualize what

real-world results may look like.

To install the Chargeback Data Generation Tool follow these steps:

1. Download the data generation tool from http://go.microsoft.com/?linkid=9825976 then copy the
file to the server ServiceMgr

2. Extract the file and run the installer Chargeback Data Generation Tool on the server

ServiceMgr

3. Click Next
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15 Chargeback Data Generation Tool - Evaluation Guide S... | = [ & -

Welcome to the Chargeback Data
Generation Tool - Evaluation Guide Setup
Wizard

The Setup Wizard allows you to change the way Chargeback
Data Generation Tool - Evaluation Guide features are
installed on your computer or to remove it from your
computer. Clidk Next to continue or Cancel to exit the Setup
Wizard.

ck Mext | | Cancel

4. Check I accept the terms in the License Agreement then click Next

15 Chargeback Data Generation Tool - Evaluation Guide S... | = [ & -

End-User License Agreement

Flease read the following license agreement carefully

MICROSOFT SOFTWARE LICENSE TERMS
CHARGEBACK DATA GENERATION TOOL - EVALUATION GUIDE

These license terms are an agreement between Microsoft
Corporation (or based on where you live, one of its affiliates) and
you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms
also apply to any Microsoft

« updates. d

[w]I accept the terms in the License Agreement

Print | | Back ” Mext | | Cancel

Experience 5: Reporting insights of the Private Cloud 414



5. Confirm the install directory, then click Next

Destination Folder
Click Mext to install to the default folder or dick Change to choose another.

Install Chargeback Data Generation Tool - Evaluation Guide to:

IC:‘lProgram Files {x8a)\ChargeBack Data Generation Taoall

6. Click Install
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Ready to install Chargeback Data Generation Tool - Evaluation ...

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

7. Click Install
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Completed the Chargeback Data

&

Wizard
Click the Finish button to exit the Setup Wizard.

15 Chargeback Data Generation Tool - Evaluation Guide S... | = [ & -

Generation Tool - Evaluation Guide Setup

(]

]
Fal
il

8. Browse to the folder that you installed the tool to, in this example it is C:\Program

Files(x86)\ChargeBack Data Generation Tool then run the file datagenclient.exe

AN L Application Tools ChargeBack Data Generation Tool M
“ Home Share View Manage 0
:(-:' - T | .« Program Files (x36) » ChargeBack Data Generation Tool v & ‘ | Search ChargeBack Data Gene.. 2 |
X Eavorites MName Date modified Type Size
Bl Desktop 2] CloudData 2 013 11:21 AM XML Document 2KB
& Downloads [n°] datagenclient 2 013 11:21 AM  Application 14KB
| Recent places || datagenclient.exe.config 2 CONFIG File 1KE
|| datagenclient.pdb 2 PDE File 26 KB
=l Libraries el datagenclient.vshost 2119 Application 12 KB
3 Documents | Datemovesqgl 2 SOL File
,—J“- Music %) Microsoft.EnterpriseManagement.Coredll 2 Application extens.., 9
[ Pictures %] Microsoft.Mom.BuildConstants.dll 551KB
B8 videos |8 Run_CubePracessloh 4KB
|44 Run-ET 5KB
1M Computer |43 RUn-Load 5KB
iy Local Disk (C3) %) SC.5M.TestLibrary.ChargeBack.DataGene... Application extens.., 64 KB
m DVD Drive (D:) 5QLS | | SC.SM.TestLibrary.ChargeBack.DataGene..  2/19/2013 11:21 AM  PDE File 136 KB
hii Metwork
13items  1item selected 13.5KB
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9. Once the data generation has completed, close the CMD prompt.

Administrator: C:\Windows\system32\cmd.exe - datage

planned workloads4 to Unplanned workloads
planned workloads5 to Unplanned workloads
planned workloads6t to Unplanned workloads
planned workloads? to Unplanned workloads
planned workloads8 to Unplanned workloads
planned workloads? to Unplanned workloads
planned workloadsl® to Unplanned workloads
planned workloadsll to Unplanned workloads
planned workloadsl2 to Unplanned workloads
planned workloadsl3 to Unplanned workloads
planned workloadsid4 to Unplanned workloads
planned u loads15 Unplanned workloads
planned loadsie Unplanned workloads
planned u loads1? Unplanned workloads
planned workloads18 Unplanned workloads
added planned workloadsi? Unplanned workloads
added planned workloads28 Unplanned workloads
comitting the cloud Seattle—-Prod

comitting the cloud HewYork-Prod

comitting the cloud Engg—Seattle

comitting the cloud Engg—MewYork

comitting the cloud D

comitting the cloud

comitting the cloud Unplanned workloads

all clouds are comitted iter:l

added
added
added
added
added
added
added
added
added
added
added
added
added
added

1
4
3
3
2
1
2
2
2
2
3
2
5
1
5
5
2

CCCCCCCcCCcCCcCCcCcCcCccCcco

This completes the installation of the data generation tool. When assigning Clouds to the price sheet created later
in this scenario, ensure that you select the additional clouds created by this tool.

Create a Price Sheet

Price sheets in System Center 2012 — Service Manager allow you to define price policies on existing private cloud
objects that are discovered from the Operations Manager Cl connector. You can associate one or more private
clouds to a price sheet. After association, price information contained in the price sheet is shown in OLAP cubes
and in a sample Excel report. You can use the OLAP cube data to create your own customized reports using
various reporting solutions such as SQL Server Reporting Services, SQL Server Analysis Services tools, and
Microsoft Excel. Additionally, you can modify the sample Excel report for your organization’s needs.

Although you can create multiple price sheets without publishing them, you must publish a price sheet before you
can associate cloud objects to the price sheet.

To create a price sheet

1. In the Service Manager console, select Administration
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Administration

4 Eﬁé Administration
4 o Announcements
4 e Chargeback
4l Connectors
[# Deleted ltems
= Management Packs

Notifications

4 s? Security

= Service Level Management
Settings
r o Z Workflows

i Library
E Work Items
Configuration ltems

] Data Warehouse

Reporting

2. In the Administration pane, expand Chargeback, expand Infrastructure, expand Price Sheets and then
select All Price Sheets

Experience 5: Reporting insights of the Private Cloud 419



Administration

4 EﬁéAdministmﬁcn
4 OAnncuncemems
4 eChargeback
4 & Infrastructure
» &5 Clouds
4 8 Price Shests
|8 All Price Sheets
< Connectors
[%] Deleted Items
= Management Packs
b | Notifications

» 29 Security

b = Service Level Management

Settings
b |E] Workflows

i Library

E Work Items

Configuration ltems

] Data Warehouse

Reporting

3. In the Tasks pane under All Price Sheets, click Create Price Sheet.

> Tasks

B e

All Price Sheets
(4 Refresh

Price Sheets
41 Create Price Sheet

Create View

Administration

E¥ start PowerShell Session
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4. On the General tab, input the following values:

e Name: Gold Price Sheet.

e Description: The Gold price sheet is the top tier service for performance and cost

E} Published date: Created date: 1/23/2013 2:56 PM
PS2
J Published by: Created by: CONTOSOVAdministrator

General Price Assigned Clouds History

Price Sheet

Marme: Status:
| Gold Price Sheet | Dt -
Description:

The Gold price sheet is the top tier service for perfarmance and cost

oK || Cancel || Apply

5. Click on the Price tab and input the following values:
e VM Base Price per day: 22.55
e Cloud Membership Price per day: 10.20
e VM CPU Price per Core/day: 1.20

e VM Memory Price per GB/day: .30
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e VM Storage Price per GB/day: .10
e Highly Available VM Price per day: 1.10
e Static IP Price per day: .05

e Expanding VHD Price per day: .55

Click on OK

a; Published date: Created date: 1/23/2013 2:56 PM
PS2
J Published by: Created by: CONTOSOVAdministrator

General Price Assigned Clouds History

Base Price —
Base prices are applied to each Virtual Machine (VM) in the assigned usages.

Total costs are displayed in price sheet reports.

VM Base Price per day: Cloud Membership Price p...

|22.55 |1G.?_E]

Compute Price
Compute prices are applied to the corresponding Virtual Machine (VM) compute rescurces in the as..

Total costs are displayed in price sheet reports,

Vhi CPU Price per Core/day: WM Memory Price per GB/d... VM Storage Price per GB/day:

|1.20 IUBO ID.‘ID

Advanced Options Price
Adwvanced prices are applied to the correspanding rescurces in the assigned usages.

Total costs are displayed in price sheet reports.

Highly Availakle VM Price p... Static IP Price per day: Expanding WHD Price per day:
I‘I.‘IO IU.US 0.35
| oK | | Cancel | | Apply

Publish the Gold Price Sheet

Jeff now needs to publish the price sheet he has created to make it available to assign to new or existing Clouds.
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1. In the Service Manager console, select the Administration tab

Administration <

4 Eﬁé Administration
4 o.ﬂ«nnouncemenis
4 @Chargeback
- Connectors
[#] Deleted ltems
&= Management Packs
4 Motifications
4 sﬁ’Security
¥ = Service Level Management
Settings
r I Workflows

el

Ea|

ﬁ Library
Work Items

Configuration ltems

] Data Warehouse

Reporting

2. In the Administration pane, expand Price Sheets, All Price Sheets, then select Gold Price Sheet

Administration < | All Price Sheets 1
4 Ef} Administration Filter P Edit Critaria v
4 oAnnounoements o] Name Descripticn Stati
& @ Chargeback P52  Gold Price Sheet The Gold price sheet is the top tier service for...  Dra
= ﬁ Infrastructure
b & Clouds

4 & Price Sheets
|9, All Price Sheets
44 Connectors
[Z] Deleted ltems

3. In the Tasks pane click Publish.
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» Tasks

(E 7

Gold Price Sheet ~
x Delete

/" Edit

= publisn

&2 Search for Knowledge Articles

Unpublish

Assign the Gold Price Sheet to MyCloud

1. In the Service Manager console, select Administration

Administration <

4 E'[H Adrministration
4 o.ﬂmnouncemems
4 @Chargeback
4 Connectors
[#l Deleted ltems
i Management Packs
4 Motifications
4 @Seturity
& Service Level Management
Settings
b2 Workflows

i Library

Work Items

Configuration ltems

] Data Warehouse

Reporting

2. In the Administration pane, expand Chargeback, expand Clouds, and then select All Clouds
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Administration

4 EﬁéAdministmtion
» OAnnounoemenis
4 (@ Chargeback
- & Infrastructure
4 &5 Clouds
5 All Clouds
b |8 Price Sheets
-4 Connectors
(% Deleted ltems
= Management Packs
» | Notifications
» 29 Security
¥ & Service Level Management
Settings
b Z Workflows

i Library

E Work Items

Configuration Items

] Data Warehouse

Reporting

3. In the list of clouds, select “MyCloud” and then under Tasks, click Edit

» Tasks

@
MyCloud
'I'f." Create Related Change Reguest

= Create Related Incident

3
ke

< Create Related Service Request

?( Delete

7 Edit
Remaove Items
Restore kems

&2 Search for Knowledge Articles
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4. In the MyCloud form under Default Cloud Pricesheet, click Set

&5 MyCloud

Default Cloud Pricesheet
This price sheet will be applied to all cloud resources by default.

- Description Action Set...

MName

5. In the Select objects dialog box, select the Gold Price Sheet and then click OK.

_ Select objects

Select an ohject and then click QK. You can use Search and Filter to better define the list to select from.

[Type to filtr.. £ || v Cloud Price Sheet -] D

Available objects: 1 of 1. Enter more details in the search criteria to narrow the result list.

Mame Class ™ Path

| (5] Gold Price Sheet VMM Cloud Price Shest
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6. Click OK to close the MyCloud form.

. | > Tasks

Lo MyCloud H| &

.| MyCloud -

. . F Create Aeuated Crange Request
Default Cloud Pricesheet

4 Create Seted Incizens
This price sheet will be applied 10 all eloud resaurees by default.

4 Create Aelated Senvoe Arquest

Name = Deseription Action

= i print
Gold Price Sheet  The Gald price sheet is the top fier senvice for perfarmance and cost Change Price Sheet r= -
B Search for Knowiedge Articies

| o . . General =2

User Role Price Sheet Overrides
" . ; . . 2| Refre

The specified price sheets will be applied to all choud resources used by the comespanding user rales

User Riole hame  User Role Dascription © Price Sheet Name  Frice Sheet Descriptisn Aetion Add..

ox cancel | | appy |

Important Note

If you have used the data generation tool to generate
additional chargeback data, repeat steps 2-6 to
associate the additional clouds to the Gold Price
Sheet.

Chargeback reporting for visibility into usage

In System Center, chargeback is one of the tools that help you communicate with business units about how they
consume capacity. This helps you by utilizing existing investments, proportionate to your customer’s requests.
System Center components help you manage the following processes:

e Quotas

e leases

e Approvals

e Chargeback or Showback

The theme of chargeback is cloud based pricing, where each cloud has its own price, based on SLA. Most often,
you'll have many clouds with various SLAs for the clouds for different business units or organizations. Chargeback
uses a price sheet, or rate card, for each cloud. This means you can have one price represented in a price sheet
that contains various clouds addressing one SLA, and you can have another price sheet for a different SLA.
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1

Prerequisites
e Office Professional 2013 demo installed is installed on Guest01 as excel is required to view the Chargeback
spread sheet report.

e Download the Microsoft Office Professional Plus 2013 demo from TechNet here
http://technet.microsoft.com/en-us/evalcenter/jj192782.aspx

1. Firstly Jeff is required to change the properties of the MyCloud cloud settings. This is because the virtual
machines we are adding to the cloud have a maximum dynamic memory allocation of just over a Terabyte
of memory and will conflict with the clouds allowable RAM allocation.

2. Jeff opens up the Virtual Machine Manager console on the VMM Server. He then clicks on VMs and
Services, expands Clouds, right clicks on the MyCloud cloud and clicks Properties.

VMs and Services <
4 {3" Tenants

4 &5 Clouds

5 BusinessApp2

&5 MyCloud
& Create Service
VM Networks | -
' | Create Virtual Machine
Storage 23 | Assign Cloud
4 [T All Hosts 75 | Delete
J . EvalCluster | T
# hyper02

3. When the MyCloud properties open, Jeff clicks on the Capacity tab and ticks all the Use Maximum
boxes to allow any Virtual Machine to be added to it and clicks OK
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General | Set the capacity for this cloud
Resources Cloud capacity:
Dimension | Total Capacity | Use Maximum Assigned Capacity
Logical Networks - — —
Virtual CPUs: Unlimited Unlimited
Load Balancers Memaory (GB): 16 Unlimited
Storage (GB): 1219 Unlimited
VIP Templates Custom quota (points): Unlimited Unlimited
Virtual machines: Unlimited Unlimited
Paort Classifications
Storage 1
Library
Capacity
Capability Profiles
PRO Configuration
PRO State
Custom Properties -
o ][ ]

4. From within the VMM console, Jeff then navigates to the VMs and Services tab and from the available
VM list clicks on the ServiceMgr server, he then right clicks on it and chooses Properties

“_' IVIIHI QLS VI LJgl iviaenmnc
VMs (10) = | Storein Library
| {® | Create Checkpoint
| Mame @ Manage Checkpoints
& AD 4 | Refresh
s AppController | 3= | Repair
Js DPMm = | Install Virtual Guest Services
7 Gueston 'E Connect or View ]
_&B OpsMgr 7% | Delete
Orchestrator  |—=
_&E | Properties
ﬁg ServiceMgr TG T

5. In the General section of the properties pane Jeff clicks on the drop down box next to Cloud and then
adds this server to the MyCloud cloud.
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I
General Narne: ServiceMgr
Description:
Status

Harchware Configuration

Checkpaints Computer name: ServiceMgr.contoso.com
Cost center:
Custom Properties g {none)
Settings Cloud: MyCloud -
[Mone - not associated to a cloud]
Actions Type: Businessdpp2
Operating system: MyCloud
Servicing Windows Virtual machine guest services: 6.2.9200,16384
Dependencies Added: Maonday, January 14, 2013 3:33 PM
Modified: Monday, January 28, 2013 11:57 AM

PRO State

Validation Errors

Access

6. He then creates a new cost center for this service offering called ICT100 and clicks OK

7
I
General Name: ServiceMgr
Description:
Status

Hardware Configuration

Checkpaints Computer name: ServiceMgr.contoso.com

Cost center: ICT100
Custom Properties Tag: {none)
Settings Clouc ‘ MyCloud | M |
Actions Type: ﬂ.) Virtual Maching

Operating systen: [ 64-bit edition of Windows Server 2012 Standard [-]
Senvicing Windows Virtual machine guest services: 6.2.9200,16384
Dependencies Added: Monday, January 14, 2013 3:33 PM

Maodified: Monday, January 28, 2013 11:57 AM

PRO State

Validation Errors

Access

Experience 5: Reporting insights of the Private Cloud 430



7. Jeff then chooses the ServiceMgrDW virtual machine, right clicks on this and then clicks on Properties

Eg Crchestrator x Delete

Uy ServiceMgr —

I ServiceMgrDW |51 | Propertes _ =||
Iﬁ\ SharePoint Running Running
If}\ VMM Rurning Running

8. In the General section click on the drop down next to clouds and add this server to the MyCloud cloud.
Jeff also adds the cost center we created earlier ICT100 and clicks OK

Name: ServiceMgrDW
Description:
Status
Hardware Configuration
Checkpoints Computer name: ServiceMgrDW.contoso.com
Cost center: ICT100
Custom Properties Tag: (none)
Settings Clond: ‘ MyCloud | - |
Actions Type: Jf., Virtual Machine
Operating systen: [ 64-bit edition of Windows Server 2012 Standard [-]
Servicing Windows Virtual machine guest services: 6.2.9200.16384
Dependencies Added: Manday, January 14, 2013 3:32 PM
Modified: Monday, January 28, 2013 11:57 AM
PRO State
Validation Errors
Access

9. The last server he adds to this Cloud is the SharePoint server. Jeff right clicks on the this virtual machine
and clicks Properties
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J  Orchestrator — f
. i Connect or View L
Ly ServiceMgr f
B SenviceMgrow| #3 | Delete .

J SharePoint  |[=1 | Properties ||

10. He then adds it to the MyCloud cloud but this time adds this machine to the alternative ICT110 cost
center and clicks OK

B
L/
General MName: SharePoint
Description:
Status
Hardware Configuration
Checkpaints Computer name: SharePoint.contoso.com
Cost center: ICT110
Custom Properties Tag: {none)
Settings Cloud: MyCloud -
[Mone - not associated to a cloud]
Actions Type: BusinessApp2
Operating system: MyCloud
Senvicing Windows Virtual machine guest services: 6.2.9200,16384
Dependencies Added: Wednesday, January 16, 2013 12:46 PM
Maodified: Monday, January 28, 2013 11:57 AM
PRO State
Validation Errors
Access

11. Jeff now jumps onto the ServiceMgr server and opens the Service Manager Console. From the
Administration tab he now clicks on the Connectors
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Administration <

= Eﬁéhdministmﬁon
L o;ﬂmnouncemems
4 @Chargeback
4 % Infrastructure
4 &5 Clouds
&5 Al Clouds
4 |&| Price Sheets
8] All Price Sheets
-4 Connectors
[#] Deleted Items
= Management Packs
4 Motifications
+ 27 Security
b = Service Level Management
Settings
£ | Workflows

-

o

Ea|

ﬁ Library
Work Items

Configuration ltems

] Data Warehouse

Reporting

12. Jeff chooses the OpsMgr Cl Connector we created earlier and from the available Tasks he forces a
Synchronize Now from the available task list. Jeff has to wait for this synchronization to complete before
carrying on; he hits F5 on the keyboard and watches the Status and Percentage columns to make sure

the process finishes correctly.

Connectors 3 > Tasks
Filter P Edit Criteria v @
Name Enabled Data Provider Name OpsMgr Cl Connector ~
Active Directary Connectar es ADConnectar 7< Delete
Orchestrator Connector es System Center Crchestrator Runboak Connector {L Disable
OpsMgr CI Connectar Yes Operations Manager Configuration Items _—
Enable
Properties
&= Search for Knowledge Articles
o Synchronize Now

Experience 5: Reporting insights of the Private Cloud

433



13. From the same Service Manager console, Jeff now clicks on Data Warehouse and clicks on Data
Warehouse Jobs. He notes the jobs that are listed are part of the Service Manager Data Warehouse
process, and are configured to run at either at specific schedule, i.e. once every 24 hours, where as some
are running multiple times per hour. Jeff decides to write a script to have these jobs run now and in the

correct sequence

Data Warehouse <

4 Data Warehouse
il Analysis Libraries
Cubes
_ Data Sources
= Data Warehouse Jlobs
1—5 Management Packs

b Eﬁ Security

/|| Administration

ﬁ Library
Work Items

u Configuration ltems

Data Warehouse

ﬂ‘ Reporting

14. Jeff then clicks on the start button at the bottom left corner of the desktop and opens up the Service
Manager Shell program

Service Manager

Shell

15. He then types in "notepad RunDWJobs.ps1” and hits enter, this will now open up notepad and when
prompted, he answers Yes to create the new file with that associated filename
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notepad RunDWJohs.psi

Motepad Illr

l Cannot find the RunDWlaobs ps file,

Do wou want to create a newr file?

| Yes | | Mo ‘ | Cancel

16. Jeff copies the script below into the notepad window, he then saves the file and exits notepad. This script
is designed to run all the required data warehouse jobs in the correct order

# Run this script on the SCSM Management Server to run all Data Warehouse
Jobs

$DWComputer = "servicemgrdw"
$SMExtractJobName = "Extract_ServiceManagerMG"
$DWExtractJobName = "Extract DW_ServiceManagerMG"

Import-Module *C:\Program Files\Microsoft System Center 2012\Service
Manager\Microsoft.EnterpriseManagement._Warehouse.Cmdlets.psdl-

function Start-Job ($JobName, $Computer)

{
$JobRunning = 1
while($JobRunning -eq 1)
$JobRunning = Start-Job-Internal $JobName $Computer
¥
+
function Start-Job-Internal ($JobName, $Computer)
{

$JobStatus = Get-JobStatus $JobName

if($JobStatus -eq "Not Started™)

{
Write-Host "'Starting the $JobName Job..."
Start-SCDWJob -JobName $JobName -Computer $Computer
Start-Sleep -s 5

elseif($JobStatus -eq "Running')
{
Write-Host "$JobName Job is already running. Waiting 30 seconds and

will call again.”
Start-Sleep -s 30
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return 1

}

else
Write-Host "Exiting since the job is in an unexpected status"
exit

}

$JobStatus = "Running”
while($JobStatus -eq ""Running')

{
Write-Host "Waiting 30 seconds"
Start-Sleep -s 30
$JobStatus = Get-JobStatus $JobName
Write-Host ""$JobName Job Status: $JobStatus"
if($JobStatus -ne "Running” -and $JobStatus -ne "Not Started™)
{
Write-Host "Exiting since the job is in an unexpected status"
exit
3
3
return O

}

function Get-JobStatus($JobName)

$Job = Get-SCDWJob -JobName $JobName -Computer $Computer
$JobStatus = $Job.Status
return $JobStatus

}

HETL

Start-Job $SMExtractJobName $DWComputer
Start-Job $DWExtractJobName $DWComputer
Start-Job "Transform.Common' $DWComputer
Start-Job "Load.Common"™ $DWComputer

#Cube processing
Start-Job "Process.SystemCenterServiceManagerChargebackCube' $DWComputer
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El RunDWlobs - Notepad == -

File Edit Format View Help

# Run this script on the SC5M Management Serwer to run all Dats Warehouse Jobs ~
$OWComputer = “servicemgrdw”

3SMExtractloblame = "Extract_ServiceManagermz”

$OME xctractIobName = "Extract_[W_ServiceManagerG"

Import-Medule 'C:%Program Files\Microsoft System Center 20812%\Serwvice ManageriMicrosoft.EnterpriseManagement.Warehouse.Cmdlets.psd |_

function Start-Job ($JobName, $Computer)

$JobRunning = 1
while($JobRunning -eq 1}

$JobRunning = Start-Job-Internal $JobMame $Computer

}
¥
function Start-Job-Internal($JobName, $Computer)
{
$JobStatus = Get-JobStatus $JobMame
if(3JobStatus -eq Mot Started™)
1
Write-Host “Starting the $JobName Job...”
Start-SCWlob -JobName $JobMame -Computer $Computer
Start-Sleep -5 5
elseif ($JobStatus -eq "Running")
Write-Host “$JobName Job is already running. Walting 3@ seconds and will call again.™
Start-Sleep -5 38 v
< n >

17. Back in the Service Manager Shell Jeff types in \RunDWJobs.ps1 and hits enter. This script will then
start each of the required Data Warehouse Jobs. This process will take some time to run and by
checking on the Data Warehouse Jobs in the Service Manager console you can check they have finished
and have all run correctly.

[PS C:“Program Files“Microsoft System Center 2B812~8ervice Manager> .“~RunDWJobs.psi
[Etarting the Extract_ServiceManagerMG Job...

[Extract_ServiceManagerMG Job Status: Running
Extract_ServiceManagerMG Job Status: Running

[Extract_ServiceManagerMG Job Status: Not Started
Btarting the Extract_DW_ServiceManagerMG Jobh...

[Extract_DW_ServiceManagerMG Jobh Status: Running
[Extract_DW_ServiceManagerMG Jobh Status: Mot Started

Etarting the Transform.Common Joh...
Jaiting 38 seconds

18. Jeff then connects to the Guest01 server that we have installed the Microsoft Office 2013 Demo so we can
view the chargeback reports. From within Explorer, browse to \\servicemgr\c$\Program Files\Microsoft
System Center 2012\Service Manager\Chargeback and open the ChargebackReport.xlsx Excel spread
sheet.
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Home Share e v @

@ - T | o <« Service Manager » Chargeback v & | ‘ Search Chargeback 2 |
¢ Favorites [Kall I VT T - Date rmodified Type Size
B Desktop . Dependencies 17142013 208 PR File folder
8 Downloads || Chargeback.mph /217202 427 P MPB File 536 KB
] Recent places ChargebackRepart 1015/2M2 1008 ... Microsoft Excel W, 161 KB
| ImportTasM /217202 235 &AM Windows PowerS., 16 KB
) Libraries | 5C20125P1RCUpgrade DMeCleanup 17217202 2235 &AM Windowes PowverS.., 14 KB
@ Documents | = [y 5C20125P1RCUpgrade DWECleanup 10/30/2012 332 &M Microsoft SOL Ser.., 4KE
J rusic i SC20125PTRCUpgrade RemoveCBMPs /217202 235 A Windows PowerS., T3KE
[E5] Pictures
i Videos
Ll Computer
&, Local Disk ()|
—a Data (B
I DVD Drive (F2)
v
Fiterns  1itern selected 160 KB == =)

19. Jeff now has the chargeback report open but needs to configure the data source in the spread sheet to
connect to the Service Manager Data Warehouse, as by default this report is configured to connect to
localhost. From within Excel he clicks on the Data tab and then clicks on Existing Connections.

H - &- =
HOME  IMSERT  PAGELAY¥OUT  FORMULAS | DATA

[EFromAccess I::E> Ié_b« “=e [2] Connections Al E

L& From web From Other Existing Refresh Properties Zl 3t
[f From Text Sources™  Connections  All= [ Edit Links "
Get External Data Connedctions
Pla - Get Data Using an Existing Connection
Irmport data from common sources,
A E o [ E F

20. Jeff then clicks on the Connections in this workbook .DWASDatabase
SystemCenterServiceManagerChargebackCube and clicks on Open.
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Select a Cannection or Table

Connections | Tables

Show |AII Connections |E"

Connections in this Workbook

Connection files on the MNetwork
=Mo connections found =

Connection files on this computer

=

<] [>]
oo o |

21. From the Import Data dialogue box click on Properties.

Select how wou want to wiew this data in yourworkbook,
B O Tahle
[7] ® pivotTable Repart
15 O Pivotthart
E‘ @] Dinly Create Connection
‘Where do you want to put the data?
(O] Existing worksheet:
=§pp19
(@] Mew weorksheet

|:| Add this data to the Data Model

| Properties.., | Cancel

22. Then Jeff changes from the default view of the Usage tab at the top to the Definition tab
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Connection hame: | DwAiDataBase SystemCenterierviceManagerChargeban

Description:

Definition

23. In the available connection string section Jeff changes the localhost entry in the Source argument to
ServiceMgrDW and clicks OK

Connection name: | DwwasDataBase SystemCenterServiceManagerChargeban

Description:

Definition

Connection type:  OLAP Query

Connection file: | | | Browwse,.,

|:| Alvways use conneckion file

Connection stng! | provider= MSOLAPA: Integrated Security= 55PI:Persist
Security Info=True:nitial
Catalog=DWasiDataBaseData
Source=SeniceMarDV MDX Compatibility=1:5afety
Cptions=2;MDX Missing Member Mode=Errar

|:| Save password

Cammand type: |Cube El

Command text: systemiCenterserviceManagerChargebackCube

Exrel Services: | Authentication Settings... |

Edit Quen.., | | Parameters.., | | Ezport Connection File... |

| QK | | Cancel

24. He then clicks OK when the Import Data window appears
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Select howe you want to view this data in yourwarkbook,
B Table
[#] ® pivotTable Report
15 O PivatChart
" O only Create Cornnection
Wihere do you want to put the data?
(®) Existing worksheet:

—gRE19

() Mews warksheet

|:| Add this data to the Data Model

| Properties... | | (o] 4 | | Cancel

25. The chargeback report dashboard is now open but there is still no real world data available yet. To get an
updated view of the information Jeff clicks on the Data tab within Excel and clicks on the Refresh All
button. The Refresh All button will query Service Managers’ Analysis Services Chargeback OLAP cube and
imports the information required.

FILE HORAE IMSERT PAGE LAYOUT FORRIUILAS DATA
f“! |:|—‘ |:|—‘ D D ||= (2] Connections A
m = E -c:)- — L= Properties
From  Frorm  From  From Other Existing Refresh o z
focess Web  Text Sources Connections | All= [} Edit Links .
Get External Data Connections

26. Jeff can now see the dashboard(s) in the spread sheet have been updated with all the information
updated from Service Manager, Virtual Machine Manager and Operations Manager. The information
displayed is derived from the association of the VMM Cloud(s) with the Chargeback Price Sheet assigned.
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27. He then changes to the Chargeable Daily Details within the Spread sheet and notes the charges for each
of the clouds deployed and their cost per day as defined by their associated price sheets.

Chart 3 hes IS -
: . . YearNumber i
: Daily Details Report

: (Core Day: Doyt 1P Ox High Days VM Cost_ Cloud Cogt WM Total Cost

(R} 1wz RELE rsuam L] o o om 27564 ELE R a3

bl L 58 o0 6,907 A8 a o L B .00 .00 b0 =

10 BusinessApp2 2 100 G067 o o o 1 6883 1500 8383

1 =MyCloud 12 12.00 SI504 L o o 6 0600 6120 268,00 200

1] & | 12 12.00 535,04 n [ ] & 306.00 w170 2000 %0 |

13 SN 00 28 000000 Ll 6.00 722 a o o 3 1337 EE 13397 100 i SR

1 Gold Price Sheet 3 6.00 26722 o o o 3 10237 30,60 133.97 150 —

1] L0 0000 L] 000 2072 L] L L 1 1340 .80 1Ma 100 l -

i1 Gold Price Shewt @ &.00 26702 U] L] o 3 s a0.&0 13403 sa | ~

17 Grand Total w2z 118.00 751148 L] L] 8 8 27564 r6.20 35184 ol M e
z s
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28. Finally Jeff checks out the Chargeable Monthly Details, he can drill further into the data and see exactly
what cloud costs per month and how long each cloud has been deployed for.
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Summary

Chargeback allows you to apply real world costs to both physical and virtual compute, storage and memory
resources. Through these reports, Jeff is able to bill his external clients for the precise amount of resources they
use, while keeping track of internal costs. Due to the granular nature of these reports, they can be applied to
multiple levels of service, and across different grades of resources.
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Other Info

How to add a role or feature to Windows 2012

1. Open the Server Manager console

2. Click on Local Server

= Server Manager

| ¥

Manage

5 PROPERTIES

Tools

View

iE Dashboard . For WIN-F68GEISDRRK
- Computer name WIN-F68GEJSDRREK
B All Servers Workgroup WORKGROUP
ii File and Storage Services P
Windows Firewall Public: On
Remote management Enabled
Remote Desktop Disabled
NIC Teaming Disabled
Ethernet

Operating system version

Hardware information

<l [ |

IPv4 address assigned by DHCP, IPv6 enabled

Microsoft Windows Server 2012 Datacenter Evaluation

Microsoft Corporation Virtual Machine

3. Click on Manage and select Add Roles and Features
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« Local Server | V7 Monage

Dashboard
B Local Server

E All Servers

g File and Storage Services P

4. Click Next

Before you begin

Installation Type

Server Selection

Add Roles and Features

B8 PROPERTIES Remove Roles and Features
. For WIN-F68G6JSDRRK

Add Servers
Computer name WIN-FEBGEISDRRK Create Server Group

Workgroup WORKGROUP

Server Manager Properties

Windows Firewall Public: On

Remote management Enabled

Remote Desktop Disabled

NIC Teaming Disabled

Ethernet IPv4 address assigned by DHCP, IPvb enabled

Operating system version Microsoft Windows Server 2012 Datacenter Evaluation
Hardware information Microsoft Corporation Virtual Machine

<[

DESTIMATION SERVER
‘WIN-F68GEISDRRK

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, dick Next.

[[] Skip this page by default

< Previous | | Next > | | Install | | Cancel

5. Select Role-based or feature based installation and click next
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DESTINATION SERVER

Select installation type WIN FS5GaISDRRK

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(®) Role-based or feature-based installation

Server Szlection B
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next > | | Install | | Cancel

6. On the Server Selection step click Next

DESTINATION SERVER

Select destination server WIN-FS5GEISDARK

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installztion Type (@i Select a server from the server pool
() Select a virtual hard disk

Server Roles Sarver Pool
Features
Filter:
Name IP Address Operating System

Microsoft Wind. / atacenter Evaluation

1 Cemputer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

<Previous | | Nest> | [ Install | [ Cancel

7. Select the Role you wish to install and click Next
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Select server roles

Before You Begin
Installation Type

Server Selection

Featuras
ADCS
Role Services

Confirmation

Select one or more roles to install on the selected server.

DESTINATION SERVER
‘WIN-FGBGEISDRRK

Roles Description
tory Certificate Ser kal ?AC;V;S?;:E::;W‘EE;:::E Sevices
[0 Active Directory Domain Services certification authorities and related
[] Active Directory Federation Services role services that allow you to issue
[ Active Directory Lightweight Directory Services :::e"t;a;a::';?::?‘:fs Ledina
[] Active Directory Rights Management Services
[] Application Server
[] DHCP Server L
[] DNS Server
[ Fax Server
b [®] File And Storage Services (Installed)
[] Hyper-v
[] Network Policy and Access Services |
[] Print and Document Services
[] Remote Access
[] Remaote Desktop Services o
< Previous. | | Next > | | Install | | Cancel

8. Select any Features you wish to install and click Next

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

ADCS
Role Services
Web Server Role {IIS)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

|>

I [] .NET Framework 3.5 Features
b [W] .NET Framework 4.5 Features (Installed)
P round Intelligent Transfer Service (BITS) E
[1 BitLocker Drive Encryption
[] BitLocker Network Unlock
[] BranchCache
[ Client for NFS.
[] Data Center Bridging
[] Enhanced Storage
Failover Clustering (Installed)
[] Group Policy Management

[] Ink and Handwriting Services
[ Internet Printing Client
[ Ip Address Ma nagement (IPAM) Server

—_ e - . v

<[ 1] | o] |

DESTIMATION SERVER
‘WIN-F68GEISDRRK

Description

Background Intelligent Transfer
Service (BITS) asynchronously
transfers files in the foreground or
background, controls the flow of the
transfers to preserve the
responsiveness of other network
applications, and automatically
resumes file transfers after
disconnecting from the network or
restarting the computer.

< Previous | | Next > | | Install

| | Cancel
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9. Some Roles may require extra configuration at this point. Follow the wizard through, answer all questions
and click next until the Confirm Installation screen appears and click Install

. - - DESTINATION SERVER
Confirm installation selections WIN-FOEGAISORRK
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
server 5election Optional features (such as administraticn tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
SetveyRues their check boxes.
Features
AD CS Active Directory Certificate Services kal
) Certification Authority
Role Services =
Web Server Role (IIS) Background Intelligel:lt Transfer Service (BITS)
lI5 Server Extension L
Role Services
Remote Server Administration Tools
Feature Administration Tools
BITS Server Extensions Tools
Rele Administration Tools
Active Directory Certificate Services Tools
Certification Autharity Management Tools —
v
Export configuration settings
Specify an alternate source path
< Previous. | | Next > | | Install | | Cancel
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How to set an IPV4 address

1. Open the Server Manager console

4 Dashboard

[ Server Manager

) | r Manage Tools View

Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

QUICK START

0 Configure this local server =

Add roles and features

(%]

3 Add other servers to manage

WHAT'S NEW
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS

Roles: 0 | Servergroups: 1 | Servers total: 1

W
]

2. Click on Local Server

« Local Server

=] Server Manager

F Manage

i PROPERTIES

iE Dashboard For WIN-F68G6JSDRRK

ocal Server

All Servers

Computer name
Workgroup

[
g File and Storage Services I

Windows Firewall
Remote management
Remote Desktop

NIC Teaming
Ethernet

Operating system version

Hardware information

WIN-FG8GBISDRRK
'WORKGROUP

Public: Gn

Enabled

Disabled

Disabled

IPv4 address assigned by DHCP, IPv6 enabled

Microsoft Windows Server 2012 Datacenter Evaluation

Microsoft Corporation Virtual Machine

< "
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3. Click on the entry next to Ethernet (usually IPv4 Address assigned by DHCP if there is a DHCP server
present). The Network Connections window will open

# Network Connections = [ =] 2=
T ‘@ <« MNetwork and Internet » Network Connections v O ‘ | Search Metwork Connections @ ‘
Organize ~ Disable this network device  Diagnese this connection  Rename this connection EZ - m @

Ethernet
= Metwark cable unplugged

K & Microsoft Hyper-V Network Adap...

Titem  1item selected = =

4. Right click the network icon labelled Ethernet and select Properties

T ‘@ <« Metwork and Internet » Network Connections W G‘ | Search Metwork Connections @ ‘

Organize ~ Disable this network device  Diagnese this connection  Rename this connection EZ - m @

Ethernet
F Metwark cable unplugged
" LA

K T Microsoft Hymer s

)  Disable
Status

Diagnose

@ Bridge Connections

Create Shortcut
i | Delete
@ Rename

#  Properties

Titem  1item selected == =
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5. Click on Internet Protocol Version 4 (TCP/IPv4) and click the Properties button

Networking

Connect using:

| W Microsoft Hyper-V Network Adapter

This connection uses the following items:

4810305 Packet Scheduler
gFiIe and Printer Sharing for Microsoft Networks
[ -+ Microsoft Network Adapter Muttiplexor Protocol
& Link-Layer Topology Discovery Mapper 1/0 Driver
& Link-Layer Topology Discovery Responder
& Intemet Protocol Version 6 (TCP/IPvE)
<& |ntemet Protocol Version 4 (TCP/1Pv4)

K " [ [>]

[ sal. | [ Unnsal ||
Description

Properties |

Allows your computer to access resources on a Microsoft
networlk.

6. Enter the appropriate network information. Note that this information can be different in your
environment. Click on OK

=

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network admirstrator
for the appropriate IP settings.

() Obtain an [P address automatically
(@) Use the following IP address:

IP address: 1

P

Default gateway: 192,188, 1 . 1

) Obtain DNS server address automatically
(®) Usg the following DNS server addresses:

Preferred DNS server: 192,168 . 1 . 10

poreosene: [ ]

[ validate settings upon exit
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The static IP address has now been set.
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How to join the domain

1. Open the Server Manager console

[ Server Manager [ == [
“ Das h bDa rd r Manage Tools  View

WELCOME TO SERVER MANAGER

B Local Server

i' All Servers . .
- o Configure this local server =
QUICK START
2 Add roles and features
3 Add other servers to manage N
WHAT'S NEW
4 Create a server group
Hide
LEARN MORE

ROLES AND SERVER GROUPS
Roles: 0 | Servergroups: 1 | Servers total: 1

[ 1 -

2. Click on Local Server, then click on WORKGROUP

= Server Manager - | o[
44 Loca| Server Manage Tools View
_ = PROPERTIES s
158 Dashboard . For WIN-F68G6JSDRRK TASKS ¥
ocal Server
_ Computer name WIN-F68GEJSDRREK
HE All Servers Workgroup WORKGROUP
ii File and Storage Services P
Windows Firewall Public: On
Remote management Enabled
Remote Desktop Disabled
NIC Teaming Disabled
Ethemet IPv4 address assigned by DHCP, IPv6 enabled
Operating system version Microsoft Windows Server 2012 Datacenter Evaluation
Hardware information Microsoft Corporation Virtual Machine
<| " | >
v
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3. Click on Change...

Computer Name | Hardware | Advanced | Remote |

@' Windows uses the following infformation to identify your computer
on the netwark.

Computer description:

For emample: 115 Production Server” or
"Accounting Server”.

Full computer name: WIN-FEBGEISDRRK
Worlkcgroup: WORKGROUP

To rename this computer or change its domain or Enge
workgroup, click Change. =

4. Input the name you would like to use, click the Domain radio button, then type the name of your domain

e.g. Contoso.com. Click on OK.
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You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
|HyperV02)

Full computer name:

Hyper'y02

Member of
®) Domain:
|Corrtoso.com

) Workgroup:
|WOF{KGF{OUP

5. When prompted input the domain administrator credentials in the Windows Security dialog box. Click
on OK

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain.

l contoschadministrator

Domain: contoso

6. Click OK
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o Welcome to the contoso.com domain.

7. Click OK

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs,

8. Click Close
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Computer Name | Hardware | Advanced | Remote |

@' Windows uses the following irformation to identify your computer
on the network.

Computer description: Guestil

For example: "I1S Production Server” or
"Aocounting Server”.

Full computer name: Guest(1 contoso .com

Domain: contoso.com

To rename this computer or change its domain or

warkgroup, click Change.

ﬂ Changes will take effect after you restart this computer.

Close || Cancel ||

9. Click Restart Now

Other Info

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

Restart Now | | Restart Later
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10. Now the server is a member of the domain and any group policies you have created will be applied.

Setup and

deploy your

Introduction Experiences Other Info

Private

Links to other cloud

areas of interest Manage \YETETelS Private \ETEL[S Reporting

Private Private Cloud Apps in the insights of
Cloud Cloud Automation Private the Private

Resources Capacity Cloud Cloud
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