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User Account
Control




About = User Account Control is responsible for:

User Integrity Check —If elevation in integrity is required

Application Integrity Check — Follows four-step integrity

check

= Reduces the requirement for elevated privileges such as Power

User or Local Administrator



With Windows Vista introduced: With Windows 7 we improved:

» By default users are standard users = Reduced OS components require
higher privileges

» Administrator privilege is used only If

required = More can be done, thanks to automatic

elevation

» Backwards compatibility for 32-bit

applications with file and registry

virtualization
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User Integrity
Check

User Integrity Check—If elevation in integrity is required by:

Application Manifest

Filename

Keywords in the following Versioning Resource fields

Keywords in the side-by-side manifest embedded in the executable
Keywords in specific StringTable entries linked in the executable

Key attributes in the RC data linked in the executable

Targeted sequences of bytes within the executable

Application Compatibility

Manual user request



Application Application Integrity Check Follows four-step integrity check:
Integrity

Check s Is the Publisher blocked?

= [sit signed by Windows?

= s it a verified Publisher?



Improved in Option ‘Never Notify' is now not anymore turning UAC off

Windows 8

« Additional local security policies that enable a local administrator to change the behavior of the UAC

messages for standard users.

« Standard user can now perform also:

Install updates and drivers through Windows Update
View certain system settings without making changes
Bluetooth pairing

Change the screen display text size
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TechNet
Evaluation Center

At the TechNet Evaluation Center you can
download free, trial versions of Microsoft
software, with no feature limits. Dozens of trials
are available - all at no cost.

Try Windows Server 2012 for up to 180 days.
Download the Windows 8 Enterprise 90-day
evaluation. Or try Windows Azure for up to 90
days.

technet.microsoft.com/evalcenter @

MVA

Microsoft Virtual Academy provides free online
training on the IT scenarios that are important
to your company and your career.

Learn at your own pace and boost your IT skills
with over 100 courses across more than 15
Microsoft technologies including Windows
Server, Windows 8, Windows Azure, Office 365,
virtualization, Windows Phone, and more.

microsoftvirtualacademy.com @

Certification

Get Recognized, Get Hired,
Get Ahead

Microsoft Certifications endorses the ability of
professionals to deploy, design, program,
optimize, and operate the most broadly
accepted technologies in the industry.

Get recognized by peers and hiring managers in
all stages of your career, through various levels
of Microsoft certifications.

Plan your Certification path
today.

http://www.microsoft.com/learning/e @

n/us/certification-overview.aspx




