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Parameter sheets apply to all versions of Windows Live Essentials which includes free programs from
Microsoft for photos, movies, instant messaging, e-mail, blogging, family safety, and more.
Windows Live Messenger uses encryption provided by the operating system to secure user login
authentication with LivelD and files transfers with SSL/TLS. Windows Live Mail does support secure
messaging capabilities through S/MIME.

1. H5SHEEE / Cryptographic Capabilities

RS ARLERET. TUALBRRIERT 5 EEMLESN | [INO X YES
7R S LORTUNDBRZEET HH,

The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

BRI ARERICEHINTLSEDN, ! X] NO [ ] YES
The cryptographic capabilities are self-contained in the

product

EEHEEIIROVTNMNZEZLETEEDN, [ INO X] YES

The cryptographic strength exceeds the following:

A JAMTILTIVXLERANEDTH>T,. 7ILTGUX
LOBORIN 56 EVREEZ DL
Symmetric algorithms with key length exceeding 56
bit

L API LT 0 M oigtEh 15 & 1%8<, /As opposed to that provided by the Operating System through
API.
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B. ERMTILTVAXLERAN-LDOTH-T.
(a) 512 EVhEBASBEHDRRE 5 E (RSA F)
[ZEDOGD,
Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or
(b) HIRADFEEICH TS 512EVNERBZ DB
BUx B D ETE (Diffie-Hellman ) [CE <D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or
(c) ERICHEETHLOLNDEICEITS 112EY
b A HRERT B D ETE (FEF B #R £ O Diffie-
Hellman Z) [CED<ED
Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve).

2. ZILdYXLKRUSERE / Algorithms and Key Lengths

AIgO ey Leng Protocol/Applicatio 0

AES 128 Protection of Messenger user personal data
RC4 128 Standard algorithms for S/MIME, Windows Live
DES, 3DES 56, 168 ID, and DPAPI for protection of passwords.
AES 128
RSA 1024-4096
SHA1 160
SHA2 256-512
SSL/TLS Standard algorithms HTTPS protocol
algorithms and lengths for

SSL/TLS SSPI from the

Windows operating

system

3. TEREEBT05 5L XYM / Mass Market Consideration

HUEDNUTDEHZEFH-=-TEDNE DD, (The product satisfies the following requirements):

1) BAICKRLTRILOHBESZITT . (i) EEEIZHLNTI) [ INO X] YES
XIFERE. EEE (i) HELLITESBEDEEICELSDFE
XIZ&Y. RFEEDEEN RTINS LD X (IERE
[Zxt Lo HIRGA<EETRESN LSO
Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of
(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;
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2) BEEHENMERBFICI>TEETELLED L INO X YES
The cryptographic functionality cannot easily be changed
by the user;

3) ERICKELTHRAE XILETEORMZENFETSH | [INO X YEs
BEIIFEEESNTLNDHLD
Designed for use without technical support by the
supplier or the distributor

4. 8% IEHISE / Conclusion

FEEIICEBLLT, TIRES IO S L LI 55 BEE] XY
ROEREL. BHIEZLAELLDTOTS LD, NO YES

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?
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