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Parameter sheet applies to all declinations and packaging of Windows Embedded Compact 7
operating system, including development tools such as the Windows Embedded Compact Toolkit.

Windows Embedded Compact is a mass market operating system available on a very large number
of consumer devices. The software product and associated development tools is available without

restrictions other than licensing agreement through authorized distributors listed at

https://www.microsoft.com/windowsembedded/en-us/partners/distributors/search.mspx.

1. BB H8E / Cryptographic Capabilities

B SHARIIEREE. TOAILERRIIBETHLEMESh
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The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

[ ]NO

X YES

ESHEFARRICEBEINTODILOMN,
The cryptographic capabilities are self-contained in the
product

[ ]NO

X YES

EEREEIIRDOVTNMOITEKETHLDD,
The cryptographic strength exceeds the following:

A JAHTILTVXLERANLOTH->T, 7ILTUX
LDBORSN 56 EVREBZEZED
Symmetric algorithms with key length exceeding 56
bit

B. EXFFZILTVALERAN-EDTHHT.

[ ]NnO

X] YES

L API LT 0 M oigtEh 15 & 1%8<, /As opposed to that provided by the Operating System through

API.
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https://www.microsoft.com/windowsembedded/en-us/partners/distributors/search.mspx

(a) 512 EVIMEBASBHDRELS #E (RSA F)
[ZEDBD.

Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or

(b) BRRADEEEICEITS512EVNEBR S
Bt 2D EH & (Diffie-Hellman 25) [IZED<H D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or

(c) EREICHAETDEDLUSNDEIZEITS 112EY
FEB A BRI B D E & (FE M EER £ O Diffie-
Hellman ) [ZEDLED

Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve).

2. PILOaNXLEUERE / Algorithms and Key Lengths

Aleo

RC2, RC4

Protocol/Applicatio 0

40-128 CryptoAPI/CNG
DES, 3DES 56, 168 CryptoAPI/CNG
AES 128, 192, 256 CryptoAPI/CNG
MD2, MD4, 128 CryptoAPI/CNG
MD5
SHA-1, SHA-2 160, 256, 384, CryptoAPI/CNG
512
RSA 512-16384 CryptoAPI/CNG
DH 1024-4096 CryptoAPI/CNG
HMAC-SHA1, 160, 256, 384, CryptoAPI/CNG
HMAC-SHA2 512
DSA_SIGN 1024 CryptoAPI/CNG
ECDH NIST P-256, P-384, P-521 curves, CryptoAPI/CNG
ECDSA NIST P-256, P-384, P-521 curves, CryptoAPI/CNG
GMAC AES Galois message authentication code,
CryptoAPI/CNG
PRNG CTR_DRBG (« Counter » Deterministic Random Bit

Generation) of NIST SP 800-90.

3. TEREEBT05 5L XYM / Mass Market Consideration

IR LUTDEHFFH-TEDNE DD, (The product satisfies the following requirements):

1) BAIZBLTRISDOFIREZFT . (i) [EEEIZHLVT)
XIFERE. EEZE (i) BLLFTBERBENZEEIZLSTE
XIZ&kY. BRFEEDEENSIRFTFINZED X (FFHE

[ INO X] YES
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Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of
(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

2) BEEHENERFICI>TEERTELRLED
The cryptographic functionality cannot easily be changed
by the user;

[ ]NO

X YES

3) FHAICKEL THHIEE XITRFEIE DR IENTRETH
BEIIEEENTLNDELD
Designed for use without technical support by the
supplier or the distributor

X YES

4. 8% IEHISE / Conclusion

LEIICELLT, MREESTAT FLLLFIEEINHHE
ROEREL RRIEZALLGETOT I LD,

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?

mEE
NO

EEE
YES
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