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Lesson Overview i

In this lesson, you will learn:

«  Remote Desktop Services role services

«  Remote Desktop Session Host checklist

«  Remote Desktop Services installation steps

-  Remote Assistance and Remote Desktop
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Remote Desktop Services role services

=  Remote Desktop Session Host (RD Session Host)

« RD Web Access |
-  RD Licensing
=  RD Gateway

=  RD Connection Broker

= RD Virtualization Host
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Remote Desktop Session Host Checklist
=  Determine if you need an RD Session Host Server

= Review licensing requirements

= Decide which programs you want to host

- Review information regarding system requirements
= And more....

Complete Checklist can be found at: b
http://technet.microsoft.com/en-us/library/cc743159.aspx i
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Remote Desktop Services Installation

1. Add the role through Server Manager

Add Roles Wizard

Remote Desktop Services
Role Services
Application Compatibility
Authentication Method

Licensing Made
User Groups
Client Experience

RO Licensing Configuration

Server Authentication Certificate

Authorization Polices
RD Gateway User Groups
RD CAP
RO RAP
Metwork FPolicy and Access Services
Role Services
Web Server (II5)
Role Services
Confirmation

Progress

-

Select Server Roles

Select one or more roles to install on this server.
Roles:

|:| Active Directory Certificate Services

|:| Active Directory Domain Services

|:| Active Directory Federation Services

[ Active Directory Lightweight Directory Services
|:| Active Directory Rights Management Services
[ Application Server

[] DHCP server

[] pms server

[ Fax Server

[] File Services

[ Hyper-v

Metwork Policy and Access Services

|:| Print and Document Services

Remote Desktop Services

| web Server (IIS) (Installed)

] windows Deployment Services

[ windows Server Update Services

More about server roles

= Previous I

Next >

Description:

Remote Desktop Services, formerly
Terminal Services, provides
technologies that enable users to
access Windows-based programs that
areinstalled on an RD Session Host
server or to access the full Windows
desktop. With Remote Desktop
Services; users can access an RD
Session Hostserver orvirtual machine
from within your corporate network or
fram the Internet.

Instal Cancel |
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Remote Desktop Services Installation

2. Add the role services

Select the role services to install for Remote Desktop Services:

Rele services: Descrption:
- Remoze Desktop Gateway (RD

] Eemoi EE:ED frefcr '-:’StH + Gatewav), formerly TS Gateway,

_] Remote Desktop Irtuzlization Hos enables authorized users to connect
R bty ] Remote Desktop Licensing to RD Session Hostservers and

£ i) ] Remule Desklop Conneclion Broser remote desktops onthe corporate

Authentication Method /] Remote Deskiop Gateway network over the Incernet.
Lcensing Mode ] Remote Deaktop Web Accesa
Lser Groups
Client Experience

RD Licensing Configuration
Server Authentication Certificate
Authorization Polides
RO Gateway User Groups
RD CAP
RO RaAP
Metwork Poicy and Access Serviczs

Role Services

Wiek server (L)
; More aboutrole services
Role Services

Confirmation
Procroas | = Pravious | Mext > It Canicel
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Remote Desktop Services Installation .

3. Authentication methods 7

dd Roles Wizard ; i x|

Spedfy Authentication Method for Remote Desktop Session Host

-

Before You Begin “etwork Level Authentication is a new authentication methed that enhances securty by providing user
e suthenfication 2arlier in the connecticn process when a diert connects to zn RD Session Fost server. With
Network Level Authentication, user authentication occurs before a “ull Remote Desktop connection to the RD
Remote Desktop Services Session Host server is 2stablished.
Role Servizes
Spedfy whether Network Level Authentication is required.
Arplication Compatihility 1) bk

Authentication Method 1" Require Network Level Authentication
Only computers that are ninning soth & version of Windows and & version of e Remate Nesddon
Connectior dient that supports Network Level Asthentication can conrect to tis RD Session Host server.

Usar Grouas If you are remotely connected to this server, ersure that your computzr supparts Network Level
Authcnticalion to enable reconnoction to this server.,

Licznsing Mode

Client Experience
" Do rot require Network Level Authenticaton
Conputers that arz running any version of the Femote Jesktop Connection diznt can connect to this RD

RC Liceneing Configuraticn

Server Authentication Certificate Session Host server.

Authaorization Polides This eption is less secure than when Netwerk Level Authentication is used because user
RD Gateway Lker Grops authentication occurs later in the connection process.
RD CAP
RD RAP

Metwork Policy and Access Services
Rale Services

Web Server ([IS
i) More about Nework Level Auhentcetion and su ted dients

Role Servizes

Curifinnalivrn

Progress ~| < Prevous ext = install Cancel
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Remote Desktop Services Installation

4. Post-Installation Management through Server o
Manager

E_ server Manager i : =10 x|
File  Action View Help

* =] 2]

. Server Manager (WEBSWR)

=] 5‘* Roles
=] j:} Network Policy and Access Serve f"’ i i ! ;
! Pravides technologics thet enablke access to @ server unning Windowsz bascd programs or the ful
> Windows dzsktop.
=5 [
1 HemoteApp Manager (Wwebsy LI
C_h RD Gateway Vlanager 'C":' Summary
RD Session | lbst Corfiguratio
& Remote Desktop Services Mai 5 : ; z i
e 2 warnings, 5 informational in the = i
qj Web Server (IIS) L) ﬁ-&. Events: | . 5, ngu;:s L0 [ svent Mewer
i Featurss Q Filter Events
7l Diagnostics "%  Mumber of events: 7 e
Configuration i
: % ol figu Level | Event1n [ Date and Timd P
ragz (i Information 3198 6/11/2010 7:
(i Information 0 6/14/2010 7;
> i Warning 18 5/14/2010 7:
(i Jnformation 3 6/14/2010 7:
(i nformation 1056 &/14/2010 7
(i JInformation 0 6/14/2010 7:
i Warning 18 6/14/2010 7:
1] | 3
(~) System Services: Al Running 4 Go to Services
Name Service Nz 4 Preferences
B et A L e ST [P ﬂ
1| | j {ﬁ Last Rzfresh: Today at 7:52 AM  Configure refresh
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Remote Assistance/Remote Desktop

« Remote Assistance is a technology in Windows that enables
users to help each other over the Internet. With Remote
Assistance, a Help Desk Technician can assist users on the
network, which 1s known as the Offer Remote Assistance
feature.

- Remote Desktop is a tool that allows a user to take control
of a remote computers keyboard, video, and mouse. It does
not require the presence of the remote user. Remote desktop
communicates through port 3389 when enabled.

o =
s
| ]
i
e
'\-..V )

= Creating a Virtual Private Network 1s recommended when e
using Remote Desktop across the Internet.
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Remote Desktop
) Connection

General

ame:;

puter name field iz b

to an RDP file or opan a
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= Save this invitation as a file
You can send this invitation as an attachment if you use web-based e-mail.

= Use e-mail to send an invitation
If you use a compatible e-mail program this will start the e-mail program and attach the
invitation file,

> Use Easy Connect

Use this option if Easy Connect is also available to your helper.
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Lesson Review

=  What port must be allowed through the perimeter firewall for Remote
Desktop Session Host sessions? o

= What remote tool allows the IT or support user to help users during
their existing session?

= List reasons why a company would use Remote Desktop Services.
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