98-365 WINDOWS SERVER ADMINISTRATION FUNDAMENTALS

STUDENT ACTIVITY 6.3: UNDERSTAND UPDATES

MTA Course: 98-365 Windows Server® Administration Fundamentals
Topic: Understand Updates
File name: WinServerFund SA 6.3

Lesson Objective

6.3: Understand updates. This objective may include but is not limited to: software;
driver; operating systems; applications; Windows® Update; Windows Server Update
Services (WSUS)

Resources, software, and additional files needed for this lesson
=  Windows Server 2008  R2

= Students will need access to the Internet to download Microsoft Baseline
Security Analyzer and then install it on their Windows Server 2008 R2 system.
(http.//www.microsoft.com/downloads/details.aspx? FamilyID=b1e76bbe-7 1 df-
41e8-8b52-c871d012ba78&displaylang=en)

Directions to the student
Complete the following activity. Have your instructor verify upon completion.

Content

Download, install, and run Microsoft Baseline Security Analyzer (MBSA)
1. Log on to Windows Server 2008 R2 as Administrator.

2. Open Internet Explorer and browse to the following website:

a. http.//www.microsoft.com/downloads/details.aspx? FamilyID=b1e76bbe-
71df-41e8-8b52-c871d012ba78&displaylang=en

3. Download the appropriate MBSA file for your server.
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4. Locate the install file, which should have downloaded to your Favorites
Downloads (see below), double-click on that file and install the program.

= il -
Q\ )v| 4 - Administrator ~ Downloads ~ |2 | search Dowrloads 2]
Organize v  Indudeinlibrary *  Sharewith +  Burn  Mew folder He=iw i @'
¢ Favorites MName = Date modified Type | Size |
K
B Desktop desktop.ini 6/21/2010 3:19 PM Configuration settings 1KB
4 Downloads 5] MBS ASetup-scE4-EN.msi 7/14/2010 :16 &AM Windows Instaler P... 1,707KB

15 Recent Places

5. After installation, launch MBSA by clicking Start-> All Programs and clicking
on Microsoft Baseline Security Analyzer.

6. Click Scan a computer, which will take you to a screen asking which computer
you wish to scan (see below). Your server should be in the Computer name field
by default.

| Microsoft Baseline Security Analyzer 2.1

| . Microsoft

€ ® % Baseline Security Analyzer

Which computer do you want to scan?

Enter the name of the computer or its IP address,

Computer name: [WORKGROUP\VMSVR 1 =] (this computer)
1P address: - i &
Security report name: [0% - %6c% (%T%)

%0 % = domain, %C% = computer, %T% = date and time, %IP% = IP address
Options:

¥ Check for Windows administrative vulnerabilties
¥ Check for weak passwords
¥ Check for IS admiristrative yulnerabilties
[¥ Chedk for QL administrative vunerabilites
¥ Chedk for security updates

I™ Configure computers for Mirosoft Update and scanning prerequisites

I adv

date Services gptions:
d Windows Se

Learn more sbout Scanning Cpfions

Start Scan Cancel

7 Click Start Scan to scan your local server.

8. Once the scan has finished, list the Check failed (critical) ¥ and Check failed
¥ scores if any:

a.

b.

C.

d.

e.

f.

9. On the failed scores, click the How to correct this and correct the errors.

10. After correcting the failed scores, rerun MBSA and verify if your corrections
resolved the issues. Have your instructor verify upon completion.



98-365 WINDOWS SERVER ADMINISTRATION FUNDAMENTALS

Install Windows Server Update Service (WSUS) as a Role

1.

A S

e ® 2 S

10.

11.
12.

Click Start-> All Programs-> Administrative Tools. Click Server Manager.
In the Roles Summary section, click Add Roles on the right.

In the Before You Begin screen, click Next.

In the Select Roles screen, select Windows Server Update Services.

It will prompt you that an additional role (Web Server-1IS) is required. Click Add
Required Role Services and then click Next.

In the Web Server (IIS) wizard, click Next.

In the Select Role Services screen, click Next.

In the Windows Server Update Services screen, click Next.
In the Confirm Installation Selections screen, click Install.

The configuration of WSUS now begins by launching a WSUS setup wizard (see
below). Click Next.

In the License Agreement screen, click Next.

In the Required Components to use administration Ul screen, click Next.

i3 Windows Server Update Services 3.0 5P2 Setup Wizz i x|

Reguired Components to use administration Ul I_ﬁ

You do not have the following components installed on your machine.

- Microsoft Report Viewer 2008 Redistributable

Without these components, you will not be able to use the Windows Server Update
Services Administration UL  you want to use the Administration LI, install these components
after installing YWindows Server Update Services.

< Back Mext > Cancel
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13. In the Select Update Source and Database Options screens, click Next (see

below).
i35 Windows Server Update Services 3.0 SP2 Setup Wizard ‘ : x|
Select Update Source rﬁ -
You can specify the location from which client computers acquire updates. 2‘3&]

if you have a drive formatted with NTFS and at least & GB of free disk space, you can use
it to store updates for client computers to download quickly.

If you need to save disk space, clearthe check box to store updates on Microsoft
Update; downloads will be slower.

If you choose to store updates locally, updates are not downloaded to your WSUS server
urtil you approve them. By default, when updates are approved, they are downloaded for

all languages.

¥ Store updates locally

|c:\wsus Browss... |

{5 windows Server Update Services 3.0 5P2 Setup Wizard x|

You can specify where to store data for Windows Server Update Services 3.0 SP2.

You can choose to have Windows Intemal Database installed, oryou can use an existing
database server.

You should install the database on an NTFS drive with a minimum of 2 GE of free disk space.

=" Install Windows Intemal D'atabase on this computer
|t::\wsus Browse... |

7 lze an evisting database server on this computer
| I

™ Using an existing database server on a remote computer (Machinename'Instancename)

< Back I MNext = I Cancel
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14. In the Web Site Selection screen, verify that Use the existing IIS Default Web
Site is selected (see below). Click Next.

{53 Windows Server Update Services 3.0 SP2 Setup Wizard x|

Web Site Selection

[
You can specify which Web site to use for the Windows Server Update Services 3.0 SP2 ﬂ
Web services. -

Web site preference:

' |Jse the existing 1|5 Defautt Weh site frecommended)
" Create a Windows Server Update Services 3.0 SP2 Web ste

Configure your client computers to access Windows Server Update Services 3.0 SP2 at:
http:/A/VMSVR1
In the WSUS Administrative Congsole, set Server Name as VMSVR1, and Port as 80.

< Back Next > Cancel |

15. In the Ready to Install Windows Server Update Services, click Next.
16. When the installation is completed, click Finish.

= Note that this screen provides the data for configuring your client computers
to get updates from the local WSUS server.

17. In the Installation Results screen, click Close.

18. After installing, Launch WSUS by clicking Start->All
Programs—> Administrative Tools and click Windows Service Update
Services.
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19. WSUS will begin a wizard to customize your installation of WSUS (see below),
click Next.

E‘, Windows Server Update Services Configuration Wizard % 5[

:& . Before You Begin

L3

Before You Begin

Things you should do before starting this wizard

Before you begin:

Microsoft Update Improvement 1. Is the server firewall configured to allow dients to access the server?
P

fogrem 2. Can this computer connect to the upstream server {such as Microsoft
Choose Upstream Server Update)?
Spedfy Proxy Server 3. Do you have user credentials for the proxy server, if needed?

Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Next

To run this wizard again, launch the WSUS Administration Snap-in and go to
Options

< Bak | Mext = I Firish | Cancel |

20. In the Join Microsoft Update Improvement Program screen, click Next.
21. In the Choose Upstream Server screen, leave the default selection and click Next.

22. In the Specify Proxy Server screen, input your proxy settings if you are using a
proxy server and click Next, otherwise, click Next if you are not using a proxy.
Please ask the instructor if you have any questions.
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23. In the Connect to Upstream Server screen (see below), click Start Connecting
then click Next.

indows Server Update Services Configuration Wizard 5[

'#Lv Connect to Upstream Server

Download update information from Microsoft Update

Before You Begin EL ] To configure Windows Server Update Services on the following screens, we need
Microsoft Update Improvement > to apply your upstream server and proxy server settings and synchronize
Program o information about available updates.

Choose Upstream Server

Information to be downloaded indudes:

Choose Languages Types of updates available

Chinse Pradicts Products that can be updated
Available languages

Choose Classifications

Configure Sync Schedule Click Start Connecting to save and download upstream server and proxy server
Finished information. This process might take several minutes or longer, depending on your
connection speed.

Start Connecting I Stop Gorny

What's Mext

< Back | Next= | Finish | Cancel |

24. In the Choose Languages screen, select your language, and click Next.

25. In the Choose Products screen, deselect all products except for Windows Server
2008 R2 (see below), and click Next.

E_T, Windows Server Update Services Configuration Wizard ; x|

Choose Products

Select the Microsoft products to be updated

Before You Begin You can specify the products for which you want updates.

Microsoft Update Improvement

FLE Products:

Chaose Upstream Server - [JEU Browser Choice Update-For Europe Only ;I
Spedify Proxy Server .. [] Windows 2000

Choose Languages . [] Windows 7

Cl Products - [J Windows Defender

Choose Classifications - [] Windows Embedded Standard 7

Configure Sync Schedule - ] Windows Internet Explorer 7 Dynamic Installer

Finished - [J Windows Internet Explorer 8 Dynamic Installer

What's Next - [ Windows Media Dynamic Installer

- [] Windows Server 2003, Datacenter Edition

- [J Windows Server 2003

- [¥] Windows Server 2008 R2

- [] Windows Server 2008 Server Manager Dynamic Installer

- []Windows Server 2008

- [] Windows Server Manager — Windows Server Update Services

- [] Windows Ultimate Extras J
- [] Windows Vista Dynamic Installer

- [] Windows Vista Ultimate Language Packs _ILI
»

< |

All dassifications, induding dassifications that are added in the future.

Cancel

< Back | Mext > I
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26. In the Choose Classifications screen, leave the default selections and click Next.

27. In the Set Sync Schedule, click Next.

28. In the Finished screen, click Next.

29. In the What’s Next screen, click Finish.

30. One the setup is complete, click Start-> All Programs-> Administrative Tools to
view the Windows Server Updates Service Management console (see below).

[ Update Services

] File  Acton  View Window  Help

0

=18 x]

SIS

9|7 =l

%51 Undate Services

Updates

Computers

25 Downstream Servers
9 synchronizations

5 Reports

|t=| options

To Do

&), 95 critical updates are waiting to be approved.

A\ Your WsUSserver c
o

i) 123 new produ
dassifications

Overview
Computer Status
Computers with errors:
Computers needing updates:
Computers installed/not appiicable: 0

Update Status
Updates with errors: 0
Updates needed by computers:
Updates installed ot applicable: 0

Server Statistics

Unapproved updates: 478

Approved updates: ]

Dedined updates: 1

Computers: [

Computer groups: ]
Resources

WSUS Home Page
WSUS Technical

B9 Micrnenft 1ind

/A, 369 security updates arewaiting to be approved.

% { Use this snap-in to quickly and reably deploy the latest updates to your computers

Synchronization Status
Status:

Last synchronization:

registered to receive updates. For information
uter,

ed inthe past 30 days. View products and

Ide
Synchronize Now
7/14f2010 12:15PM

Last synchronization result: Succeeded

Connection

Type: LocalfSsL
Port: 80
User role: Administrator

Server version: 3,2,7600,226

WSUS Commurity
WSLS Privacy Statement

VMSVRL

Actions
VIMSVR

52 search...
Remove from Console
Import Updates
View »
New Window from Here
(6] Refresh

H rep

Configure Group Policies to Use the Server’s WSUS Service

You can now point your server to retrieve updates from its own WSUS service by

changing the Windows update group policy setting.

1. Click Start->Search Programs and files and type gpedit.msc and press Enter.

2. In the Local Computer Policy section, expand Computer
Configuration-> Administrative Templates—> Windows
Components—> Windows Update and double-click on Specify intranet
Microsoft update service location.
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3. Change the settings to (see below):
a. Enabled

b. Set the intranet update service for detecting updates:
http://yourservername

c. Set the intranet statistics server: http.//yourservername

23 specify intranet Microsoft update service location 4 i =lolx]

[} Specify intranet Microsoft update service location

Previous Setting | Next Setting |
€ Not Configured ~ Comment: =
¥ Enabled
" Dissbled E
Supported on: [t eact Windaws 2000 Service Pack 3 or Windows XP Professional Service Pack 1 ;I
=
Options: Help:

Set the intranet update service for detecting Specifies an intranet server to host updates from Microsoft
updates: Update. You can then use this update service to automatically
update computers on your network.

D

Ihttpl_r'f’vmswl
This setting lets you specify a server on your netwerk to function

Set the intranet statistics server: as an internal update service. The Automatic Updates client will
search this service for updates that apply to the computers on
[nttp/fvmsurt your network.

(example: hitp://IntranetUpd01) To use this setting, you must set two servername values: the
server from which the Automatic Updates client detects and
downloads updates, and the server to which updated workstations
upload statistics. You can set both values to be the same server.

If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service, [l
instead of Windows Update, to search for and downleoad updates,
Enabling this setting means that end users in your organization
don't have to go through a firewall to get updates, and it gives
you the opportunity to test updates before deploying them.

hd]

CK I Cancel | Epply |

4. Click OK and reboot your server and verify if your server is now present in your
WSUS console by clicking Start-> All Programs-> Administrative
Tools—> Click Windows Server Update Service.

5. Have your instructor verify upon completion.
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