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Lesson Overview

In this lesson, you will learn about:
 Update management
 Microsoft® Baseline Security Analyzer (MBSA)
 Windows Server® Update Services
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Anticipatory Set

What is the Windows® Server Update Service?
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Update Management
 The process of controlling the deployment and maintenance of interim 

software releases into production environments
 Poor update management can result in:

o Downtime
o Remediation time
o Questionable data integrity
o Lost credibility
o Negative public relations
o Legal defenses
o Stolen intellectual property
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Update Management
 Microsoft process for updating software after release

o Microsoft makes available periodic updates.
o Every Microsoft product group includes a sustaining engineering 

team which develops updates to resolve problems.
 The process is as follows:

1. Microsoft is made aware of a security vulnerability.
2. Issue is evaluated and verified by the Microsoft Security Response 

Center.
3. The product groups sustaining team creates and tests update.
4. Microsoft distributes the software update through the Microsoft 

Download Center and other services:
• Automatic Updates and User Initiated Updates
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Update Management (continued)
Term Definition
Security 
patch

A broadly released fix for a specific product, addressing a security vulnerability

Critical 
update

A broadly released fix for a specific problem, addressing a critical, non-
security–related bug

Update A broadly released fix for a specific problem, addressing a non-critical, non-
security–related bug

Hotfix A single package composed of one or more files used to address a problem in 
a product.

Service pack A cumulative set of hotfixes, security patches, critical updates, and updates 
since the release of the product, including many resolved problems that have 
not been made available through any other software updates. Service packs 
may also contain a limited number of customer-requested design changes or 
features.
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Update Management
 Windows updates—additions to software that can help prevent or fix 

problems, improve how your computer works, or enhance your 
computing experience

 Windows updates can be managed through Control PanelSystem 
and SecurityWindows Update.
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Update Management (continued)
 Within Windows updates, an administrator can:

o Check for updates—check online for available updates
o Change settings—change how and when updates are installed

o View update history—see what updates have already been installed 
and can be uninstalled

o Restore hidden updates—allows you to restore hidden updates to 
manage
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Microsoft Baseline Security Analyzer (MBSA)
 A tool designed for the IT professional that helps determine their 

security state in accordance with Microsoft security recommendations 
and offers remediation guidance. You can use MBSA to detect common 
security misconfigurations and missing security updates on your 
computer systems.

 The MBSA can check computers running:
o Windows Server 2008® R2, Windows Server 2008
o Windows 7®

o Windows Server 2003®

o Windows Vista®

o Windows XP ®

o Windows 2000®
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MBSA (continued)
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MBSA (continued) 
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MBSA (continued)
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Windows Server Update Service (WSUS)
 Enables information technology administrators to deploy the latest 

Microsoft product updates to computers that are running the Windows 
operating system. By using WSUS, administrators can fully manage the 
distribution of updates that are released through Microsoft Update to 
computers in their network.

 Must be added as a Role for Windows Server 2008 R2
o Requires Internet Information Services to be added as a Role Service
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WSUS (continued)
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Lesson Review

 What Role service is require to install the Windows Software Update 
Services?

 What versions of Windows will Microsoft Baseline Security Analyzer 
work with?

 What is the difference between a service pack and security update?
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