98-365 WINDOWS SERVER ADMINISTRATION FUNDAMENTALS

STUDENT ACTIVITY 6.4_KEY: UNDERSTAND TROUBLESHOOTING
METHODOLOGY

MTA Course: 98-365 Windows Server” Administration Fundamentals
Topic: Understand Troubleshooting Methodology
File name: WinServerFund SA 6.4 Key

Lesson Objective

6.4: Understand troubleshooting methodology. This objective may include but is not
limited to: processes; procedures; best practices; systematic vs. specific approach;
perfmon; Event Viewer; Resource Monitor; Information Technology Infrastructure
Library; central logging; event filtering; default logs

Resources, software, and additional files needed for this lesson
= Windows Server 2008 R2

= [nternet access

Directions to the student
Complete the following activity. Have your instructor verify upon completion.

Content

Creating a Custom Filter in Event Viewer
1. Log on to Windows Server 2008 R2 as Administrator.

2. Click Start-> All Programs-> Administrator Tools and click on Event Viewer.
3. Right-click on Custom Views and select Create Custom View.
4

In the Event level section, select Critical and Error.
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5. Select the By log section, click the drop down, expand Windows Logs, select
System (see below) and then click OK.

Create Custom View

Filter | ¥ML |

Logged: IAny time j
Event level: IV Critical [ Warning ™ Verbose

V' Error ™ Informatien

& Bylog Event logs: Systermn et
=[] Windows Logs
[] Application

" Bysource  Event sources:

Includes/Excludes Event IDs: Ente
exclude criteria, type a minus sign

[] Forwarded Events

Iu'—"-II Event10s= | @[] Applications and Services Logs
Task category: I j
Keywords: I j
User: Ia;-_‘-\ll Users»
Computer(s): Iu-_‘.ll Compiters

Cancel |

6. In the Save Filter to Custom View screen, provide a name of
MyCriticalandErrorSystemEvents and click OK.

7. Your results should look similar to the following (see below):

=18l

Fle Action View Help
e=|2mHD
E Event Viewer (Local) MyCriticalandErrorSystemEvents N
El [ Custom Views
71 server Roles "7 Number of events: 31
W Administrative Events Open Saved Log...
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@Error 7/12/2010 9:54:58 AM Application Po... 1060 Mone &8 Find...
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@‘Ermr 7/8/2010 1:40:38 PM Eventlog 6008 Mone Copy Custom View...
Ecritical 7/3/2010 8:37:56 AM Kernel-Power 4 (63) Attach Task To This Cust...
W Error 7/8/2010 9:37:55 AM Application Po... 1060 Mone
@Error 7/8/2010 9:33:26 AM Eventlog 6008 Mone View 4
7/5/2010 10:38:55 AM Application Pa... 1060 Mone ¥ Delete
6/30/2010 1:25:03PM Application Pa... 1060 Mome T
| s =i Rename
Event 1060, Application Popup x |Gl Refresh
[ Hep »
General | Details | 7]
\PACAWind ystem32\Dri debug.sys has been blocked from loading due to f’ Event Properties
incompatibility with this system. Please contact your software vendor for a compatible version
of the driver. X ] Attach Task To This Even...
Log Name: System &5 Copy 4
Source: Application Popup Logged: 7/14/2010 1:34:27 PM Ied save Selected Events...
Event ID: 1060 Task Category: None |G Refresh
Level: Error Keywords: Classic Help N
User: N/A Computer: VMSVRL &
i | »
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8. Double-click on a event with a level of Error '@"E"‘:‘F.

9. List the information related to that error:

a. Logname:  Answers will vary
b. Source: Answers will vary

c. Event ID: Answers will vary
d. Level: Answers will vary

e. Logged: Answers will vary
f. User: Answers will vary

10. Using this information, open Internet Explorer” and perform a search for those
items to find a reasonable solution. Items that you should be focused on are:

a. Source
b. Event ID
11. Have your instructor verify your search upon completion.

12. If your results are relevant, proceed with the recommendations provided by those
results to correct the error.

13. Close all windows and programs.

Use Windows Resource Monitor to Analyze a Process
1. Authenticate to your Windows Server 2008 R2 as Administrator.

2. Click Start—> click in Search programs and files and type resmon.exe and press
Enter.

3. Click the Overview tab.

4. Right-click on any process under the Image column and select Analyze Wait
Chain... (see below).
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5. If everything is functioning properly, you should receive the results similar to the
following (see below):

Analyze Wait Chain e x|

sqlservr.exe is running nomalky.

The &nalpze wialt Ehar tree shows which processes [root nodes i the treg] are
Lizing, orwalting toiuse, & rezource thatis being tzed branother procezs (child
nades i the tree] and iz reguired forthe selected process to continue,

lore aboct Wat Chaing Bl protess | v

6. Close all windows and programs.

Use Resource Monitor to Identify Top CPU Resource Consumers
1. Authenticate to your Windows Server 2008 R2 as Administrator.

2. Click Start-> click in Search programs and files and type resmon.exe and press
Enter.

3. Click the CPU tab.

4. In the Processes section, click the CPU column to sort by CPU resource
consumption (see below).

® Resource Monitor i e =1=1x|

File | Monitor Help

Ovenview CPU | Memory | Disk | Network |
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60 Seconds
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5. Close all windows and programs.
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Use Resource Monitor to Identify the Process That is Using a File

1.
2.

S N A W

File Monitor Help

Log on to Windows Server 2008 R2 as Administrator.

Click Start—> click in Search programs and files and type resmon.exe and press
Enter.

Click the CPU tab.
Click an image’s checkbox, e.g., perfmon.exe, to filter.
Click the title bar of Associated Handles to expand the table.

The results should display all the files that the selected process has opened (see
below).

[ S 5 i =[&(x|

Overview CPU | Memory | Disk | Network |

Processes B 1% 03U sage 7 100% Masimum Fraquancy =
T | Thresds |

perfmon.exe 2

O svchost.exe (DeomLaunch)
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| P Type | Handie Name
B4 ALPC Port RPC oL 77ERS:
224 Deskiop. \Defautt
p257 Directory \Sessions\1\BasehamedObjects

emiz2\en-Us\ses.dll mui
i

7. Have your instructor verify upon completion.

1[4 Directory KnovmDils
1[4 Event \Sessions\ 1| BaseNamedObjects\DINPUTWINMM

4 Event Objacts|Ole

4 Event KernelObjects\MaximumCommitCondition

e Fe i : i CPU 1 - Parked
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