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Understand Device

Drivers and Services
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Lesson Overview

How does the operating system communicate with hardware and services?

In this lesson, you will learn: &
- How operating system communicate with device drivers
«  How to troubleshoot device driver errors

«  Why drivers are digitally signed

- How Windows® services control the operating system

«  How to manage Windows services
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Anticipatory Set
= On a sheet of paper, answer the following questions:
1. What is a device driver?

2. What application would be used to manage or troubleshoot a
device?

3. What are the four startup types for Windows services?

4. A service has failed to start; what console would you first
use to determine why the service failed to start?
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What are device drivers?

= Software components that permit an operating system to
communicate with a device

« The operating system typically require a driver to
communicate with peripheral components.

o The appropriate driver is required for a server to be able to
send a print job to a locally attached printer.
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Managing Device Drivers (options)
1. Install drivers

2. Update drivers

3. Rollback drivers

4. Disable devices

All options can be done using Device Manager
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Broadcom NetLink (TM) Gigabit Ethernet Properties

Broadcom NetLink (TM) Gigabit Ethernet Properties
| General | Advanced | Driver | Details | Resources | Power Management |

aj_' Broadcom NetLink (TM) Gigabit Ethemet
s‘_‘

Microsoft Corporation Resource settings:
4/26/2009 Resourcetype  Setting
& Memory Range  00000000FC500000 - 00000000FC50FFFF

11.2202
B ra O<FFFFFFFC ()
Microsoft Windows

E' Broadcom NetLink (TM) Gigabit Ethemet
-.-.‘:

Setting based on: [ -]

To view details about the driver files.

To update the driver software for this device.
Use automatic settings

If the device fails after updating the driver. roll . )
back to the previously installed driver. Corflicting device list:

No conflicts.

Disables the selected device.

To uninstall the driver (Advanced).
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Driver signing

= Drivers that are used must be digitally signed. This signifies the driver is
“trusted.”

= Poorly designed drivers can create vulnerabilities for their systems as well as
instability. All drivers should be tested prior to rolling out drivers.

=  Administrators can perform any or all of the following for easier driver
administration:

1. Digitally sign device driver packages by using digital certificates, and then
place those certificates on client computers so that users do not have to
determine whether a device driver or its publisher is "trusted.”

2. Stage device driver packages in the protected driver store on a client
computer so that a standard user can install the package without requiring
administrator rights.

3. Configure client computers to search specified shared network folders for
a driver package when a new hardware device is discovered and a driver
package is not already staged on the local computer.
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Windows Services

A Windows service is a long-running executable that performs specific
functions and which is designed not to require user intervention.

o Antivirus software is typically a Windows service.

Services are found in the services console or the computer management
console.

Startup types

o Automatic (Delayed start)}—Use this setting to configure the service to
automatically start during the boot and logon process. The startup of the
service is briefly delayed during the logon process to increase logon
performance.
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o Automatic—Use this setting to configure the service to automatically start
during the boot and logon process
o Manual—Service starts manually

o Disabled—Service does not start
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Windows Services
«  Windows services require authentication to run. v
= Logon options are:

o Logon as Network Service

o Logon as Local System Account

o Logon as User Account
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Windows Services

Manually Managing Services

= Services can be started, stopped and restarted through services.msc and
the Computer Management console.

= Services can be started and stopped through the command line interface.
= Services can be configured to respond to multiple failures:

o Restart service

o Restart computer

o Run program

= When a service fails to start, typically an event is written to the System
Event log.
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EEventViewet
File Action View Help

as | 2B

2] Event Viewer (Local) System Number of events: 35,685 (!) New events available

p [ Custom Views
4 -—‘i"i Windows Logs Level Date and Time Source Event ID

@ Application @lnformation 6/4/2010 12:46:52 PM Service Control Manager 7036
Security (D Information  6/4/2010 12:43:06 PM Service Control Manager 7036

£ Setup @lnformation 6/4/2010 12:42:33 PM Service Control Manager 7036
System @lnformation 6/4/2010 12:37:10 PM Service Control Manager 7036
Forwarded Events @lnformation 6/4/2010 12:31:56 PM Service Control Manager 7036

» [ Applications and Services Lo| | () Information  6/4/201012:31:12 PM Service Control Manager

[} Subscriptions (Information  6/4/201012:28:12 PM Service Control Manager 7036
() Information  6/4/2010 12:22:51 PM Service Control Manager 7036

@]nformation 6/4/2010 12:18:37 PM Service Control Manager

(D Infrrmatinn AN 121255 DA Carite Pacnterl Mo s
<

>
™
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Event 7036, Service Control Manager

The Disk Defragmenter service entered the stopped state.

Log Name: System
Source: Service Control Manager Logged: 6/4/201012:31:
Event ID: 7036 Task Category: None

Level: Information Keywords: Classic
<
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Select the computer's response if this service fails. Help me set up recovery
actions.

First failure: |Restart the Service

Supports file, print, and named-pipe sharing over the
network for this computer. f this service is stopped. Second failure: [Redatll’teConmer

Path to executable: Subsequent faiures: [tha Program
C:\Windows\system32\svchost .exe « netsvcs Resst fad count after: 1 days

Startup type: [Mm Restart service after: 1 minutes

Help me configure service startup options.
Enable actions for stops with emors. | Restart Computer Options... |

[ Stat } [ Stop ] [ Pause ] [ Resume Program:

You can specify the start parameters that apply when you start the service
from here.

Command line parameters:
[7] Append fail count to end of command line (fail=%1%)

ok [ Cancel |[ Aesty |
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