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Lesson Overview i

In this lesson, you will learn:
Group Policy Objects
Computer and user policies
Group Policy Preferences (GPP)
Group Policy Management Console (GPMC)

Group Policy processing
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Group Policy Objects
Group Policy Objects contain Group Policy settings.

GPOs are linked to the following Active Directory® Active Directory
Domain Services containers:

o Sites
o  Domains
o  Organizational Units (OUs)

GPOs are applied every 90 minutes with a 30-minute randomization.
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_E Group Pelicy Management Edit

B Default Domain Policy [AD1.CORP.CONTOS0.COM] Policy

Select an item to vieww its description.
a2 i Computer Configuration
= ¥, User Configuration u :
- User Configuration
7] Policies i
[T preferences
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User and Computer Policies

B Group Policy Management Ed i e _1ai =l
File  Action View Help
e m=dm T

=] Sales_User_Configuration_Settings §8 Control Panel
B & Computer Configuration

Polici L i
olcies Prohibit access to the Control Panel _S&tfing | State |
Preﬁerencesl _| Add or Remove Programs
= User Configuration Edit policy setting [ Display
B [ Poicies ~| Personalization
Software Settings REqUifEI‘I'IE_ﬂtS: Brinte
Windows Settings At least Windows 2000 = P”ﬂ s
=l [ Administrative Templat Description: — ng-ramls " oo
_ Control Panel Disables all Control Panel programs. _eglma ?n anguage Up ?ns
Desktop Hide spedified Control Panel items Mot configured
Metwork This setting prevents Control.exe, the Always open All Control Panel Items when opening Control Panel Mot configured

program file for Control Panel, from 5
Shared Folders starting, As a result, users cannot start > il nl
Start Menu and Ta | Control Panel or run any Control Panel Show only specified Control Panel items Not configured
System items.
Windows Cornpong
All Settings This setting also removes Com_ml Panel
fromi the Start menu. This setting alsa
removes the Control Panel folder from
“Windows Explorer,

If users try to select a Control Panel item
from the Properties item on a context
MEnU, @ Message appears explaining
that a setting prevents the action.

< | i
4] | #|%, Extended 4 Standard 7
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B Group Policy Management Editor

Sales_Computer_Configuration_Settings [AD1,CORP, CONTO:

| software Settings
Windows Se ttings

=[] Administrative Templates: Policy definitions (ADMX

Control Panel
[ 7] Regional and Language Options
B

BB User Accounts

Apply the default user logon picture
to all usars Apply It user logon picture to all user

Edit policy setti

Reguirements:
At least Windows Vista

Description:

This policy setting allows an
administrator to standardize the lagon
pictures for all users on a system to
the default user picture. One
application for this policy setting is to
standardize the logon pictures to a
company logo.

Mote: The default user picture is
stored at %PROGRAMDATARG
WMicrosoftUser Account
Picturesiuser.bmp. The default guest
picture is stored at %
PROGRAMDAT A% \MicrosoftWser
Account Pictures\guest. bmp. If the
default pictures do not exist, an
empty frame is displayed.

If you enable this policy setting, the
default user logon picture will display
for all users on the system with no
customization allowed.

Enabled
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Group Policy Preferences (GPP)

«  GPPs include more than 20 new Group Policy extensions Ee

o
. '
B Group Policy Management Editor
File Action View Help Ay
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Environment
é’? Files
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@ Registry
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Start Menu
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Group Policy Management Console (GPMC)

The Group Policy Management Console is a tool for managing GPOs
within a domain.

The GPMC can be used on Microsoft® Windows 7® by installing the
Remote Server Administration Tools.

The GPMC can perform the following administrative tasks:
oBackup/restore GPOs
olmport settings
oSave GPO setting reports
oCreate/link GPOs throughout the organization
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Group Policy Management Console (GPMC)

E. Group Policy Management i B _|_|_|
5 Fle Action View Window Help

25X 0 HE

3 Group 2olicy Management Default Domain Policy
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Bl 44 Forest: corp.contoso.com
B [£% Domains
Sales_User_Configuration_Settings
Data collected on: 6/25/2010 12:01:56 FM
Computer Configuration (Enabled)

| Nosstngsdefred

User Configuration (Enabled)

I:@ Group Policy Results
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Group Policy Processing
GPOs are cumulative.
A maximum of 999 GPOs can be applied.

When GPO settings conflict between two different policies, the last i
policy that was read wins. e

Policies are processed in the following order:
1. Local GPO

2. Site GPOs

3. Domain level GPOs

4. Organizational Unit GPOs
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Management

| e 7]
:a Group Policy Management
= _'I.:\_L Forest: corp.contoso.com
=] Domains
E corp.contboso, com

55/ Sales_User_Configuration_Settings

Default Domain Controllers Policy

Default Domain Policy
Domain_Require_Control_Alt_Delete_to_log_in
Sales_Computer_Configuration_Settings
Sales_Do_Mot_Require_Control_Alt_Delete_to_log_in
Sales_User_Configuration_Settings

Sales_User_GPP
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Lesson Review

=  How often are GPOs refreshed or applied?
= What application is used to manage domain based GPOs?

=  What is the order in which GPOs are processed in a domain?
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