98-365 WINDOWS SERVER ADMINISTRATION FUNDAMENTALS

STUDENT ACTIVITY 3.2_KEY: UNDERSTANDING
ORGANIZATIONAL UNITS AND CONTAINERS

MTA Course: 98-365 Windows Server” Administration Fundamentals
Topic: Understand organizational units (OUs) and containers

(One 50-minute class period)

File name: WinServerFund SA 3.2 Key

Lesson Objective
3.2: Understand organizational units (OUs) and containers. This objective may include
but is not limited to: purpose of OUs; purpose of containers; delegation.

Resources, software, and additional files needed for this lesson

»  Windows® Server 2008® R2 with Active Directory” Domain Services installed
and configured

Directions to the student
Complete the following activity. Have the instructor verify completion.

Content

Creating Organizational Units and Delegating Control
1. Log on to your Windows Server 2008 R2 as Administrator.

2. Launch Active Directory Users and computers by clicking Start=>All
Programs—> Administrative Tools> Active Directory Users and Computers.

3. Highlight your domain.
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4. Click the Action button on the menu bar and select New->Organizational Unit
(as pictured below).

B Active Directory Users and Computers
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5. Name the new OU Accounting. Uncheck the box Protect container from
accidental deletion. Click OK.

6. Right click on the Accounting OU and select New group.

7. Name the group Accounting Admin. Other settings should not be changed (see
below). Click OK.

New Object - Group : i x|

%

% Createin:  corp.contoso, comfAccounting

Group name:

I Accounting_Admin

Group name {pre-Windows 2000):
I Accounting_Admin

Groupsmope —— | Group bvpe o ]
" Domain local ¢ Sacurity

* Global " Distribution

" Universal

CK I Cancel
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Creating a Nested OU through the Command Line
1. Authenticate into your system as Administrator.

2. Open an administrative command prompt by clicking Start=>All
Programs—> Accessories> Right click on Command prompt and select Run As
Administrator.

3. Inthe command prompt, type the following:

a. dsadd ou “ou=Accounting_Computers,
ou=accounting,dc=yourdomain,dc=com”

GEE

wrdzadd ouw "ou=Accounting_Computers.ou=accounting.dcoc=covrp.dc=contoso.dc=com' l

4. When completed, your Active Directory Accounting OU should look similar to:

File  Action View Help

e | 2p i XBo=Ha|ltatbrih

T Active Directory Users and Computers [AD1.corp.contoso.com] | | Mame | Type |
_ Saved Queries 2| Accounting_Computers Organizational Unit
B & corp.contoso. com 12, Accounting_Admin Security Group -...
~| Builtin
| Computers

2| Domain Controllers
| ForeignSecurityPrincipals
3| HR

T

FEHEHEEEE

3]

Delegation of Control
1. Log onto your Windows Server 2008 R2 as Administrator.

2. Launch Active Directory Users and computers by clicking Start=>All
Programs—> Administrative Tools> Active Directory Users and Computers.

3. Expand your domain.

4. Right click on the Accounting OU that was created in the first part of this
exercise.

5. Select Delegate Control ...
6. Click Next at the Welcome to the Delegation of Control Wizard.
7. Click the Add button on the Users or Groups screen.
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8. Type Accounting_Admin in the text box and click Check Names as seen below.

Select Users, Computers, or Groups s L 2x
Select this object type:
IUsers, Groups, or Buitt4n securty principals Object Types...
From this location:
|curp.cumusu.cb‘»& Locations.
Enter the object names to select [examples);
[Accounting Admin Check Names

Advanced.. Cancel

|

9. Click OK to return to the Users or Groups screen. Your group should now be
present in the Selected users and groups box. Click Next.

10. On the Tasks to Delegate screen, select (see below):
a. Create, delete, and manage user accounts

b. Reset user passwords and force password change at next logon

Delegation of Control Wizard i x|
Tasks to Delegale @
You can select common tasks or customize your own s
§

+ Delegate the following common tasks:
Create, delete, and manage user accourts -
Reset user passwords and force password change at next logon
[ Read all user information
[ Create, delete and manage groups

O Modify the membership of a group

O Manage Group Policy links

[ Generate Resuttant Set of Palicy (Planning) >
4] D

" Create a custom task to delegate

< Back Next > Cancel Help.

11. Click Next.
12. Click Finish on the final summary screen.

13. When finished, have the instructor verify completion by reviewing your directory
structure and confirming the delegation of tasks by checking the access control
list for the Accounting OU.

a. In ADUC, click the View option on the menu bar and select Advanced
Features. This will allow you to view the Security tab for OUs.

b. Right click on the Accounting OU and select Properties.
c. Click the Security Tab.
d. Click the Advanced button.
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e. Verify that that Accounting Admin group has been granted the
designated rights (see below).

n Advanced Security Settings for Accounting ! 5[

Pemissions |.Rudmng | Owner | Effective Pemnissions |

To view or edit details for a pemission entry, select the entry and then click Edit.

Permission entries:

Inherited From

ot inher

Alow Accounting_Admin (CORPM\Ace...  Special <not inherited> Descendant User ol
Allow Account Operators (CORP\ACc...  Create/delete InetOr...  <not inherted> This object only
Allow Account Operators (CORP\Acc...  Create/delete Compu...  <not inherted> This object only
Allow Account Operators (CORP\Acc... Create/delete Group ...  <not inherted> This object only
Alow Prirt Operators (CORP\Print Op Create/delete Printer <not inherited:> This object only
Alow Account Operators (CORP\Acc Create/delete User o <not inherited:> This object only
Allow Domain Admins {CORP\Domain Full control <not inherited:> This object only
Allow ENTERPRISE DOMAIN CONT. Special <not inherited:> This object only

Bl A thanticatad | loan: Snacizl ot inharitads Thic nhipct anhe o
1 i r 3
Add Edit Remove Restore defaults |

¥ Include inheritable pemmissions from this objects parent

Managing pemission entries.

0K I Cancel Apply
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