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Update Management

=  The process of controlling the deployment and maintenance of interim
software releases into production environments

=  Poor update management can result in:
o Downtime L
o Remediation time
o Questionable data integrity
o Lost credibility
o Negative public relations
o Legal defenses

o Stolen intellectual property
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Update Management
= Microsoft process for updating software after release
o  Microsoft makes available periodic updates.

o  Every Microsoft product group includes a sustaining engineering
team which develops updates to resolve problems.

«  The process is as follows:
1. Microsoft is made aware of a security vulnerability.

2. Issue is evaluated and verified by the Microsoft Security Response
Center.
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3. The product groups sustaining team creates and tests update.

4. Microsoft distributes the software update through the Microsoft
Download Center and other services:

Automatic Updates and User Initiated Updates
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- Update Management (continued):
[fem  oefiion |

A broadly released fix for a specific product, addressing a security vulnerability

Security
patch

Critical
update
Update
Hotfix

Service pack

A broadly released fix for a specific problem, addressing a critical, non-
security—related bug

A broadly released fix for a specific problem, addressing a non-critical, non-
security—related bug

A single package composed of one or more files used to address a problem in
a product.

A cumulative set of hotfixes, security patches, critical updates, and updates
since the release of the product, including many resolved problems that have
not been made available through any other software updates. Service packs
may also contain a limited number of customer-requested design changes or
features.
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= Control Panel\System and Security\Windows Update

Control Panel Home

Check for updates
Change settings

View update history
Restore hidden updates

Updates: frequently asked
guestions

Install updates for your computer

2 important updates are available 2 important updates selected, 11.5
MB

Most recent check for updates: Today at 2:06 FM
|Updates were ingtalled: 6/24/2010 at 8:13 AM. View update history
You receive updates: For Windows only,

Get updates for other Microsoft products. Find out more
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Update Management (continued)

«  Within Windows updates, an administrator can:
o Check for updates—check online for available updates

o Change settings—change how and when updates are installed

Choose how Windows can install updates

When your cemputer is online, Wirdows can automatically check for important updztes and install them using these
settings. When naw upcates are available, you can also install them befere shutting down the computer,

How does automatic updating Felp me?

Important updates

I@ I[nsiall updates avtomatically {recommended) LI

Install new updates: |Everv day LI at |3:00 AN LI
Recommen ded updates

™ Gve me recommended updates te samz way ] receive importart updates

Who can install uadztes
¥ Alow all users to instal updates on tis computer

Mote: Windows Update might uadzte itself automatically first when checking for other updates. Read our privacy
statement onine.

o View update history—see what updates have already been installed
and can be uninstalled

o Restore hidden updates—allows you to restore hidden updates to
manage
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Microsoft Baseline Security Analyzer (MBSA)

A tool designed for the IT professional that helps determine their
security state in accordance with Microsoft security recommendations
and offers remediation guidance. You can use MBSA to detect common
security misconfigurations and missing security updates on your
computer systems.

The MBSA can check computers running:

o Windows Server 2008® R2, Windows Server 2008
o Windows 7®

o Windows Server 2003®

o Windows Vista®

o Windows XP ®

o Windows 2000®
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g7 Microsoft Baseline Security Analyzer 2.1

- - o Microsoft

Tasks

Scan & compuker

Scan multiple computers

Abaut Micrasaft Baseline
Security Analyzer

See Also

Microsoft Baseline Security
Analyzer Help

Microsoft Security Web site

Baseline Security Analyzer

Check computers for common security misconfigurations.

The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows Server 2008 R2, Windows 7,
Windows® Server 2003, Windows Server 2008, Windows Vista, Windows XP or Windows 2000. Scanning computers for
security updates utilizes Windows Server Update Services. You must have administrator privileges for each computer you want to

scan.

| Scan a computer
Check a computer using its name or IP Address.

| Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

Vie ng security scan rep
View, print and copy the results from the previous scans.
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g Microsoft Baseline Security Analyzer 2.1

Microsoft

¥ Baseline Security Analyzer

B

Which computer do you want to scan?

Enter the name of the computer or its IP address,

Computer name: |WORKGROUPWIMSVR 1 = (this computer)

IP address: I | I I

Security report name: I%D% - BT (T %) |
260% = domain, %C% = computer, %:T% = date and time, %:IP% = IP address
Options:
¥ Check for Windows administrative vulnerabilities
¥ Check for weak passwords
¥ Check for 115 administrative vulnerabilities
¥ Check for SQL administrative vulnerabilities
¥ Check for security updates
- Configure computers for Microsoft Update and scanning prerequisites
[T advanced Update Services options:
© san using gssigned Windows Server Update Services{WSUS) servers only

% Scan using Microsoft Update only

Learn more about Scanning Options
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& Microsoft Baseline Security Anahrze}' 21
Mi

Baseline Security Analyzer

Report Details for WORKGROUP - VMSVR1 (2010-07-14 09:26:39)
i Security assessment:
; Severe Risk (One or more critical checks failed.)

Computer name: WORKGROUPWMSVR 1

IP address: 192,168.0.101

Security report name: WORKGROUP - VMSWR 1 (7-14-2010 9-25 AM)
Scan date: 7/14/2010 9:26 AM

Scanned with MBSA version: 2.1.2112.0

Catalog synchronization date:

Security update catalog: Microsoft Update

Sort Order: I Score (worst first) V]

Security Update Scan Results

. Score Issue . Result
@ SQL Server Mo security updates are missing.
Security What was scanned  Result details
Updates
6 Windows Mo security updates are missing.
Security What was scanned  Result details

Updates
Windows Scan Results
Administrative Vulnerabilities

. Score Issue  Result
@ Password Some user accounts (1 of 4) have non-expiring passwords.
Expiration What was scanned  Resultdetails  How to correct this
o Incomplete Mo incomplete software update installations were found.

& Brint this report D Copy to dipboard m Previous security report Mext security report @
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Windows Server Update Service (WSUS)

Enables information technology administrators to deploy the latest
Microsoft product updates to computers that are running the Windows
operating system. By using WSUS, administrators can fully manage the
distribution of updates that are released through Microsoft Update to
computers in their network.

Must be added as a Role for Windows Server 2008 R2

o Requires Internet Information Services to be added as a Role Service
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Updates

&# Computers
ﬁ- Downstream Servers
& Synchronizations

&l Reports
E Options

| classifications

& 369 security updates are waiting to be approved.
ﬁ_\, 95 critical updates are waiting to be approved.

,ﬁ; Your WSUS server currently shows that no computers are registered to receive updates. For information

about how to register computers, see To set up 3 cliett computer,
@ 123 new products and 9 new classifications have beer added inthe past 30 days. View products and

i 0 i

Computer Status Synchronization Status

B8 computers with errors: Status: Idle
Computers needing updates: Synchronize Mow
" | Computers installed/not applicable: 0 Last synchronization: 7/14/2010 12:15PM
Last synchronization result: Succeeded

| Update Status Download Status

BB Updates with errors: 1] Updates needing files: 0
Updates needed by computers: 0
Updates installed/not applicable: 0

| Server Statistics Connection

| Unapproved updates: 478 Type: Local /550
Approved updates: 1] Port: a0
Dedined updates: 11 User role: Administrator
Computers: Server version: 3.2,7600,226
Cumpuler groups;

i Resources

WS5US Community
WSUS Privacy Statement

42 search...
Remove from Console
Import Updates. .

View




98-365 Windows Server Administration Fundamentals

Lesson Review

=  What Role service is require to install the Windows Software Update
Services?

=  What versions of Windows will Microsoft Baseline Security Analyzer
work with?

=  What is the difference between a service pack and security update?




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams false
  /MaxSubsetPct 1
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /None
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /None
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /None
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ENU (PDF e-books from InDesign book file.)
  >>
  /ExportLayers /ExportVisibleLayers
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName (U.S. Web Coated \(SWOP\) v2)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements true
      /GenerateStructure true
      /IncludeBookmarks true
      /IncludeHyperlinks true
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


