98-365 WINDOWS SERVER ADMINISTRATION FUNDAMENTALS

STUDENT ACTIVITY 3.4: UNDERSTANDING GROUP POLICY

MTA Course: 98-365 Windows Server” Administration Fundamentals
Topic: Understand Group Policy (OUs) and containers
File name: WinServerFund SA 3.4

Lesson Objective

3.4: Understand Group Policy. This objective may include but is not limited to: group
policy processing; Group Policy Management Console; computer policies; user policies;
local policies.

Resources, software, and additional files needed for this lesson

=  Windows Server 2008 R2 with Active Directory Domain Services installed and
configured

= Windows 7 Professional Workstation joined to an Active Directory Domain

Directions to the student
Complete the following activity. Have your instructor verify upon completion.

Content

Changing Local Group Policy Settings
1. Authenticate to your Windows 7 station as Administrator.

2. Click Start > Search programs and files Dtype gpedit.msc and press Enter.
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3. Expand User Configuration=>Windows Settings=>Internet Explorer Maintenance
(see below):

A(tié‘r‘] Wiewr  Help
|| 2 \

[ Local Computer Palicy Marme Description
4 i Computer Configuration
1> 2] Software Settings
b [ Windows Settings
[ Bdministrative Templates
4 4, User Configuration
[ Software Settings
4 [ Windows Settings
| Scripts (Logon/Logoff)
3 é Security Settings
I+ gy Policy-based Qo3
1> s Oeployed Printers
& ) Internet Explorer Maintenance
@ Browser User Interface
@ Connection
1 URLs
|§:| Security
Prograrns

[ Administrative Templates

@Favor\tes and Links Settings for favarites and links

8 Important URLs Settings for home, search, online support LIRLs

4. Click URLs.

5. Double-click Important URLs and select Customize Home page URL and enter
http://support.microsoft.com (see below):

|| Important URLs |

‘fou can specify a custom Home page, Search bar URL, and Online support page. The Home page is opened
when the browser is started or when the user clicks the Home button,

Home page URL: ¥ Customize Home page LRL

hitp: //support. microsoft con

Internet Explorer 6 lets vou specify a custom Search bar URL which opens in a separate frame when the user
clicks on the Search button. The Search bar must be writken in HTML and has some special requirements.

Search bar LRL: [ Customize Search bar URL

When the user clicks Help in the browser menu bar, and then clicks Online support, the URL vou specify below
will be displayed in the browser.

Online support page LIEL! [ Customize Online support page LIRL

[ Ok J[ Cancel ]

6. Click OK and then close the Local Group Policy Editor. It’s important to
remember that any Group Policy settings are not saved until the Group Policy
Editor is closed for both Local Group Policy Objects as well as Domain Group
Policy Objects.

7. Launch Internet Explorer™. The home page should now be
http://support.microsoft.com. Have your instructor verify upon completion.
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Creating Domain Group Policy Objects

1.

Authenticate to your Windows Server 2008 R2 Domain Controller as
administrator.

Click Start—> All Programs—> Administrative Tools—> Group Policy Management.
Expand Forest and Domains.

Right-click on your domain and select Create a GPO in this domain, and Link it
here.

In the New GPO dialog box, give the new policy a name of
Internet_Explorer_Home_ Page and click OK.

With your specific domain container selected, right-click the policy you just
created and select Edit.

Using what you learned (Hint: Look in Policies) in the first part of this activity,
change the home page to http.//www.bing.com.

Close the Group Policy Management Editor to save the changes.
Authenticate to the Windows 7 Workstation as the domain administrator.

a. Launch Internet Explorer and verify that the home page is
http://www.bing.com.

b. If the page is still what was set in the Local Group Policy Object (LGPO),
close Internet Explorer and open a command prompt by clicking
Start-> All Programs—> Accessories—>Command Prompt.

c. At the command line interface (CLI) type gpupdate /force. This will force
all policies, both user and computer, to be reapplied to the workstation and
user account.

10. Launch Internet Explorer and verify that the home page is Attp.//www.bing.com.



98-365 WINDOWS SERVER ADMINISTRATION FUNDAMENTALS

11. Have your instructor verify upon completion by viewing your Internet Explorer
home page (Windows 7 Workstation) and through the GPMC (Windows Server
2008 R2) by double-clicking the GPO just created and clicking the Settings tab

(see below).

[ Group Policy Management:

|z File Action View Window Help

e8| FEdEE

&, Group Policy Management.
B {4 Forest: corp.contoso.com
Bl [ Domains
I 3 corp.contoso.com
] Default Domain Policy
=/ Domain_Require_Control_Alt Delete_to_log_in
] Intemet_Explorer_Home_Page
(5] Accounting
|27 Domain Controllers

Group Policy Objects
L WMIFilters
[ Starter GPOs
[ Sites
1 Group Policy Modeling
[ Group Policy Results

Internet_Explorer_Home_Page
Scope | Detais Settings | Delegation |

Internet_Explorer_Home_Page
Data collected on: 6/29/2010 1:46:52 PM
Computer Configuration (Enabled)

No settings defined.

Name

Home page URL
Search bar URL
Oriine support page URL

URL

Hitp:/ Awvew bing.com
Not corfigured
Not configured
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