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Understand Accounts and

Groups
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Lesson Overview

In this lesson, you will learn:

Account naming guidelines
Creating local user accounts
Creating domain user accounts
Managing user accounts
Built-in groups

Creating groups

Managing groups
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Anticipatory Set

= In what file are the local user and group objects located?

= In what file are the domain user and group objects located?
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Account Naming Guidelines

A user account name:

Cannot be 1dentical to any other user account name or
group name on the computer being administered

Can contain up to 20 characters

Can contain uppercase or lowercase characters
Cannot contain any of the following characters:
o L/ RRN[SEREEREER == (1)

Cannot consist solely of periods (.) or spaces

Are not case sensitive
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Account Naming Guidelines

« Account names should be consistent

= Organizations will typically have an account naming policy
o [First name].[last name]: Luka.Abrus

o [First initial][last name]:
Labrus@corp.contoso.com

o [employeelD][first initial][lastinitial]:
0123LA@corp.contoso.com
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Creating Local User Accounts i
«  Can be created by:

_.'i:; :
B
o Command line
o Server Manager
o Computer Management

Two system accounts are already created, Administrator and Guest
(Disabled)

E., . Server Manager

Fie  Action  View  Help

a8 | flnlcd= 0=

F Server Manager (VMSVR 1) Users 7 User(s)
oy )
7p* Roles
= MName Full Mame Description
Features :
ﬁ Diagnostics A administrator Built-in account for administering the. ..
=] & Configuration !j_,lGuest Built4n account for guest access to t...
Task Scheduler
Windows Firewall with Advz

L Services
5 WMI Control
=l & Local Users and Groups
| Groups
ﬁ Storage
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Creating Local User Accounts

Command Line

——
Csh.

[c+.| Administrator: Command Prompt

C:s2net user WHarp muPBssword Afullname:"Walter Havrp" Acomment:"A membher of the
Fower Users Group" Alogonpasswordchg:yes sadd l

«  The basic syntax of the net user command is:
o net user <user name to create> <password>/add
i.e., net user LAlbus LogMeln /add




98-365 Windows Server Administration Fundamentals

Creating Local User Accounts .
Server Manager/Computer Management

= Start 2 All Programs—> Administrative Tools—> Server Manager
- Start > All Programs=> Administrative Tools=>Computer Management

i—_?(omputer Management

File  Action View Help

e il e

:&i Computer Management {Local) MName | Full Name | Description |

= m System Tools A pdministrator Builtin account for administering the...
Task Scheduler ginuest Built-in account for guest access to t...
Event Viewer AlyyHarp Walter Harp A member of the Power Users Group

[z Shared Folders
£l &' Local Users and Groups

] Groups
@_ Performance User name:: IJHamIin
) & Device Manager :
=] g Storage Full name: IJE)' Hamlin
= Disk Management e
f_?& Services and Applications Description: IA member of the Remote Desktop Group
Password: I ........
Confirm password: I oooooooo

¥ User must change password at next logon

I Wser cannot change password

Hep | [ Ceste | Cose
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Creating Domain User Accounts e
Can be created by: e

« Command line

«  PowerShell

= Server Manager

= Active Directory® Administrative Center

= Active Directory Users and Computers

= Script and import
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Creating Domain User Accounts (continued)

Command Line
T+ Administrator: C:\Windows\system32\cmd.exe = i 28 o (=] P

-~
C:\>net user WHarp myPBssword /fullname:"Walter Harp" /comment:"A member of the
Marketing Department" /logonpasswordchg:yes /domain Zadd_ .

o Start=>All Programs—> Administrative Tools—=> Server Manager

New Object - User 7 x| S x|
? ) Createin:  comp.contoso.com/Marketing % WB Createin:  cormp.contoso.com/Marketing
First name: {Jay Tiias: [ Password: I oooooooo
Last name: EHarnIin Confimm i
Ful name: IJay Hamin [¥ User must change password at next logon
User logon name: [™ User cannot change password
|JHBm|'ﬂ| | @com.contoso.com =l [~ Password never expires
User logon name {pre-Windows 2000): IV Account is disabled
[corpy |/Hamin
o] e e
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¢ ¥ il WHarp P rti
WHarp Properties arp Properties

2 Remote Desktop Services Profile Personal Vitual Desktop
General ]ma|m|m|m]_w§mﬂ Gmuil | | - |T ' Il ot
&( i &  WHap . .

— fo————— e se

Descrption: Im e O —
: WalsHa!p

¥ User must change password at next logon A i i

I™= | User cannot change password ; : : 3 Amﬁ"‘* Marketing Department

I7 ' Password nevenerpies
I Account is disabled
- = Account is locked out

i _ﬁmﬂ Ann'y'- I-Iuh
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Built-in Groups

=  Local groups govern only the local system

=  Domain groups can govern any domain based system
= Both local systems and domains have built-in groups

gl
o i R

a—

Administrators Domain Admins
Users Domain Users
= Domain groups can be nested in other groups
=  Domain groups can be:
o Domain Local—used only in domain 1t was created in
o Global—can be used in any domain within a forest

o Universal—is replicated to all other domains within a forest
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New Group R New Object - Group
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Marketing Properties

: ; S_JayHanh cupcatosocun/Ma‘kdng

i De.l:‘hhn : wawf&me Marketing Department . i
|| & WHap

SR Quwtoauuu’smnurbuib'
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