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Organizations are increasingly enabling flexible workstyles 
for their users through virtualization technologies, and many 
use encryption to safeguard data on worker devices. With the 
release of Microsoft Desktop Optimization Pack (MDOP) 
2013 for Software Assurance, companies now have the 
ability to utilize more advanced tools to better manage those 
technologies and other key aspects of Windows 8.

MDOP is a suite of technologies designed to enable the 
well-managed PC environment. Available as a subscription 
for Software Assurance customers, it was first offered in 2007 
and has been regularly updated to enhance management and 
monitoring of desktops across the enterprise.

MDOP virtualization technologies help personalize 
the user experience, simplify application deployment, and 
improve application compatibility with Windows. MDOP 
helps to manage and deploy important Windows features 
like BitLocker and Group Policy, and saves time by enabling 
proactive desktop repair planning.

 Reducing Cost of Device 
Encryption Support
The latest release of MDOP includes Microsoft 
BitLocker Administration and Monitoring (MBAM) 
2.0, which helps simplify enterprise provisioning and 
deployment of Windows 8 BitLocker, reduces the costs of 
supporting encrypted devices while improving compliance 
and providing reporting capabilities. 

“Microsoft BitLocker Administration and Monitoring 
[MBAM] 1.0 enabled BitLocker to quickly become one of 
the most popular Windows features,” says Chris Hallum, 

senior product marketing manager, Windows. “Based on 
continuing feedback from customers, one of the primary 
goals for MBAM 2.0 was to help further reduce the costs 
associated with managing and supporting encrypted 
devices.” 

Originally introduced in 2006, BitLocker is a drive 
encryption technology that offers enterprise class security, 
performance, and reliability for Windows. MBAM 
was first incorporated in MDOP 2012 to help simplify 
the deployment of Bitlocker encryption to devices and 
removable drives, provide centralized monitoring and 
reporting, and to help minimize support costs. 

With the release of version 2.0, MBAM includes 
Windows 8 support and a new self-service recovery portal 
that helps users perform support tasks without the need to 
call the help desk. In addition, MBAM can now be integrated 
into System Center Configuration Manager 2007 and 
2012, which enables it to be integrated within the existing 
infrastructure that is already deployed. 

MBAM 1.0 really helped simplify the BitLocker 
deployment process, and with MBAM 2.0 that process gets 
even better. Traditionally, setting up a device’s security 
cryptographic component, Trusted Platform Model (TPM) 
could require a reboot, or even user interaction. With 
Windows 8 and MBAM 2.0, that process is now completely 
automated so that it is all managed in the background.

According to Troy M. Neal, director of Information 
Technology with YES Prep Public Schools, BitLocker 
and MBAM worked perfectly for his organization. “We 
especially liked how MBAM integrates with System 
Center 2012 Configuration Manager to ease deployment 
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and reporting, and how the self-service portal speeds key 
recovery,” says Neal.  

Broader Embrace of 
Virtualization Experience
Productivity can be boosted when organizations are 
able to provide a user with personal Windows experience 
that matches their unique workstyle. MDOP provides key 
virtualization technologies to help personalize the user 
experience and simplify application deployment.

Etisalat Lanka, a Colombo, Sri Lanka-based 
telecommunications services company, is deploying 
MDOP’s Microsoft Application Virtualization (App-V) 5.0 
to more than 500 employees who are able to take advantage 
of virtualized applications that run on computers without 
having to be installed. The organization also uses User 
Experience-Virtualization (UE-V), another MDOP tool, to 
deliver a personal Windows experience across many physical 
and virtual devices and applications to each user. 

Etisalat Lanka’s 100 call center employees share 
computers and are often assigned different devices. 
Previously, when a computer had to be reimaged, it took the 
IT staff six to eight hours to reinstall the operating system, 
applications, and drivers. The employee then had to spend 
up to three hours recreating personal settings. With the 
virtualization tools implemented, employees are able to start 
their day immediately because their personal settings are 
always available.

Etisalat Lanka can now initiate its move to a cost-
effective VDI environment in its 80 remote customer care 
centers. “App-V and UE-V make it easier to implement VDI. 
With App-V Shared Content Store we can dramatically 
reduce disk requirements for VDI while leaving the 
application provisioning process unchanged,” says Sohan 
de Silva, Manager of IT Support and Data Center at Etisalat 
Lanka. “And with UE-V, employees can work at different 
care centers with zero downtime, because their settings are 
immediately available.” 

With MDOP 2013, App-V 5.0 now adds support for 
Office 2010, extending the ability to have a consistent 
experience with virtualized Office. 

UE-V was also updated in MDOP 2013 to include 
support for Office 2007, which some organizations see 
as a key aid as they shift employees to new devices while 

retaining a consistence experience with the productivity 
applications in use on their older desktops.

Recovery and Policy 
Management
Other key components of MDOP provide IT with 
desktop recovery and group policy change management tools.

The Diagnostics and Recovery Toolset (DaRT) makes 
it easier for IT teams to recover PCs that have become 
unusable by helping to rapidly diagnose issues and quickly 
repair unbootable or locked-out systems, all without leaving 
their desks—and much faster than reimaging the machine. 
With DaRT, IT is able to shift desktop repair from reactive to 
proactive, saving time and removing challenges associated 
with troubleshooting and repairing system failures.  

Another key feature is Advanced Group Policy 
Management (AGPM), which keeps enterprise wide desktop 
configurations up to date, enabling greater control, less 
downtime, and reduced total cost of ownership (TCO). 
Enabling IT to manage user and desktop settings on many 
computers at once, AGPM helps IT avoid downtime that 
can result from improperly configured or conflicting group 
policies and provides enhanced diagnostics capability to 
quickly pinpoint and resolve problems.

More manageability for the 
Windows Environment
The components of MDOP provide important features 
and benefits that empower the workforce, make it easier for 
users to take advantage of a flexible workstyle, and assist IT in 
managing, monitoring and deploying key Windows features. 
Companies can provide their end-users with access to virtually 
any application, anywhere without installing applications 
directly on their computers and enable users to change their 
device while keeping their experience. The latest version 
of MDOP makes Windows 8 even more manageable and 
provides new enhancements to better manage the BitLocker 
encrypted devices within an environment. 

For more information please go to  
www.microsoft.com/MDOP
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