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MICROSOFT LICENSE TERMS
MICROSOFT INSTRUCTOR-LED COURSEWARE

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its
affiliates) and you. Please read them. They apply to your use of the content accompanying this agreement which
includes the media on which you received it, if any. These license terms also apply to Trainer Content and any
updates and supplements for the Licensed Content unless other terms accompany those items. If so, those terms

apply.

BY ACCESSING, DOWNLOADING OR USING THE LICENSED CONTENT, YOU ACCEPT THESE TERMS.
IF YOU DO NOT ACCEPT THEM, DO NOT ACCESS, DOWNLOAD OR USE THE LICENSED CONTENT.

If you comply with these license terms, you have the rights below for each license you acquire.
1. DEFINITIONS.

a. “Authorized Learning Center” means a Microsoft IT Academy Program Member, Microsoft Learning
Competency Member, or such other entity as Microsoft may designate from time to time.

b. “Authorized Training Session” means the instructor-led training class using Microsoft Instructor-Led
Courseware conducted by a Trainer at or through an Authorized Learning Center.

c. “Classroom Device” means one (1) dedicated, secure computer that an Authorized Learning Center owns
or controls that is located at an Authorized Learning Center’s training facilities that meets or exceeds the
hardware level specified for the particular Microsoft Instructor-Led Courseware.

d. “End User” means an individual who is (i) duly enrolled in and attending an Authorized Training Session
or Private Training Session, (ii) an employee of a MPN Member, or (iii) a Microsoft full-time employee.

e. “Licensed Content” means the content accompanying this agreement which may include the Microsoft
Instructor-Led Courseware or Trainer Content.

f.  “Microsoft Certified Trainer” or "MCT"” means an individual who is (i) engaged to teach a training session
to End Users on behalf of an Authorized Learning Center or MPN Member, and (ii) currently certified as a
Microsoft Certified Trainer under the Microsoft Certification Program.

g. “Microsoft Instructor-Led Courseware” means the Microsoft-branded instructor-led training course that
educates IT professionals and developers on Microsoft technologies. A Microsoft Instructor-Led
Courseware title may be branded as MOC, Microsoft Dynamics or Microsoft Business Group courseware.

h. “Microsoft IT Academy Program Member” means an active member of the Microsoft IT Academy
Program.

i. “Microsoft Learning Competency Member” means an active member of the Microsoft Partner Network
program in good standing that currently holds the Learning Competency status.

j. "MOC” means the “Official Microsoft Learning Product” instructor-led courseware known as Microsoft
Official Course that educates IT professionals and developers on Microsoft technologies.

k. “MPN Member” means an active Microsoft Partner Network program member in good standing.



2.1

a.

“Personal Device” means one (1) personal computer, device, workstation or other digital electronic device
that you personally own or control that meets or exceeds the hardware level specified for the particular
Microsoft Instructor-Led Courseware.

“Private Training Session” means the instructor-led training classes provided by MPN Members for
corporate customers to teach a predefined learning objective using Microsoft Instructor-Led Courseware.
These classes are not advertised or promoted to the general public and class attendance is restricted to
individuals employed by or contracted by the corporate customer.

“Trainer” means (i) an academically accredited educator engaged by a Microsoft IT Academy Program
Member to teach an Authorized Training Session, and/or (ii) a MCT.

“Trainer Content” means the trainer version of the Microsoft Instructor-Led Courseware and additional
supplemental content designated solely for Trainers’ use to teach a training session using the Microsoft
Instructor-Led Courseware. Trainer Content may include Microsoft PowerPoint presentations, trainer
preparation guide, train the trainer materials, Microsoft One Note packs, classroom setup guide and Pre-
release course feedback form. To clarify, Trainer Content does not include any software, virtual hard
disks or virtual machines.

USE RIGHTS. The Licensed Content is licensed not sold. The Licensed Content is licensed on a one copy
per user basis, such that you must acquire a license for each individual that accesses or uses the Licensed
Content.

Below are five separate sets of use rights. Only one set of rights apply to you.

If you are a Microsoft IT Academy Program Member:

i. Each license acquired on behalf of yourself may only be used to review one (1) copy of the Microsoft
Instructor-Led Courseware in the form provided to you. If the Microsoft Instructor-Led Courseware is
in digital format, you may install one (1) copy on up to three (3) Personal Devices. You may not
install the Microsoft Instructor-Led Courseware on a device you do not own or control.

ii. For each license you acquire on behalf of an End User or Trainer, you may either:

1. distribute one (1) hard copy version of the Microsoft Instructor-Led Courseware to one (1) End
User who is enrolled in the Authorized Training Session, and only immediately prior to the
commencement of the Authorized Training Session that is the subject matter of the Microsoft
Instructor-Led Courseware being provided, or

2. provide one (1) End User with the unique redemption code and instructions on how they can
access one (1) digital version of the Microsoft Instructor-Led Courseware, or

3. provide one (1) Trainer with the unique redemption code and instructions on how they can
access one (1) Trainer Content,

provided you comply with the following:

iii. you will only provide access to the Licensed Content to those individuals who have acquired a valid
license to the Licensed Content,

iv. you will ensure each End User attending an Authorized Training Session has their own valid licensed
copy of the Microsoft Instructor-Led Courseware that is the subject of the Authorized Training
Session,

v. you will ensure that each End User provided with the hard-copy version of the Microsoft Instructor-
Led Courseware will be presented with a copy of this agreement and each End User will agree that
their use of the Microsoft Instructor-Led Courseware will be subject to the terms in this agreement
prior to providing them with the Microsoft Instructor-Led Courseware. Each individual will be required
to denote their acceptance of this agreement in a manner that is enforceable under local law prior to
their accessing the Microsoft Instructor-Led Courseware,

vi. you will ensure that each Trainer teaching an Authorized Training Session has their own valid
licensed copy of the Trainer Content that is the subject of the Authorized Training Session,



Vii.

viii.

iX.

you will only use qualified Trainers who have in-depth knowledge of and experience with the
Microsoft technology that is the subject of the Microsoft Instructor-Led Courseware being taught for
all your Authorized Training Sessions,

you will only deliver a maximum of 15 hours of training per week for each Authorized Training
Session that uses a MOC title, and

you acknowledge that Trainers that are not MCTs will not have access to all of the trainer resources
for the Microsoft Instructor-Led Courseware.

If you are a Microsoft Learning Competency Member:

Vi.

Vii.

viii.

Each license acquired on behalf of yourself may only be used to review one (1) copy of the Microsoft
Instructor-Led Courseware in the form provided to you. If the Microsoft Instructor-Led Courseware is
in digital format, you may install one (1) copy on up to three (3) Personal Devices. You may not
install the Microsoft Instructor-Led Courseware on a device you do not own or control.

For each license you acquire on behalf of an End User or Trainer, you may either:

1. distribute one (1) hard copy version of the Microsoft Instructor-Led Courseware to one (1) End
User attending the Authorized Training Session and only immediately prior to the
commencement of the Authorized Training Session that is the subject matter of the Microsoft
Instructor-Led Courseware provided, or

2. provide one (1) End User attending the Authorized Training Session with the unique redemption
code and instructions on how they can access one (1) digital version of the Microsoft Instructor-
Led Courseware, or

3. you will provide one (1) Trainer with the unique redemption code and instructions on how they
can access one (1) Trainer Content,

provided you comply with the following:

you will only provide access to the Licensed Content to those individuals who have acquired a valid

license to the Licensed Content,

you will ensure that each End User attending an Authorized Training Session has their own valid

licensed copy of the Microsoft Instructor-Led Courseware that is the subject of the Authorized

Training Session,

you will ensure that each End User provided with a hard-copy version of the Microsoft Instructor-Led

Courseware will be presented with a copy of this agreement and each End User will agree that their

use of the Microsoft Instructor-Led Courseware will be subject to the terms in this agreement prior to

providing them with the Microsoft Instructor-Led Courseware. Each individual will be required to
denote their acceptance of this agreement in a manner that is enforceable under local law prior to
their accessing the Microsoft Instructor-Led Courseware,

you will ensure that each Trainer teaching an Authorized Training Session has their own valid

licensed copy of the Trainer Content that is the subject of the Authorized Training Session,

you will only use qualified Trainers who hold the applicable Microsoft Certification credential that is

the subject of the Microsoft Instructor-Led Courseware being taught for your Authorized Training

Sessions,

you will only use qualified MCTs who also hold the applicable Microsoft Certification credential that is

the subject of the MOC title being taught for all your Authorized Training Sessions using MOC,

you will only provide access to the Microsoft Instructor-Led Courseware to End Users, and

you will only provide access to the Trainer Content to Trainers.



C.

If you are a MPN Member:

Vi,

Vii.

viii.

iX.
X.

Each license acquired on behalf of yourself may only be used to review one (1) copy of the Microsoft
Instructor-Led Courseware in the form provided to you. If the Microsoft Instructor-Led Courseware is
in digital format, you may install one (1) copy on up to three (3) Personal Devices. You may not
install the Microsoft Instructor-Led Courseware on a device you do not own or control.

For each license you acquire on behalf of an End User or Trainer, you may either:

1. distribute one (1) hard copy version of the Microsoft Instructor-Led Courseware to one (1) End
User attending the Private Training Session, and only immediately prior to the commencement
of the Private Training Session that is the subject matter of the Microsoft Instructor-Led
Courseware being provided, or

2. provide one (1) End User who is attending the Private Training Session with the unique
redemption code and instructions on how they can access one (1) digital version of the
Microsoft Instructor-Led Courseware, or

3. you will provide one (1) Trainer who is teaching the Private Training Session with the unique
redemption code and instructions on how they can access one (1) Trainer Content,

provided you comply with the following:

you will only provide access to the Licensed Content to those individuals who have acquired a valid

license to the Licensed Content,

you will ensure that each End User attending an Private Training Session has their own valid licensed

copy of the Microsoft Instructor-Led Courseware that is the subject of the Private Training Session,

you will ensure that each End User provided with a hard copy version of the Microsoft Instructor-Led

Courseware will be presented with a copy of this agreement and each End User will agree that their

use of the Microsoft Instructor-Led Courseware will be subject to the terms in this agreement prior to

providing them with the Microsoft Instructor-Led Courseware. Each individual will be required to
denote their acceptance of this agreement in a manner that is enforceable under local law prior to
their accessing the Microsoft Instructor-Led Courseware,

you will ensure that each Trainer teaching an Private Training Session has their own valid licensed

copy of the Trainer Content that is the subject of the Private Training Session,

you will only use qualified Trainers who hold the applicable Microsoft Certification credential that is

the subject of the Microsoft Instructor-Led Courseware being taught for all your Private Training

Sessions,

you will only use qualified MCTs who hold the applicable Microsoft Certification credential that is the

subject of the MOC title being taught for all your Private Training Sessions using MOC,

you will only provide access to the Microsoft Instructor-Led Courseware to End Users, and

you will only provide access to the Trainer Content to Trainers.

If you are an End User:

For

each license you acquire, you may use the Microsoft Instructor-Led Courseware solely for your

personal training use. If the Microsoft Instructor-Led Courseware is in digital format, you may access the
Microsoft Instructor-Led Courseware online using the unique redemption code provided to you by the
training provider and install and use one (1) copy of the Microsoft Instructor-Led Courseware on up to
three (3) Personal Devices. You may also print one (1) copy of the Microsoft Instructor-Led Courseware.
You may not install the Microsoft Instructor-Led Courseware on a device you do not own or control.

If you are a Trainer.

For each license you acquire, you may install and use one (1) copy of the Trainer Content in the
form provided to you on one (1) Personal Device solely to prepare and deliver an Authorized
Training Session or Private Training Session, and install one (1) additional copy on another Personal
Device as a backup copy, which may be used only to reinstall the Trainer Content. You may not
install or use a copy of the Trainer Content on a device you do not own or control. You may also
print one (1) copy of the Trainer Content solely to prepare for and deliver an Authorized Training
Session or Private Training Session.



3.

ii.  You may customize the written portions of the Trainer Content that are logically associated with
instruction of a training session in accordance with the most recent version of the MCT agreement.
If you elect to exercise the foregoing rights, you agree to comply with the following: (i)
customizations may only be used for teaching Authorized Training Sessions and Private Training
Sessions, and (ii) all customizations will comply with this agreement. For clarity, any use of
“customize”refers only to changing the order of slides and content, and/or not using all the slides or
content, it does not mean changing or modifying any slide or content.

2.2 Separation of Components. The Licensed Content is licensed as a single unit and you may not
separate their components and install them on different devices.

2.3 Redistribution of Licensed Content. Except as expressly provided in the use rights above, you may
not distribute any Licensed Content or any portion thereof (including any permitted modifications) to any
third parties without the express written permission of Microsoft.

2.4 Third Party Notices. The Licensed Content may include third party code tent that Microsoft, not the
third party, licenses to you under this agreement. Notices, if any, for the third party code ntent are included
for your information only.

2.5 Additional Terms. Some Licensed Content may contain components with additional terms,
conditions, and licenses regarding its use. Any non-conflicting terms in those conditions and licenses also
apply to your use of that respective component and supplements the terms described in this agreement.

LICENSED CONTENT BASED ON PRE-RELEASE TECHNOLOGY. If the Licensed Content’s subject
matter is based on a pre-release version of Microsoft technology (“Pre-release”), then in addition to the
other provisions in this agreement, these terms also apply:

a. Pre-Release Licensed Content. This Licensed Content subject matter is on the Pre-release version of
the Microsoft technology. The technology may not work the way a final version of the technology will
and we may change the technology for the final version. We also may not release a final version.
Licensed Content based on the final version of the technology may not contain the same information as
the Licensed Content based on the Pre-release version. Microsoft is under no obligation to provide you
with any further content, including any Licensed Content based on the final version of the technology.

b. Feedback. If you agree to give feedback about the Licensed Content to Microsoft, either directly or
through its third party designee, you give to Microsoft without charge, the right to use, share and
commercialize your feedback in any way and for any purpose. You also give to third parties, without
charge, any patent rights needed for their products, technologies and services to use or interface with
any specific parts of a Microsoft technology, Microsoft product, or service that includes the feedback.
You will not give feedback that is subject to a license that requires Microsoft to license its technology,
technologies, or products to third parties because we include your feedback in them. These rights
survive this agreement.

c. Pre-release Term. If you are an Microsoft IT Academy Program Member, Microsoft Learning
Competency Member, MPN Member or Trainer, you will cease using all copies of the Licensed Content on
the Pre-release technology upon (i) the date which Microsoft informs you is the end date for using the
Licensed Content on the Pre-release technology, or (ii) sixty (60) days after the commercial release of the
technology that is the subject of the Licensed Content, whichever is earliest ("Pre-release term”).

Upon expiration or termination of the Pre-release term, you will irretrievably delete and destroy all copies
of the Licensed Content in your possession or under your control.



10.

11.

a.

SCOPE OF LICENSE. The Licensed Content is licensed, not sold. This agreement only gives you some

rights to use the Licensed Content. Microsoft reserves all other rights. Unless applicable law gives you more

rights despite this limitation, you may use the Licensed Content only as expressly permitted in this

agreement. In doing so, you must comply with any technical limitations in the Licensed Content that only

allows you to use it in certain ways. Except as expressly permitted in this agreement, you may not:

. access or allow any individual to access the Licensed Content if they have not acquired a valid license
for the Licensed Content,

. alter, remove or obscure any copyright or other protective notices (including watermarks), branding
or identifications contained in the Licensed Content,

o modify or create a derivative work of any Licensed Content,

. publicly display, or make the Licensed Content available for others to access or use,

. copy, print, install, sell, publish, transmit, lend, adapt, reuse, link to or post, make available or
distribute the Licensed Content to any third party,

. work around any technical limitations in the Licensed Content, or

. reverse engineer, decompile, remove or otherwise thwart any protections or disassemble the
Licensed Content except and only to the extent that applicable law expressly permits, despite this
limitation.

RESERVATION OF RIGHTS AND OWNERSHIP. Microsoft reserves all rights not expressly granted to
you in this agreement. The Licensed Content is protected by copyright and other intellectual property laws
and treaties. Microsoft or its suppliers own the title, copyright, and other intellectual property rights in the
Licensed Content.

EXPORT RESTRICTIONS. The Licensed Content is subject to United States export laws and regulations.
You must comply with all domestic and international export laws and regulations that apply to the Licensed
Content. These laws include restrictions on destinations, end users and end use. For additional information,
see www.microsoft.com/exporting.

SUPPORT SERVICES. Because the Licensed Content is “as is”, we may not provide support services for it.

TERMINATION. Without prejudice to any other rights, Microsoft may terminate this agreement if you fail
to comply with the terms and conditions of this agreement. Upon termination of this agreement for any
reason, you will immediately stop all use of and delete and destroy all copies of the Licensed Content in
your possession or under your control.

LINKS TO THIRD PARTY SITES. You may link to third party sites through the use of the Licensed
Content. The third party sites are not under the control of Microsoft, and Microsoft is not responsible for
the contents of any third party sites, any links contained in third party sites, or any changes or updates to
third party sites. Microsoft is not responsible for webcasting or any other form of transmission received
from any third party sites. Microsoft is providing these links to third party sites to you only as a
convenience, and the inclusion of any link does not imply an endorsement by Microsoft of the third party
site.

ENTIRE AGREEMENT. This agreement, and any additional terms for the Trainer Content, updates and
supplements are the entire agreement for the Licensed Content, updates and supplements.

APPLICABLE LAW.
United States. If you acquired the Licensed Content in the United States, Washington state law governs
the interpretation of this agreement and applies to claims for breach of it, regardless of conflict of laws
principles. The laws of the state where you live govern all other claims, including claims under state
consumer protection laws, unfair competition laws, and in tort.



b. Outside the United States. If you acquired the Licensed Content in any other country, the laws of that
country apply.

12. LEGAL EFFECT. This agreement describes certain legal rights. You may have other rights under the laws
of your country. You may also have rights with respect to the party from whom you acquired the Licensed
Content. This agreement does not change your rights under the laws of your country if the laws of your
country do not permit it to do so.

13. DISCLAIMER OF WARRANTY. THE LICENSED CONTENT IS LICENSED "AS-IS" AND "AS
AVAILABLE." YOU BEAR THE RISK OF USING IT. MICROSOFT AND ITS RESPECTIVE
AFFILIATES GIVES NO EXPRESS WARRANTIES, GUARANTEES, OR CONDITIONS. YOU MAY
HAVE ADDITIONAL CONSUMER RIGHTS UNDER YOUR LOCAL LAWS WHICH THIS AGREEMENT
CANNOT CHANGE. TO THE EXTENT PERMITTED UNDER YOUR LOCAL LAWS, MICROSOFT AND
ITS RESPECTIVE AFFILIATES EXCLUDES ANY IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT.

14. LIMITATION ON AND EXCLUSION OF REMEDIES AND DAMAGES. YOU CAN RECOVER FROM
MICROSOFT, ITS RESPECTIVE AFFILIATES AND ITS SUPPLIERS ONLY DIRECT DAMAGES UP
TO US$5.00. YOU CANNOT RECOVER ANY OTHER DAMAGES, INCLUDING CONSEQUENTIAL,
LOST PROFITS, SPECIAL, INDIRECT OR INCIDENTAL DAMAGES.

This limitation applies to

o anything related to the Licensed Content, services, content (including code) on third party Internet
sites or third-party programs; and

o claims for breach of contract, breach of warranty, guarantee or condition, strict liability, negligence,
or other tort to the extent permitted by applicable law.

It also applies even if Microsoft knew or should have known about the possibility of the damages. The
above limitation or exclusion may not apply to you because your country may not allow the exclusion or
limitation of incidental, consequential or other damages.

Please note: As this Licensed Content is distributed in Quebec, Canada, some of the clauses in this
agreement are provided below in French.

Remarque : Ce le contenu sous licence étant distribué au Québec, Canada, certaines des clauses
dans ce contrat sont fournies ci-dessous en frangais.

EXONERATION DE GARANTIE. Le contenu sous licence visé par une licence est offert « tel quel ». Toute
utilisation de ce contenu sous licence est a votre seule risque et péril. Microsoft n‘accorde aucune autre garantie
expresse. Vous pouvez bénéficier de droits additionnels en vertu du droit local sur la protection dues
consommateurs, que ce contrat ne peut modifier. La ou elles sont permises par le droit locale, les garanties
implicites de qualité marchande, d'adéquation a un usage particulier et d'absence de contrefacon sont exclues.

LIMITATION DES DOMMAGES-INTERETS ET EXCLUSION DE RESPONSABILITE POUR LES
DOMMAGES. Vous pouvez obtenir de Microsoft et de ses fournisseurs une indemnisation en cas de dommages
directs uniqguement a hauteur de 5,00 $ US. Vous ne pouvez prétendre a aucune indemnisation pour les autres
dommages, y compris les dommages spéciaux, indirects ou accessoires et pertes de bénéfices.
Cette limitation concerne:
e tout ce qui est relié au le contenu sous licence, aux services ou au contenu (y compris le code)
figurant sur des sites Internet tiers ou dans des programmes tiers; et.
¢ les réclamations au titre de violation de contrat ou de garantie, ou au titre de responsabilité
stricte, de négligence ou d’une autre faute dans la limite autorisée par la loi en vigueur.



Elle s'applique également, méme si Microsoft connaissait ou devrait connaitre I'éventualité d’un tel dommage. Si
votre pays n‘autorise pas I'exclusion ou la limitation de responsabilité pour les dommages indirects, accessoires

ou de quelque nature que ce soit, il se peut que la limitation ou I'exclusion ci-dessus ne s'appliquera pas a votre
égard.

EFFET JURIDIQUE. Le présent contrat décrit certains droits juridiques. Vous pourriez avoir d'autres droits

prévus par les lois de votre pays. Le présent contrat ne modifie pas les droits que vous conférent les lois de votre
pays si celles-ci ne le permettent pas.

Revised July 2013
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Introducing SharePoint 2016

Contents:

Lesson 1: Key components of a SharePoint deployment
Lesson 2: New features in SharePoint 2016

Lesson 3: SharePoint 2016 deployment options
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Module Review and Takeaways
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Lesson 1
Key components of a SharePoint deployment

Contents:

Question and Answers 3
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Question and Answers
Question: Give some examples of term sets and what they might contain.

Answer: Answers might include but are not limited to the following:

e Ajob posting. This might include items such as Name, Contact info, Requirements, Job

Duties, and Education needed.

Event registration. This might include items such as Event name, Location, Size of booth,
Attendee count, and Contact information.



1-4  Planning and Administering SharePoint 2016

Lesson 2
New features in SharePoint 2016

Contents:

Question and Answers
Demonstration: Examining SharePoint 2016 Central Administration
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Question and Answers

Question: How does removing Excel Services from SharePoint 2016 affect organizations?

Answer: Removing Excel Services from SharePoint 2016 has a major impact on organizations that
are using the Bl areas of Excel Services already, and do not have an alternate infrastructure for
running the Bl services.

Another impact is that organizations must set up SQL Server 2016 to keep their existing Bl
relationships working, and without which you will not have access to any of the new features that
Excel Services offer.

Demonstration: Examining SharePoint 2016 Central Administration

Demonstration Steps

1
2.

©O© 0 N o

Make sure to follow the startup directions in the preparation section before continuing.

Go to the Start screen. You might have to click the down-arrow icon to see all the programs. Click
SharePoint 2016 Management Shell.

After the shell loads, verify that the prompt is C:\Users\administrator. CONTOSO> _.

At the command prompt, type the following command, and then press enter:

psconfig.exe -help configdb
Scroll to the top of the output and point out the new —localserverrole cmdlet and the six roles
possible with the MinRole farm topology.
Exit SharePoint 2016 Management Shell.
On the Start screen, click SharePoint 2016 Central Administration.
On the Home page of the Central Administration site, click System Settings.

On the System Settings page, under Servers, click Convert server role in this farm.

. Click the New Role drop-down list box, and point out the same six roles that are available. Do not

change the current setting.

Note: The PowerShell WebFrontEnd is equivalent to the SharePoint 2016 Central
Administration’s drop-down option Front End.

11.
12.
13.
14.
15.

16.

Click Cancel.

In a new browser tab, navigate to http://sharepoint.contoso.com.

If prompted, sign in with administrator as the username and Pa$$wOrd as the password.
In the left navigation pane, click Documents.

At the top-left corner of the ribbon, click the FILES tab, and then click New Folder to create a new
folder.

Name the folder This...is...a {test} of the expanded & special characters, and then click Create.
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Lesson 3
SharePoint 2016 deployment options

Contents:

Resources
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Resources

SharePoint Online deployments

@ Reference Links: SharePoint Online is updated regularly, so any table of feature
comparisons with the on-premises SharePoint release is inevitably going to become outdated.
For the latest description of the features in SharePoint Onling, refer to SharePoint Online Service
Description: http://aka.ms/We3icx
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Module Review and Takeaways

Best Practices

The following are some of the added shortcut key combinations, to perform basic library tasks:

e Alt+N. Open a new document.

e Alt+E. Edit a document.

e Alt+U. Upload a document to the library.
e Alt+S. Share the document.

Use one of the following methods to provision SharePoint 2016 Central Administration on a server within
a farm.

¢ In the Central Administration site, click System Settings, and then click Services on Server.
¢ In Windows PowerShell, type the following cmdlet, and then press Enter:

New-SPCentralAdministration

Provisioning SharePoint 2016 Central Administration on a server within the farm will not affect the role
assigned to the server in the MinRole feature. For deprovisioning, use the Remove-
SPCentralAdministration cmdlet.

Things to remember:

e Define your organization’s term sets before implementing SharePoint sites. This helps you create
a better experience for your users in terms of data storage and retrieval.

e  Because SharePoint 2016 does not support single-server farms, you must plan for more hardware
and decide on the exact roles that should run on the farm servers.

e Implement new encryption, SMTP port settings, and IRM to provide a more secure environment.

e To utilize the Excel Services fully, you need a combination of SharePoint 2016 and Microsoft SQL
Server 2016.

e SharePoint 2016 allows you to create a more seamless hybrid environment.

Review Questions

Question: How would the MinRole feature help in deploying, efficiency, and speed of your server farm?

Answer: When you know what role a new server will have in your server farm, you no longer
need to worry about what services to turn on or turn off. The network latency reduces and
reliability increases because the topology is more efficient in server-to-server communication.

Question: Which of the following is a new feature in SharePoint 2016?
() PerformancePoint integration
() Team site template
() SMTP connection encryption
() HTMLS5 view for mobile browsers
() Microsoft SharePoint Workspace
Answer:
() PerformancePoint integration
( ) Team site template
(V) SMTP connection encryption

() HTMLS5 view for mobile browsers
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() Microsoft SharePoint Workspace
Feedback:

SMTP connection encryption is a new feature in SharePoint 2016 that changes an unsecure text
message to a secured TLS or SSL encryption.

Question: SharePoint Online Plan 2 accomplishes everything that SharePoint 2016 can.
() True
() False

Answer:

() True

(V) False

Feedback:

A SharePoint 2016 deployment has many features that SharePoint Online does not support.
However, the SharePoint 2016 hybrid model creates more functionality than either platform can
do on their own.
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Module 2

Designing an information architecture

Contents:

Lesson 1: Identifying business requirements 2

Module Review and Takeaways 4
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Lesson 1
Identifying business requirements

Contents:

Question and Answers
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Question and Answers

Question: What is the best way to gather the business requirements when looking at a new architecture?
( ) Gather data from the current system and determine the requirements through analysis.
() Ask all of those that will be end users of the new system.
( ) Gather a team made up of business and IT sponsors, key stakeholders, and business users.
() Write down all the requirements you personally can think of and then run them by the users.
Answer:
( ) Gather data from the current system and determine the requirements through analysis.
() Ask all of those that will be end users of the new system.
(V) Gather a team made up of business and IT sponsors, key stakeholders, and business users.
() Write down all the requirements you personally can think of and then run them by the users.
Feedback:

Bringing a good team together will help you get broad coverage of what is really needed. It is
just as important to have end users and business staff as it is to have the sponsors and
management that set the goals and have the funding.

Question: Scaling and performance are which type of requirements?
( ) Functional requirements
( ) Nonfunctional requirements

Answer:

( ) Functional requirements

(V) Nonfunctional requirements

Feedback:

You will spend the most time on functional requirements, but do not ignore the nonfunctional
items. They are quite important to the success of your planning.
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Module Review and Takeaways

Review Questions

Question: When you undertake an information architecture design project, which of the following
elements define the culture of the organization and how information flows between contributors and
consumers?

( ) Context

( ) Design

( ) Goals

( ) People

( ) Technology
Answer:
(V) Context
( ) Design
( ) Goals
( ) People
( ) Technology
Feedback:

Although all of the elements influence an information architecture context, ensure that you
understand the culture of the organization and how information flows between contributors and
consumers.

Question: Which of the following names describes a list of related terms?
() Term
() Term set
( ) Term group
() Term group manager
() Contribution
Answer:
() Term
(V) Term set
( ) Term group
() Term group manager
() Contribution
Feedback:

A term set is a list of related terms. For example, a term set might be a list of all the office
locations of a company or a list of all project identification codes. A term set can be a flat list or a
hierarchical list. You can use a term set as the target for a managed metadata column type.

Question: An organizational taxonomy is most widely used in Enterprise Content Management.
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() True

() False
Answer:
(V) True
() False
Feedback:

Taxonomy is the logical organization of content in an Enterprise Content Management system.
Although this is not strictly the same as information architecture, which includes the logical and
physical storage and retrieval of content, taxonomy design often falls within the scope of the
information architecture designer.

Real-world Issues and Scenarios

SharePoint 2016 is a system that always exists between the business-process side of the company and the
technical-functionality side. The adoption of SharePoint as a solution is very difficult in a business that is
entrenched in daily workflows and processes that seem impossible to duplicate in any system. By using a
well-structured information architecture and showing interest in truly mapping current processes to the
system, you can see stakeholders and users begin to adopt SharePoint 2016 as a tool that helps them get
their jobs done.

Companies will set up SharePoint 2016 and begin to throw file folders full of information into SharePoint
libraries. It seems to be a good solution, and if not, at least it looks better than the network drive. Too
often though, SharePoint becomes bogged down with information that has not been identified with any
metadata. Users get frustrated and find that even if it does look better, it is not meeting the need to
quickly get information back out. This type of installation will sabotage your deployment. Using an
information architecture will give you a system that can properly store and quickly identify information so
that users notice a benefit over the old method of storage, whatever it might have been before
SharePoint 2016.

Remember, that SharePoint 2016 is not be the solution for everything. Too often, stakeholders do not
understand this and employ SharePoint as the enforcer of company policy and procedures, or they cannot
figure out why it is taking users longer to do simple tasks. If it does not fit, find another way to satisfy
users with a solution. Your information architecture should never be about the software solution but
about all-around solutions to the requirements of the business.
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Module 3

Designing a logical architecture

Contents:
Lesson 1: Overview of the SharePoint 2016 logical architecture 2

Module Review and Takeaways 4
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Lesson 1
Overview of the SharePoint 2016 logical architecture

Contents:

Resources 3
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Resources

What is a logical architecture?

@ Additional Reading: For detailed information on software boundaries, refer to Software
boundaries and limits for http://aka.ms/Xnijrt
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Module Review and Takeaways

Review Questions

Question: Which is a functional requirement of a logical architecture?
() Compliance with capacity standards
( ) Adherence to performance goals
() The integral ability to service business continuity service level agreements
() Conformance with regulatory or statutory audit rules
() The assurance of scalability against future growth
Answer:
() Compliance with capacity standards
() Adherence to performance goals
() The integral ability to service business continuity service level agreements
(V) Conformance with regulatory or statutory audit rules
() The assurance of scalability against future growth
Feedback:

Conformance with regulatory or statutory audit rules represents a functional requirement of the
business. The others—capacity, performance, business continuity, and scalability—are all
nonfunctional requirements.

Question: A logical architecture documents the nonphysical structure of a solution that is designed to
fulfill business requirements.

() True

() False
Answer:
(V) True
() False
Feedback:

That is correct. A logical architecture documents the nonphysical structure of a solution that is
designed to fulfill business requirements. Physical components, such as servers, are documented
in the physical architecture.
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Module 4

Designing a physical architecture

Contents:

Lesson 1: Designing physical components for SharePoint deployments
Lesson 2: Designing supporting components for SharePoint deployments

Lesson 3: SharePoint farm topologies
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Module Review and Takeaways



4-2  Planning and Administering SharePoint 2016

Lesson 1
Designing physical components for SharePoint

deployments

Contents:

Question and Answers
Resources
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Question and Answers

Discussion: Selecting the recovery model

Question: Which recovery model will you use for the farm configuration database and the Central
Administration content database in production environments?

Answer: You can use either the full or the simple database recovery model for the farm
configuration database and the SharePoint 2016 Central Administration (Central Administration)
content database. It is worth considering that using the simple database recovery model for these
databases can ease log file growth in SQL Server. Because the content of these databases
typically does not change frequently, most organizations are less concerned about recovering the
databases to the time of failure. However, if you use database mirroring or AlwaysOn Availability
Groups in SQL Server 2012 to protect these databases, you must use the full database recovery
model. Both databases must be on the same server running SQL Server.

Discussion: Nonfunctional requirements

Question: Can you provide any additional examples of nonfunctional requirements?
Answer: Additional examples of nonfunctional requirements include those related to:

Performance

Scalability

Availability

Interoperability
Resources

Hardware requirements

@ Additional Reading: For more information, refer to Hardware and Software Requirements
for Installing SQL Server 2016: http://aka.ms/C072fb

Additional Reading: For more information, refer to Hardware and software requirements
for SharePoint 2016: http://aka.ms/Vj15pi

Software requirements

@ Additional Reading: Depending on the version of Windows Server on which you plan to
install SharePoint 2016, you might need specific hotfixes to support the installation. For more
information about the hardware and software requirements for SharePoint 2016, refer to
Hardware and software requirements for SharePoint 2016: http://aka.ms/Vj15pi

@ Additional Reading: For more information about the business intelligence feature
requirements, refer to Software requirements for business intelligence (SharePoint Server 2016):
http://aka.ms/19z8bw

Virtualization considerations

@ Additional Reading: For more information about configuring a virtual environment to
support SharePoint, refer to Use best practice configurations for the SharePoint virtual machines
and Hyper-V environment: http://aka.ms/Krn36m
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For more information about planning a virtualized deployment of SharePoint, refer to Plan for
on-premises or hosted virtualization in SharePoint : http://aka.ms/A4xj6u

Database configuration options

@ Additional Reading: For an overview of recovery models, refer to Recovery Models (SQL
Server): http://aka.ms/Ne91n2

For more information about how to choose the recovery model for a database, refer to Choosing
the Recovery Model for a Database: http://aka.ms/Wiqr37

For more information about the default configurations and growth of SharePoint databases, refer
to Database types and descriptions: http://aka.ms/A9Iw49



Designing a physical architecture  4-5

Lesson 2
Designing supporting components for SharePoint
deployments
Contents:
Question and Answers 6
6

Resources
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Question and Answers

Discussion: Advantages of a SharePoint Online deployment

Question: What advantages does a SharePoint Online deployment have over an on-premises
deployment?

Answer: SharePoint Online deployments have several advantages over on-premises
deployments. SharePoint Online deployments:

e Provide highly available environments with a 99.95 percent uptime service level agreement.

Allow you to quickly provision a SharePoint farm.
e Stay easy to scale from small to medium to large deployments.

e Provide additional security over extranet scenarios, because the data stored in SharePoint
Online is separated from internal data.

e Provide access to Microsoft OneDrive for Business, which allows for the storage of files in the
cloud, which, in turn, both helps to reduce the requirement for backups and drive
maintenance and gives users access to their files from virtually anywhere.

Question: What advantages does an on-premises deployment have over SharePoint Online?

Answer: An on-premises SharePoint deployment includes business intelligence features that give
you the ability to use SQL Server Reporting Services in the SharePoint integrated mode and other
business intelligence capabilities, such as PerformancePoint Service.

Question: What are some advantages of implementing a hybrid configuration of SharePoint?
Answer: A hybrid configuration of SharePoint provides you with access to:

e OneDrive for Business, which allows for the storage of files in the cloud. This helps to reduce
the requirement for backups and drive maintenance and gives users access to their files from
virtually anywhere.

¢ New cloud technologies that you do not get with only an on-premises deployment option.
For example, in a hybrid deployment, you get access to Office Delve, which is an online
service that helps you to find information that is important or relevant to you.

Resources

Design requirements for SQL Server

@ Additional Reading: For more information about high availability in SQL Server 2016, refer
to High Availability Solutions (SQL Server): http://aka.ms/Dk4ulk

Design considerations for SharePoint Online and hybrid deployments

@ Additional Reading: For more information about SharePoint Online and SSO, refer to
Single sign-on roadmap: http://aka.ms/Kvngvl
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Lesson 3
SharePoint farm topologies

Contents:

Question and Answers
Resources 8
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Question and Answers

Discussion: Advantages of separate farms for content publishing

Question: What are the advantages of having a separate farm for content publishing?
Answer: The advantages of having a separate farm for content publishing include:

e You can configure the servers and services in the publishing farm for browsing performance
rather than for editing and collaboration performance.

e You can place the servers in the publishing farm in a security-enhanced perimeter network
for Internet-based access.

e Publishing content in a separate farm increases security when anonymous access is granted.
Resources

Single-farm topologies

@ Additional Reading: For more information about server farm topologies, refer to Technical
Diagrams for SharePoint: http://aka.ms/Etu80o7 and Traditional topologies for SharePoint :
http://aka.ms/Pxdv6x

Multiple farms for content publishing

@ Additional Reading: For more information about designing content deployment
topologies, refer to Design content deployment topology (SharePoint Server):
http://aka.ms/Wtbzi6

SharePoint 2016 hybrid deployments

@ Additional Reading: For more information about hybrid deployments, refer to Office |
Hybrid: http://aka.ms/Gx3cxd
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Module Review and Takeaways

Review Questions

Question: Which SQL Server database recovery model is not suitable for SharePoint 2016 databases?

Answer: The bulk-logged database recovery model is not suitable for SharePoint 2016 databases.
You should use only the simple database recovery and full database recovery models with
SharePoint 2016 databases.

Question: Can you add SSL certificates to SharePoint web applications by using the Central Administration
site?

Answer: No. You must add SSL certificates to web applications by using 1IS Manager. We
recommend that you use SSL for your farm regardless of whether it exists on an internal network or
is exposed to the Internet.

Question: In an organization with two collaborative SharePoint farms, is it possible to share content types
from Farm A to Farm B and simultaneously share content types from Farm B to Farm A?

Answer: Yes. The Managed Metadata Service application enables content types to be
simultaneously published and consumed among multiple farms.

Question: Which supporting component is required to support SSO with on-premises Active Directory and
SharePoint Online deployments?

() Active Directory Rights Management Services (AD RMS)
() Active Directory Federation Services (AD FS)
() Active Directory Lightweight Directory Services (AD LDS)
() Active Directory Certificate Services (AD CS)
() Areverse proxy
Answer:
() Active Directory Rights Management Services (AD RMS)
(V) Active Directory Federation Services (AD FS)
( ) Active Directory Lightweight Directory Services (AD LDS)
() Active Directory Certificate Services (AD CS)
() Areverse proxy
Feedback:

To support SSO with on-premises Active Directory and SharePoint Online deployments, you need
AD FS.
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Module 5

Installing and configuring SharePoint 2016

Contents:
Lesson 1: Installing SharePoint 2016

Lesson 2: Scripting installation and configuration of SharePoint 2016

Lesson 3: Configuring SharePoint 2016 farm settings
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Module Review and Takeaways
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Lesson 1
Installing SharePoint 2016

Contents:

Question and Answers
Resources



Installing and configuring SharePoint 2016  5-3

Question and Answers

Question: Why would you want to run the SharePoint prerequisite installer in offline mode?

Answer: For consistency of installation for all servers. Having the prerequisite files in a file share
means that all servers will be installed using the same bits. Plus, you will not have to continually
re-download each prerequisite file on each server you add to the SharePoint farm

Question: Why would you want to use SQL Alias?
Answer:

e To create friendly names for SharePoint’s databases instead of using SQL Server instance
names.

e  Greater flexibility to move SQL server instances or databases from one SQL Server instance to
another.

Resources

Installing SharePoint 2016 prerequisites

@ Additional Reading: For more information, refer to the “Hardware and software
requirements for SharePoint 2016": http://aka.ms/W8myn2

Installation Topologies

@ Additional Reading: For more information, refer to Install SharePoint 2016 on a single
server with SQL Server: http://aka.ms/Kzwzkk

@ Additional Reading: For more information, refer to Install SharePoint across multiple
servers for a three-tier farm: http://aka.ms/Icun9g
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Lesson 2
Scripting installation and configuration of SharePoint

2016

Contents:

Question and Answers 5
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Question and Answers
Question: Why would you want to install SharePoint 2016 by using the config.xml file?

Answer: For consistency of installation.
Question: You can slipstream updates on which servers?
() Workflow Manager Server and Office Online Server
() SharePoint 2016 and SQL Server 2016
() SharePoint 2016, SQL Server 2016, and Office Online Server
() SharePoint 2016
() Workflow Manager Server and SharePoint 2016
Answer:
() Workflow Manager Server and Office Online Server
() SharePoint 2016 and SQL Server 2016
( ) SharePoint 2016, SQL Server 2016, and Office Online Server
(V) SharePoint 2016
( ) Workflow Manager Server and SharePoint 2016
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Lesson 3
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Contents:
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Question and Answers

Question: In your production environment, it is perfectly safe to use the —allowOAuthHttp parameter for
workflow and the —AllowHTTP parameter for Office Online Server.

() True

() False
Answer:
() True
(V) False
Feedback:

All of your environments, development and production, should use HTTPS because you will not
want to pass your OAuth tokens from server to server unencrypted.

Question: What is the default port for a SMTP Server?

()22

()52

()25

()55

()32
Answer:
()22
()52
(V) 25
()55
()32

Resources

Configuring incoming email

@ Additional Reading: The steps to configure email in an advanced scenario are beyond the
scope of this course. For more information, refer to Configure incoming email in an advanced
scenario and Prepare your environment for incoming email in an advanced scenario:
http://aka.ms/Wuohzi

Configuring workflow management

@ Additional Reading: To install and configure Workflow Manager, refer to Installing and
Configuring Workflow: http://aka.ms/Gzmq77

Additional Reading: To verify this and for instructions on doing so, refer to Installing
Workflow Manager certificates in SharePoint Server : http://aka.ms/Xe5qcq
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Module Review and Takeaways

Review Questions

Question: When choosing a single server deployment with a built-in database which of the following
statements is true?

() SharePoint will use SQL Server 2008 R2 as the database engine, which does not have any size
restrictions.

() SharePoint will use SQL Server 2008 R2 Express as the database engine, which has a maximum
database size limit of 10 GB.

() SharePoint will use SQL Server 2012 as the database engine, which does not have any size restrictions.

( ) Single server deployment with built-in database is not available in SharePoint 2016.

() SharePoint will use localdb as the database engine, which does not have any size restrictions.
Answer:

() SharePoint will use SQL Server 2008 R2 as the database engine, which does not have any size
restrictions.

() SharePoint will use SQL Server 2008 R2 Express as the database engine, which has a
maximum database size limit of 10 GB.

() SharePoint will use SQL Server 2012 as the database engine, which does not have any size
restrictions.

(V) Single server deployment with built-in database is not available in SharePoint 2016.
( ) SharePoint will use localdb as the database engine, which does not have any size restrictions.
Feedback:

SharePoint 2016 does not offer the option to create a single server deployment with a built-in
database as SharePoint did in previous years.

Question: Which of the following workflow types is installed automatically with SharePoint 2016?

() SharePoint Portal Server 2003 Workflow

() SharePoint Portal Server 2007 Workflow

() SharePoint 2010 Workflow

( ) SharePoint 2010 Workflow

( ) SharePoint 2016 Workflow — Project Server
Answer:
() SharePoint Portal Server 2003 Workflow
() SharePoint Portal Server 2007 Workflow
(V) SharePoint 2010 Workflow
() SharePoint 2010 Workflow
() SharePoint 2016 Workflow — Project Server
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Feedback:

The SharePoint 2010 Workflow type is installed automatically with SharePoint 2016. You can also
use the SharePoint 2013 and SharePoint 2013 — Project Server workflow types with SharePoint
2016 but both of these also require you to install Workflow Manager. In addition, to use the
SharePoint 2013 - Project Server workflow type, you must also install Project Server 2016.

Question: Microsoft provides sample Config.xml files that you can use to perform a scripted installation
of SharePoint 2016. You must make some changes to these files before you can use them to install
SharePoint. Which of the following options describes the minimum required changes to one of the
sample Config.xml files before you can use it to install SharePoint?

() Enter the root domain.
() Remove the comment tags.
( ) Enter a valid product key.
() Remove the comment tags and enter a valid product key.
( ) Remove the comment tags, enter a valid product key, and enter the root domain.
Answer:
() Enter the root domain.
( ) Remove the comment tags.
( ) Enter a valid product key.
(V) Remove the comment tags and enter a valid product key.
( ) Remove the comment tags, enter a valid product key, and enter the root domain.
Feedback:

Remove the comment tags, enter a valid product key, and enter the root domain.
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Module 6

Creating web applications and site collections

Contents:
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Lesson 1
Creating web applications

Contents:

Resources
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Resources

Logical infrastructure for web applications

@ Additional Reading: For more information, refer to Service application cmdlets in
SharePoint Server 2016: http://aka.ms/O8klgh

Creating web applications

@ Additional Reading: For more information, refer to Create claims-based web applications
in SharePoint : http://aka.ms/K71y0g

Web application zones

@ Additional Reading: For more information, refer to Extend a Web application (SharePoint
Server): http://aka.ms/K6ae2b
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Lesson 2
Configuring web applications

Contents:

Resources
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Resources

Overview of web application configuration

@ Additional Reading: For more information about Resource Throttling, see Planning and
configuring resource throttling later in this lesson.

Additional Reading: For more information about SharePoint Designer and workflow
settings, see Planning for customization later in this lesson.
For more information about Self-Service Site Creation settings, see Planning and configuring self-
service site creation later in this lesson.

Managing content databases

@ Additional Reading: For more information, refer to Database cmdlets in SharePoint Server
2016: http://aka.ms/Wuoggs

@ Additional Reading: For more information, refer to Back up content databases in
SharePoint: http://aka.ms/Ysmfec

@ Additional Reading: For more information, refer to Restore content databases in
SharePoint: http://aka.ms/eqswb6i

@ Additional Reading: For more information, refer to Back up content databases in
SharePoint: http://aka.ms/Ysmfec

@ Additional Reading: For more information, refer to Restore content databases in
SharePoint: http://aka.ms/eqswb6i

Planning and configuring managed paths

@ Additional Reading: For more information, refer to Define managed paths (SharePoint
Server): http://aka.ms/Oxzdal

Planning and configuring resource throttling

@ Additional Reading: For more information, refer to
Get-SPWebApplicationHttpThrottlingMonitor: http://aka.ms/EgcwOw

Additional Reading: For more information, refer to
Set-SPWebApplicationHttpThrottlingMonitor: http://aka.ms/Rtt0f6

Additional Reading: For more information, refer to the Throttling and Limits section of
Designing large lists and maximizing list performance (SharePoint Server): http://aka.ms/lj2zpp

Planning and configuring quota templates

@ Additional Reading: For more information, refer to Create, edit, and delete quota
templates in SharePoint: http://aka.ms/Fwfx8l

@ Additional Reading: For more information about applying quota templates to a site
collection, see Applying quota templates to site collections later in this module.
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Contents:
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Resources

Creating a site collection

@ Additional Reading: For more information, refer to Remove-SPSite: http://aka.ms/Mkxf14

Applying quota templates to site collections

@ Additional Reading: For more information, refer to Create, edit, and delete quota
templates in SharePoint: http://technet.microsoft.com/library/cc263223.aspx

Managing site and content life cycle

@ Additional Reading: For more information, refer to Overview of site policies in SharePoint:
http://aka.ms/B6g598

Managing site mailboxes

@ Additional Reading: For more information, refer to Configure site mailboxes in SharePoint
Server: http://aka.ms/Yxvldh
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Review Questions

Question: What is the highest level component in the logical structure of a SharePoint 2016 farm?
() Site collection
() Web application
() Website
() Folder
() Site
Answer:
() Site collection
(V) Web application
() Website
( ) Folder
() Site
Feedback:

In a SharePoint 2016 farm, the highest level component in the logical structure is a web
application.

Question: Which web application configuration feature has been deprecated in SharePoint 20167
( ) Managed paths
() Host-named site collections
() Host headers
() Alternate access mappings
() Self-Service Site Creation
Answer:
() Managed paths
() Host-named site collections
() Host headers
(V) Alternate access mappings
() Self-Service Site Creation
Feedback:

Alternate access mappings have been deprecated in SharePoint 2016. The alternative approach
that you are recommended to use in SharePoint 2016 is the use of host headers or host named
site collections.

Question: To which template category do the Community Portal, Document Center, and My Site Host
templates belong?

() Collaboration

() Custom
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( ) Enterprise

() Publishing
Answer:
( ) Collaboration
() Custom
(V) Enterprise
() Publishing
Feedback:

The Community Portal, Document Center, and My Site Host templates are found on the
Enterprise template category tab.
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Question and Answers

Mapping service applications to your logical architecture

Question: Which one of these statements about proxy groups is correct?

() Proxy groups are a way to associate service application connections with web applications.
() There can be more than one proxy group associated with a web application.

() Custom proxy groups can be applied to more than one web application.

( ) If one proxy group is using a service application instance, another proxy group cannot use the same
instance.

Answer:

(V) Proxy groups are a way to associate service application connections with web applications.
() There can be more than one proxy group associated with a web application.

() Custom proxy groups can be applied to more than one web application.

() If one proxy group is using a service application instance, another proxy group cannot use
the same instance.

Feedback:

The first option is correct. There can be only one proxy group associated with a web application,
but proxy groups can be associated with multiple web applications. If you use Custom as the
connection to associate service applications with a web application, it only applies to that web
application; it is not a shortcut for creating new proxy groups. You can use any combination of
service applications or service application instances among proxy groups. This allows you to
specify exactly those service applications or instances that are correct for the web applications.

Question: Work Management service, a service application that allows you to surface the aggregation of
all tasks from SharePoint, Project Server, and Exchange Server for each user on his or her My Sites page, is
available in SharePoint 2016.

() True
() False
Answer:
() True
(V) False
Feedback:
Work Management service was only available in SharePoint 2013, and is not available for
SharePoint 2016. SharePoint Online also has this functionality removed.

Resources

Service application functions

@ Additional Reading: For the full list and description of the SharePoint service applications,
refer to Technical diagrams for SharePoint: http://aka.ms/Uplwkw
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Question and Answers

Question:

Which of the following statements is correct?

() All service accounts must be managed accounts.

() The State Service service application does not require a service account.

( ) Distributed Cache service is only necessary for caching user newsfeeds. Otherwise, you can turn it off
and save resources.

() You can configure delegated administrators for all service applications.
Answer:
() All service accounts must be managed accounts.
(V) The State Service service application does not require a service account.

( ) Distributed Cache service is only necessary for caching user newsfeeds. Otherwise, you can
turn it off and save resources.

() You can configure delegated administrators for all service applications.
Feedback:

Some service applications, like State Service, do not require you to specify a service account.
There are service accounts that are not required to be managed, such as the content access
account that the Search Service application uses. Distributed Cache improves performance by
caching claims authentication and security trimming information, and newsfeeds and page data
for better load performance. You cannot manage all service applications, so they cannot have
delegated administration.

Service application delegated administration

Question: What accounts does the Distributed Cache service require?

Answer: The Distributed Cache service uses an application pool account, and two additional
accounts required to access SharePoint content: the super reader account (full read user policy to
all web applications), and the super user account (full control user policy to all web applications).
These accounts are not created or configured automatically when the service application starts;
you must configure them manually.

Resources

Creating service applications

@ Additional Reading: For more information on service application cmdlets, refer to Service
application cmdlets in SharePoint: http://aka.ms/Lz7a4z

Service accounts and permissions

@ Additional Reading: For more information, refer to Configure object cache user accounts
in SharePoint: http://aka.ms/Hsilep
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Module Review and Takeaways

Review Questions

Question: Which of the following is a service application that must be running to use the App
Management service?

() Business Connectivity Service
() Managed Metadata Service
() Secure Store Service
() State Service
() Subscription Settings Service
Answer:
() Business Connectivity Service
() Managed Metadata Service
() Secure Store Service
() State Service
(V) Subscription Settings Service
Feedback:
The Subscription Settings Service is required for App Management to work properly.
Question: Which of the following statements describing service application administration is correct?
() You can administer all service application functions through Central Administration.
( ) You can administer all service application functions through Windows PowerShell.
( ) You cannot delegate service application administration.
() You can start and stop all services in Central Administration.
() You can create a new proxy group through Central Administration.
Answer:
(V) You can administer all service application functions through Central Administration.
( ) You can administer all service application functions through Windows PowerShell.
( ) You cannot delegate service application administration.
( ) You can start and stop all services in Central Administration.
() You can create a new proxy group through Central Administration.
Feedback:
You can administer all service application functions through Windows PowerShell. All the other

statements are incorrect.

Tools

When troubleshooting service application issues, a tool all SharePoint administrators should have is the
ULS (Unified Logging Service) Viewer. When something fails to work in SharePoint, it often registers a
correlation ID for the error. The ULS logs record these errors at %ProgramFiles%\Microsoft Shared\Web
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Server Extensions\14\Logs\. These logs are not easy to read or filter through, as they contain information
about all SharePoint-related jobs and activities.

There are a few different versions of the tool, including one at the Microsoft Download site (ULS Viewer:
http://aka.ms/Ytlzyi. Essentially, the tool is a console that lets you filter the ULS logs by the correlation ID
of the error, so that you can determine its cause. Several of the ULS log viewers allow for real-time
scrolling, allowing you to start the tool, trigger the error, then stop the tool and filter the results so that
you can be certain to catch all the information you require.
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Module 8

Managing users and permissions, and securing content

Contents:
Lesson 1: Configuring authorization in SharePoint 2016 2
Lesson 2: Managing access to content 5

Module Review and Takeaways 7
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Lesson 1
Configuring authorization in SharePoint 2016

Contents:

Question and Answers 3
Resources
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Question and Answers

Question: Name three ways that you can grant access to content on a SharePoint site.
Answer:
e  Grant permissions directly to a user.
e Grant permissions to a group.
e Grant permissions to a role.
Question: SharePoint 2016 does not support Active Directory security groups.
() True
() False
Answer:
() True
(V) False
Feedback:
SharePoint 2016 supports both Active Directory security groups and SharePoint groups.
Question: List at least one permission level that is specific to the Publishing Portal template.
Answer: Approve, Manage Hierarchy, or Restricted Read.
Question: Which Windows PowerShell cmdlet do you use to add a user to a SharePoint group?
() Get-SPUser
() Set-SPWeb
() Set-SPUser
() Get-SPWeb
() Set-SPSite
Answer:
() Get-SPUser
() Set-SPWeb
(V) Set-SPUser
() Get-SPWeb
() Set-SPSite
Feedback:
Use the Set-SPUser cmdlet with the -group attribute.

Question: In which management interface do you manage anonymous policies: Central Administration or
Site Settings?

Answer: Central Administration
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Resources

Understanding authorization in SharePoint 2016

@ Additional Reading: For more information, refer to following topics in the article
Configure People Picker in SharePoint: http://aka.ms/Sqk402:

Restrict People Picker to a certain group in Active Directory.

e Force People Picker to pick only from users in the site collection.
e  Filter Active Directory accounts by using LDAP queries.

e Return only non-Active Directory user accounts.

e Enable cross-forest or cross-domain queries when you use a one-way trust.

Managing permission levels

@ Additional Reading: For more information, refer to User permissions and permission levels
in SharePoint: http://aka.ms/A6abzb

@ Additional Reading: For more information, refer to SharePoint: Create a custom
permissions using PowerShell: http://aka.ms/Wcbquq

Managing SharePoint groups

@ Additional Reading: For information about permission levels, see the topic "Managing
permission levels" earlier in this lesson.

Managing web-application policies

@ Additional Reading: For information about managing anonymous access policies, see
Managing Anonymous Access later in this module.
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Lesson 2
Managing access to content

Contents:

Question and Answers 6
Resources 6
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Question and Answers

Question: What is the best way to organize content to manage permissions?

Answer: The best practice is to organize content in a hierarchy so that content that is more
restricted is below, or is a subset of less restricted content.

Feedback: The best practice is to organize content in a hierarchy so that content that is more
restricted is below, or is a subset, of less restricted content. This allows you to use permission
inheritance more effectively by using inheritance, and more importantly, by not breaking
inheritance.

Question: Enabling anonymous access on your SharePoint site presents a security risk.
() True
() False

Answer:

(V) True

() False

Feedback:

It is a best practice to avoid enabling anonymous access unless it is necessary. It makes your
server inherently less secure because anonymous users and authenticated users that have not
been specifically granted access to your site can change settings or content and those changes
cannot be traced to a specific user.

Question: How do you use PowerShell to configure access requests?

Answer: Set the RequestAccessEmail property of the SPWeb object to the value of a valid
email address. Setting the value to an empty string turns off access requests.

Question: What scopes does SharePoint 2016 support for add-in permissions?
Answer:
e Tenant

e Site collection

e Website
e List
Resources

Managing add-in permissions

@ Additional Reading: For more information, refer to Overview of apps for SharePoint:
http://aka.ms/Iv9fg7

@ Additional Reading: For more information, refer to Plan app permissions management in
SharePoint: http://aka.ms/Eoyz0h

@ Additional Reading: For more information about managing add-in permissions by using
PowerShell, refer to Configure app authentication in SharePoint Server: http://aka.ms/K7302v

@ Additional Reading: For more information, refer to App Management Service cmdlets in
SharePoint: http://aka.ms/Ej53fs
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Module Review and Takeaways

Best Practices

e Keep in mind the difference between authorization and authentication.

e Use Active Directory Domain Services (AD DS) and SharePoint groups to manage permissions.
e Organize content hierarchically according to permission level.

e Use access requests to simplify access management.

e Use the People Picker feature to help control users' ability to grant access to content.

e Be very selective when enabling anonymous access on a site.

e Always test permission levels when making changes.

Review Questions

Question: Which of the following SharePoint groups is assigned the Contribute permission level by
default?

() Viewers

( ) Visitors

() Owners

() Members

( ) Designers
Answer:
() Viewers
( ) Visitors
() Owners
(v) Members
( ) Designers

Question: Which type of app-authorization policy is needed when the app is not acting on behalf of an
authenticated user?

() User and app policy

() App-only policy

( ) User-only policy

() Any of the policies
Answer:
() User and app policy
(V) App-only policy
( ) User-only policy
() Any of the policies
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Common Issues and Troubleshooting Tips

Common Issue

User has access that is too broad.

User has too limited permissions.

Users report that they cannot add HTML
content to an HTML Web Part or page.

Troubleshooting Tip

Check the groups to which that user belongs. Also
check to see if the user is part of a security group
that has broad application permissions. If a user is a
member of multiple groups, the highest permissions

will apply.

Make sure the user is part of a group with the
appropriate permissions.

Check to see if the user is trying to add an <iframe>
when HTML field security limits this ability. HTML
field security will strip the HTML when they try to
insert it.
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Module 9

Configuring authentication for SharePoint 2016

Contents:

Lesson 1: Overview of authentication 2
Lesson 2: Configuring federated authentication 5
Lesson 3: Configuring server-to-server authentication 8

Module Review and Takeaways 11
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Lesson 1
Overview of authentication

Contents:

Question and Answers
Resources
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Question and Answers

Question: Why would you choose to use Kerberos authentication over NTLM authentication?

Answer: Kerberos authentication is more secure, it is more scalable, and it supports identity
delegation. It also is more efficient because it requires fewer trips to a domain controller.

Question: Considering that it is preferable to create host-named site collections over extending web
applications to additional zones, when might it still be appropriate to extend web applications to
additional zones?

Answer: There are still some scenarios in which extending web applications to additional zones is
appropriate. For example, suppose you want to provide access to a web application over both
HTTP and HTTPS. You might want to allow read-only anonymous access over HTTP but require
users to sign in over HTTPS to update content. In this type of scenarios, you should use one zone
to provide anonymous access over HTTP and an additional zone to provide authenticated access
over HTTPS.

Resources

Authentication infrastructure in SharePoint 2016

@ Additional Reading: For more information about the authentication infrastructure in
SharePoint 2016, refer to:

e Authentication overview for SharePoint: http://aka.ms/S7agze
e Authentication, authorization, and security in SharePoint: http://aka.ms/B15ejg

e Incoming claims: Signing into SharePoint: http://aka.ms/T9rkOp

Understanding claims-based authentication

@ Additional Reading: For more information about claims-based authentication concepts,
refer to:

e Claims-based identity and concepts in SharePoint: http://aka.ms/SOmféw
e Understanding the Fundamentals of SharePoint Claims-Based Authentication: http://aka.ms/Xrpr5s

Windows claims—-mode authentication in SharePoint 2016

@ Additional Reading: For more information about configuring basic and digest
authentication for SharePoint 2016, refer to:

e Configure Basic authentication for a claims-based web application in SharePoint: http://aka.ms/li6983

e Configure digest authentication for a claims-based web application in SharePoint:
http://aka.ms/Sc9zcf
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Configuring Kerberos authentication

@ Additional Reading: For more information about Kerberos authentication in SharePoint
2016, refer to:

e Plan for Kerberos authentication in SharePoint: http://aka.ms/A87fh1
e Kerberos Survival Guide: http://aka.ms/Jvbohh

e Kerberos Authentication Overview: http://aka.ms/ruém2b

Web application zones

@ Additional Reading: For a more detailed discussion of application zone considerations in
the architecture of your SharePoint 2016 site, refer to SharePoint design samples: Corporate
portal and extranet sites, Users, zones, and authentication: http://aka.ms/Hd48rl

@ Additional Reading: For more information about extending web applications, refer to
Extend claims-based web applications in SharePoint: http://aka.ms/Q9I7fr
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Lesson 2
Configuring federated authentication

Contents:

Question and Answers 6
Resources 6
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Question and Answers

Question: If you have used earlier versions of forms-based authentication, can you specify how the
configuration process differs in claims-aware forms-based authentication?

Answer: The configuration process is unchanged. You need to edit the Web.config files to define
membership providers and role managers in exactly the same way. The only new requirement is
that the web application must be created in (the default) claims-based authentication mode.

Question: What are the main advantages of using federated identity providers?
Answer: Advantages are:

e If you are working with partner organizations, you do not need to issue and manage
credentials to enable them to access your environment.

e You can reduce the number of credentials that users must remember by leveraging well-
known identity providers, such as Microsoft accounts, Google, and OpenlD.

¢ You can remove the need to manage your own identity stores and authentication providers
by leveraging public or partner organization providers.

Question: What are some of the reasons you would use AD FS? And when would you use ACS?

Answer: AD FS is used most commonly when you want your users to be able to use their domain
credentials to access external resources, such as a SharePoint site at a partner organization. ACS is
used most commonly when you want users to be able to authenticate to your applications and
services using web-based identity providers, such as a Microsoft account or Facebook.

Resources

Claims authentication process and normalization

@ Additional Reading: For detailed information about how to configure the C2WTS, refer to
Claims to Windows Token Service (C2WTS) and Reporting Services: http://aka.ms/lcr37q

Configuring forms-based authentication for SharePoint 2016

@ Additional Reading: For more information about configuring forms-based authentication
for SharePoint 2016, refer to:

e  Plan for user authentication methods in SharePoint: http://aka.ms/erfnix

e Configure forms-based authentication for a claims-based web application in SharePoint:
http://aka.ms/S3ebji

Understanding SAML token-based authentication and federation

@ Additional Reading: For more information and resources about ACS, refer to Access
Control Service 2.0: http://aka.ms/Q7xpv1l

@ Additional Reading: For more information about the configuration process, refer to Using
Microsoft Azure Active Directory for SharePoint authentication: http://aka.ms/Fiapys
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@ Additional Reading: For more information about creating custom providers, refer to:

e Plan for custom claims providers for People Picker in SharePoint http://aka.ms/Fep6hh

e How To: Create a claims provider in SharePoint: http://aka.ms/T6eku0

Configuring SAML token-based authentication with AD FS

@ Additional Reading: For more information about configuring SAML token-based
authentication for SharePoint 2016, see:

e  Plan for user authentication methods in SharePoint: http://aka.ms/erfnix

e Configure SAML-based claims authentication with AD FS in SharePoint: http://aka.ms/E1lj6éwa
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Lesson 3
Configuring server-to-server authentication

Contents:

Question and Answers 9
Resources 9
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Question and Answers

Question: What are the advantages of using JSON metadata endpoints instead of certificate exchange to
establish a trust relationship?

Answer: Establishing trust relationships works in the same way regardless of whether you use
JSON metadata endpoints or manual certificate exchange. The JSON metadata endpoint simply
exposes the public certificate. The advantage is that you do not need to manually export the
certificate and copy it to the other server.

Resources

Configuring a trust relationship between SharePoint 2016 and Exchange
Server

@ Additional Reading: For more information about configuring trust relationships between
SharePoint 2016 and Exchange Server , refer to Configure server-to-server authentication
between SharePoint and Exchange Server: http://aka.ms/Nintz7

Configuring a trust relationship between SharePoint 2016 and Skype for
Business Server

@ Additional Reading: For more information about these procedures, refer to:

e Configure server-to-server authentication between SharePoint and Lync Server:
http://aka.ms/Mbn8v2

e Assign a server-to-server authentication certificate to Skype for Business Server 2015:
http://aka.ms/A4w6jn

e Configure an on-premises partner application for Skype for Business Server 2015:

http://aka.ms/cnm7jd

Configuring a trust relationship between two SharePoint 2016 server farms

@ Additional Reading: For more information about configuring trust relationships between
two SharePoint 2016 server farms, refer to:

e Configure server-to-server authentication between SharePoint farms: http://aka.ms/P39mi6

e Exchange trust certificates between farms in SharePoint: http://aka.ms/Gkspm9

@ Additional Reading: For more information on configuring server-to-server authentication,
refer to Configure server-to-server authentication from SharePoint Server 2016 Preview to
SharePoint Online at: http://aka.ms/Vjgg2t
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Configuring user profiles to support server-to-server authentication

@ Additional Reading: For more information about configuring user profiles to support
server-to-server authentication, refer to Server-to-server authentication and user profiles in
SharePoint Server: http://aka.ms/ihémnn

@ Additional Reading: For more information about user profile synchronization, see Plan
profile synchronization for SharePoint Server: http://aka.ms/bks62j
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Module Review and Takeaways

Review Questions

Question: When is it appropriate to extend a SharePoint 2016 web application to additional zones?
() When you want to support multiple claims-based identity providers.
() When you want to provide access to web application content both over HTTP and HTTPS.
() When you want to associate multiple host names with a SharePoint site.
() When you want to split a web application across multiple content databases.
() When you want to enable forms-based authentication.
Answer:
() When you want to support multiple claims-based identity providers.
(V) When you want to provide access to web application content both over HTTP and HTTPS.
() When you want to associate multiple host names with a SharePoint site.
() When you want to split a web application across multiple content databases.
() When you want to enable forms-based authentication.
Feedback:

You might want to extend a SharePoint 2016 web application to an additional zone if you want
to provide anonymous read-only access to sites over HTTP, but enable users to sign in and edit

content over HTTPS. You can support multiple claims-based identity providers, including forms-
based authentication, without extending the web application to additional zones. If you want to
associate multiple host names with a SharePoint 2016 site, using host-named site collections is a
more appropriate solution. Content databases are unrelated to web application zones.

Question: Which Windows PowerShell cmdlet should you use to configure SharePoint 2016 to trust a
SAML token-based identity provider?

() New-SPTrustedldentityTokenlssuer
() New-SPTrustedRootAuthority
() New-SPClaimTypeMapping
() New-SPClaimsPrincipal
() New-SPAuthenticationProvider
Answer:
(V) New-SPTrustedldentityTokenlssuer
() New-SPTrustedRootAuthority
() New-SPClaimTypeMapping
() New-SPClaimsPrincipal

() New-SPAuthenticationProvider
Feedback:
You should use the New-SPTrustedldentityTokenlssuer cmdlet to register any Security

Assertion Markup Language (SAML) token issuer as a trusted authentication provider.
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Question: Which SharePoint 2016 service application is responsible for resolving the identity of the user
when SharePoint 2016 receives an OAuth-based server-to-server request?

() The STS Application
() The Application Management Service Application
() The Managed Metadata Service Application
() The Business Data Connectivity Service Application
() The User Profile Service Application
Answer:
() The STS Application
() The Application Management Service Application
() The Managed Metadata Service Application
() The Business Data Connectivity Service Application
(V) The User Profile Service Application
Feedback:
When SharePoint 2016 receives an OAuth request, the User Profile Service Application attempts

to resolve the request to a specific SharePoint 2016 user by querying user profiles.

Common Issues and Troubleshooting Tips

Common Issue Troubleshooting Tip
Site is inaccessible for a user or group of Check the error message. If the message indicates
users. that the users do not have access to the site, then

it means that the authentication process was
successful, but that they are not authorized to
access content.

e If you are using SAML token-based
authentication, verify that the user's SAML
identity claim was granted permission,
and not the user’'s domain\user account.

e  Check the user’s or users’ group
memberships and role assignments to
verify that they have sufficient access to
view content on the site.

e  Refer to the article, Claims authentication
does not validate user (SharePoint), at:
http://aka.ms/Qw8j66

Site is inaccessible for all users. There might be a problem with the authentication
method configured for the site zone that is being
used. Confirm what method has been configured
for the zone, and whether that method is being
used. In addition, it is possible for the
authentication method configured in the
web.config and in SharePoint to not match each
other. Make sure that the authentication settings
match what is expected. For more information,
refer to the article, SharePoint: Authentication
settings in Central Administration do not match
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Common Issue

Users receive multiple authentication

prompts when using Kerberos authentication.

When using Windows 7, users are prompted
for credentials when opening documents
from a library.

The user receives an error in the browser
when authenticating in an AD FS
environment.

Unexpected results after changing
authentication provider

Troubleshooting Tip

the configuration in web.config:
http://aka.ms/xf3qzk

Ensure that the users add the SharePoint site to
Local Intranet Zone. You also can set this for all
users through Group Policy.

This is a known issue with Windows 7 and you
should ensure that the users refer to the procedure
described in the article, Prompt for Credentials
When Accessing FQDN Sites From a Windows Vista
or Windows 7 Computer: http://aka.ms/Hvrxca.
This procedure includes editing the registry and
installing a hotfix.

Check for the following issues:

e User's browser is blocking cookies. Ensure
that the user does not block cookies.

e Relying trust settings are misconfigured.
You can verify these with the AD FS snap-
in or with the Windows PowerShell Get-
ADFSRelyingPartTRust cmdlet.

e User belongs to too many Active Directory
groups. If the user receives a message that
the size of the request headers is too long,
then the user might belong to a large
number of Active Directory groups. The
size of this field can be modified in IIS. For
more information, refer to the article,
Http.sys registry settings for IIS:
http://aka.ms/ejqwk7

Because SharePoint will fall back to NTLM if
Kerberos fails, you may not realize that Kerberos
authentication is not configured correctly. Use the
KerbTray or NetMon tools to help verify
authentication is working as expected by viewing
the values passed during authentication.
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Module 10

Securing a SharePoint 2016 deployment

Contents:

Lesson 1: Securing the platform
Lesson 2: Configuring farm-level security

Module Review and Takeaways
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Lab Review Questions and Answers
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Lesson 1
Securing the platform

Contents:

Question and Answers
Resources
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Question and Answers

Question: What should you consider before you deploy an antivirus solution for your SharePoint
deployment?

Answer: We recommend that customers deploy an antivirus solution based on the SharePoint
Virus Scanning Application Programming Interface (VS API).

Question: What is your experience with antivirus for previous versions of SharePoint?
Answer: Some products that provided security for SharePoint 2013 include:
e  ESET Security
e Kapersky
e Sophos Antivirus
e McAfee Security for SharePoint

e Symantec Protection for SharePoint
Resources

Planning a secure deployment

@ Additional Reading: For more information about security hardening for extranets, refer to
Plan security hardening for extranet environments (SharePoint Server): http://aka.ms/jmsj20

Hardening a SharePoint server

@ Additional Reading: For more information about hardening servers in Microsoft
SharePoint, refer to Plan security hardening for SharePoint: http://aka.ms/aumkjx

Configuring ports and protocols

@ Additional Reading: For more information about blocking the default port and creating
aliases, refer to "Configuring SharePoint and SQL Server to communicate over nonstandard ports"
later in this lesson.

@ Additional Reading: You can also use the Get-SPServiceHostConfig and Set-
SPServiceHostConfig Windows PowerShell cmdlets to view and configure ports and protocols.
For more information, refer to Get-SPServiceHostConfig: http://aka.ms/R5svc2; and Set-
SPServiceHostConfig: http://aka.ms/woisz5

Configuring SharePoint and SQL Server to communicate over nonstandard
ports

@ Additional Reading: For more information about configuring SharePoint and SQL Server
to communicate by using nonstandard ports, refer to: Configure SQL Server security for
SharePoint environments: http://aka.ms/R3a6bcw



10-4  Planning and Administering SharePoint 2016

Lesson 2
Configuring farm-level security

Contents:

Question and Answers
Resources
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Question and Answers

Configuring activity and security auditing

Question: What are common uses of the audit log within SharePoint?
Answer: You can use the audit log reports provided by SharePoint to view the data in the audit
logs for a site collection. You can sort, filter, and analyze this data to determine who has done

what with sites, lists, libraries, content types, list items, and library files in the site collection. For
example, you can determine who deleted which content.

Resources

Understanding the delegated administration model

@ Additional Reading: For more information about the levels at which you can delegate
administration of a SharePoint farm, refer to Choose administrators and owners for the
administration hierarchy in SharePoint: http://aka.ms/Ta30wr

@ Additional Reading: For more information about delegating administration of the User
Profile service application, refer to Delegate administration of User Profile service applications in
SharePoint Server: http://aka.ms/q6y7e0

@ Additional Reading: For more information about delegating administration of user profile
service application features, refer to Delegate administration of User Profile service application
features in SharePoint Server: http://aka.ms/Nvhxz6

Configuring blocked file types

@ Additional Reading: For more information about the default blocked file types, refer to
Manage blocked file types in SharePoint: http://aka.ms/r6xwu8

Configuring activity and security auditing

@ Additional Reading: For more information about configuring auditing for a site collection,
refer to Configure audit settings for a site collection: http://aka.ms/Sdsz37

@ Additional Reading: For more information about viewing auditing reports, refer to View
audit log reports: http://aka.ms/T42f3b
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Module Review and Takeaways

Review Question
Question: What ports are used by the service applications that come with SharePoint?

Answer: SharePoint uses ports TCP 32843, TCP 32844, TCP 32845, TCP 32846, and TCP 808
(WCF).

Real-world Issues and Scenarios

Any web traffic that is not encrypted can be analyzed by simply plugging a network tap onto the physical
network.

Tools

e Nmap is a free port-scanning tool. You can download this tool from http://aka.ms/Flzknr
e Wireshark is a helpful tool for analyzing web traffic. You can download this tool from
http://aka.ms/k2v7gg

Common Issues and Troubleshooting Tips
Common Issue Troubleshooting Tip

Database connection issues There are several things to examine if a SharePoint
server cannot communicate with the databases. First,
ensure that your alias are set up correctly. Also ensure
that you have not blocked any communication ports
accidently. Finally, make sure that the SQL Server
service is running on the SQL Server.

A port is left open You can use Nmap to scan the ports on your servers
to see if you have left any ports open.
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Lab Review Questions and Answers
Lab: Securing a SharePoint 2016 deployment

Question and Answers

Question: Which ports does SQL Server use by default?
Answer: SQL Server uses ports TCP 1433 and UDP 1434. You can use SQL Alias on the SharePoint
servers to redirect traffic to custom ports.

Question: Which ports do the SharePoint web servers use?

Answer: In most cases, SharePoint uses port 80 for non-encrypted web traffic and port 433 for
secure traffic. When you create Central Administration, a random port can be assigned. You
should encrypt all Central Administration web traffic.
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Module 11

Managing taxonomy

Contents:

Lesson 1: Managing content types
Lesson 2: Understanding managed metadata

Lesson 3: Configuring the managed metadata service
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Module Review and Takeaways
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Lesson 1
Managing content types

Contents:

Question and Answers
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Question and Answers
Question: We can reuse a content type in a sub-site without publishing it in the content type hub.
() True
() False
Answer:
(V) True
() False
Feedback:

Content types are reusable at the site where you create them and also lower in the site hierarchy,
because subsites inherit site columns and content types.

Question: Can we have two content type hubs in one SharePoint 2016 farm?

Answer: Yes, we can have two content type hubs in one SharePoint 2016 farm. One farm can
have several managed metadata service application instances. Each instance can have a content
type hub. But you can only set one instance as the default instance on web application level.
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Lesson 2
Understanding managed metadata

Contents:

Question and Answers
Resources
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Question and Answers

Question: [s it possible to have two term sets with different permissions? If yes, how would you achieve
this goal?

Answer: Yes, it possible to have two term sets with different permissions. Term sets don't have
unique permissions, but groups do. You need to create two groups with different permissions
and then create a term set in each group.

Resources

Overview of managed metadata

@ Additional Reading: For more information about managed metadata in SharePoint 2016,
refer to Plan managed metadata in SharePoint Server: http://aka.ms/Y7c0ej
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Lesson 3
Configuring the managed metadata service

Contents:

Question and Answers 7
Resources 7
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Question and Answers

Question: We can have additional language labels for each term in any language.
() True
() False
Answer:
() True
(V) False
Feedback:
We can use only those languages that we have installed and configured in the Term Store
Management Tool.

Resources

Configuring refinement and faceted navigation

@ Additional Reading: For more information about configuring refiners by using managed
metadata, refer to Configure refiners and faceted navigation in SharePoint Server:
http://aka.ms/Xn1lgyu
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Module Review and Takeaways

Review Questions

Question: Why is stakeholder input important to help establish the taxonomy?

Answer: Stakeholder input can be useful because it is rare for the IT department to understand
or recognize all of the classification mechanisms that the organization uses.

Question: Can more than two farms share term sets or content types by publishing the managed
metadata service?

Answer: Yes. Several farms can be involved in publishing and consuming managed metadata. For
example, you can create a managed metadata service in the context of an enterprise services
farm, which has no web front-end servers but publishes a managed metadata service for other
farms in the organization to consume.

Question: If you require a list of departments for users to apply as metadata in several different sites, how
can you create the departments list?

Answer: There are two choices. You can create a site column, with the list of departments as a
choice type, at a high enough level in the site collection so that you can apply the column to any
list or library that users require. You can also create a term set that lists the departments and then
add a managed metadata type column to any list that requires departments.

Tools
Automate taxonomy management
PowerShell is a powerful tool to automate term store management. After a while you will more likely have

so many term sets and terms that they become unmanageable in the Term Store Management Tool. You
can use PowerShell to make changes to your term store.



Configuring user profiles 12-1

Module 12

Configuring user profiles

Contents:
Lesson 1: Configuring the User Profile Service Application 2
Lesson 2: Managing user profiles and audiences 4

Module Review and Takeaways 6



12-2  Planning and Administering SharePoint 2016

Lesson 1
Configuring the User Profile Service Application

Contents:

Question and Answers
Resources



Configuring user profiles  12-3

Question and Answers

Question: Can you map a user profile property to multiple sources?

Answer: Yes. When you use Microsoft Identity Manager 2016 to synchronize user profiles, you
can map a property to multiple sources.

Question: We can configure a custom user profile property to import a custom AD DS user object
attribute value with the synchronization mode set to Active Directory import.

() True
() False
Answer:
(V) True
() False
Feedback:
It is possible to import a custom AD DS user object attribute value. It is not possible to export the
user profile property value with the synchronization mode set to Active Directory import.

Resources

Planning user profile import

@ Additional Reading: For more information about planning user profile importing, refer to
Plan user profiles in SharePoint Server: http://aka.ms/D8b4p3

Configuring User Profile Service for a hybrid environment

@ Additional Reading: For more information about hybrid configuration, refer to Set up
SharePoint services for hybrid environments: http://aka.ms/GpOblb

@ Additional Reading: For more information about the Office 365 directory synchronization
tool, refer to Active Directory Synchronization in Office 365: http://aka.ms/O7r46y
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Question and Answers

Question: Can you use permissions to rollout social features only to the marketing department?

Answer: Yes. You can control access to personal sites and social capabilities by using social
permissions. You can remove the authenticated users group and add the marketing department

group.
Question: We can configure audiences based on user profile property values.
() True
() False
Answer:
(V) True
( ) False
Feedback:
Audiences can be based on group membership, the manager attribute, or user profile property
values.

Resources

My Sites and audiences in SharePoint Online

@ Additional Reading: For more information about My Sites in SharePoint Online, refer to
Manage My Site Settings: http://aka.ms/ktnfce

Additional Reading: For more information about audiences in SharePoint Online, refer to
Manage audiences: http://aka.ms/Daq7c4
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Review Questions

Question: What are the requirements for the service account before you configure the Active Directory
import connection?

Answer: The account needs the Replicating Directory Changes permission on the domain.
Question: When should you create additional user profile properties?

Answer: You should create additional user profile properties if you need to store additional user-
specific information, and there are no existing properties for storing this information.

Question: When would you need to configure trusted host locations?
() When you need to configure My Sites to trust content, such as documents, stored in another location.

() When you have multiple farms, each with a User Profile Service Application, and want to ensure that
users have only one My Site.

() When you want to add additional links to the My Site navigation bar.

() When you need to publish My Site information into AD DS.

() When you need to specify additional sources for profile data.
Answer:

() When you need to configure My Sites to trust content, such as documents, stored in another
location.

(V) When you have multiple farms, each with a User Profile Service Application, and want to
ensure that users have only one My Site.

() When you want to add additional links to the My Site navigation bar.
() When you need to publish My Site information into AD DS.

() When you need to specify additional sources for profile data.
Feedback:

You configure trusted host locations to ensure that users have only one My Site in the
environment where there is more than one farm with the User Profile Service Application, or
when you have more than one User Profile Service Application.

Real-world Issues and Scenarios

When organizations start using user profiles in SharePoint, for many of them, it is the first time that end
users actually see some of their information in AD DS. Initially it sounds great. They have all the
information in one place and you leverage it in scenarios while building a company phonebook or an
organizational chart. But it all comes down to the data quality of Active Directory attributes that they
might have never used before.

Before you start working with user profiles, you should ask yourself the following questions:

e  What information do | need or want to import?
e Is the information even there?

e Is the information “clean”?

e s the information up to date?



Configuring user profiles  12-7

If you do not address these concerns initially, you could end up with old phone numbers, phone numbers
in different formats, incorrect hierarchy, and other problems visible to the end user.

Make sure the information in AD DS is accurate so that you can leverage it in SharePoint user profiles.
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Question and Answers

Question: Can the content processing component index custom file types?

Answer: Yes. If the file type (extension) is not supported by default, you can use an appropriate
format handler and add the custom file type on the Manage Files Types page.

Question: The search index stores access control lists (ACLs) to enable security trimming.
() True
( ) False

Answer:

(V) True

() False

Feedback:

SharePoint 2010 stored ACLs in the search administration database. Since SharePoint 2013, they
are stored with the index.

Resources

Search topology design

@ Reference Links: For more information, refer to the Architecture section of Technical
diagrams for SharePoint: http://aka.ms/Sull7c
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Question and Answers

Question: Can you use different content access accounts in one instance of the Search Service
Application?

Answer: There is only one default content access account per search service instance, but you
can use crawl rules to define a different content access account to access the content targeted by
the rule.

Question: You can configure a SharePoint Search service content source to crawl both SharePoint sites
and a File Share.

() True
() False
Answer:
() True
(V) False
Feedback:
Content sources can crawl SharePoint sites, as well as File Shares, but you can only pick one type
for a content source. This means you need two different content sources to acheive this goal.

Resources

Configuring content sources

@ Additional Reading: If you need Lotus Notes email access, you must ensure that you have
installed and deployed the connector and any other required software. For a step-by-step guide
for installing and provisioning the Lotus Notes connector for SharePoint, refer to Configure and
use the Lotus Notes connector for SharePoint Server: http://aka.ms/pxexb3

Optimizing your Search service

@ Additional Reading: For more information, refer to Configure authoritative pages in
SharePoint: http://aka.ms/Tveh7e
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Question and Answers

Question: You can use display templates and result types to modify search experience.
() True
() False

Answer:

(V) True

() False

Feedback:

You can use a result type to define a query, and in combination with a display template you can
create a new search experience to fulfill business requirements.

Question: You discovered that in a crawl report you have 45 million items to crawl. How many crawl
databases should you deploy?

Answer: Three. You should deploy additional crawl databases for 20 million items.
Resources

Managing thesaurus, spelling corrections, extractions, and refiners

@ Additional Reading: For more information about entity extraction dictionaries, refer to
Create and deploy custom entity extractors in SharePoint Server: http://aka.ms/Wbuppl

Planning and configuring search navigation

@ Additional Reading: For more information, refer to Configure refiners and faceted
navigation in SharePoint Server: http://aka.ms/Vgh9wy
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Review Questions

Question: Which of the search architecture components parses documents?
() The crawl component
( ) The content processing component
() The analytics component
( ) The index component
( ) The query processing component
Answer:
() The crawl component
(V) The content processing component
() The analytics component
( ) The index component
( ) The query processing component
Feedback:

The content processing component tasks include parsing documents, property mapping, and
linguistics processing.

Question: Which of the following is a verticals page that is automatically created when you deploy a
Search Center site?

( ) Conversation results page
( ) Default query page
( ) Default results page
() Local People Results (System)
( ) Local Video Results (System)
Answer:
(V) Conversation results page
( ) Default query page
() Default results page
() Local People Results (System)
() Local Video Results (System)
Feedback:
A SharePoint 2016 Search Center provides:

e A default search home page (default.aspx).
e A default search results page (results.aspx).
e A number of search verticals pages to display:
o People Search results (peopleresults.aspx).
o Conversation search results (conversationresults.aspx).
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o Video search results (videoresults.aspx).

An advanced research page (advanced.aspx) where users can refine their search queries by
applying query text restrictions by, for example, applying an exact phrase match.

Question: Which of the following managed property options enables the content of a managed property
to be returned in search results?

() Advanced Searchable

() Queryable

() Refinable

() Retrievable

() Searchable
Answer:
() Advanced Searchable
( ) Queryable
() Refinable
(V) Retrievable
() Searchable
Feedback:

The Retrievable option enables the content of this managed property to be returned in search
results. You should enable this option for managed properties that are relevant to include in
search results.
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Question and Answers

Question: What are some common questions that your maintenance plan should answer?

Answer: The maintenance plan should cover:

e Which tasks to perform.

e How to perform each task.

e How often to perform each task.

e Who should perform each task.

e  Who should update and maintain the necessary documentation.
Question: What are some best practices for configuring logging?

Answer: Some of the best practices for configuring logging include:

e Changing the drive that logging writes to.

e Restricting log disk space usage.

e Using the Verbose setting sparingly.

e Regularly backing up logs.

e Enabling event log flooding protection.
Resources

Planning for maintenance and monitoring

@ Additional Reading: For more information, refer to Appendix B: Sample SLA:
http://aka.ms/oeej16

Additional Reading: For more information on Microsoft's SLA for SharePoint Online and
other Office 365 services, refer to About Licensing: http://aka.ms/U3colo

Planning for QA

@ Additional Reading: For more information on ITIL, refer to ITIL: http://aka.ms/Rklind

@ Additional Reading: For more information on MOF 4.0, refer to Microsoft Operations
Framework: http://aka.ms/kakdth

Tools and capabilities for monitoring in SharePoint 2016

@ Reference Links: For more information, refer to Overview of monitoring in SharePoint:
http://aka.ms/bleapr

Using the SharePoint Health Analyzer

@ Reference Links: For more information, refer to Configure SharePoint Health Analyzer
rules in SharePoint: http://aka.ms/Vwbqgb
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@ Reference Links: For more information, refer to Configure SharePoint Health Analyzer
timer jobs in SharePoint: http://aka.ms/Magwod

Logging usage and health data

@ Reference Links: For more information, refer to View data in the logging database in
SharePoint, at: http://aka.ms/Brzfzf

Guidelines for configuring diagnostic logging

@ Reference Links: For more information, refer to Logging and event cmdlets in SharePoint:
http://aka.ms/Atceuw
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Question and Answers

Question: Which optimizations have led to the biggest performance improvements in SharePoint
environments that you have worked on?

Answer: There is no single optimization that will lead to the biggest performance improvement
in every case, because performance bottlenecks are unique to every individual environment.
Identifying and resolving bottlenecks one at a time is the only effective way to improve
performance.

Feedback: There is no single optimization that will lead to the biggest performance
improvement in every case, because performance bottlenecks are unique to every individual
environment. Identifying and resolving bottlenecks one at a time is the only effective way to
improve performance. Students’ answers should reflect that different optimizations will have
different effects in different environments. However, there might be patterns—for example,
database optimization is often poorly understood in environments without dedicated database
administrators.

Question: You can manage the database server by using the MinRole feature in SharePoint 2016.
() True
() False
Answer:
() True
(V) False
Feedback:
False. Only the front-end web, application, search, and distributed cache servers are managed
using the MinRole feature.

Resources

Quantifying performance

@ Additional Reading: For more information, refer to How to calculate Throughput and
Peak Throughput for SharePoint: http://aka.ms/x1wgbb

Additional Reading: For more information on capacity planning for SharePoint 2016, refer
to Capacity management and sizing overview for SharePoint Server: http://aka.ms/L6v9a6

Software boundaries and capacity guidelines

@ Additional Reading: For more information, review the guidelines in Software boundaries
and limits for SharePoint: http://aka.ms/kOcoc2

Optimizing network configuration

@ Reference Links: For more information on NLB in Windows Server 2012 R2, refer to
Network Load Balancing Overview: http://aka.ms/Oomckv
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@ Additional Reading: For more information, refer to Configure Request Manager in
SharePoint Server: http://aka.ms/Sq7b2q

@ Additional Reading: For more information, refer to Request Management in SharePoint
Server, Part One: Feature Capability and Architecture Overview: http://aka.ms/b00zg2

@ Reference Links: For more information, refer to Request Management in SharePoint
Server, Part Two: Example Scenario and Configuration Step by Step: http://aka.ms/mn2rh3

Optimizing database configuration

@ Reference Links: For more information, refer to Optimizing tempdb performance:
http://aka.ms/p8hkyo

Identifying and resolving bottlenecks

@ Reference Links: For more guidance on identifying and resolving bottlenecks in
SharePoint 2016, refer to Monitoring and maintaining SharePoint Server: http://aka.ms/A4raqu

@ Additional Reading: For more information, refer to Identify Bottlenecks:
http://aka.ms/Cpee6j

Additional Reading: For more information, refer to Performance Counters:
http://aka.ms/Eztjp4
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Question and Answers

Question: What is the difference between BLOB caching and remote BLOB storage?

Answer: BLOB caching refers to the process where SharePoint caches files such as images and
CSS files used for page rendering on the front-end web servers for easy retrieval.

Remote BLOB storage refers to configuring content databases to store BLOBs on the file system
instead of in the content database. The content database then stores a reference to the BLOB file
instead of the file itself.

Question: Page output caching profiles apply only to what kinds of pages in SharePoint 2016?

Answer: Publishing pages and publishing layout pages.
Resources

Planning and configuring BLOB caching

@ Additional Reading: For more information, refer to Monitoring BLOB cache performance:
http://aka.ms/Uijdp4

Planning and configuring page output caching

@ Reference Links: For more information on configuring cache profiles, refer to Improve
page rendering by configuring output caching: http://aka.ms/lg2ut6

Additional Reading: For more information, refer to Monitoring ASP.NET output cache
performance: http://aka.ms/Uijdp4

Planning and configuring object caching

@ Reference Links: For more information on monitoring and optimizing the object cache,
refer to Monitoring object cache performance http://aka.ms/Uijdp4

Planning and configuring the Distributed Cache service

@ Reference Links: For more information on the Distributed Cache service, refer to Overview
of microblog features, feeds, and the Distributed Cache service in SharePoint Server:
http://aka.ms/g2bmxm

Additional Reading: For more information, refer to Plan for feeds and the Distributed
Cache service in SharePoint Server: http://aka.ms/H811kg

@ Additional Reading: For more information, refer to Manage the Distributed Cache service
in SharePoint Server: http://aka.ms/Pogslr
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Question and Answers

Question: Which tools would you use on a regular basis to troubleshoot issues in a SharePoint
environment?

Answer: Answers might include:

Server-side network tracing tools, such as Performance Monitor or Microsoft Message
Analyzer.

Client-side traffic monitoring tools, such as Fiddler or Microsoft Internet Explorer F12
Developer Tools.

Tools for retrieving and organizing ULS trace log entries, such as ULS Viewer or Windows
PowerShell.

Internet Information Services (IIS) Failed Request Tracing.
The SharePoint developer dashboard.

Microsoft Visual Studio, for load testing or debugging.

Resources

Performance management modeling in SharePoint 2016

@ Reference Links: For more information on performance management modeling, refer to
Performance testing for SharePoint Server: http://aka.ms/hmtn4s

Analyzing the SharePoint diagnostic logs

@ Reference Links: To download ULS Viewer, go to: http://aka.ms/F3bh8q

Server-side request tracing

@ Reference Links: For more information, refer to: Microsoft Message Analyzer Operating
Guide: http://aka.ms/by6v7f

Additional Reading: For information on specific scenarios and ongoing discussions about
Message Analyzer, refer to Microsoft Message Analyzer team'’s blog: http://aka.ms/KI613c

Reference Links: For more information, refer to Troubleshooting Failed Requests Using
Tracing in IIS 7, at: http://aka.ms/H58tzh



14-12  Planning and Administering SharePoint 2016

Module Review and Takeaways

Review Questions

Question: Which monitoring tool or capability uses rules to detect potential configuration issues?
() The SharePoint Health Analyzer
( ) Diagnostic logging
( ) Usage and health data collection
() Performance counters
() ULS Viewer
Answer:
(V) The SharePoint Health Analyzer
( ) Diagnostic logging
() Usage and health data collection
() Performance counters
() ULS Viewer
Feedback:

The SharePoint Health Analyzer uses built-in health rules to detect potential issues in the areas of
security, performance, configuration, and availability.

Question: Which RAID configuration provides both data striping and disk mirroring?

( YRAIDO

( JRAID1

( JRAIDS

( )RAID6

( )RAID 10
Answer:
( YRAIDO
( JRAID1
( YRAIDS
( )RAID6
(vV) RAID 10
Feedback:

Redundant Array of Independent Disks (RAID) 10 provides striping and mirroring. RAID O, RAID 5,
and RAID 6 are striping configurations, and RAID 1 is a mirroring configuration. We recommend
Raid 10 for SharePoint deployments.

Question: Which SharePoint caching mechanism stores copies of media assets on disk?
() The BLOB cache.
() The page output cache.
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( ) The object cache.
() The distributed cache.
( ) The view state cache.
Answer:
(V) The BLOB cache.
( ) The page output cache.
( ) The object cache.
() The distributed cache.
( ) The view state cache.
Feedback:

The Binary Large Objects (BLOB) cache stores copies of site media assets such as images, CSS files,
and JavaScript files, on disk. This removes the need to retrieve the assets from the database for
every request.

Question: When you browse to your SharePoint 2016 intranet, you see an HTTP 500 — Internal Server
Error message. Which diagnostic tool might help you to investigate this problem?

( ) Microsoft Message Analyzer

() Microsoft Network Monitor

() IS Failed Request Tracing

( ) Internet Explorer F12 Developer Tools

() The SharePoint developer dashboard
Answer:
( ) Microsoft Message Analyzer
() Microsoft Network Monitor
(V) IS Failed Request Tracing
() Internet Explorer F12 Developer Tools
() The SharePoint developer dashboard
Feedback:

IIS Failed Request Tracing can help you to find out why IIS is returning an HTTP 500 error.
Microsoft Message Analyzer, or its predecessor, Microsoft Network Monitor, can help you to
identify network connectivity issues, but in this case, that is unlikely to help—you know that the
requests are reaching IIS. The same applies to Internet Explorer F12 Developer Tools. Finally, the
SharePoint developer dashboard will not help because the request is failing in IIS and not
reaching SharePoint.

Common Issues and Troubleshooting Tips

Common Issue Troubleshooting Tip

Gathering data about performance issues that e Provide users with guidelines for what to do
cannot be reproduced or are intermittent, when experiencing problems, such as
makes finding problems a challenge. identifying the specific time they

experienced the problem and what they
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Common Issue

There is a lack of a baseline and long-term
data for comparison.

Troubleshooting Tip

were doing. This will help you focus on the
timeframe in question, and look for services
or activities happening at that time that
might affect performance.

e  Getting users to provide specific steps for
reproducing the problem also will help.
Using tools such as Skype for Business to
view a user’s desktop remotely also can help
you see for yourself what steps they are
taking.

e You might also need users to install tools
like Fiddler to help you diagnose problems
from their end.

A common issue with judging performance is the
lack of a base set of data, and ongoing periodic
updates to that data. This data is useful for tracking
and spotting long-term trends that will help you
identify problems before they escalate. Identifying
the fact that latency is increasing over time, and
taking action before the trend actually becomes a
problem is better than taking action after you have
gone over target metrics.
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