


Security and privacy are a top concern for KMU
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Managing risk in an increasingly connected world

“This Nexus of Forces is impacting 

security in terms of new vulnerabilities. 

–Ruggero Contu, Christian Canales and Lawrence Pingree. Forecast Overview: Information Security, Worldwide, 2014 Update. Gartner, Inc. June 25, 2014.

Impact of cyber attacks could be

as much as $3 trillion in lost 

productivity and growth

Implications
Job security Customer loyalty

Intellectual property

Legal liabilityBrand reputation

$ 3.5M
Average cost of

a data breach to
a company

15 % increase YoY

median # of days attackers are 

present on a victim network 

before detection243

level issue

is a

CxO

Security
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Evolution to Targeted Threats

Indiscriminate Targeted

Consumer Enterprise Target

Single Vector Multi-vector

Manual Automated

Desktop Device and Cloud

Visible Concealed

Lone Agent Organised Ecosystem

Spam Information Theft    

Information Theft Information Destruction

“The world is changing very fast. Big will not beat small anymore. It will be the fast 

beating the slow.” Rupert Murdoch
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Achieving Overall Resilience

Cloud Resilience

On-Premises Systems Resilience



Public Data Internal Data Confidential Data



Coordination

Collaboration
Disruption



Aggressively fight 

cybercrime and advocate 

extensively for enhancing

cybersecurity

Deep Investment in 

building a trustworthy 

computing platform

and security expertise

Trust in your Provider that they are protecting their 
customers and are a global cybersecurity advocate

Strong principles and 

policies that empower 

you to be in control of 

your information

Security
Privacy

Compliance

Transparency

Advocacy
Risk management Governance



Microsoft Experience and Credentials



Dependable, available

Predictable, consistent, 

responsive service

Maintainable

Resilient, easily restored

Proven, ready

Trustworthy Computing
Working Toward a Safer, More Trusted Internet

Security Privacy Business PracticesReliability

Secures against attacks

Protects confidentiality, 

integrity, and availability 

of data and systems

Helps manage risk

Protects from unwanted 

communication 

User choice and control

Products, online services 

adhere to fair information 

principles

Commitment to 

customer-centric 

interoperability

Recognized industry 

leader, world-class 

partner 

Open, transparent 
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Goalie

Protect

Patch, Deploy Newer Products, Apply the SDL
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Awareness

Detect

Active Attacks
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Defense

Response

Customer, CSS and Cybersecurity Team



Core Investments



Taking action
We’re taking steps to secure customers’ data 
and enable cloud adoption

audience, industry vertical, and geo needs



Microsoft’s Commitment 
to Data Privacy & Security

audience, industry vertical, and geo needs



It’s your data

Microsoft Cloud for Business



Microsoft DatacentersMicrosoft Datacenters Microsoft DatacentersMicrosoft Datacenters

In the EU



Microsoft DatacentersMicrosoft Datacenters Microsoft DatacentersMicrosoft Datacenters

In Switzerland 



• Learn more about Microsoft’s Enterprise Cloud

• Visit the Microsoft Trust Centers: Azure, Intune, Office 
365, and Dynamics CRM

• Review the Microsoft Law Enforcement 
Requests and US National Security Orders Reports

• Read the latest on Microsoft’s Cyber Trust and On the 
Issues blogs

Find out more!

http://www.microsoft.com/enterprise/microsoftcloud/default.aspx#fbid=X4-yXxJl7B9
http://azure.microsoft.com/en-us/support/trust-center/
http://www.microsoft.com/en-us/WindowsIntuneTrust/
http://office.microsoft.com/en-us/business/office-365-trust-center-cloud-computing-security-FX103030390.aspx
http://www.microsoft.com/en-us/dynamics/crm-trust-center.aspx
http://www.microsoft.com/about/corporatecitizenship/en-us/reporting/transparency/
http://www.microsoft.com/about/corporatecitizenship/en-us/reporting/fisa/
http://blogs.microsoft.com/cybertrust/
http://blogs.microsoft.com/on-the-issues/






Major datacenter

Content Data Node

Live sub-region

Announced sub-region

Partner-operated sub-region


